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PRIVACY  ACT  ISSUANCES 


Record  ■ourcc  catcforin:  Navy  civilian  personnel  offices.  Navy 
recniiters;  current  and  previous  supervisors  of  the  employee;  cur¬ 
rent  and  previous  associates  of  the  employee  named  by  the  em- 
idoyee  as  references. 

Systems  esempted  from  certain  proviaioas  of  the  act:  NONE 
N96021-41 

System  name:  Labor  Maitagement  Relations  Records  System 

System  locatkia:  Office  of  Civilian  Manpower  Management,  Re- 
DOiial  Offices  of  Civilian  Manpower  Management,  Capital  Area 
nrsormel  Services  Office,  Navy,  and  Navy  Staff,  He^quarters 
and  Field  Activities  employing  civilians.  Maiung  addresses  are  pro¬ 
vided  in  the  Department  of  the  Navy  Directory,  published  in  the 
Federal  Register. 

Categorim  of  individuals  covered  by  the  system:  Navy  civilian  em¬ 
ployees  paid  from  appropriated  and  non-appropriated  funds,  who 
are  involved  in  a  grievance  which  has  been  referred  to  an  arbitrator 
fw  resolution;  Navy  civilian  emidoyees  involved  in  the  filing  of  an 
Unfair  Labor  Practice  complaint  which  has  been  referred  to  the 
Assistant  Secretary  of  Labor-Management  Relations;  union  offi¬ 
cials;  union  stewards;  and  representatives. 

Categories  of  records  la  the  system:  Records  comprise:  Manual 
files,  maintained  in  paper  folders,  numually  filed  by  type  of  case 
and  case  number  (not  individual).  Folder  contains  all  information 
pertaining  to  a  specific  arbitration  case  or  specific  Unfair  Labor 
Practice  with  whom  Navy  has  dealings;  field  activities  maintain 
manual  roster  of  local  union  officials  arid  union  stewards. 

Authority  for  maintcnaiice  of  the  system:  Executive  Order  11491, 
as  amended  'Labor-Management  Relations  in  the  Federal  Service.’ 

Routhie  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  pnrpoaes  of  such  naes:  Officials  and  employees 
of  the  Department  of  the  Navy  in  the  performance  of  their  official 
duties  related  to  the  Labor-Management  Relations  Program,  e.g.: 
Administration/implementatioo  of  arbitration  awards;  interpretation 
of  the  Executive  Order  through  3rd  party  case  decisions;  Natioiud 
Consultation  and  other  dealings  with  recognized  unions.  Represen¬ 
tatives  of  the  U.  S.  Civil  Service  Commission  on  matters  relating  to 
the  inspection,  survey,  audit,  or  evaluation  of  Navy  Civilian  ^r- 
sotmel  Management  Programs.  The  Comptroller  General  or  any  of 
his  authorized  representatives,  in  the  course  of  the  peformace  of 
duties  of  the  General  Accounting  Office  relating  to  the  Navy's 
Labor  Management  Relations  Program.  Officials  employees  of 
other  components  of  the  Department  of  Defense  in  the  per¬ 
formance  of  their  official  duties  related  to  the  administration  of  the 
Labor-  Management  Relations  Program.  A  duly  appointed  hearing 
examiner  or  arintrator  for  the  purpose  of  conducting  a  hearing  in 
connection  with  an  employee’s  grievance.  An  aibritrator  who  is 
given  a  contract  pursuant  to  a  negotiated  labor  agreement  to  bear 
an  employee's  grievatKe. 

Policies  aad  practices  for  storing,  retrieving,  aocesring,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Manual  records  are  stored  in  paper  folders. 

Retrievability:  Manual  records  are  retrieved  by  case  subject,  case 
number,  and/or  individual  employee  names. 

Safeguards:  AU  manual  files  are  accessible  only  to  authorized 
personnel  having  a  need  to  know. 

Retention  and  disposal:  (Zase  files  are  permanently  maintained. 
Union  official  rosters  are  normally  destroyed  after  a  new  roster  has 
been  established. 


System  Buuiager(s)  and  address:  The  Director  of  Civilian  Man- 

Swer  Management,  Department  of  the  Navy,  Washington,  D.  C. 
390. 

Notification  proesdurc:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Managemdnt  (Attn: 
Code  04),  Department  of  the  Navy,  Washington,  D.  C.  20390;  field 
activities. 

Record  aceem  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  SYSMANAGER. 

Contesting  record  procedures:  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appeaing  initial  determina- 
tions  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Record  source  categories:  Navy  civilian  persormel  offlees;  arbitra¬ 
tor’s  office;  office  of  the  Assistant  Secretary  of  Labor  for  Labor- 
Management  Relations;  union  headquarters  offices. 

Systems  exempted  from  certain  provisions  of  the  act:  None 


N9d021-431 

System  name:  Employee  Relatioru  Including  Discipline,  Employee 
Grievances,  Complaints,  etc. 

System  location:  Office  of  Civilian  Manpower  Man^ment,  Re- 

R'onal  Offices  of  Civilian  Manpower  Management,  Capital  Area 
;rsotuiel  Services  Office,  Navy,  and  Navy  Staff,  Headquarters 
and  Field  Activities  employing  civilians.  Mailing  addresses  are  pro¬ 
vided  in  the  Department  of  the  Navy  Directory,  pubhshed  in  the 
Federal  Register. 

Categories  of  individuate  covered  by  the  system:  Navy  civilian  em¬ 
ployees,  paid  from  appropriated  funds  servmg  utuier  career,  career- 
conditional,  temporary  and  excepted  service  appointments  on 
whom  discipline,  grievances,  and  complaints  records  exist.  Dis¬ 
crimination  complaints  of  Navy  civilian  employees,  paid  from  ap¬ 
propriated  and  non-appropriat^  funds,  applicants  for  employment 
and  former  employees  in  appropriated  and  non-appropriated  posi¬ 
tions.  Appels  of  Navy  civihan  employees  pud  frm  appropriated 
funds.  Fihpino  employee  appeal  case  files  ('Fihpinos  who  are  law¬ 
fully  adrmtted  residents.’)  Cases  reviewed  by  CINCPAC  under 
Filipino  Employment  Policy  Instructions.  Management  Operation 
Record  System  consisting  of  manual  file  maintauied  by  immediate 
supervisors  and  high  level  managers  concerning  employee  per¬ 
formance,  capability,  informal  discipline,  attendance,  leave  and 
tardiness,  work  assignments,  and  similar  work  related  employee 
records. 

Categories  ol  records  in  the  system:  Manual  files,  maintained  in 
paper  folders,  contain  copies  of  documents  and  information  per¬ 
taining  to  discipline,  grievances,  complaints,  and  appeals. 

Authority  for  maintcnaiicc  of  the  system:  Executive  Order  9830, 
Amending  the  Civil  Service  Rules  a^  Providing  for  Federal  Per¬ 
sonnel  Administration;  4  U.S.C.  1302,  3301,  3302;  Executive  Order 
10S77,  Amending  the  Civil  Service  Rules  and  Authorizing  a  New 
Appointment  System  for  the  (Zompetitive  System.  P.L.  92-261 ,  The 
Equal  En^loyment  Opportunity  Act  of  1972;  P.L.  93-259,  extension 
of  Age  DiKiimination  in  Employment  Act  of  1967.  S  U.S.C.  7512; 
Executive  Order  11491,  Labw-Management  Relations  in  the 
Federal  Service. 

Routine  uses  ol  records  maintainrd  In  the  systm,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Offichds  of  the  Depart¬ 
ment  of  the  Navy  in  the  performance  of  their  official  duties  related 
to  the  managentent  of  civilian  employees  in  the  processing,  ad¬ 
ministration,  and  adjudication  of  discipline,  grievances,  complaints, 
appeals,  litigation,  and  program  evaluation.  Representatives  of  the 
United  States  Ci^  Service  Commission  on  matters  relating  to  the 
inspection,  survey,  audit  or  evaluation  of  Navy  civilian  personnel 
management  programs  or  personnel  actions,  or  such  other  matters 
under  the  jurisdiction  oi  the  Commission.  Appeals  officers  and 
complaints  examiners  of  the  Federal  Employee  App^s  Authority 
for  the  purpose  of  conducting  hearings  in  connection  with  em¬ 
ployees  appeals  from  adverse  actions  and  formal  discrimination 
complaints.  The  Comptroller  General  or  any  of  his  authorized 
representatives,  in  the  course  of  the  performance  of  duties  of  the 
General  AccouRting  Office  relating  to  the  Navy’s  civilian  man- 

Sower  management  programs.  The  Attocney  General  of  the  United 
lates  or  his  authorized  representatves  in  coiuiection  with  litigation, 
law  enforcement,  or  other  matters  under  the  direct  jurisdiction  of 
the  Department  of  Justice  or  carried  out  as  the  legal  representative 
of  the  Executive  BraiKh  agencies.  The  Senate  or  the  House  of 
Representatives  of  the  United  States  or  any  member,  committee  or 
subcommittee  of  joint  committees  on  matters  within  their  jurisdic¬ 
tion  relating  to  the  above  programs. 

Polickt  and  practices  for  storhig,  rctirieviag,  accessing,  retaining, 
and  dteposing  of  records  in  the  qrstem: 

Storage:  Manual  records  are  stored  in  paper  folders. 

RetrlevabUity:  Manual  records  are  filed  by  last  name. 

Safeguards:  All  records  are  stored  under  strict  control,  and  are 
available  only  to  authorized  persormel  having  a  need  to  know. 

Pie— tw«  and  disposal:  Manual  records  are  destroyed  upon 
separation  of  the  emj^yee  from  the  activity,  or  in  accordance  with 
appropriate  record  disposal  schedule. 

System  managerfs)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management,  Department  of  the  Navy,  Washington,  D.C. 
20390. 

Nodfleation  proeednre:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  Depart¬ 
ment  of  the  Navy,  Washiruton,  D.C.  20390,  (Zominanding  Officers 
or  Heads  of  Navy  Staff  Headquarters  and  Field  Activities.  The 
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kuer  thould  contain  the  full  name,  social  security  number,  and 
si|tMture  of  the  requester.  The  individual  may  visit  the  Director  of 
Civilian  Manpower  Management.  Department  of  the  Navy, 
Washington,  D.C.  or  the  Navy  activity  at  which  he  or  she  is  em¬ 
ployed.  The  addresses  of  these  activities  are  provided  in  the  De¬ 
partment  of  the  Navy  Directory,  published  in  the  Federal  Register. 

Record  access  procedures:  The  agency's  rules  for  access  to 
records  may  be  obtained  from  SYSMANAGER. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  cmtained  from  SYSMANAGER. 

Record  source  categories:  Supervisors  or  other  appointed  officials 
designated  for  this  purpose. 

I  Systenu  exempted  from  certain  provisions  of  the  act:  NONE 
'  N9<021-433 

System  name:  Employee  Assistance  Program  Case  Record  System 

System  location:  Office  of  Ciilian  Manpower  Management,  Re¬ 
gional  Offices  of  Civilian  Manpower  Management,  Capital  Area 
Personnel  Services  Office,  Navy,  and  Navy  Staff,  Headquarters 
and  Field  Activities  employing  civilians.  Maihng  addresses  are  pro¬ 
vided  in  the  Department  of  the  Navy  Directory,  pubhshed  in  the 
Federal  Register. 

Categories  of  individuals  covered  by  the  system:  All  civilian  em¬ 
ployees  in  appropriated  and  non-appropriated  fund  activities  who 
arc  referred  by  management  for,  or  voluntarily  request,  counseling 
assistance. 

Categories  of  records  in  the  system:  System  is  comprised  of  case 
records  on  employees  who  are  patients  (counselees)  which  are 
maintained  by  individual  counselors  and  consist  of  information  on 
condition,  current  status,  and  promss  of  employees  or  dependents 
who  have  alcohol,  drug,  emotional,  or  other  personal  problems. 

Anthority  tor  maintenance  of  the  system:  Drug  Abuse  Office  and 
Treatment  Act  of  1972,  as  amend^  by  PubUc  Law  93-282  (21 
U.S.C.  1173);  Comprehensive  Alcohol  Abuse  and  Alcohc^sm 
Prevention,  Treatment,  and  Rehabilitation  Act  of  1970,  as  amended 
by  PubUc  Law  93-282  (42  U.S.C.  4582);  Subchapter  A  of  Chapter  I, 
Title  42,  Code  oi  Federal  Regulations. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  the  Navy  coun¬ 
selor  in  the  execution  of  his  counseling  fimction  as  it  appUes  to  the 
individual  patient  (counselee).  With  specific,  written  authority  of 
the  patient,  selected  information  may  be  provided  to  and  used  by 
other  counselors  or  medical  personnel,  research  personnel,  em¬ 
ployers,  patient  rroresentatives  such  as  legal  counsel,  and  to  other 
agencies  or  individuals  when  disclosure  is  to  the  patient’s  benefit, 
such  as  for  processing  retirement  apidkations. 

Policies  and  practices  for  storing,  retrieving,  accessing,-  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Case  records  are  stored  in  paper  file  folders. 

RetrievabiUty:  By  employee  name  or  by  locally  assigned  identify¬ 
ing  number. 

Safeguards:  All  records  are  stored  under  strict  contre^  They  are 
maintained  in  spaces  normally  accessible  only  to  authorized  per¬ 
sons,  normally  in  locked  cabinets. 

Retention  and  dinomi:  Records  are  purged  of  patient  identifying 
information  within  five  years  after  termination  of  counseling. 

System  maaager(s)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management  and  Employee  Assistance  Program  Administra¬ 
tors  at  Department  of  the  Navy  Staff,  headquarters  and  field  activi¬ 
ty  levels. 

Notification  procedure:  Revest  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Man^ment  or  to 
the  appropriate  Employee  Assistance  Program  Administrator.  The 
letter  should  contain  the  full  name  and  signature  of  the  requester 
and  the  approximate  period  of  time,  by  date,  duri^  which  the  case 
record  was  developed.  ~ 

Record  access  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  the  SYSM/^AGER. 

Cantesdag  record  procedures:  The  ageiKy’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  SYSMANAGER. 

Record  source  categories:  Counselors;  other  officials,  individuals 
or  practitioners;  and  other  agencks  both  in  and  outside  of  Govern¬ 
ment. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 


N96021-434 

System  name:  Suggestions  and  Awards  Record  System 

System  location:  Office  of  Civilian  Manpower  Management 
(OCMM),  Regional  Office  of  Civilian  Manpower  Management 
(RCXTMM),  Capital  Area  Personnel  Services  Office,  Navy  (CAPSO- 
N),  and  Navy  Staff,  headquarters  and  field  activities.  Addresses 
are  provided  in  the  Department  of  the  Navy  Directory  published  in 
the  Federal  Register. 

Categories  of  individuals  covered  by  the  system:  Navy  civilian  em¬ 
ployees  paid  from  appropriated  funds,  military  personnel  on  active 
duty,  and  private  citizens  who  have  received  or  have  been 
nominated  for  Department  of  Navy,  Department  of  Defense  or  Pre¬ 
sidential  awards. 

Categories  of  records  in  the  system:  Automated  records  contain 
data  relating  to  Quality  (Salary)  Increases.  Manual  records  contain 
information  relating  to  Superior  Performance,  Special  Achieve¬ 
ments,  Beneficial  Suggestions,  Inventions,  Scientific  Achievements, 
Navy  honorary  awards,  such  as  Distiiiguished  Civilian  Service 
Award,  non-Navy  awards;  e.g..  Rockefeller  Public  Service  Award 
and  Civil  Service  League  Awards.  Records  of  awards  to  private 
citizens  for  contributions  benefitting  the  Navy  are  also  maintained. 

Authority  for  maintenance  of  the  system:  Section  4503  of  Title  5, 
U.S.  Code  (Civilian  cash  awards).  10  USC  1124,  P.L.  89  198  (Cash 
Awards  for  Suggestions,  Inventions,  and  Scientific  Achievements 
for  Military  Personnel). 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  naes:  Officials  and  employees 
of  the  Department  of  the  Navy  in  the  performance  of  their  official 
duties  related  to  recognition  of  accomplishments  and  contributions 
by  Navy  Department  personnel  and  related  statistics.  Representa¬ 
tives  of  the  U.S.  Civil  Service  Commission  on  matters  relating  to 
inspection,  survey,  audit  or  evaluation  of  Navy  Incentive  Awards 
Pit^grams.  The  Comptroller  General  or  any  of  his  authorized 
representatives  in  the  course  of  the  performance  of  duties  of  the 
General  Accounting  Office  relating  to  the  Navy  Incentive  Awards 
Program.  The  Attorney  General  of  the  United  States  or  his 
authorized  representatives  with  respect  to  litigation  or  other  matters 
under  the  jurisdiction  of  the  Department  of  Justice  or  carried  out  as 
the  legal  representative  of  Executive  Branch  agencies.  Officials  and 
employees  of  the  other  components  of  the  Department  of  Defense 
in  performance  of  their  official  duties  relating  to  matters  of  mutual 
concern  with  respect  to  the  DOD  Incentive  Awards  Programs.  Offi¬ 
cials  and  employees  of  other  Departments  and  agencies  of  the  Ex¬ 
ecutive  Branch  of  the  Government  in  the  performance  of  their  offi¬ 
cial  duties  relating  to  matters  of  mutual  concern  regarding  Incentive 
Systems  Programs  of  the  U.S.  Government  A  duly  appointed. 
Hearing  Examiner  or  Arbitrator  for  the  purpose  of  conducting  a 
hearing  in  connection  with  an  employee’s  gikvance  or  comiriaints 
involving  disclosure  the  status  ot  disposition  of  award  claim  or 
nominations.  Any  member  or  official  representative  of  the  Lc^la- 
tive  Branch  of  U.S.  Government  on  matters  within  their  jurisdiction 
or  in  behalf  of  constituents  involving  disclosure  of  rec^s  of  the 
Navy  Incentive  Awards  Program. 

PoUdes  and  practices  for  sloriag,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Automated  records  are  stored  on  magnetic  tapes,  discs, 
and/or  on  punched  cards.  Mamial  records  are  stored  in  paper  file 
folders. 

RetrievabiUty:  Automated  records  are  retrived  by  social  security 
number  and  name,  or  by  one,  or  a  combination  of  characteristics, 
academic  speciality.  Manual  records  are  by  last  name. 

Safeguards:  The  computer  facility  and  terminal  are  located  in 
restricted  areas  accessRile  only  to  authorized  persons  who  are 
properly  screened,  cleared  and  trained.  Manual  records  atMl  com¬ 
puter  printouts  are  availaUe  only  to  authorized  personnel  having  a 
need  to  know. 

Rcteotioa  and  disposal:  Computer  tapes  and  discs  are  erased  Eve 
years  after  they  are  created.  Most  mamtal  records  of  Benefkird 
Suggestions  are  destroyed  two  years  after  the  cases  are  closed. 
Others  are  retired  in  accordarKe  with  the  appropriate  activity 
records  disposal  schedule.  Most  honorary  aw^s  records  are 
retained  two  to  five  years  and  sent  to  the  Records  Center  or 
destroyed.  Records  of  awards  conferred  by  the  Secretary  ot  the 
Navy  are  retained  indefinitely  in  OCMM  for  availability  of  informa¬ 
tion  often  requested  by  authorized  sources. 

System  managcr(>)  aud  address:  The  Director  of  Civilian  Man¬ 
power  Maruigement,  and  the  heads  of  Navy  staff,  headquarters  and 
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field  activities.  Addresses  are  provided  in  the  Department  of  Navy 
Directory  published  in  the  Federal  Register. 

Notifkatiaa  procure:  Revest  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management  or  to 
the  Head  of  Navy  Staff,  headquarters  or  field  activity  where  the  in¬ 
dividual  is  or  was  employed.  The  letter  should  contain  the  full 
name  and  social  security  account  number  of  the  requester  and  his 
signature.  The  individual  may  visit  OCMM,  the  Civilian  Personnel 
Office  of  the  Navy  activity  at  which  he  is  or  was  previously  em¬ 
ployed,  or  of  the  nearest  Navy  activity,  which  office  will  contact 
the  Office  of  Civilian  Manpower  Man^ment,  if  no  record  is  lo¬ 
cally  available.  Proof  of  identification  will  consist  of  a  Department 
of  Defense  (DOD)  or  Navy  building  pass,  or  identification  badge  or 
driver’s  license,  or  by  other  types  of  identification  bearing  picture 
or  signature,  or  by  providing  verbal  information  that  could  be 
verify. 

Record  access  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  SYSMANAGER. 

Cootcstliig  record  procedures:  The  Department  of  the  Navy’s 
rules  for  access  to  records  and  for  contesting  contents  and  app^- 
ing  initial  determinations  by  the  individual  concerned  may  be  ob¬ 
tained  from  the  SYSMANAGER. 

Record  source  categorin:  Navy  civilian  personnel  offices  and  cur¬ 
rent  and  previous  supervisors  of  the  employee. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
N96021-44A 

System  name:  Navy  Central  Clearance  Group  .(NCCG)  Records 

System  location:  Office  of  Civilian  Manpower  Management  (Code 
44),  Department  of  the  Navy,  Washington,  DC  20390 

Categories  of  individuals  covered  by  the  system:  Incumbent  and 
former  civilian  employees  in  and  applicants  for  sensitive  and  non¬ 
sensitive  postions  at  Department  of  the  Navy  appropriated  fund  ac¬ 
tivities. 

Categories  of  records  in  the  system:  The  records  are  comprised  of 
(1)  reports  and  other  investigative  material  and  information 
developed  by  investigations  conducted  by  Federal  investigative 
agencies  pursuant  to  statute  and  executive  order;  (2)  reports  of  ar¬ 
rest,  criminal  activity  and  theirdisposition,  (3)  results  of  the  review 
of  the  reports  by  the  NCCG,  including  the  security  or  suitability 
determination  made  on  the  case;  (4)  copies  of  correspondence  re¬ 
garding  the  case  and/or  reflecting  the  determination  made  by  the 
NCCG;  and  (S)  an  index  file  card  on  each  case. 

Anthority  for  maintenance  of  the  system:  (1)  Executive  Order 
104S0  (as  amended),  ’Security  Requirements  for  Government  Em¬ 
ployment’.  (2)  S  use  7S32,  ’Suspension  and  Removal’. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  records  are  main¬ 
tained  (1)  to  meet  the  statutory  requirements  of  S  USC  7S32  and 
E.O.  104S0  which  require  the  establishment  and  maintenance  of  an 
effective  program  to  insure  that  the  employment  and  retention  in 
employment  of  any  civilian  officer  or  employee  within  the  Depart¬ 
ment  is  clearly  consistent  with  the  interest  of  the  national  security 
and  which  require  adjudication  and  readjudication  of  the  informa¬ 
tion  as  appropriate,  and  (2)  to  have  the  material  furnished  by  the 
Civfl  Service  Commission  readily  available  for  return  to  the  Com¬ 
mission  upon  request.  Upon  receipt  of  investigative  reports  and 
security  information  on  civilian  employees  a^  applk^ts,  the 
NCCG  reviews  the  material.  The  Office  of  Civilimi  Mai^mwer 
Management  (OCMM)  Security  Branch  then  transmits  the  material 
to  the  employing  activity  with  a  letter  or  stamped  endorsement  ap- 
prisiiw  the  command  of  the  security  determination  made  by  the 
NCCG.  During  the  period  that  the  reports  and  documents  are  at  an 
activity,  the  material  is  under  the  custody  of  the  activity’s  Security 
Manager.  Following  the  review  of  the  material  by  the  activity’s 
conunanding  officer  or  his  designee,  the  material  is  (1)  returned  to 
the  source  from  which  received,  if  required,  (2)  retained  until  the 
employee  is  separated,  or  (3)  destroyed  if  it  is  of  no  further  value. 
If  the  employing  activity  determines  that  an  adverse  action  aganst 
the  employee  is  warranted  based  on  information  in  the  report,  ap¬ 
pellate  action  in  accordance  with  Civil  Service  Commission  suita¬ 
bility  procedures  is  initiated  by  the  activity.  In  some  cases  the 
NCCG  will  make  a  suitability  determination.  Other  users  of  the 
records  may  include  members  of  Security  Hearing  Boards  and  offi¬ 
cials  and  employees  of  the  Department  of  the  Navy  in  performance 
of  their  official  duties  related  to  the  Department  of  the  Navy 
Civilian  Personnel  Security  Program. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  (Usposing  of  records  in  the  system: 

Storage:  Records  are  stored  in  file  folders  and  on  file  cards 

Retrievabilky:  Name  (last,  first,  middle)  and  date  of  birth. 

Safeguards:  Records  maintained  ir  GSA  approved  security  con¬ 
tainers  accessible  only  to  authorized  employees  of  OCMM  SMurity 
Branch  who  are  properly  screened  and  trained  and  who  have 
proper  security  clearance. 

Rctentioo  and  disposal:  Records  with  the  exception  of  the  index 
file  card  are  retained  in  active  file  until  end  of  third  calendar  year 
following  last  entry  and  then  retired  to  the  Federal  Records  Center, 
Suitland,  MD.  Index  cards  are  retained  in  active  file  until 
destroyed.  Records  are  destroyed  in  accordance  with  GSA  General 
Schedule  18. 

System  manager(s)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management,  Department  of  the  Navy,  Washington,  DC 
20390. 

Notification  procedure:  Request  should  be  by  correspondence  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management  (Attn: 
Code  44),  Department  of  the  Navy,  Washington,  DC  20390.  The 
letter  should  contain  the  full  name,  date  aiid  place  of  birth,  and  so¬ 
cial  security  number  of  the  requester  and  his  signature. 

Record  access  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  SYSMANAGER. 

Contesting  record  procedures:  The  agency’s  ndes  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  SYSMANAGER. 

Record  source  categories:  Investigation  results  and  information 
provided  by  appropriate  investigative  agencies  of  the  Federal 
Government. 

Systems  exempted  from  certain  provisioas  of  the  act:  Parts  of  this 
system  may  be  exempt  under  S  U.S.C.  SS2  a  (j)  or  (k),  as  applica¬ 
ble.  For  additional  information  contact  the  System  Manager. 

N96021-44B 

System  name:  Civilian  Personnel  Security  Files 

System  locatkm:  Department  of  the  Navy  Staff,  Headquarters 
and  Field  Activities  employing  civilians  in  sensitive  and  nonsensi¬ 
tive  positions.  Official  maUing  addresses  are  provided  in  the  De¬ 
partment  of  the  Navy  Directory  published  in  the  Federal  Register. 

Categortes  of  individuals  covered  by  the  system:  Civilian  em¬ 
ployee,  nonappropriated  fund  employees,  contractor  employees  and 
visitors  requiring  base  or  activity  access,  and  applicants  under  con¬ 
sideration  for  employment  within  the  employing  activity. 

Categories  of  records  in  the  system:  Files  contain  record?  and  in¬ 
formation  appropriate  to  the  activities  civilian  employee  security 
program  and  may  include  certificates  of  personnel  security 
clearances  and  source  documents  which  identify  the  appropriate  in¬ 
vestigative  basis  for  clearance  eligibility,  security  access  informa¬ 
tion,  copies  of  requests  for  investigation,  personal  history  and 
qualifications  statements  and  other  information  provided  by  the  em¬ 
ployee,  signed  security  briefing  and  debriefing  statements,  excep¬ 
tion  documents,  copies  of  letters  of  reprimand  or  suspension, 
memorandums  between  the  personnel  officer  or  other  officers  and 
the  security  manager,  final  and  interim  reports  of  investigations 
completed,  coirespon^nce  concerning  personnel  security  matters, 
records  of  security  orientation,  education  and  training  provided  em¬ 
ployees,  internal  security  information,  records  of  security  viola¬ 
tions,  and  information  foam  law  enforcement  agencies,  former  em¬ 
ployers  and  supervisors,  references  and  schools  attend^. 

Authority  (or  maintenance  ot  the  system:  Executive  Order  10450 
(as  amended),  ’Security  Requirements  for  Government  employ¬ 
ment’  Internal  Security  Act  1950,  18  USC  1382,  and  Title  18  U.S. 
code. 

Routine  uses  ci  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  •■*4  the  purposes  of  such  uses:  To  provide  an  effecUve 
program  to  insure  that  the  employment  and  retention  in  employ¬ 
ment  of  any  civilian  officer  or  employee  within  the  activity  is 
clearly  consistent  with  the  interests  of  national  security.  To  deter¬ 
mine  the  investigative  requirements  for  appointment  a^  retention 
of  civilian  officers  and  employees.  To  provide  information  concern¬ 
ing  the  security  clearance  ai^  degree  of  access  granted  each  em¬ 
ployee.  To  provide  a  basis  by  which  an  applicant  or  employee  may 
be  determine  suitable  for  emi^yment  or  retention  in  emidoyment 
in  sensitive  or  nonsensitive  positions  within  the  Federal  civilam  ser¬ 
vice.  To  provide  a  record  of  favorable  security  and  suitabOity 
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detemunations  made  by  the  Navy  Central  Clearance  Group,  of 
favorable  and  unfavora^  determinations  made  by  the  Secretary  of 
the  Navy  and  of  suitability  determinations  made  by  the  Civil  Ser¬ 
vice  Commission  and  the  activity.  Users  include  officials  and  em¬ 
ployees  of  the  Department  of  the  Navy  in  the  performance  of  their 
offKial  duties  related  to  the  Department  of  the  Navy  Civilian  Per¬ 
sonnel  Security  Program. 

PoUdcs  and  practices  tor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  on  file  cards. 

RetrievabiUty:  Name  (last,  first,  middle),  date  of  birth,  and  social 
security  number. 

Safeguards:  Safekeeping  and  storage  in  accordance  with  the  De¬ 
partment  of  the  Navy  Information  Security  Program  Regulation, 
OPNAV  3310.1  E,  Chapter  V. 

Retention  and  disposal:  Records  are  retained  during  the  employ¬ 
ment  of  the  employee  at  the  activity,  and  during  penod  applicants 
are  being  consider^  for  employment,  but  may  be  disposed  of  at 
any  time  after  serving  their  purpose.  The  records  are  disposed  of 
upon  separation  (retirement,  transfer,  resignation,  termination,  etc.) 
of  the  employee.  Disposal  may  be  made  by  (I)  return  to  the  source 
from  which  received,  if  required,  (2)  forwarding  to  the  Department 
of  Defence  activity  to  which  an  employee  is  transferred,  or  (3) 
destruction. 

System  manager(s)  and  address:  Conunanding  officers  of  Heads 
of  Department  of  the  Navy  Staff,  Headquarters  and  field  activities 
employing  civilians. 

Notification  procedure:  Request  should  be  by  correspondence  ad¬ 
dressed  to  the  SYSMANAGER.  The  letter  should  contain  the  full 
name,  date  and  of  birth,  and  social  seciuity  number  of  the 
requester  and  his  signature.  Official  mailing  addresses  are  provided 
in  the  Department  of  the  Navy  Directory,  published  in  the  Federal 
Register.  The  employee  may  visit  the  S^urity  Manger’s  Office  of 
the  activity  at  which  she  or  he  is  employed. 

Record  accem  procedures:  The  agency’s  rules  for  access  may  be 
obtained  from  SYSMANAGER. 

Contestiag  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  .appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  SYSMANAGER. 

Record  source  categories:  Investigation  results  and  information 
provided  by  appropriate  investigative  agencies  and  the  Office  of 
Civilian  Manpower  Management. 

Systems  exempted  from  certain  provisioas  of  the  acU  Parts  of  this 
system  may  be  exempt  under  3  U.S.C.  332  a  (j)  or  (k),  as  applica¬ 
ble.  For  additional  information  contact  the  System  Manager. 

NMtni-Sl 

System  name:  Job  Evaluation,  Position  Classification,  Job  Grading, 
Position  Management,  etc. 

System  locatkm:  Office  of  Civilian  Manpower  Management,  De¬ 
partment  of  the  Navy;  Regional  Offices  of  Civilain  Manpower 
Management;  Capital  Area  Personnel  Servicing  Office-Navy;  and 
Navy  Staff,  Headquarters,  and  Field  Activities  employing  civdians. 
Mailing  addresses  are  provided  in  the  Department  of  the  Navy 
directory  published  in  the  Federal  Register. 

Categories  of  Individnate  covered  by  the  qrst«:  Civilain  em- 
|doyees  paid  from  appropriated  and  non-appropriated  funds,  serv¬ 
ing  in  jobs  and  positions  covered  by  Title  3,  Umted  States  Cede. 

Categorica  of  records  In  the  qrstem:  System  is  comprised  of 
descriptions  of  duties  and  responsibilities  constituting  jobs  and 
positions  to  which  individual  emidoyees  are  assigned,  evaluation 
statements  regarding  those  jobs  and  pemtions,  audit  notes  related  to 
those  jobs  anid  positions,  appeal  decisions  regturding  those  jobs  and 
positions,  and  other  misceilaneous  information  which  relates  to 
those  jobs  and  positions.  Files  are  maintained  in  loose  leaf  binders 
or  paper  folders  which  are  filed  by  organizational  location,  occupa- 
tkmal  title,  occupational  code,  and/or  employee’s  name. 

Anthorlty  for  mahitrnanrr  of  the  system:  Title  3,  United  States 
Code  Sections  3101,  3106,  3107,  3108,  3110,  3112,  3113,  3346  das- 
^ication.  Pay  Rates  and  Systems 

Routine  bms  of  records  maintainrd  fas  the  qfstem,  indudlng  catego¬ 
ries  of  users  and  the  nnrpoaes  of  such  uses:  Officials  and  employees 
of  the  Deimrtiiient  of  the  Navy,  the  Department  of  Defense,  and 
the  Civil  ^rvice  C^ommission  in  the  performance  of  their  duties  re¬ 
lated  to  recruitment,  selection,  retention,  training,  and  promotion  of 
employees,  classifleation  of  positions  and  grading  of  jehs,  adjudica¬ 


tion  of  employee  appeals,  management  of  resources,  determination 
of  pay  rates  for  emfdoyees,  oetenninatton  of  benefits  for  em¬ 
ployees,  and  other  management  related  functions  which  involve  the 
categorization  of  jc^,  positions,  or  emfdoyees  by  the  types  of  du¬ 
ties  and  responsibilities  assigned  and/or  performed.  Labor  organiza¬ 
tion  membm  and/or  representatives  involved  in  representation  of 
employees  in  grievance  and  appeal  cases.  The  Comptroller  General 
of  the  United  States  or  his  representatives  in  the  performance  of 
duties  related  to  the  management  of  government  operations.  The 
Attorney  General  of  the  United  States  or  his  representatives  in 
cases  involving  litigation,  law  enforcement,  or  other  official  mat¬ 
ters.  Hearing  examiners  and/or  arbitrators  during  heatings  regarding 
employee  grievances.  Members  or  committees  of  the  Congress  cn 
the  United  States  in  cases  wherein  civilian  employment  matters  are 
under  study  or  investigation. 

Policies  and  practices  for  storing,  retrieving,  accesdag,  relaiaiag, 
and  disposing  of  records  in  the  syslcai: 

Storage:  Records  are  stored  in  loose  leaf  binders  or  paer  file  fol¬ 
ders. 

RetrievabiUty:  Records  are  retrieved  by  job  or  positkm  title,  job 
or  position  number,  organizational  location,  job  or  position  occupa¬ 
tional  code,  and/or  by  emidoyee  name  dir^tly  or  through  cross 
reference  files  maintained  by  other  entities. 

Safeguards:  Files  are  maintained  in  standard  file  cabinets  or 
bookcases.  Files  are  located  in  buildings  or  spaces  which  are  locked 
to  the  puUic  during  non-working  hours.  Files  are  issued  only  on  the 
basis  of  a  demonstrated  need  to  know. 

Retention  and  disposal:  Files  are  maintained  during  the  period  of 
their  currency  and  must  be  maintained  for  2  years  after  positions  or 
jobs  are  abidished  or  superseded. 

System  managriji)  and  address;  The  Director  of  Civilian  Man¬ 
power  Management  and  the  heads  of  Navy  Staff,  Headquarters, 
and  Field  Activities  employing  civilians.  Ad^sses  are  provided  in 
the  Department  of  the  Navy  directory  published  in  the  Federal  Re¬ 
gister. 

Nodficnthiu  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  Depart¬ 
ment  of  Navy,  Washington,  D.C.  203%,  or  the  head  of  the  con¬ 
cerned  Navy  Staff,  Headquarters,  or  Field  Activity  of  current  or 
former  enqiloyment.  Mailing  addresses  for  the  concerned  activities 
are  provided  in  the  Department  of  the  Navy  directory  published  in 
the  Federal  Register.  Corresponcence  should  contain  the 
requester’s  name,  job  or  position  title,  series  and  grade,  organiza¬ 
tional  assignment,  employing  activity  name  and  address,  and  offi¬ 
cial  signature  or  witnessed  mark.  The  individual  requester  may  visit 
the  Office  of  Qvilian  Manpower  Management,  1733  North  Lynn 
Street,  Arlington  Virginia,  the  various  Regional  Offices  of  Civilian 
Manpower  Management,  Navy  Staff  or  Headquarters  offices,  or 
the  Personnel  Office  of  the  Navy  activity  at  which  currently  or  for¬ 
merly  employed  or  of  the  nearest  Navy  activity  to  truest  infruma- 
tion.  The  office  contacted  vdll  contact  the  cognizant  office  by 
telephone  if  no  record  is  locally  available  and  the  cognizant  office 
can  be  identified.  Addresses  of  activities  and  offices  are  provided 
in  the  Department  of  the  Navy  directory  puUished  in  the  Federal 
Register.  Proof  of  identification  will  consist  of  a  DeiMitment  of 
Defense  (DOD)  or  Navy  building  pus  or  identification  badge, 
driver’s  li^nse.  or  other  type  of  identification  bearing  a  photograph 
or  si^tutture  or  both,  or  by  providing  verbal  information  that  can  be 
verified  by  reference  to  tte  file  information  requested. 

Record  uoocm  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  the  system  manager. 

Contesting  record  procedures;  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  retained  from  the  system  manager. 

Record  source  categories:  Navy  Civilain  Personnel  Offices  and 
their  representatives,  current  and  previous  supervisors  and/or  as¬ 
sociates  od  the  emfdoyee,  employees’  representatives,  and  other 
misceUaneous  sources  havi^  knowledge  of  the  employees’  as¬ 
signed  duties  and  responsibilities,  past  a^  present 
SytecnM  exempted  from  ccrtafai  provWons  of  the  act:  NONE 
N96021-52 

System  name:  Missing  Persons  and  Death  Cases 
System  location:  Office  of  Civilian  Manpower  Management,  De¬ 
partment  of  the  Navy,  Washington,  D.C.  20390 
Categories  of  individnab  covered  by  the  system:  Employees  of  the 
Navy  missing  or  deceased  as  a  result  of  thw  employment 
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Calccoiics  of  rccordi  in  tlw  lyatew;  Files  consist  at  non-auto- 
mated  records  coocemiag  iaforaation  pertaining  to  employee's 
identification,  address,  next  of  kin,  reason  missing  and/or  cause  of 
death. 

Aathorky  tor  ■ainteoanc*  of  the  systcaa:  Title  S,  United  States 
Code,  Chapter  53,  Subchapter  VII,  Payments  to  Missing  Em¬ 
ployees 

Roatfaw  uses  of  records  maintained  in  the  systm,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officials  and  employees 
of  the  Department  of  the  Navy,  the  Department  of  Defense,  Civil 
Service  Commission,  and  Department  of  I^bor  in  the  performance 
of  their  official,  duties  while  providing  assistance  to  employeesand 
their  families  during  period  employee  is  missing  or  following  em¬ 
ployee's  death.  Tthe  Comptroller  General  of  the  United  States  or 
his  representatives  with  regard  to  payment  of  claims  arising  from 
missing  or  death  cases.  Members  of  Congress,  their  staffs  and  labor 
organization  members  concerned  for  their  constituents  and  fellow- 
members.  Employees  and  officials  of  the  Justice  Department  in  the 
event  of  litigation.  The  next  of  kin,  or  legal  representatives,  of  the 
deceased  or  missing  employee. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  stored  in  paper  file  folders 

Retrievahility:  Records  are  retrieved  by  employee's  name  and  ac¬ 
tivity 

Safeguards:  Files  are  maintained  in  standard  file  cabinets.  Files 
are  located  in  buildings  or  spaces  which  are  locked  to  the  general 
public  during  non-woiking  hours.  Files  are  issued  only  on  the  basis 
of  a  demonstrated  need  to  know. 

Retention  and  disposal:  Indefinite 

System  nianager(s)  and  addresr  The  Director  of  Civilian  Man¬ 
power  Management,  Department  of  the  Navy,  Washington,  D.C. 
20390 

Notification  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  Depart¬ 
ment  of  the  Navy,  Washington,  D.C.  20390.  Correspondence  should 
contain  the  requestor's  name,  job  or  position  title,  series  and  grade, 
organizational  assignment,  employing  activity  name  and  address, 
and  official  sigimture  or  witnesses  mark.  The  individual  requester 
may  visit  the  Office  of  Civilian  Manpower  Management,  1735 
North  Lynn  Street,  Arlington,  Virginia,  to  request  information. 
Proof  of  identification  will  consist  of  a  Department  of  Defense 
(DOD)  or  Navy  building  pass  or  identification  badge,  driver's 
license,  or  other  type  of  identification  bearing  a  photograph  or 
sig^ture  or  both,  or  by  providing  verbal  information  that  can  be 
verified  by  reference  to  the  file  information  requested. 

Record  access  procedures:  The  agency’s  rtiles  for  access  to 
records  may  be  obtained  from  the  system  manager. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  system  manager. 

Record  source  categories:  Navy  Civilian  Personnel  Offices  and 
their  representatives. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
N96021-S3 

System  name:  Health  Prt^rams,  Insurance  and  Annuties 

System  location:  Office  of  Civilian  Manpower  Management, 
He^  of  Navy  Staff,  Headquarters  and  Field  Activities  employing 
civilians.  Mailing  addiresses  are  provided  in  the  Department  of  the 
Navy  directory  published  in  the  Federal  Register. 

Categories  of  individuals  covered  by  the  system:  Navy  civilian  em¬ 
ployees  who  are  injured  while  in  the  performance  of  duty. 

,  Categories  of  records  in  the  system:  Files  consist  of  non-auto- 
mated  records  concerning  information  pertaining  to  the  employee’s 
identification,  address,  injury  or  occupational  disease,  and  attend¬ 
ing  physician’s  report. 

Authority  for  mafaitenaace  of  the  system:  Title  5,  U.S.  Code  8120, 
Report  of  mjury  and  8121,  Claim 

Routine  uses  of  records  maintained  in  the  systm,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officios  and  employees 
of  the  Department  of  the  Navy  and  the  Department  of  Labor  in  the 
performance  of  their  official  duties  related  to  the  processing  of  in¬ 
jury  compensation  claims.  The  Comptroller  Gener^,  or  any  of  his 
authorized  representatives,  in  the  performance  of  duties  of  the 
General  Accounting  Office  with  regard  to  claims  arising  from  on- 


the-job  injuries.  The  Justice  Devilment  in  the  event  of  liti^tion, 
insuring  agencies,  the  Civil  Service  Commission,  and  beneficiaries, 
or  their  legal  representatives,  in  connection  with  injury,  health 
benefits,  or  life  insurance  claims. 

Polidcs  and  practices  for  storing,  retrieving,  aocessfaig,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  stored  in  paper  file  folders 

Retrievahility:  Records  are  retrieved  by  employee  name  directly. 

Safeguards:  Records  are  available  only  to  authorized  personnel 
having  a  need  to  know. 

Retention  and  disposal:  Manual  records  are  kept  indefinitely 

System  numagerfs)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management,  and  the  Heads  of  Navy  Staff,  Headquarters, 
and  Field  Activities  employing  civilians  Addresses  are  provided  in 
the  Department  of  the  Navy  directory  published  in  the  Federal  Re¬ 
gister. 

Notification  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Maiukgement,  Depart¬ 
ment  of  the  Navy,  Washington,  D.C.  20390,  or  the  head  of  the  con¬ 
cerned  Navy  Staff,  Headquarters,  of  Field  Activities.  Mailing  ad¬ 
dresses  for  the  concerned  activities  are  provided  in  the  Department 
of  the  Navy  directory  published  in  the  Federal  Register.  Correspon¬ 
dence  should  contain  the  requestor’s  name,  employing  activity 
name  and  address,  and  official  signature.  The  individual  requestor 
may  visit  the  Office  of  Civilian  Manpower  Management,  1735 
North  Lynn  Street,  Arlington,  Virginia,  Navy  Staff  or  headquarters 
offices,  or  the  Safety  Office  of  the  Navy  activity  at  which  cur¬ 
rently  or  formerly  employed. 

Record  aceem  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  the  systems  manager. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (^tain^  from  the  systems  manager. 

Record  source  categories:  Navy  safety  offices. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
'N96021-54 

System  name:  Travel  Allowance  Claims  Record  System 

System  location:  Office  of  Civilian  Manpower  Management,  De¬ 
partment  of  the  Navy;  Regional  Offices  of  Civilian  Manpower 
Management;  Capital  Area  Personnel  Servicing  Office-Navy;  and 
Navy  Staff,  Headquarters,  and  Field  Activities  employing  civflians. 
Mailing  ad^sses  are  provided  in  the  Department  of  the  Navy 
ddectory  published  in  the  Federal  Register. 

Categories  of  liidividnals  covered  by  the  system:  Navy  civilian  em¬ 
ployees,  with  or  without  compensation,  or  a  new  appointee  to  a 
position  outside  the  continental  United  States,  or  to  certain  posi¬ 
tions  within  the  50  States  and  the  District  of  Columbia.  When  per¬ 
forming  official  travel  at  the  expense  of  the  Department  of  the 
Navy,  employees  of  other  Government  departments  and  agencies. 

Categortes  of  records  in  the  system:  System  comprises  nonauto- 
mated  records  reflecting  information  pertaining  to  the  employee’s 
identification,  travel  authorizations  including  dates  of  travel,  ex¬ 
pense  incurred,  locations  visited;  movement  of  household  goods  in- 
cludiM  weif^t,  method  and  cost  of  sh4>iDent;  and  number  and 
identification  of  dependents. 

Authority  lor  maintenance  of  the  systm:  Chapter  57  of  Title  5. 
United  States  Code,  Travel,  Transportation  and  Subsistence 

Routine  uses  of  records  maintained  in  the  systea^  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officii  and  employees 
of  the  Department  of  the  Navy  in  the  periormanci  of  their  official 
duties  related  to  the  authorization  ot  (rfficial  travel,  reinbursement 
of  expenses  incurred  by  the  travelers,  and  auditing  of  travd  claims 
a^  payments  made  to  travelers.  The  Comptroller  General,  or  any 
of  his  authorized  representatives,  in  the  performance  of  duties  of 
the  General  Accounting  Officer  relating  to  the  review  of  su{^le- 
mental  travel  claims  and  to  other  aspects  of  the  Navy’s  ci^an 
manpower  management  programs.  The  Department  of  Defense  Per 
Diem,  Travel  and  Transportation  Allowance  Committee  in  its 
review  of  requests  for  act^  expense  allowances.  The  Justice  De¬ 
partment  in  the  event  of  litigation. 

Polides  and  practica  for  storing,  retrieving,  accessing,  retaining, 
and  i**T******I  o*  records  in  the  system: 

Storage:  Records  are  stored  in  paper  file  folders 

Retrievahility:  Records  ate  retrieved  by  last  name 
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SahpariK  Recofdt  are  mainuined  in  file  cabinets  in  buildings 
or  spaces  which  are  locked  to  the  general  puUic  during  non-wont* 
ing  nours  and  are  available  only  to  authorized  prsonnel  having  a 
nM  to  know. 

KHentlon  and  dtapoaal:  Records  are  nuuntained  indefinitely 

Syaiwi  nanagcrfs)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management  and  the  beads  of  Navy  Staff,  Headquarters, 
and  Field  Activities  employing  civilians.  Addresses  are  provided  in 
the  Department  of  the  Na^  dkectory  published  in  the  Federal  Re¬ 
gister. 

Nodflcalioa  procednret  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  civilian  personnel  oiHce  or  comptn^er  department 
of  the  activity  which  issued  the  travel  orders  or  processed  the 
travel  claim.  The  letter  should  contain  the  full  name  of  the 
requester  and  his  signature.  The  individual  may  visit  tte  civilian 
personnel  office  of  tte  Navy  activity  at  which  be  is  currently  em¬ 
ployed,  or  of  the  nearest  Navy  activity,  which  office  will  contact 
the  appropriate  civilian  personnel  office  or  comptroller  department 
by  telephone.  Proof  of  identification  will  consist  of  a  Department 
of  Defense  or  Navy  building  pass  or  identification  badge,  or  drivers 
license,  or  by  other  types  identification  bearing  picture  or  signa¬ 
ture. 

Recard  aecca  proecdares:  The  agency’s  rides  for  access  to 
records  may  be  oMained  from  the  system  manager. 

Coatesdag  record  proc^nrcs:  The  agency’a  rules  for  contesting 
contents  and  appeahng  initial  determiniations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  system  manager. 

Recard  source  categories:  Travel  orders  prepared  by  a  transporta¬ 
tion  officer,  travel  claims  submitted  by  the  employee,  and  su- 
pevisors  requiring  the  travel  in  connection  with  official  duties. 

Syatcns  esempled  from  ccrtaia  provWons  of  the  act:  NONE 
N96021-42 

System  naam:  Personnel  Automated  Data  System  (PADS) 

System  locatioa:  Office  of  Civilian  Manpower  Management 
(OCMM),  Capital  Area  Personnel  Services  Offke-Navy  (CAPSO- 
N),  Regional  Offices  of  Civilian  Manpower  Management,  and  Navy 
StMf ,  Headquarters  and  Field  activities  employing  civilians.  Mailing 
addresses  are  provided  in  the  DepL  of  the  Navy  directory 
published  in  the  Federal  Register. 

Categories  of  faidividaals  covered  by  the  system:  Navy  civilian  em¬ 
ployees  paid  from  aroropriated  funds.  Covers  all  United  States 
citizen  direct  hire  enquoyees  (full  time,  part  time,  and  intermittent 
pay  basis)  and  Non-citizens  who  are  direct  hire  employees  paid 
from  appropriated  funds. 

Categories  of  records  la  the  system:  System  comprises  automated 
records  reflecting  information  pertaining  to  the  employee’s  identifi¬ 
cation  and  other  items  pertaining  to  the  employee  such  as:  name, 
unit  identification  code,  sex,  birthdate,  citizenship  code,  minority 
group  identifier,  veterans  preference  code,  type  of  appointment 
code,  tenure  code,  service  computatioa  date,  physical  handicap 
code,  retirement  status  code,  federal  employees  group  life  in¬ 
surance  code,  pay  plan,  occiq>ation/series/grade/st^,  functional 
code,  pay  base,  salary,  location  code,  position  occupM  code,  state 
apportnmment  code,  uniformed  service  designation  code,  date  of 
retirement  from  unifwm  service,  uniformed  service  pay  grade, 
wockschedule  code,  pay  rate  determinant  code,  special  program 
identifier  code,  supervisory  position  code,  positioa  status  code,  ex¬ 
cepted  appointment  code,  strength  accounting  status  code,  overseas 
transportation  agreement  code.  The  manual  files  maintained  in 
paper  folders  contain  the  Individual  Employee  Data  Collection 
NAVSO  Form  12280/11,  Notification  ot  Personnel  Action,  Stan¬ 
dard  Form  SO  as  mochfied  by  the  Navy,  PayroO  (Change  Sl^,  Stan¬ 
dard  Form  1126  and  computer  printouts. 

Aisthotlty  lor  sssMlrasari  al  the  system:  Title  S  USC  301 
*I>qMrtinental  Regulations* 

■eutlsM  Mse  of  reeerds  saaintahMd  In  the  indoding  catega 

rias  af  uasrs  and  the  aorpaass  af  anch  aaas:  Officials  and  employees 
of  the  Department  m  the  Navy  in  the  performance  of  their  official 
duties  related  to  the  management  of  the  Navy  direct  hire  employees 
paid  from  appropriated  funds;  the  design,  development,  main¬ 
tenance  and  openuioo  of  the  automated  system  of  records.  The 
United  States  uvfl  Service  Commission,  as  systems  proponent  for 
the  Federal-wide  Central  Personnel  Data  Fik  because  the  Navy 
Personnel  Automated  Data  System  is  the  central  Navy-wide  source 
of  data  to  that  system,  and  on  matters  relating  to  the  inspection, 
survey,  audits  or  evahiatioo  of  Navy  civilian  personnel  manage¬ 


ment  programs,  or  personnel  actions,  or  such  other  matters  under 
the  jurisdictioa  of  the  Commission.  Tte  Comptroller  General  or  any 
ot  his  authorized  representatives  in  the  course  of  the  performance 
of  duties  of  the  General  Accounting  Office  relating  to  the  Navy’s 
civilian  manpower  mani^ment  programs.  The  Attorney  General  of 
the  United  States  or  his  authorized  representatives  in  connection 
with  litigation,  law  enfiHcement,  or  other  matters  under  the  direct 
jurisdiction  of  the  Department  of  Justice  or  carried  out  as  the  legal 
representative  of  the  Executive  Branch  agencies.  Officials  and  em¬ 
ployees  of  other  components  of  the  Depailment  of  Defense  in  the 
performance  of  their  official  duties  related  to  the  management  <A 
the  Department  of  Defense  civilian  manpower  management  p^ 
grams.  Officials  and  employees  of  other  Departments  and  agencies 
of  the  Executive  Branch  at  government  uj^  request  in  the  per¬ 
formance  of  their  official  duties  related  to  the  management  at 
civilian  manpower  management  programs.  The  Ckimputer  Systems 
Group  Corporation  (a  contractor)  and  its  employees  tor  the  purpose 
of  ci^  punch  lecordiim  of  data  from  enqrfoyee  personnel  action 
documents  or  data  o^ection  forms  and  other  documents.  The 
Senate  or  the  House  of  Representatives  of  the  United  States  or  any 
member  Committee  or  sub-committee  therof,  any  joint  committee 
of  Congress  or  subcommittee  of  joint  committees  on  matters  within 
their  jurisdiction  requiring  disclosure  of  the  files  or  records  of  the 
Navy’s  civilian  manpower  management  program. 

PoUdea  and  practices  for  storing,  rctrleviiig,  acccssiag,  rrtiining, 
anddhpodngol  records  in  the  system: 

Storage:  Automated  records  are  stored  on  mastic  tapes  and 
discs  a^  on  punched  cards  and  computer  printouts.  Manual 
records  are  stor^  in  paper  file  folders. 

Retrlevability:  Automated  records  are  retrieved  by  social  security 
number,  name,  or  by  one,  or  a  combination  of  data  elements  such 
as  Submitting  Office  Number  (SOI*0.  Unit  Identification  Code 
(UKT),  Major  Claimant  Code,  Ocrapatk^  Series,  Grade,  etc. 

Safegnards:  The  computer  facility  and  terminal  are  located  in 
restricted  areas  accessible  only  to  authorized  persons  that  are 
property  screened,  cleared  and  trained.  Manual  records  and  com¬ 
puter  printouts  are  available  only  to  authorized  personnel  having  a 
need  to  know.  Minority  data  outputs  are  authorized  by  the  DON 
Director  of  EEO  or  his  deputy. 

Retendon  and  disposal:  Computer  magnetic  tapes  are  retained 
permanently.  Magnetic  discs  are  erased  after  use.  Computer  prin¬ 
touts  are  destroyed  after  three  months.  Input  documents  (NAVSO 
12280/11)  are  destroyed  after  data  is  converted  to  machine  readable 
form.  Ii^t  punch  cards  are  retained  for  two  weeks. 

System  managerfs)  and  address:  The  Director  of  Civilian  Man¬ 
power  Management,  and  the  Head  of  Navy  Staff,  Headquarters, 
and  Field  activities  eoqiloying  civilians. 

NodBcadon  prooedmre:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management  or  the 
Head  of  Navy  Staff,  Headquarters  or  Navy  Field  activities  adiere 
the  individual  is  currently  employed  or  was  last  employed.  Mailing 
addresses  are  provided  in  the  Department  of  the  Navy  directory, 
published  in  the  Federal  Raster.  The  letter  should  contain  the  full 
name  and  social  security  account  number  of  the  req^ter  and  his 
signature.  The  individual  may  visit  the  Office  of  (TivOian  Manpower 
Management,  Pomponio  tine  Building,  173S  N.  Lynn  Street, 
Artington,  VA,  or  the  C^ivQian  Personnel  Office  of  the  Navy  activi¬ 
ty  at  s^iich  he  is  currently  emidoyed,  or  of  the  nearest  Navy  activi¬ 
ty,  which  office  will  contact  tte  OCMM  Code  62  ^  telephone  202- 
69^333  if  no  record  is  locally  avaOable.  Proof  of  i^ntifkation  wiD 
consist  of  a  Department  of  Elefense  (DOD)  or  Navy  building  pass, 
or  identification  badge  or  drivers  license,  or  by  other  typm  of 
identification  bearing  picture  or  si^iature,  or  by  providing  verbal 
information  that  could  m  verified  with  his  career  inventory  record. 

Recard  aoeem  procedures:  The  agency’s  rules  may  be  obtained 
from  the  SYSMANAGER. 

Cootaitlng  reeord  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  tlw  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Navy  Civilian  personnel  offices 

Systems  rurmpted  from  oertaln  provlrious  ol  the  act:  None 
N96021.63 

System  name:  Local  Automated  Personnel  Information  System 
(LAPIS)-Prototype. 

System  lecathm:  The  Office  of  Civilian  Manpower  Mamgement, 
Dept  of  the  Navy  and  contractors  under  agreement  with  OQdM. 
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PRIVACY  ACT  ISSUANCES 


The  Chrihan  Penooael  Offices  located  at  activities  eaiployiiig 
ctvfliaM  The  folowiag  activity  io  perfonnance  at  systeia  desiga, 
dcvckfuaent  and  mainteaaiice,  Na^  Command  Systeau  Supp^ 
Activity  (NAVCOSSACT)  and  contractocs  under  agreement  with 
NAVCOSSACT.  The  addresses  of  the  above  are  furatshed  in  the 
Department  of  the  Navy  directory  published  in  the  Federal  Register 

Calegaiics  af  Indivlduale  covered  bv  the  system:  AH  Navy  and 
Marine  CorfM  civilian  employees  paid  from  ap>propriated  fund 

Categories  of  records  in  the  system:  The  system  contains  auto¬ 
mated  records  containing  information  describing  and  identifying  the 
employee  (e.g.  name,  sex,  birth  date,  minority  designator,  citizen- 
ste,  physicu  handicap  code);  the  position  he/she  occupiM  and 
his/ber  qualifications;  salary  and  salary  basis;  his/her  status  in  rela- 
tkm  to  the  position  occupied  and  the  organization  to  which  as¬ 
signed;  tkklw  dates  for  impending  changes  in  status;  educational 
background;  previous  military  status;  and  reason  for  position 
change  or  other  action  affecting  the  employee. 

Authority  for  mahiteaancc  of  the  system:  Title  5,  USC,29SI  Re¬ 
ports;  and  S  use  301  Departmental  Regulations. 

Routine  uses  of  records  maintained  in  the  mtem,  twriiiUtin  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  To  support  the  produc¬ 
tion  of  an  official  records  and  reports  pertaining  to  the  employment 
of  civilian  appropriated  fund  employees  employed  by  activities  ser¬ 
viced  by  the  participating  civilian  personnel  offices.  Users  are:  Em¬ 
ployees  and  officials  of  the  Department  of  the  Navy  and  Depart¬ 
ment  of  Defense  where  there  exists  a  need-to-know  in  the  per¬ 
formance  of  their  official  duties;  Employees  and  officials  of  the 
Civil  Service  Conunission  in  the  performance  of  their  official  du¬ 
ties;  The  ComptroUer  General  or  any  of  his  authorized  representa¬ 
tives,  in  the  course  of  the  performance  of  duties  of  the  General  Ac¬ 
counting  Office  relating  to  Navy’s  civilian  ntanpower  management 
programs;  The  Attorney  General  of  the  United  States  or  his 
authorized  representatives  in  cormection  with  the  litigation,  law  en¬ 
forcement,  or  other  matters  under  the  direct  jurisdiction  of  the  De- 
putment  of  Justice  or  carried  out  as  the  legal  representative  of  the 
Executive  BratKh  agettcies;  A  duly  appointed  Hearing  Examiner  or 
Arbitrator  (an  employee  of  another  Federal  Agency)  for  the  pur¬ 
pose  of  conduct!^  a  hearing  in  cormection  with  an  employee’s 
grievance;  An  arbitrator  who  is  given  a  contract  pursuant  to  a 
negotiated  labor  agreement  to  hear  an  employee’s  grievance;  Em¬ 
ployee  unions  when  unions  are  authorized  to  canvas  employees  or 
at  the  time  of  a  union  election; 

PoHdes  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  The  automated  records  are  stored  on  magnetic  tape, 
disc,  drum  and  puiKhed  cards. 

Retrievability:  Information  is  accessed  by  Social  Security  Ac¬ 
count  Number  (SSAN),  name,  or  by  specific  employee  charac¬ 
teristics  such  as  date  of  birth,  grade,  occupation,  employing  or- 
gaiuzation  and  tickler  dates,  specific  sub-groups  of  employees  may 
be  iderrtified  through  the  use  of  computerized  indices. 

Safeguards:  The  computer  facility  and  terminals  are  accessible 
only  to  authorized  persons  that  have  been  property  screened, 
cleared  and  trained.  Manual  and  automated  records  arid  computer 
printouts  are  available  only  to  authorized  personnel  having  a  need- 
to-know. 

Retention  and  dispo^:  Records  are  maintained  in  an  active  status 
until  a  separation  action  on  an  employee  is  completed.  Historical 
records  are  maintained  for  a  maximum  of  five  years. 

System  managerfs)  and  address:  Director  of  Civilian  Manpower 
Management  Cominanding  Officers  of  the  activities  listed  under 
LOCATION. 

NodHcadoa  procedare:  Requests  from  individuals  should  be  ad¬ 
dressed  to  the  SYSMANAGER  or  to  the  Civilian  Personnel  Officer  ' 
under  his  cognizance.  Requests  must  be  accompanied  by  the  in¬ 
dividual’s  full  name,  social  security  number  and  name  of  employing 
activity.  Requesters  may  visit  the  Civilian  Persotmel  Office  of  the 
Naval  activity  covered  by  the  system  to  obtain  information.  In  such 
case  proof  of  identity  will  consist  of  full  name,  social  security  ac¬ 
count  number  and  a  third  positive  identification  such  as  direers 
license.  Navy  building  pass  or  identification  bculge,  birth  certificate. 
Medicare  canl,  etc.  Address  of  the  activity  is  furnished  in  the  de¬ 
partment  of  the  Navy  Directory  published  in  the  Federal  Register. 

Record  access  procedures:  The  Agency’s  rules  for  access  to 
records  may  be  otMained  from  the  system  manager. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  arid  appeaUng  initial  determinations  by  the  individiial  con¬ 
cerned  may  be  obtained  from  the  system  manager. 


Record  sonrcc  q^oriee;  Catagories  of  sources  of  records  in  the 
system  are;  the  ctvffian  personnel  office;  the  payroll  office;  the 
security  office  of  die  employing  activity;  md  the  Itm  managers  and 
supervisors. 

Systems  caempted  from  certain  provisions  of  the  act:  NONE 
N96021-44A 

System  name:  Computer  Assisted  Manpower  Analyses  System 

(CAMAS) 

System  location:  Office  of  Civilian  Manpower  Management 
(OCMM)  and  Navy  Department  staff,  headqiuuters,  and  field  ac¬ 
tivities  employing  civilius;  mailing  addresses  are  provided  in  the 
Navy  Department  directory  published  in  the  Federal  Register. 

Categories  of  Individuab  covered  by  the  system:  Navy  civilian  em¬ 
ployees  paid  from  appropriated  funds. 

Categories  of  records  in  the  system:  Files  contain  records  from  the 
Personnel  Automated  Data  System  (PADS)  which  contain  job  re¬ 
lated  data  including  individual  identification,  location  information, 
and  salary. 

Authority  (or  mainleaance  of  the  system:  Title  5  U.S.C.  301  De¬ 
partmental  Regulations 

Roudne  uses  of  records  malotaincd  la  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officials  and  employees 
of  the  Department  of  the  Navy  and  contractor  personnel  in  the  per¬ 
formance  of  their  official  duties  related  to  aggregate  manpower 
planning,  including  calculating  transition  rates,  forecasting  number 
of  retirements,  and  running  models  to  determine  the  extent  to 
which  projected  manpower  requirements  can  be  met. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  dispnsing  of  records  in  the  system: 

Storage:  Computer  magnetic  tape  and  drum. 

Retrievability:  Accessed  by  social  security  number. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
authorized  personnel. 

Retentioa  and  disposal:  Records  arb  permanent. 

System  manager(s)  and  address:  Director  of  Civilian  Manpower 
Management,  Department  of  the  Navy,  Washington,  D.C.  20390. 

"  Notificatioo  procedure:  Request  by  conrespondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  Depart¬ 
ment  of  the  Navy,  Washington,  D.C.  20390.  Written  requests  for  in¬ 
formation  must  contain  full  name  of  the  individual,  current  address 
and  telephone  number,  and  birth  date  and  social  security  number. 
The  individual  may  visit  the  OCMM  at  1733  North  Lyim  Street, 
Arlington,  Virgiiiia.  Proof  of  identification  will  consist  ol  a  Depart¬ 
ment  of  Defense  (DOD)  or  Navy  buOding  pass,  or  identification 
badge  or  drivers  liMnse,  or  by  other  types  ot  identification  bearing 
picture  or  signature,  or  by  providing  verbal  information  that  could 
be  verified. 

Record  acocm  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obuined  from  the  system  manager. 

Contesling  record  procedures:  The  agency’s  rules  for  contesting 
contents  arid  appeali^  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  system  manager. 

Record  source  categories:  Personnel  Automated  Data  System 
(PADS) 

Systems  from  certalu  provislour  of  the  act:  None 

N96021-MI 

System  name:  Models  for  Organizational  Deugn  and  Staffing 
(MODS) 

System  locatioo:  Office  of  Civilian  Manpower  Maiu^ment 
(OCMM)  and  Navy  Department  staff.  Headquarters,  and  field  ac¬ 
tivities  employing  civilims;  also  at  contractor  facilities;  mailing  ad¬ 
dresses  are  provided  in  the  Navy  Department  directory  published  in 
the  Federal  Register. 

Categories  of  individiuds  covered  by  the  system:  Navy  civflian  em¬ 
ployees  paid  from  appropriated  funds. 

Categories  ol  records  In  the  system:  Automated  and  manual  files 
contain  information  on  individual’s  proficiencies  and  knowledges  as 
reported  in  self-evahiation  cpiestionnaires  vouchered  by  the  super¬ 
visor,  as  well  as  data  on  ^  requirements  of  specific  jobs  sub¬ 
mitted  by  the  supervisor. 

Anduir'lty  lor  mslntmanre  of  the  system:  Title  3  U.S.C.  301  De¬ 
partmental  Regulations 
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Rovtfac  UM  of  records  maintained  in  tlw  tratm,  incinding  catego¬ 
ries  oi  asers  and  the  purposes  of  such  uses:  Officials  and  employees 
of  the  Department  of  the  Navy  in  the  performaiKe  of  their  official 
duties  related  to  testing  the  operational  usefulness  of  a  multi-at¬ 
tribute  assig^ent  model  in  the  areas  of  mganizational  design  and 
staffing.  Ofiicials  and  employees  of  the  Ci^  Service  Commission 
in  the  performance  of  their  official  duties  related  to  evaluation  of 
civilian,  manpower  programs.  University  of  Texas  faculty  and  stu¬ 
dents  working  under  a  contract  relating  to  MODS  to  monitor 
progress  of  research  study.  Camegie-Mellon  University  faculty  and 
students  working  under  Navy  contract  relating  to  MODS  to  assist 
in  research  project. 

Polictes  and  practiocs  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Computer  niagnetic  tape  and  drum,  and  optical  scanner 
forms  a^  computer  printouts. 

Rctrievability:  Accessed  by  social  security  number. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
authorized  personnel. 

Retenthm  and  disposal:  Records  are  retained  so  long  as  personnel 
continue  to  work  at  same  activity. 

System  managerfs)  and  address:  Director  of  Civilian  Manpower 
Management,  Eiepartment  of  the  Navy,  Washington,  D.C.  20390. 

Nodfteadoa  proeednre:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  Depart¬ 
ment  of  the  Navy,  Washington,  D.C.  20390  or  to  the  heiid  of  the 
Navy  activity  at  which  the  individual  is  or  was  employed.  Written 
requests  for  information  must  contain  full  name  of  individual,  cur¬ 
rent  address  and  telephone  number,  and  date  of  birth  and  social 
security  number.  The  individual  may  visit  the  OCMM  at  173S  Nmth 
Lynn  Street,  Arlington,  Virginia,  or  the  field  activity  at  which  he  is 
or  was  formerly  employed.  Proof  of  identificatioa  wfll  consist  of  a 
Department  of  Defense  (DOD)  or  Navy  building  pass,  or  identifica¬ 
tion  badge  or  drivers  license,  or  by  other  types  of  identification 
bearing  picture  or  signature,  or  by  providing  vertml  information  that 
could  be  verified 

Record  aceem  procedures:  The  agency’s  rules  access  to 
records  may  be  obtained  from  the  system  manager. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  arid  appeali^  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  system  manager. 

Record  source  categories:  First-line  supervisors  and  personnel  au¬ 
tomated  data  system  (PADS). 

Systems  exempted  from  certain  provisions  of  the  act:  None 
N96021/23 

System  naase:  Training  and  Employee  Development  Record  System 

System  locatioa:  Office  of  Civilian  Manpower  Management 
((XTMM),  Regional  Offices  of  Civilian  Manpower  Management 
(ROCMM’s),  Capital  Area  Personnel  Services  Office  -  Navy 
(CAPSO-N),  and  Navy  Staff,  headquarters  and  field  activities  em¬ 
ploying  civihaiu.  Mailing  adc^sses  are  provided  in  the  Department 
of  Navy  directory  published  in  the  Federal  Register. 

Categories  al  indhridnals  covered  by  the  qrstesa:  Navy  civilian  em¬ 
ployees,  full-time  and  part-time,  U.S.  citizeiu  and  foreign  national 
dirKt  hires  receiving  training  supported  by  the  Federal  Govern¬ 
ment,  paid  from  ^iproprated  funds.  Navy  military  personnd  may 
be  included  in  the  automated  training  inforasation  system,  and  non- 
i^iproprated  funded  personnel  may  included  in  some  at  the  sta- 
tKMis’  manual  records 

Categories  af  records  in  the  system:  Under  the  Departments’ 
Training  Requirements  and  Information  Management  System 
(TRIM),  or  outer  locaQy  developed  systems,  automated  and  nonau- 
tomated  records  are  maintained  reflecting  iiiformation  pertaining  to 
the  employees’  identification,  social  security  number,  occupational 
status  (series,  grade  level,  and  supervisory  status),  course  identifi¬ 
cation,  course  length,  category  purpose  of  trainiag  received, 
date  on  which  traming  was  complete,  asaodaled  costs,  pre-post 
test  results,  et.aL  input  documents  for  the  system  include,  but  is 
not  limited  to  completed  NAVSO  Forms  12410/19  and  /19A,  Train¬ 
ing  Rep^,  Authorization  and  Record,  keypunched  cards.  The 
manual  files  are  maintained  in  paper  feri^rs  contaming  employee’s 
registratioo  and/or  reemd  of  training  doemnenta.  Under  the  Navy’s 
Apprentice,  on-the-job  Training  Program,  and  siinilar  trainee  inudte 
programs,  manual  automat^  records  are  maintained,  reflecting 
information  pertaining  to  subject  employee’s  identification,  date  of 
birth,  entrance  date  to  progiw,  dates  and  natnre  of  personnel  ac¬ 


tions  which  occurred  during  fiscal  year,  student  progress,  and 
statistical  data  which  effects  the  numbers  of  apprentices  m  training 
as  of  a  given  date.  At  (XJMM,  nomination  forms  and  documents 
(non-automated)  for  the  Department  of  the  Navy’s  centrally-ad¬ 
ministered  eduction  and  truning  programs  are  maintained.  The 
mamial  files  contain  the  candidates  nomination  documents,  tiaiiung 
request,  enrollment  and  registration  and  other  documents  related  to 
training.  Manual  files  are  maintained  at  (XTMM,  the  ROCMM’s, 
CAPSON,  and  the  several  naval  installations  regarding  courses 
conducted  on  their  premises,  or  for  which  they  sponsor,  listing 
such  things  as  completion  dates,  and  course  partM%ants.  Addi¬ 
tionally,  mamial  files  are  typically  found  at  the  field  activities  con¬ 
taining  information  regardiiig  an  employee’s  supervisory  status,  an 
indication  as  to  whether  or  not  he/she  partiopated  in  superviso¬ 
ry  training.  Files  are  often  maintidned  regard^  an  employee’s  cer¬ 
tification/recertification  or  demonstrated  proficiency  in  one  or  more 
of  the  Navy’s  skills  areas;  an  activity-wide  anmial  truning 
should  also  be  maintained,  as  well  as  individual  training  plans.  Piles 
are  also  maintained  regarding  professiooal  licenses  hm  by  statioo 
personnel. 

Authority  for  asafoSenanoe  af  the  vsteau  Title  S,  USC  4103, 
’Establishment  of  Training  Programs,’  Title  S,  USC  4118,  Trahung, 

’  Title  5,  USC  41  IS,  ’Collection  of  Training  Information’  Agree¬ 
ment  between  the  Department  of  the  Navy  and  the  Department  of 
Labor,  Bureau  at  Apprenticeship  and  Training,  ’Registration  of  the 
Navy  ^iprentice  Program’  •  June  1968 

Routiac  uses  of  recoris  malntahwd  in  the  syiten^  faKhulhig  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officials  and  employes 
of  the  Deportment  of  the  Navy  in  the  performance  of  their  official 
duties  related  to  the  management  of  the  Department’s  civilian  em- 
idoyee  training  programs,  the  design,  development,  maintenance 
and  operatioa  of  the  manual  and  automated  system  record  keep¬ 
ing  aisd  repotting;  the  screening  and  selection  of  candidates  for  cen- 
trally-administei^  programs;  and  administration  of  grievance,  ap¬ 
peals,  complaints,  and  litigation  involving  the  disclosure  of  records 
of  the  training  programs.  Representatives  of  the  United  States  Civil 
Service  Commission  on  matters  relating  to  the  inspection,  survey, 
audit  or  evaluation  Navy  civilian  training  prograass,  or  such 
other  matters  under  the  jurisdiction  of  the  Commission.  The  Comp¬ 
troller  General  or  any  of  his  authorized  representatives,  in  tite 
course  of  the  performance  duties  at  the  Gcaaeral  Accounting  Of¬ 
fice  relating  to  the  Navy’s  civilian  training  programs.  The  Attorney 
General  of  the  Unitnl  States  or  his  authorized  representatives  in 
connection  with  htigatioa,  law  enforcement,  or  other  matters  under 
the  direct  jurisdiction  of  the  Departmrat  of  Justice  or  carried  out  as 
the  representative  of  the  Executive  Branch  agencies.  Officials 
and  employees  of  other  components  at  the  DepartmeiU  of  Defense 
in  the  performance  of  their  official  duties  rela^  to  the  screening 
and  selection  of  candidates  for  the  service  schools.  Officials  and 
employees  of  other  departments  and  agencies  of  the  Executive 
Branch  of  government  upon  request  in  the  performance  of  their  of¬ 
ficial  duties  related  to  the  screening  and  selectioa  of  candidates  for 
programs  sponsored  by  their  organizatkm.  Representatives  of  the 
United  States  Department  at  L^yor  on  matters  relating  to  the  in¬ 
spection,  survey,  audit  or  evaluation  of  the  Navy’s  apprratice 
training  programs  or  on  other  such  matters  under  the  jurisdiction  of 
the  Labw  Department  Representatives  of  the  Veterans  Administra¬ 
tion  on  matters  relating  to  the  inspection,  survey,  wdit  or  evalua¬ 
tion  of  the  Navy’s  apprentice  and  on-the-job  training  programs.  The 
(Computer  Systems  (jroup  Contractor  (or  other  such  contractor)  and 
its  employees  for  the  purpose  of  card  punch  record^  of  d^  from 
employee  training  documents.  En^loyees  and  officials  of  the  Naval 
Comnmnd  Systems  Support  Activity,  Washington  Navy  Yard  for 
the  purpose  of  systems  support.  A  duly  appointed  Hearing  Ex¬ 
aminer  or  Arbitrator  (an  en^yee  of  another  Federal  Agency)  for 
the  purpose  of  conducting  a  hearing  in  connectkMi  with  an  em¬ 
ployee’s  grievance  involving  the  disclosure  of  the  records  of  the 
Department’s  Training  program.  An  arbitrator  who  u  given  a  con¬ 
tract  pursuant  to  a  negotiated  labor  agreement  to  hear  an  em¬ 
ployee’s  grievance  tnvolving  the  disclosure  of  the  records  of  the 
Navy’s  Trainiiw  and  Enqdoyee  Development  Record  system.  The 
Senate  or  the  House  of  Representatives  of  the  United  States  or  any 
member.  Committee  or  sub-committee  thereof,  any  joint  committee 
of  Congress  or  sub-committee  of  j<^  committees  on  matters 
within  thdr  jurisdiction  requiring  disclosure  of  the  files  or  records 
of  the  Department’s  civilian  train^  prognun.  Colleges,  schools,  or 
other  institutioas  engaged  to  provide  training. 

PoUdes  and  araetkes  for  storing,  rctrleviag,  aeecaring,  rctalniag, 
aaddlspoaiag  of  records  In  the  system: 


FEOHAL  KGISTER,  VOL.  42,  NO.  tSS — WEDNESDAY,  SEPTEM»ER  2S,  1977 


51334 


PRIVACY  ACT  ISSUANCES 


Storfe;  Automated  records  are  stored  on  magnetic  tapes,  dnuns, 
computer  printoutsd  and  on  punched  cards.  Manual  records  are 
ston^  in  paper  file  folders. 

Bctrirrability:. Automated  records  are  retrieved  by  social  security 
number  and  name,  or  by  one,  or  a  combination  of  data  elements 
contained  in  the  TRIM  or  apprentice  program  master  files.  Manual 
records  are  retrieved  by  employee  last  name,  by  course  control  in¬ 
formation,  or  by  training  prc^am  title. 

Safeguards:  The  computer  facility  and  terminal  are  located  in 
restricted  areas  accessible  only  to  authorized  persons  that  are 
propeHy  screened,  cleared  and  trained.  Manual  records  and  com¬ 
puter  printouts  are  available  only  to  authorized  persoimel  having  a 
need  to  know. 


RcteutkM  and  dispasal:  For  TRIM  and  the  apprentice  programs 
the  computer  magiKtics  tapes  are  permanent.  Manual  records  are 
maintain^  on  a  fiscal  year  basis  and  are  retained  for  varying 
periods  from  one  to  five  fiscal  years.  For  the  Department  of  the 
Navy’s  centraUy-administered  programs,  files  on  selected  can¬ 
didates  are  maintained  for  five  years  (from  date  selection  process  is 
completed).  Records  of  non-selected  caiKlidates  are  rctaimed  only 
for  that  period  of  time  sufficient  to  permit  appropriate  review 
(usually  less  than  60  days).  CAPSO-N,  ROCMM,  and  activity 
records  are  maintained  for  varying  periods. 

Sjilcai  managcffs)  and  addrew  The  Director  of  Civilian  Man- 

C)wer  Management,  the  Regional  Offices  of  Civilian  Manpower, 
aiugement.  Capital  Area  Personnel  Services  Office  -  Navy,  and 
the  hetuls  of  Navy  staff,  headquarters,  and  field  activities  enqdoy- 
ing  civdian  employees. 

Notification  proccdorc:  Request  by  correspondence  should  be  ad¬ 
dressed  to  the  Director  of  Civilian  Manpower  Management,  the  Re- 

K'  >nal  Offices  of  Civilian  Manpower  Management,  the  Capital  Area 
rsonnel  Services  Office  •  Navy,  or  Navy  staffs,  headquarters  or 
field  activities  employing  civilians.  Mailing  addresses  are  provided 
in  the  Department  of  the  Navy  directory  published  in  the  Federal 
Register.  The  letter  should  contain  the  full  name  and  social  security 
number  of  the  requester  and  his  signature.  Proof  of  identification 
will  consist  of  a  Department  of  Defense  (DOD)  or  Navy  building 
pass,  or  identification  badge,  or  driver’s  license,  or  by  other  types 
identilication  bearing  an  employee  picture  and  signature. 

Record  aceem  procedures:  The  agency’s  rules  for  access  to 
records  may  be  obtained  from  SYSMANAGER. 

Coutesting  record  procedures:  The  agency’s  rules  for  contesting 
the  contents  and  appealing  initial  determinations  by  the  individual 
concerned  may  be  obtained  from  the  SYSMANAGER 
Record  source  categories:  Navy  civilian  personnel  offices;  current 
and  previous  supervisors  of  employees  (when  appraisals  of  per- 
formance/potential  are  used). 

Systems  exempted  from  certain  provisioQS  of  the  act:  NONE 


DIRECTORY  OF 

DEPARTMENT  OF  THE  NAVY  MAILING 
ADDRESSES 

Assistance  in  obtaining  any  Navy  mailing  address  not  included  in 
the  following  directory  may  be  obtained  from: 

Chief  of  Naval  Operations 
(Op-09B1) 

Navy  Department 
Washington  DC  20350 

Such  assistance  concerning  any  Marine  Corps  address  may  be 
obtained  from: 

Commandant  of  The  Marine  Corps 
(CodeM) 

Washington  DC  20380 


ALASKA 


Officer  in  Charge 
Naval  Petroleum  Reserve  No4 
Calais  Office  Center 
3201  C  Street 
Anchorage  AK  99503 
Commanding  (Xficer 
Naval  Arctic  Research  Laboratory 
Barrow  AK  99723 


ARIZONA 


Commanding  Officer 
Marine  Corps  Air  Station 
Yuma  Arizona  85364 


CALIFORNIA 


Commaixling  Officer 
Navy  Space  Systems  Activity 
PO  Box  92960 
Wofidway  Postal  Center 
Los  Angeles  CA  90009 
Director 

Navy  Office  of  Information 
Los  Angeles  BraiKh 
11000  Wilshire  Blvd  Rm  10201 
Los  Angeles  CA  90024 
Commanding  Officer 
Marine  Barracks 
Naval  Weapon  Station 
Seal  Beach  CA  90740 
Commanding  Officer 
Naval  Weapons  Station 
Seal  Beach  CA  90740 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Long  Beach  Naval  Shipyard 
Long  Beach  CA  90801 
Comnianding  Officer 

Naval  Regional  Medical  Center 
7500  Carson  Street 
Long  Beach  CA  90801 
Officer  in  Charge 

Naval  Regioi^  Piocurement  Office 
Long  Beach  CA  90801 
Officer  in  Charge 

Navy  Commissary  Store  Region 
Long  Beach  CA  90801 
Officer  in  Charge 
Navy  Finance  Office 
Naval  Support  Activity 
Long  Beach  CA  90801 
Military  Sealift  Conunand 
Office  Long  Beach 
Naval  Support  Activity 
Long  Beach  CA  90801 
Director  Consolidated 
Civilian  Personnel  Office 
Naval  Support  Activity  Los  Angeles 
Long  Beach  CA  90822 
Commander 

Long  Beach  Naval  Shipyard 
Long  Beach  CA  90822 
Conunanding  Officer 

Naval  Regional  Dental  Center 
Long  Beach  CA  90822 
Conunanding  Officer 
Naval  Support  Activity 
Los  Angeles- Long  Beach 
Long  Beach  CA  ^)822 
Conuitanding  Officer 
Office  of  Naval  Research 
BraiKh  Office 
1030  East  Green  St 
Pasadena  CA  91101 
Commanding  Officer 
Marine  Barracks 
Fallbrook  Annex 
Naval  Weapons  Station 
FaUbrook  CA  92028 
Commanding  Officer 
Field  Medical  Service  School 
Marine  Corps  Base 
Camp  Pendleton  CA  92055 
Commanding  General 
I  Marine  Amphibious  Force  FMF  • 
Camp  Pendleton  CA  92055 
Commanding  General 
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Muine  Corm  Base 
Camp  Peodletoa  CA  92055 
Commanding  Officer 
Naval  Regional  Dental  Center 
Camp  Pendleton  CA  92055 
Commanding  Officer 
Naval  Regioaal  Medical  Center 
Camp  Pendleton  CA  92055 
Commanding  General 
tst  Marine  Division  FMF 
Camp  Pendleton  CA  92055 
Commanding  General 
4th  Marine  Division  FMF 
US  Marine  Corps  Reserve 
Camp  Pendleton  CA  92055 
Director  Western  Field  Div 
Office  of  Civilian  Personnel 
Western  Field  Division 
Suite  1313  Charter  Oil  Bldg 
San  Diego  CA  92101 
Commandmg  Officer 
Navy  Submarine  Support  Facility 
140  Sylvester  Road 
San  Diego  CA  92106 
Director 

Naval  Audit  Service 
Western  Region 
1220  Pacific  Highway 
San  Diego  CA  92132 
Commander 
Naval  Base 
San  Diego  CA  92132 
Commander 

Naval  Base  San  Francisco 
Naval  Base 
San  Diego  CA  92132 
Commanding  Officer 
Naval  Education  and 
Trainig  Support  Center  Pacific 
Fleet  Station  Post  Office  Bldg 
San  Diego  CA  92132 
Commander 

Naval  Reserve  Readiness  Command 
Region  Nineteen 
960  North  Harbor  Drive 
San  Diego  CA  92132 
Coounanding  Officer 
Naval  Supply  Center 
937  North  Harbor  Drive 
San  Diego  CA  92132 
Commanding  Officer 
Navy  Manpower  and  Material 
Analysis  Center 
Pacific 

San  Dkgo  CA  921 32 
Commanding  Officer 
Navy  Regional  Finance  Center 
937  N  Harbor  Drive 
San  Diego  CA  92132 
Command  Officer 
U  S  Navu  Communication 
Station  San  Diego 
937  N  Harbor  EMve 
San  Diego  CA  92132 
Commandant 
11th  Naval  District 
Naval  Base 
San  Diego  CA  92132 
Commandant 

12th  Naval  District 
Naval  Base 
San  Diego  CA  92132 
Commanding  Officer 
Human  Resource  Management  Center, 
San  Diego 

Naval  Training  Center 
San  Diego.  CA  92133 
Commanding  Officer 
Naval  Admimstrative  Command 
Naval  Training  Center 
San  Diego  CA  92133 


Commander 
Naval  Training  Center 
San  Diego  CA  92133 
Commanding  Officer 

Recruit  Training  Command 
Naval  Training  Center 
San  Diego  CA  92133 
Commanding  Officer 
Service  School  Command 
Naval  Training  Center 
San  Diego  CA  92133 
Commanding  Officer 

Naval  Regional  Medical  Center 
San  Diego  CA  92134 
Commanding  Officer 

Naval  Sciwol  of  Health  Sciences 
San  Diego,  CA  92134 
Naval  Air  Systems 
Command  Representative 
Pacific 

Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Commanding  Officer 
Enlisted  Personnel 

COMNAVAIRPAC/COMASWWINGPAC 
Box  1300  NAS  North  Island 
San  Diego  CA  92135 
Officer  in  Charge 

Fleet  Aviation  Accounting 
Office  Pacific 

Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Commanding  Officer 
Marine  Barracks 
Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Command^  Officer 

Naval  Air  Rework  Facility 
Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Conunanding  Officer 
Naval  Air  Station 
North  Island 
San  Diego  CA  92135 
Commanding  Officer 
Naval  Weather  Service  Facility 
Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Commanding  Officer 
Pacific  FlMt  Data  Processing 
Service  Center  San  Diego 
Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Commander  Naval  Air  Force 
US  Pacific  Fleet 
Naval  Air  Station  North  Island 
San  Diego  CA  92135 
Director  Consolidated 
Civilian  Personnel  Office  Code  12 
PO  Box  118  Naval  Station 
San  Diego  CA  92136 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Naval  Station 
Box  119 

San  Diego  CA  92136 
Commanding  Officer 
Fleet  Training  Center 
Naval  Station 
San  Diego  CA  92136 
Commanding  Officer 
Naval  Alcohol  Rehabilitation  Center 
Naval  Station 
San  Diego  CA  92136 
Officer  in  Charge 
Naval  Construction  Battahon 
Unit-405 

San  Diego  CA  92136 
Commanding  Officer 
Naval  Development  A  Training  Center 
Naval  Station  Box  106 
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San  DieM  CA  92136 
Officer  in  Cham 
Naval  Legal  Service  Office 
Naval  Station 
San  Diego  CA  92136 
Conunanding  Officer 
Naval  Regional  Dental  Center 
San  Die^  CA  92136 
Commanding  Officer 
Naval  Station 
San  Diego  Calif  92136 
Officer  in  Chaige 
Navy  Commissary  Store  Region ' 
San  Diego  CA  92136 
Officer  in  Charge 

Navy  Environmental  and  Preventive 
Medicine  Unit  No  S 
Naval  Station,  Box  143 
San  Diego  CA  92136 
Officer  in  Charge 
Navy  Exchan^  Service  Center 
Nav^  Station 
San  Diego  CA  92136 
Director 

Navy  Public  Affairs  Center 
San  Diego 

Box  125  Naval  Station 
San  Diego  CA  92136 
Commanding  Officer 

Navy  Public  Worits  Center 
Naval  Base 
S^n  Diego  CA  92136 
Dilator 

Navy  Publications  and  Printing 
Service  Western  Division 
Bldg  154  Naval  Station 
San  Diego  CA  921 36 
Senior  Member 
Sub-Board  of  Inspection 
and  Survey  Pacific 
Building  1 16  Naval  Station 
San  Diego  CA  92136 
Commanding  Officer.  Naval 
Electronic  Systems  Engineering 
Center,  San  Diego 
PO  Box  80337 
San  Diego  CA  921 38 
Commanding  Officer 
Naval  Investigative  Service  Office 
San  Diego 
PO  Box  80667 
San  Diego  CA  92138 
Commanding  Officer 
Naval  Sea  Support  Center  Pacific 
PO  Box  80548 
San  Diego  CA  92138 
Commanding  General 
Marine  Corps  Recruit  Depot 
San  Diego  CA  92140 
Commandmg  Officer 
Naval  Air  Station 
Miramar 

San  Diego  CA  92145 
Commanding  Officer 
Naval  Dn^  Rehabilitation  Center 
Naval  Air  Station,  Miramar 
San  Diego  CA  92145 
Commandmg  Officer 
Fleet  Anti-Submarine  Warfare 
Training  Center,  Pacific 
San  Diego  CA  92147 
Commanding  Officer 

Fleet  Combat  Direction  Systems 
Support  Activity  San  Diego 
San  Diego  CA  ^147 
Commanding  Officer 

Fleet  Combat  Training  Center 
Pscific 

San  Diego  CA  92147 
Commanding  Officer 
Fleet  InteUigence  Training  Center 


Pacific 

Bldg  5  Heet  ASW  School 
San  Diego  CA  92147 
Director 

Joint  Tactical  Air  Control  Systems/ 
Tactical  Air  Defense  Systems 
Interface  Test  Force 
San  Diego  CA  92147 
Commander  Training  Command 
US  Pacific  Fleet 
San  Diego  CA  92147 
Commanding  Officer 
Naval  Health  Research  Center 
San  Diego,  CA  92152 
Commander 

Naval  Ocean  Systems  Center 
San  Diego  CA  92152 
Commanding  Officer 

Navy  Personnel  Research  and 
Development  Center 
San  Diego  CA  92152 
Commander  Amphibious  Group 
Eastern  Pacific 

Naval  Amphibious  Base  Coronado 
San  Diego  CA  92155 
Commanding  Officer 
Naval  Amphibious  Base  Coronado 
San  Diego  CA  92155 
Commanding  Officer 
Naval  Amphibious  School 
Coronado 

San  Diego  CA  92155 
Commander 

Naval  Surface  Force 
US  Pacific  Fleet 
San  Diego  CA  92155 
Commanding  Officer 
National  Parachute  Test  Range 
El  Centro  CA  92243 
Commanding  General 
Force  Troops 
Fleet  Marine  Force  Pacific 
Marine  Corps  Base 
Twentynine  Palms  CA  92278 
Commanding  General 
Marine  Corps  Base 
Twentynine  Palms  CA  92278 
Commanding  Officer 

Marine  Corps  Logistics  Support  Base 

BarstowCA  92311 
Commander 

Marine  Corps  Air  Bases  Western  Area 
Marine  Corps  Air  Station 
El  Toro,  Santa  Ana  CA  92709 
Commanding  General' 

Marine  Corps  Air  Station  El  Toro 
SanU  Ana  CA  92709 
Commanding  General 
3rd  Marine  Aircraft  Wing 
Marine  Corps  Air  Station  El  Toro 
Santa  Ana  CA  92709 
Commanding  Officer 
Marine  Corps  Air  Station 
(Helicopter) 

Santa  Ana  CA  92710 
Commanding  Officer 
Naval  Air  Station 
Point  Mugu  CA  93042 
Commanding  Officer 
Naval  Facility  ^ 

San  Nicolas  Island 
Point  Mugu  CA  93042 
Coirunanding  Officer 

Navy  Astronautics  Group 
Box  30 

Point  Mugu  CA  93042 
Coirunander 

Pacific  Missile  Test  Center 
Point  Mugu  CA  93042 
Conunanding  Officer 
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Naval  Construction 
Battalion  Center 
Port  Hueneme  CA  93043 
Commanding  Officer 
Naval  Construction  Training  Center 
Port  Hueneme  CA  93043 
Commanding  Officer 
Naval  Hospital 
Port  Hueneme  CA  93043 
Officer  in  Charge 
Naval  Nuclear  Power  Unit 
Port  Hueneme  CA  93043 
Commanding  Officer 
Naval  School 

Civil  Engineer  Corps  Officers 
Port  Hueneme  CA  93043 
Commanding  Officer 
Naval  Ship  Weapon  Systems 
Engineering  Station 
Port  Hueneme  CA  93043 
Officer  in  Charge 
Navy  Finance  Office 
Port  Hueneme  CA  93043 
Officer  in  Charge 
Det  Lemoore  Pacific  Fleet  Data 
Processing  Service  Center  Alameda 
Naval  Air  Station 
Lemoore  CA  9324S 
Commanding  Officer 
Marine  Barracks 
Naval  Air  Station 
Lemoore  CA  9324S 
Commanding  Officer 
Naval  Air  Station 
Lemoore  CA  93243 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  406 

Naval  Air  Station 
Lemoore  CA  93243 
Commanding  Officer 
Naval  Hospital 
Lemoore  CA  93243 
Officer  in  Charge 
Naval  Petroleum  Reserves  in 
California 
PO  Box  11 
Tupman  CA  93276 
.  Commander 

Naval  Weapons  Center 
China  Lake  CA  93333 
Commanding  Officer 
Naval  Facility 
Point  Sur 
Big  Sur  CA  93920 
Director 

Defense  Resources  Management 
Education  Center 
Naval  Postgraduate  School 
Monterey,  CA  93940 
Commanding  Officer 
Fleet  Numerical  Weather  Central 
Monterey  CA  93940 
Director 

Manpower  Research  and  Data  Analysis 
Center 

Naval  Postgraduate  School 
Monterey,  CA  93940 
Commanding  Officer 
Naval  Envirorunental  Prediction^ 
Research  Facility 
Monterey  CA  93940 
Superintendent 
Naval  Postgraduate  School 
Monterey  CA  93940 
Officer  in  Charge 
Det  Moffett  Field  Pacific  Fleet 
Data  Process!^  Service  Center 
Naval  Air  Station 
Moffett  Field  CA  94033 
Conunanding  Officer 


Naval  Air  Station 
Moffett  Field  CA  94033 
Officer  in  Charge  of 
Construction  Naval  Facilities 
Engineering  Command  Contracts 
Elk  Hills 

San  Bruno  CA  94066 
Coitunanding  Officer 
Western  ^vision 
Naval  Facilities  Engineering 
Comrruuid  PO  Box  727 
San  Bruno  CA  94066 
Officer  in  Charge 
Fleet  Post  Office 
390  Main  Street 
Room  304 

San  Francisco  CA  94103  . 

Director  Consolidated 
Civilian  Personnel  Office 
Room  173  Bldg  7 
Treasure  Island 
San  FrarKisco  CA  94130 
Commanding  Officer 
Marine  Barracks 
Naval  Support  Activity 
Treasure  Island 
San  FrarKisco  CA  94130 
Comnumding  Officer 

Naval  Investigative  Service  Office 
San  FrarKisco 
Bldg  7  Treasure  Island 
San  FrarKisco  CA  94130 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Support  Activity  Treasure  Is 
Treasure  Island 
San  FrarKisco  CA  94130 
Commanding  Officer 

Naval  Regional  Dental  Center 
San  FrarKisco  CA  94130 
Commanding  Officer 

Naval  Regional  Medical  Clinic 
Treasure  Island 
San  Francisco  CA  94130 
Commander 

Naval  Reserve  ReadirKss  Command 
Region  Twenty  Bldg  1  NAVSUPPACT 
Treasure  Islarid 
San  FrarKisco  CA  94130 
Commandiitg  Officer 
Naval  Support  Activity 
Treasure  Islatxl 
San  Francisco  CA  94130 
Conunanding  Officer 

Naval  Technical  Training  Center 
Treasure  Island 
San  FrarKisco  CA  94130 
Conunander 

Navy  Recruiting  Area  Eight 
Naval  Support  Activity 
Bldg  1  Treasure  Island 
San  FrarKisco  CA  94130 
Conunanding  Officer 
Navy  Regioiud  Firumce  Center 
Treasure  Island 
San  FrarKisco  CA  94130 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
San  FrarKisco  CA  94133 
Conunanding  Officer 
MaritK  Barracks 
Naval  Air  Station 
Alameda  CA  94301 
Officer  in  Charge 
Naval  Air  Lc^stk  Control  Office 
Eastern  Pacific 
Naval  Air  Station 
Alameda  CA  94301 
Conunanding  Officer 

Naval  Air  Rework  Facility 
Naval  Air  Station 
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Alameda  CA  94S01 
Commanding  Offier 
Naval  Air  Station 
Alameda  Calif  94S01 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  416 

Naval  Air  Station 
Alameda,  CA  94S01 
Commanding  Officer 
Naval  Weather  Service  Facility 
Naval  Air  Station 
Alameda  CA  94501 
Officer  in  Charge 
Navy  Disease  Vector  Ecology  and 
Control  Center 
Naval  Air  Station 
Alameda  CA  94S01 
Commanding  Officer 
Pacific  Fleet  Data  Processing 
Service  Center  Alameda 
Naval  Air  Station 
Alameda  CA  94S01 
Commanding  Officer 
Marine  Barracks 
Naval  Weapons  Station 
Concord  CA  9^520 
Commanding  Officer 
Naval  Weapmns  Station 
Concord  Calif  94S20 
Commanding  Officer 
Combat  Systems  Technical 
Schools  Cotrunand 
Mare  Island 
VaUejo  CA  94592 
Commanding  Officer,  Naval 
Electronic  Systems  Engineering 
Center,  Vallejo 
Vallejo,  CA  94592 
Officer  in  Charge 

Engineering  Duty  Officer  School 
Mare  Island 
Vallejo  CA  94592 
Commander 

Mare  Island  Naval  Shipyard 
Vallejo  CA  94592 
Commanding  Officer 
Marine  Barracks 
Mare  Island 
Vallejo  CA  94592 
Commanding  Officer 
Naval  Support  Activity  Mare  Island 
Vallejo  CA  94592 
Officer  in  Charge 
Navy  Commissary  Store  Region 
PO  Box  24183  Main  PO  Station 
Oakland  CA  94623 
Commanding  Officer 
Navy  Public  Works  Center 
San  Francisco  Bay 
P.O.  Box  24003 
Oakland  CA  94623 
Commander 

Military  Sealift  Command  Pacific 
Oakland  CA  94625 
Officer  in  Cha^ 

Naval  Biosciences  Laboratory 
Naval  Supply  Center 
Oakland  CA  94625 
Commanding  Officer 
Naval  School  Transportation 
Management  . 

Naval  Supply  Center 
Oakland  CA  94625 
Commanding  Officer 
Naval  Supply  Center 
Oakland  CA  94625 
Officer  in  Charge 
Navy  Regional  Plant  Equipment 
Office 

Naval  Supply  Center 


Oakland  CA  94625 
Officer  in  CharM 
Navy  Resale  System  Offie 
West  Coast  Branch 
Naval  Supply  Center 
Oakland  CA  94625 
Commaitding  Officer 
Naval  Regional  Medical  Center 
Oakland  CA  94627 
Commanding  Officer 
Naval  Communication  Station 
Stodkton 

Stockton  CA  95203 
Commanding  Officer 

Naval  Security  Group  Activity 
Skaggs  Island 
Sonoma  CA  95476 
Commanding  Officer 

Naval  Facility  Centerville  Beach 
Femdale  CA  95536 
Commanding  Officer 
Naval  Air  Training  Unit 
Mather  AFB 
Sacremento  CA  95655 


COLORADO 

Commanding  Officer 
Naval  Unit 

Lowry  Air  Force  Base  CO  80230 


CONNECTICUT 

Commanding  Officer 

Naval  Nuclear  Power  Training  Unit 
Windsor  CT  06095 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Groton  CT  06340 
Conrmanding  Officer 
Marine  Barracks 

Naval  Submarine  Base  New  London 
Groton  CT  06340 
Officer  in  Charge 

Naval  Construction  Battalion 
Unit-414 

Naval  Submarine  Base,  New  London 
Groton  CT  06340 
Commanding  Officer 
Naval  Submarine  Base  New  London 
Box  00 

Groton  Conn  06340 
Conunanding  Officer 

Naval  Submarine  Medical  Center 
Naval  Submarine  Base  New  London 
Groton  CT  06340 
Coirunanding  Officer 

Naval  Submarine  Medical  Research 
Laboratory 

Naval  Submarine  Base  New  London 
Groton  CT  06340 
Commanding  Officer 
Naval  Submarine  School 
Box  700 

Groton  CT  06340 
Corrunanding  Officer 

Naval  Submarine  Support  Facility 
New  London 
Groton  CT  06340 
Officer  in  Charge 
Navy  Finance  Office 
Naval  Submarine  Base  New  London 
Groton  CT  06340 


DELAWARE 

Commanding  Officer 

Naval  Facility  • 
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Director 

Defense  Printing  Service 
Room  BD-831  ^ntagon  Building 
Washington  DC  20301 
Asst  SECNAV  for 
Financial  Management 
Marine  Aide 
Room  4E748  Pentagon 
Washington  DC  20301 
Director  • 

Navy  Courier  Service  Headquarters 
Forrestal  Bldg 
Washington  20314 
Director 

Department  of  the  Navy  Automatic 
Data  Processing  Management 
Navy  Department 
Washington  DC  203S0 
Director 

Department  of  the  Navy  Program 
Information  Center 
Navy  Department 
Washington  DC  20330 
Director 

Navy  Broadcasting  Service 
Department  of  the  Navy 
Washington  DC  203S0 
Comptroller  of  the  Navy 
Navy  Department 
Washington  DC  203S0 
Chief  of  Infomuition 
Navy  Department 
Washington  DC  20330 
Secretary  of  the  Navy 
Navy  Department 
Washington  DC  20330 
Chief  of  Legislative  Affairs 
Navy  Department 
Washington  DC  20330 
Under  Secretary  of  the  Navy 
Navy  Department 
Was^gton  DC  20330 
Officer  in  Charge 
Navy  Internal  Relations  Activity 
Navy  Department 
Washington  DC  20330 
Director 

Office  of  Program  Appraisal 
Navy  Department 
Washington  DC  20330 
Chief  of  Naval  Operations 
Department  of  the  Navy 
Washington  DC  20330 
Asst  Secretary  of  the  Navy 
(Financial  Management) 

Navy  Department 
Washington  DC  20330 
Asst  Secretary  of  the  Navy 
(Manpower  &  Reserve  Affairs) 

Navy  Department 
Washington  DC  20330 
Asst  Secretary  of  the  Navy 
(Research  Development) 

Navy  Department 
Washington  DC  20330 
Commander 

Anti-Submarine  Warfare  Systems 
Projects  Office 
Washington  DC  20360 
Commanmr 

Naval  Electronic  Systems  Command 
Naval  Electronic  Systems  Command 
Headquarters 
Washm^on  DC  20360 
Commanmng  Officer 
Naval  Material  Command  Support 


Activity 

Washington  DC  20360 
General  Counsel 
Navy  Department 
Washinmon  DC  20360 
Chief  of  Naval  Material 
Navy  Department 
Washington  DC  20360 
Director 

Office  of  Naval  Petroleum  and  Oil 
Shale  Reserves 
Navy  Department 
Washington  DC  20360 
Asst  Secretary  of  the  Navy 
(Installation  and  Logistics) 

Navy  Department 
Washington  DC  20360 
Conunander 

Naval  Air  Systems  Command 
Naval  Air  Systems  Conunand 
Headquarters 
Washington  E)C  20361 
Commander 

Naval  Sea  Systems  Command 
Naval  Sea  Systems  Conunand 
Headquarters 
Washington  DC  20362 
Commander 

Naval  Ship  Engineering  Center 
Washington  DC  20362 
Conunander 

Naval  Supply  Systems  Conunand 
Naval  Supply  Systems  Command 
Headquarters 
Washington  DC  20362 
Recorder 

Board  for  Corrections  of  Naval 
Records 

Navy  Department 
Washington  DC  20370 
Senior  Member 

Board  of  Decorations  and  Medals 
Arlington  Annex  Room  3028 
Navy  Department 
Washington  DC  20370 
President 

Board  of  Inspection 
and  Survey 
Navy  Department 
Washington  DC  20370 
Director 

Naval  Legal  Service 
Department  of  the  Navy 
Washington  DC  20370 
Commanding  Officer 
Naval  Personnel  Program 
Support  Activity 
Room  1074  AA 
Washington  DC  20370 
Judge  Advocate  General 
Navy  Department 
Washington  DC  20370 
Chief  of  Naval  Personnel 
Navy  Department 
Washington  DC  20370 
Conunanding  Officer 

Navy  Regional  Finance  Center 
Washington  DC  20371 
Chief 

Bureau  of  Medicine  and  Surgery 
Navy  Department 
Washington  DC  20372 
Commanding  Officer 
Fleet  Weather  Facility 
Suitland 

Navy  Department 
Washington,  DC  20373 
Commamter 

Naval  Oceanographic  Office 
Washin^on,  DC  20373 
Commanmng  Officer 
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Che«^>eake  Divitioa,  Naval 
Facilities  EngiDeeriiig  Command 
Washington  Navy  Yard 
Washington,  DC  20374 
Director  Consolidated 
Civilian  Personnel  Office 
Bldg  200  Washington  Navy  Yard 
Washington  DC  20374 
Director 

DefMutment  of  Defense  Computer 
Institute 

Washington  Navy  Yard 
Washinton  E>C  20374 
Director 

Field  Support  Activity 
Washington  Navy  Yard 
Washington,  DC  20374 
Commanding  Officer 
Naval  Administrative  Unit 
Bldg  146 

Washington  Navy  Yard 
Washington  DC  20374 
Commandant 

Naval  District  Washington 
Washington  Navy  Yard 
Washingtoa  DC  20374 
Director 

Naval  Historical  Center 
Washington  Navy  Yard 
Wash^ton  DC  20374 
Officer  in  Charge 
Naval  Legal  Service  Office 
Washington  Navy  Yard 
.Washington  DC  20374 
Commanihng  Officer 
Naval  Photographic  Center 
Washington,  DC  20374 
Commander 

Naval  Reserve  Readiness  Command 
Region  Six 

Washington  Navy  Yard 
Washington  DC  20374 
Commanding  Officer 
Naval  School  Diving  and 
Salvage 

Wash^ton  Navy  Yard 
Washington  DC  20374 
Director 

Naval  Weapons  Engineering 
Support  Activity 
Washington  Navy  Yard 
Wash^ton  DC  20374 
Officer  in  Charge 
Navy  Appellate  Review  Activity 
Office  of  Judge  Advocate  General 
Washington  Navy  Yard 
Wash^ton  DC  20374 
Officer  in  Charge 
Navy  Band 

Washington  Navy  Yard 
Washinton  DC  20374 
CommancOng  Officer 
Navy  Fo(^  Service  Systems  Office 
Washington  Navy  Ya^ 

Wash^ton  DC  20374 
Officer  in  Char;^ 

Navy  Recruiting  Exhibit  Center 
Washington  Navy  Yard 
Washington,  DC  20374 
Commanihn^  Officer 
Navy  Regional  Data  Automation 
Center  Washington 
Washington  Navy  Yard 
Wash^ton  DC  20374 
Officer  in  Charge 

Navy  Regional  Procurement  Office 
Washington  Navy  Yard 
Wash^ton,  DC  20374 
Officer  in  CharM 
Navy  Tactical  Doctrine  Activity 
Washington  Navy  Yard 


Washington  DC  20374 
Chief 

Navy-Marine  Corps  Trail  Judicary 
Washington  Navy  Yard 
Washington  DC  20374 
Director,  Navy  Publication  and 
Printing  Service 
Management  Office 
Washingtoa  Navy  Yard  Bldg  1S7-3 
Washin^n  DC  20374 
Commanding  Officer 
Naval  Research  Laboratory 
Washington  I)C  20375 
CommaiKKr 

Navy  Accounting  and  Finance  Center 
Navy  Department 
Washington  DC  20376 
Department  of  the  Navy 
Navy  Automatic  Data  Processing 
Selection  Office 
Washington  DC  20376 
Commandant  of  the  Marine  Corps 
Navy  Department 
Washington  DC  20380 
Commanding  Officer 
Marine  Barracks 
8th  and  I  Sts  SE 
Washington  DC  20390 
Commander 

Military  Sealift  Command 
Department  of  the  Navy 
Washington  DC  20390 
Commandi^  Officer 
Naval  Air  Facility 
Washinton  D  C  20390 
Commanding  Officer 
Naval  Communication  Unit  Washington 
Washington  DC  20390 
Commanding  Officer 
Naval  Electronic  Systems  Security 
Engineering  Center 
3801  Nebraska  Ave  N.W. 

Washington  DC  20390 
-  CommaiKUng  Officer 

Naval  Intelligence  Support  Center 
4301  Suitland  Rd 
Washington  DC  20390 
Superintendent 
Naval  Observatory 
34th  and  Massachusetts  Ave  NW 
Washington  DC  20390 
Director 

Naval  Observatory  Flagstaff  Station 
Care  of  Superintendant 
Naval  Observatory 
Washington  DC  20390 
Director 

Naval  Observatory  Time  Service 
Substation  Care  of  Superintendent 
Naval  Observatory 
Washington  DC  20390 
Naval  Security  Group  Command 
Naval  Security  Group  Headquarters 
3801  Nebraska  Ave  NW 
Washington  DC  20390 
Commanding  Officer 
Naval  Security  Station 
3801  Nebraska  Ave  NW 
Washington  DC  20390 
Commander 

Naval  Telecommunications  Command 
4401  Massachusetts  Ave  N  W 
Washington  DC  20390 
Director  of  Civilian  Personnel 
Navy  Department 
Washington  D  C  20390 
Director 

Seasparrow  Project  Support  Office 
Department  of  the  Navy 
Washmgton  DC  20390 
Officer  in  Charge 
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Naval  Support  Unit  State  Department 
Washington  DC  20S20 

FLORIDA 

Officer  in  Charge 
Navy  Fuel  Depot 
PO  Box  9068 
Jacksonville  FL  32206 
Commanding  Officer 
Naval  Air  Rework  Facility 
Naval  Air  Station 
Jacksonville  FL  32212 
Commanding  Officer 
Naval  Air  Station 
Jacksonville  FL  32212 
Commanding  Officer 
Naval  Alcohol  Rehabilitation  Center 
Naval  Air  Station 
Jacksonville,  FL  32212 
Commander 
Naval  Base 
Jacksonville  FL  32212 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit-410 

Naval  Air  Station 
Jacksonville  FL  32212 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Air  Station 
Jacksonville  FL  32212 
Commanding  Officer 
Naval  Regional  Dental  Center 
JacksonvUle,  FL  32212 
Commander 

Naval  Reserve  Readiness  Command 
Region  Eight 
Bldg  90  Naval  AR  Station 
JacksonviUe  FL  32212 
Commanding  Officer 
Naval  Weather  Service  Facility 
P  O  Box  85 
Naval  Air  Station 
Jacksonville  FL  32212 
Officer  in  Charge 

Navy  Commissary  Store  Region 
Jacksonville  FL  32212 
Officer  in  Charge 
Navy  Disease  Vector  Ecology  and 
Control  Center 
Naval  Air  Station 
Jacksonville  FL  32212 
Officer  in  Charge 
Navy  Fitrance  Office 
Naval  Air  Station 
Box  79 

Jacksonville  FL  32212 
Commanding  Officer 
Naval  Regiotud  Medical  Center 
Jacksonvme  FL  32214 
Officer  in  Charge 

Fleet  Air  Intelligence  Support 
Center  Cecil 
Naval  Air  Station 
Cecil  Field  FL  32215 
Commanding  Officer 
Marine  Barracks 
Naval  Air  Station 
CecU  Field  FL  32215 
Commanding  Officer 
Naval  Air  Station 
Cecil  Field  FL  32215 
Supervisor  of  Shipbuild^ 

Conversion  and  Repair  USN 
Drawer  T 

Mayport  Naval  Station 
Jacksonville  FL  32228 
Commanding  Officer 
Fleet  Training  Center 


Naval  Station 
Mayport  FL  32228 
Cofiunanding  Officer 
Naval  Station 
Mayport  FL  32228 
Conunanding  Officer 
Navy  Experimental  Diving  Unit 
Pananu  City  FL  32401 
Commanding  Officer 

Naval  Coastal  Systems  Laboratory 
Panama  City  FL  32407 
Chief  of  Navd  Education 
and  Training 
Naval  Air  Station 
Pensacola  FL  32506 
Conuttanding  Officer 

Helicopter  Combat  Support  Squadron 
Sixteen 

Naval  Air  Station 
Pensacola  FL  32506 
Commanding  Officer 
Naval  Aerospace  Medical 
Research  Laboratory 
Naval  Air  Station 
Pensacola  FL  32506 
Commanding  Officer 

Naval  Aerospace  Medical  Institute 
Naval  Air  Station 
Pensacola  FL  32508 
Conunanding  Officer 
Naval  Air  Rework  FaciUty 
Building  604 
Naval  Air  Station 
Pensacola  FL  32506 
Commanding  Officer 
Naval  Air  Station 
Pensacola  FL  32508 
Director 

Naval  Aviation  Museum 
Naval  Air  Station 
Pensacola  FL  32508 
Commanding  Officer 

Naval  Aviation  Schools  Coirunand 
Bldg  633  Naval  Air  Station 
Pensacola  FL  32508 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  402 

Naval  Air  Station 
Pensacola  FL  32508 
Commanding  Officer 

Naval  Education  and  Training 
Information  Systems  Activity 
Naval  Air  Station 
Pensacola,  FL  32506 
Officer  in  cWge 
Naval  Legal  Service  Office 
Naval  Air  Station 
Pensacola,  FL  32506 
Conuiumding  Officer 
Naval  Regional  Dental  Center 
Pensacola,  FL  32508 
Conuiumding  Officer 

Naval  Weather  Service  Facility 
Naval  Air  Station 
Pensacola  FL  32506 
Officer  in  Charge 
Navy  Conunissary  Store  Region 
Pensacola  FL  32506 
Comnumdi^  Officer 
Navy  Flight  Demonstration  Squadron 
(Blue  Angels) 

Naval  Air  Station 
Pensacola,  FL  32506 
Commanding  Officer 
Navy  PubM  Works  Center 
Naval  Air  Station 
Pensacola  FL  32506 
Comnumder 
Training  Air  Wing  Six 
Naval  Air  Station 
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Pensacola  FL  32S06 
Comnuinding  Officer 
Training  Squadron  Eight-Six 
Naval  Air  Station 
Pensacola  FL  32508 
CommandiiM  Officer 
Training  ^uadron  Four 
Naval  Air  Station 
Pensacola  FL  32508 
Commanding  Officer 
Training  ^uadron  Ten 
Naval  Air  Station 
Pensacola  FL  32508 
Director 

Defense  Activity  for  Non-Tradition 
Education  Support 
Pensacola  FL  32509 
SuMrintendent 
Dependents  Education  Office 
AtLuitic 

EUyson,  Building  995 
Pensacola  FL  32509 
Commanding  Officer 
Naval  Education  and  Training 
Program  Development  Center 
EUyson 

Pensacola  FL  32509 
Chief  of  Naval  Education  and 
Training  Support  < 

Pensacola  FL  32509 
Commanding  Officer 
Naval  Technical  Training  Center 
Corry  Station 
Pensacola  FL  32511 
Commanding  Officer 
Naval  Aerospace  and  Regional 
Medical  Center 
Pensacola  FL  32512 
Commanding  Officer 
Helicopter  Training  Squadron  Eight 
Naval  Air  Station  Whiting  Field 
MUton  FL  32570 
Commanding  Officer 
Helicopter  Training  Squadron  18 
Naval  Air  Station  Whiting  Field 
Milton  FL  32570 
Commanding  Officer 
Naval  Air  Station 
Whiting  Field 
MUton  FL  32570 
Commander 
Training  Air  Wing  Five 
Naval  Air  Station  Whiting  Field 
MUton  FL  32570 
Commanding  Officer 
Training  Squadron  Six 
Naval  Air  Station  Whiting  Field 
MUton  FL  32570 
Commanding  Officer 
Training  Squadron  Three 
Naval  Air  Station  Whiting  Field 
MUton  FL  32570 
Commanding  Officer 
Training  Squadron  Two 
Naval  Air  Station  Whiting  Field 
MUton  FL  32570 
Commanding  Officer 
Naval  Administrative  Command 
Naval  Training  Center 
Orlando  FL  32813 
Commanding  Officer 

Naval  Nuclear  Power  School 
Naval  Training  Center 
Orlando  FL  32813 
Commanding  Officer 
Naval  Regional  Dental  Center 
Orlando  FL  32813 
Commanding  Officer 
Naval  Regioiud  Medical  Center 
Orlando  FL  32813 
Commander 


Naval  Training  Center 
Orlando  FL  32813 
Conunanding  Officer 
Naval  Training  Equipment  Center 
Orlando  FL  32813 
Officer  in  Charge 
Navy  Finance  Office 
Orlando  FL  32813 
Conunanding  Officer 

Recruit  Training  Command 
OrlatKk)  FL  32813 
Commanding  Officer 

Service  School  Cotiunand 
Naval  Training  Center 
Orlando  FL  32813 
Conunaruling  Officer 
Naval  Ordnance  Test  Unit 
Patrick  AFB  FL  32925 
Military  Sealift  Command 
Office  Port  Canaveral 
PO  Box  4066 

Patrick  Air  Force  Base  FL  32925 
Conunanding  Officer 
Naval  Security  Group  Activity 
HooMstead  FL  33039 
Commanding  Officer 
Marine  Biuracks 
Naval  Air  Station 
Key  West.  FL  33040 
Commanding  Officer 
Naval  Air  Station 
Key  West  FL  33040 
Comrnanding  Officer 
Naval  Communication  Unit 
Key  West  FL  33040 
Commanding  Officer 
Naval  Hospital 
Key  West  FL  33040 
Officer  in  Charge 
Navy  Finance  Office 
Truman  Annex 
Naval  Air  Station 
Key  West  FL  33040 


GEORGIA 

Conunanding  Officer 

Naval  Air  Station  Atlanta 
Marietta  GA  30060 
Director 

Navy  Office  of  Information 
Atlanta  BrarKh 
1459  Peachtree  St  Suite  300 
AUanta  GA  30309 
Conunanding  Officer 

Naval  Supply  Corps  School 
Athens,  GA  30601 
Commander 

Navy  Recruiting  Area  Three 
PO  Box  4887  451  CoUege  St 
Macon  GA  31208 
Officer  in  Cha^ 

Navy  Autodin  Switching  Center 
Alb^y  Marine  Corps  Logistics 
Support  Base  Atlantic 
Albany  GA  31704 


HAWAH 

Commanding  Officer 
Pacific  Missile  Facility 
Hawiian  Area,  Barking  Saruls 
Kekalut,  Kauai,  HI  96752 
Director  Consolidated 
Civilian  Personnel  Office 
4300  Radford  Drive 
Honolulu  HI  96818 
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IDAHO 

Officer  in  Char]^ 

Naval  Administration  Unit 
S25  Second  Street 
Idaho  FaUs  ID  83401 
Commanding  Officer 
Naval  Nuclear  Power  Training  Unit 
PO  Box  2751 
Idaho  Falls  ID  83401 


ILLINOIS 

Commanding  Officer 
Naval  Air  Station 
Glenview  IL  60026 
Commanding  Officer 
Naval  Weather  Service  Facility 
Glenview  IL  60026 
Director  Consolidated 
Civilian  Personnel  Office 
Room  7  Bldg  3 
Great  Lakes  IL  60088 
Commanding  Officer,  Naval 
Electronic  Systems  Engineering 
Center,  Great  Lakes 
Bldg  3209 

Great  Lakes  IL  60088 
Conunanding  Officer 
Naval  Administrative  Command 
Naval  Training  Center 
Great  Lakes  IL  60088 
Commander 
Naval  Base 
Building  1 

Great  Lakes  IL  60088 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  401 

Naval  Training  Center  Bldg  3215 
Great  Lakes  IL  60088 
Commanding  Officer 
Naval  Dental  Research  Institute 
Naval  Base 
Great  Lakes  IL  60088 
Cottunanding  Officer 
Naval  Hospital  Corps  School 
Great  Lakes  IL  60088 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Training  Center 
Great  Lakes  IL  60088 
Comtrunding  Officer 
Naval  Regional  Dental  Center 
Great  Lakes  IL  60088 
Cottunanding  Officer 
Naval  Regional  Medical  Center 
Great  Lakes  IL  60088 
Cottutumder 

Naval  Reserve  Readiness  Command 
Region  Thirteen 
Bldg  1  Naval  Training  Center 
Great  Lakes  IL  60088 
Commander 
Naval  Training  Center 
Great  Lakes  IL  60088 
Officer  in  Charge 
Navy  Commissary  Store  Region 
Great  Lakes  IL  60088 
Comntanding  Officer 
Navy  Public  Works  Center 
Bldg  lA 

Great  Lakes  IL  60088 
Coitutumder  - 
Navy  Recruiting  Area  Five 
Bldg  3 

Great  Lakes  IL  60088 
Commanding  Officer 
Navy  Regional  Finance  Center 
Bldg  122 


Great  Lakes  IL  60088 
Commanding  Officer 
Recruit  Training  Conunand 
Naval  Training  Center 
Great  Lakes  IL  60088 
Commanding  Officer 
Service  School  Command 
Bldg  520 

Naval  Training  Center 
Great  Lakes  IL  60088 
Commanding  Officer 
Transient  Personnel  Unit 
Naval  Administrative  Conunand 
Naval  Trailing  Center 
Great  Lakes  IL  60088 
Commandant 
9th  Naval  District 
Building  1 

Great  Lakes  IL  60088 
Director 

Navy  Office  of  Information 
Chicago  Branch 
536  South  Clark  St  Room  252 
Chicago  IL  60605 
Commanding  Officer 
Office  of  Naval  Research 
Branch  Office 
536  S  Clark  St 
Chicago  IL  60605 


INDIANA 

Commanding  Officer 
Naval  Avionics  Facility 
21st  and  Arlington  Avenue 
Indianapolis  IN  46218 
Commanding  Officer 
Naval  Weapons  Support  Center 
Crane  IN  47522 


KANSAS 

Commander 

Naval  Reserve  Readiness  Command 
Region  Eighteen 
301  Navy  Drive 
Industrial  Airport  KS  66031 


KENTUCKY 

Commanding  Officer 
Naval  Ordnance  Station 
Louisville  KY  40214 


LOUISIANA 

Director  Consolidated 
Civilian  Personnel  Office 
Naval  Support  Activity 
New  Orleans  LA  70146 
Supervisor  of  Shipbuilding  , 

Conversion  and  Repair  USN 
New  Orleans  LA  70146 
Commanding  Officer 

Marine  Air  Reserve  Training  Command 
Naval  Support  Activity 
4400  Dauphine  St 
New  Orlrans,  LA  70146 
Coirunander 

Military  Sealift  Conunand 
Gulf  Sub- Area 
4400  Dauphine  St 
New  Orleans  LA  70146 
Cottmumding  Officer 
Naval  Air  Station 
New  Orleans  LA  70146 
Conunanding  Officer 
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Naval  Regional  Medical  Center 
New  Orleans  LA  70146 
Commander 

Naval  Reserve  Readiness  Command 
Region  Ten 

Bldg  11  Naval  Support  Activity 
New  Orleans  LA  70146 
Commanding  Officer 
Naval  Reserve  Support  Office 
New  Orleans  LA  70146 
Commanding  Officer 
Naval  Support  Activity 
New  Orleans  LA  70146 
Officer  in  Charge 
Navy  Finance  Office 
New  Orleans  LA  70146 
Chief  of  Naval  Reserve 
New  Orleans  LA  70146 
Commandant 
8th  Naval  District 
Chief  of  Naval  Reserve  Hdqtrs 
New  Orleans  LA  70146 
Commanding  Officer 
Naval  Reserve  Personnel  Center 
New  Orleans  LA  70149 
Commanding  Officer 
EnUsted  Personnel 
Management  Center 
New  Orleans  LA  70159 
Commanding  Officer 
Naval  Investigative  Service  Office 
New  Orleans 
PO  Box  6438 
New  Orleans  LA  70174 


MAINE 

Commanding  Officer 
Marine  Barracks 
Naval  Air  Station 
Brunswick  ME  0401 1 
Officer  in  Charge 
Navy  Commissary  Store  Region 
Brunswick  ME  0401 1 
Commanding  Officer 
US  Naval  Air  Station 
Brunswick  ME  0401 1 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
574  Washington  St 
Bath  ME  04530 
Commanding  Officer 
Naval  Communication  Unit 
Cutler  East  Machias  ME  04630 
Commanding  Officer 
Naval  Security  Group  Activity 
Winter  Harbor  ME  04693 


MARYLAND 

Commanding  Officer 
National  Naval  Dental  Center 
Bethcsda  MD  20014 
Commanding  Officer 
National  NavaJ  Medical  Center 
Bethesda  MD  20014 
Commanding  Officer 
Naval  Health  Sciences  Education  and 
Training  Conunand 
Nationid  Naval  Medical  Center 
Bethesda.  MD  20014 
Commanding  Officer 
Naval  Medical  Data  Service  Center 
National  Naval  Medical  Center 
Bethesda  MD  20014 
Commanding  Officer 
Naval 'Medical  Research  and 
Development  Command 
National  Naval  Medical  Center 


Bethesda.  MD  20014 
Commaitding  Officer 
Naval  Medical  Research  Institute 
National  Naval  Medical  Center 
Bethesda  MD  20014 
Commanding  Officer 
Naval  School  of  Health  Care 
Administration 

National  Naval  Medical  Center 
Bethesda  MD  20014 
Commander 

David  W.  Taylor  Naval  Ship  Research 
and  Development  Center 
Bethesda.  MD  20084 
Commanding  Officer 
Naval  Explosive  Ordnance 
Disposal  Facility 
Indian  Head  MD  20640 
Commanding  Officer 
Naval  Ordnance  Station 
Indian  Head  MD  20640 
Conunanding  Officer 
Naval  School 

Explosive  Ordnance  Disposal 
Naval  Ordnance  Station 
Indian  Head  MD  20640 
Commanding  Officer 
Naval  Air  Station 
Patuxent  River  MD  20670 
Commander 
Naval  Air  Test  Center 
Patuxent  River  MD  20670 
Commander 

Naval  Aviation  Integrated  Logistic 
Support  Center 
Patuxent  River  MD  20670 
Commanding  Officer 
Naval  Hospital 
Patuxent  River  MD  20670 
Officer  in  Charge 
Navy  Commissary  Store  Region 
Patuxent  River  20670 
Officer  in  Charge 
Navy  Special  Services 
Administrative  Activity 
Patuxent  River  MD  20670 
Commanding  Officer 
Marine  Barracks 
Fort  Meade  MD  20755 
Commanding  Officer 
Naval  Security  Group  Activity 
Fort  George  G  Meade  MD  20755 
Commanding  Officer 
Navy  Field  Operational 
Intelligence  Office 
Fort  George  G  Meade  MD  20755 
Officer  in  Charge 

Strategic  Analysis  Support  Group 
8621  Georgia  Ave 
Silver  Spring  MD  20910 
Comnumdmg  Officer 
Marine  Barracks 
Naval  Station 
Annapolis  MD  21402 
Superintendent 
Naval  Academy 
Annapolis  MD  21402 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  403  Naval  Academy 
Annapolis  MD  21402 
Commanding  Officer 
Naval  Hospital 
Annapolis  MD  21402 
Commanding  Officer 
Naval  Station 
Aimapolis  MD  21402 
Officer  m  Charge 
Navy  Liaison  Group 
Alternate  Joint  Conununications 
Center 
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Fort  Ritchie  MD  21719 
Commanding  Officer 
Naval  Support  Facility 
Box  277 

Thurmont  MD  21788 


MASSACHUSETTS 

Officer  in  Ch^e 
Navy  Clothing  and  Textile 
Research  Faculty 
21  Strathmore  Road 
Natkk  MA  01760 
Officer  in  Charge 
Naval  Blood  Research  Laboratory 
Talbot  Bldg  82  East  Concord  St 
Boston  MA  02118 
Director 

Navy  Office  of  Information 
Boston  Branch 

S7S  Technology  Square  8th  Floor 
Cambridge  MA  02139 
Commanding  Officer 
Naval  Air  Station 
South  Weymouth  MA  02190 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Bldg  1 14  Section  D 
666  Summer  St 
Boston  MA  02210 
Commanding  Officer 
Office  of  Naval  Research 
Branch  Office  . 

49S  Summer  Street 
Boston  MA  02210 


MICHIGAN 

Commanding  Officer 
Naval  Air  Facility  Detroit 
MT  Clemens  MI  48043 


MINNESOTA 

Commander  Naval  Reserve 
Readiness  Command  Region  Sixteen 
Bldg  71 S 

Minn-St  Paul  International  Airport 
Minneapolis  MN  554S0 


\ 
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/ 

Gulfport  MS  39S0I  v  .  / 

Conunmiding  Officer  •*,>  - 

Naval  Construction  Training  Center  . 

Gulfport  MS  39S01 
Governor 
Naval  Home 
01800  East  Beach  Blvd 
Gulfport  MS  39501 
Commanding  Officer 

Naval  Ocean  Research  and 
Development  Activity 
National  Space  Technology  Labs 
Bay  St  Louis  MS  39S20 
Director 

Naval  Oceanography  and  Meteorology 
National  Space  Technology 
Laboratories 
Bay  St  Louis  MS  39520 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Pascagoula  MS  39567 


MISSOURI 


Director 

Marine  Corps  Automated 
Services  Center 
1500  E  Bannister  Rd 
Kansas  City  MO  64131 
Director 

Marine  Corps  Reserve  Forces 
Administrative  Center 
1500  East  Bannister  Road 
Kansas  City  MO  64131 
Commanding  Officer 

Marine  Corps  Finance  Center 
Kansas  City  MO  64197 


NEVADA 

Commanding  Officer 
Naval  Air  Station 
FaUon  NV  89406 
Commanding  Officer 
Marine  Barracks 
Naval  Ammunition  Depot 
Hawthorne  NV  89415 
Commanding  Officer 
Naval  Anununition  Depot 
Hawthorne  NV  89415 


MISSISSIPPI 

Commanding  Officer 
Naval  Air  Station 
Meridian  MS  39301 
Commanding  Officer 
Naval  Technical  Training  Center 
Meridian,  MS  39301 
Commander 
Training  Air  Wing  One 
Naval  Air  Station 
Meridian  MS  39301 
Commanding  Officer 
Training  Squadron  Nine 
Naval  Air  Station 
Meridian  MS  39301 
Comnundiim  Officer 
Training  ^uadron  Nineteen 
Naval  Air  Station 
Meridian  MS  39301 
CommandiM  Officer 
Training  ^uadron  Seven 
Naval  Air  Station 
Meridian  MS  39301 
Commanding  Officer 
Naval  Construction 
Battalion  Center 


NEW  HAMPSHIRE 

Coitunanding  Officer 
Marine  Barracks 
Portsmouth  Naval  Shipyard 
Portsmouth.  NH  03801 
Commanding  Officer 

Naval  Regional  Medical  Clinic 
PprtsnKMith  NH  03801 
Coitunander 

Portsmouth  Naval  Shipyard 
Portsmouth  NH  03801 


NEW  JERSEY 

Commander 

Military  Sealift  Conunand  Atlantic 
Military-Ocean  Terminal  Bldg  42 
Bayonne  NJ  07002 
Conunanding  Officer 
Navy  International  Logistics 
Control  Office 
Bayonne  NJ  07002 
Comnumding  Officer 
Marine  Barracks 
Naval  Weapons  Station,  Earle 
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Colts  Neck  NJ  07722 
Commanding  Officer 
Naval  Weapons  Station  Earle 
Colts  Neck  NJ  07722 
Director 

Naval  Audit  Service  Northeast  Regio 
Central  Camden  Parkade  Bldg  21 5 
'M)  North  5th  Street 
Camden  NJ  08102 
Commanding  Officer 
Naval  Air  Propulsion  Test  Center 
Trenton  NJ  08628 
Commanding  Officer 

Naval  Air  Engineering  Center 
I  akeharst  NJ  08733 
Commanding  Officer 

Naval  Air  Technical  T.aining  Center 
Naval  Air  Station 
Lakehurst  NJ  06733 
Officer  in  Charge 

Navy  Branch  Aviation  Supply  Office 
Catapult  and  Arresting  Gear 
Navd  Air  Station 
Lakehurst  NJ  08733 


NEW  MEXICO 

Commanding  Officer 
Naval  Weapons  Evaluation  FacUity 
Kirkland  Air  Force  Base 
Albuquerque  NM  87117 
Commanding  Officer 
Naval  Ordnance  Missile 
Test  Facility 
White  Sands  Missile 
Range  NM  88002 


NEW  YORK 

Director 

Navy  Office  of  Information 
New  York  Branch 
663  Fifth  Ave  3rd  Floor 
New  York  NY  10022 
Comnumding  Officer 
Navy  Resale  System  Office 
3rd  Ave  and  2^  St 
Brooklyn  NY  11232 
Counsel  New  York  Branch 
Office  of  the  General  Counsel 
Department  of  the  Navy 
3rd  Ave  and  29th  St 
Brooklyn  NY  11232 
Director  Consolidated 
Civilian  Personnel  Office 
Washington  &  Flushing  Aves 
Brooklyn  NY  112S1 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Flushing  and  Washington  Aves 
BrooUyn  NY  112S1 
Commanding  Officer 
Naval  Investigative  Service  Office 
New  York 

Flushing-Washington  Aves 
Brooklyn  NY  112S1 
Commanding  Officer 
Naval  Support  Activity 
Flushing  a^  Washington  Aves. 
Brooklyn  NY  112S1 
Officer  in  Charge 
Navy  Motion  Picture  Service 
Bldg  31 1  Flushing  Ave 
Brooklyn  NY  11251 
Officer  in  Charge 
Fleet  Post  Office  New  York 
182-  150th  Ave 
Jamaica  NY  11413 
Commanding  Officer 


Naval  Nuclear  Power  Training  Unit 
PO  Box  300 
BaUston  Spa  NY  12020 
Officer  in  Charge 
Naval  Admimstrative  Unit 
Scotia  NY  12302 
Commander 

Naval  Reserve  Readiness  Command 
Region  Two  Bldg  1 
Scotia  NY  12302 
Commander 

Navy  Recruiting  Area  One 
Scotia  NY  12302 


NORTH  CAROLINA 

Conunanding  Officer 
Naval  Facility 
Cape  Hatteras 
Buxton  NC  27920 
Commander 

Joint  Unconventional  Warfare  Task 
Force  Atlantic  US  Army  JFK 
Center  for  Special  Warfare 
Fort  Braff  NC  28307 
Commander 

Marine  Corps  Air  Bases  Eastern  Area 
Marine  Corps  Air  Station 
Cherry  Point  NC  28533 
Commanding  General 
Marine  Corps  Air  Station 
Cherry  Point  NC  28533 
Commanding  Officer 

Naval  Air  Rework  Facihty 
Marine  Corps  Air  Station 
Cherry  Point  NC  28533 
Commanding  Officer 
Naval  Hospital 
Cherry  Point  NC  28533 
Commanding  General 
2nd  Marine  Aircraft  Wing 
Marine  Corps  Air  Station 
Cherry  Point  NC  28533 
Commanding  Officer 
Marine  Corps  Air  Station 
(Helicopter) 

New  River 

Jacksonville  N  C  28540 
Commanding  Officer 
Field  Medical  Service  School 
Marine  Corps  Base 
Camp  Lejeune  NC  28542 
Commanding  General 
Force  Troops  Atlantic 
2D  Force  Service  Support  Group  FMF 
Camp  Lejeune  NC  28542 
Commanding  General 
Marine  Corps  Base 
Camp  Lejeune  NC  28542 
Commanding  Officer 

Naval  Regional  Dental  Center 
Clamp  Lejeune  NC  28542 
Commanding  Officer 
Naval  Regional  Medical  Center 
Camp  Lejeune  NC  28542 
Commanding  Gerneal 

2nd  Marine  Division  FMF 
Camp  Lejeune  NC  28542 


OHIO 

Coimnander 

Navy  Recruiting  Area  Four 
Columbus  Federal  Bldg  Room  409 
200  North  High  St 
Columbus  OH  43215 
Director 

Navy  Family  Allowance  Activity 
*  Anthony  J.  Celebrezze  Federal  Bldg. 
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1240  East  9th  Street 
CkveUnd  OH  44199 
Comnunding  Officer 
Navy  Finance  Center 
Anthony  J  Celebrezze  Federal  Bldg 
Cleveland  OH  44199 
Commander 

Naval  Reserve  Readiness  Command 
Region  Five  Bldg  1033  USAAP 
Ravenna  OH  44266 
Commanding  Officer 
Navy  Environmental  Health  Center 
3333  Vine  St 
Cincinnati  OH  4S220 


OKLAHOMA 

Comnudkling  Officer 
Marine  Barracks 
Naval  Ammunition  Depot 
McAkster  OK  74501 
Commanding  Officer 
Naval  Ammunition  Depot 
Me  Alester  OK  74501 


OREGON 

Commanding  Officer 
Naval  Facility  Coos  Head 
PO  Box  5660 
Charleston  OR  97420 


PENNSYLVANIA 

Commanding  Officer 
Navy  Fleet  Material  Support  Office 
Mechanicsburg  PA  17055 
Commanding  Officer 
Ships  Parts  Control  Center 
Mechanicsburg  PA  17055 
Commander  - 

Naval  Air  Development  Center 
Warminster  PA  18974 
Commanding  Officer 
Naval  Air  Facility 
Warminster  PA  18974 
Commanding  Officer 
Naval  Air  Station 
Willow  Grove  PA  19090 
Commanding  Officer 
Naval  Air  Techanical 
Services  Facility 
700  Robbins  Avenue 
Philadelphia  Penna  19111 
Commanding  Officer 
Navy  Aviation  Supply  Office 
700  Robbins  Avenue 
Philadelphia  PA  19111 
Director 

Navy  Publications  and  Printing 
Service,  Northern  Division 
Bldg  4  Section  D  700  Robbins  Ave 
Philadelphia  PA  19111 
Director  Consolidated 
Civilian  Personnel  Office 
Bldg  75  Naval  Base 
Philadelphia  PA  19112 
Commanding  Officer,  Naval 
Electronic  Systems  Engineering 
Center,  Phil^lphia 
Philadelphia,  PA  19112 
Commanding  Officer 
Marine  Barracks 
Philadelphia  PA  19112 
Commandinp  Officer 
Naval  Aviation  Engineering  Service 
Unh 

Philadelphia  PA  19112 


DEPARTMENT  OF  DEFENSE 

Commander 
Naval  Base 
Philadelphia  PA  19112 
Commander 
Naval  Base  Boston 
Fourth  Naval  District  Headquarters 
Philadelphia  PA  19112 
Commander 
Naval  Base  New  Ymlc 
Fourth  Naval  District  Headquarters 
Philadelphia  PA  19112 
Commander 
Naval  Damage  Control 
Training  Center 
Philadelphia  PA  19112 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Base 
Philadelphia  PA  19112 
Officer  in  Charge 

Naval  Materi^  Industrial 
Resources  Office 
Bldg  537  2nd  FL  Naval  Base 
Philadelphia  PA  19112 
Commanding  Officer 

Naval  Regional  Dental  Center 
Philadelphia.  PA  19112 
Officer  in  Charge 

Naval  Regioi^  Procurement  Office 
Philadelphia  PA  19112 
Commander 

Naval  Reserve  Readiness  Command 
Region  Four  Bldg  662  Naval  Base 
Philadelphia  PA  19112 
Commanding  Officer 
Naval  Support  Activity 
Philadelphia  PA  191 12 
Officer  in  Charge 
Navy  Finance  Office 
Bldg  76  Naval  Base 
PhiUdelphia  PA  19112 
Commanding  Officer 
Northern  Division 
Naval  Facilities  Engineering 
Command 

Philadelphia  PA  19112 
Director  Northern  Field  Div 
Office  of  Civilian  Personnel 
Northern  Field  Div 
Bldg  4  Naval  Base 
Philadelphia  PA  19112 
Commander 

Philadelphia  Naval  Shipyard 
Philadelphia  PA  19112 
Commandant 
1st  Naval  District 

Fourth  Naval  District  Headquarters 
-  Philadelphia  PA  19112 
Commandant 
3rd  Naval  District 
Fourth  Naval  District  Headquarters 
Philadeli^  PA  19112 
Commandant 
4th  Naval  District 
Philadelphia  PA  19112 
Commanding  Officer 

Naval  Publication  and  Forms  Center 
5801  Tabor  Avenue 
Philadelphia  PA  19120 
Commanding  Officer 
Naval  Medical  Material  Support 
Command 

3500  South  Broad  St 
Philadelphia  PA  19145 
Commanding  Officer 
Naval  Re^onal  Medical  Center 
17th  St  and  Pattison  Ave 
Philadephia  PA  19145 
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PUERTO  RICO  AND  VIRGIN  ISLANDS 

Commanding  Officer 
Camp  Garcia 

Fleet  Marine  Force  Atlantic 
Vieques  PR  0076S 


RHO^E  ISLAND 

Commanding  Officer 
Marine  Barracks 

Naval  Education  A  Training  Center 
Newport,  RI  02840 
Commander 

Naval  Education  and  Training  Center 
Newport  Rl  02840 
Commanding  Officer 
Naval  Justice  School 
Newport.  Rl  02840 
Officer  in  Chai^ 

Naval  Legal  Service  Office 
Naval  Education  and  Training  Center 
Newport  RI  02840 
Commanding  Officer 
Naval  Regional  Dental  Center 
Newport  RI  02840 
Commanding  Officer 
Naval  Regional  Medical  Center 
Newport  RI  02840 
Conunander 

Naval  Reserve  Readiness  Command 
Region  One  Bldg  344 
Naval  Education  and  Training  Center 
Newport  RI  02840 
Commanding  Officer 
Naval  Underwater  Systems  Center 
Newport  RI  02840 
President 

Naval  War  College 
Newport  RI  02840 
Officer  in  Charge 
Navy  Commissary  Store  Region 
Newport  RI  02840 
Officer  in  Charge 
Navy  Finance  Office 
Newport  RI  02840 
Commanding  Officer 
Surface  Warfare  Officers  School 
Command 
Newport  RI  02840 
Commanding  Officer 
Naval  Construction 
Battalion  Center 
Davisville  RI  028S4 


SOUTH  CAROLINA 

Commanding  Officer 
Naval  Electronic  Systems 
EngitKering  Center  Room  S12 
Fe^ral  Bldg,  334  Meeting  St 
Charleston  SC  29403 
Commanding  Officer 
Atlantic  Fleet  Polaris  Material 
Office 
Naval  Base 
Charleston  SC  29408 
Commander 

Charleston  Naval  Shipyard 
Naval  Base 
Charleston,  SC  29408 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Naval  Base 
Charleston  SC  29408 
Commanding  Officer 
Fleet  and  Mine  Warfare 
Training  Center 
Naval  Base 


Charleston  SC  29408 
Conunanding  Officer 
Marine  Barracks 
Naval  Weapons  Station 
Charleston  SC  29408 
Commander 

Mine  Warfare  Command 
Charleston  SC  29406 
ConunaiKler 
Naval  Base 
Charleston  SC  29408 
Officer  in  Charge 
Naval  Construction  Battalion 
UniM12 

Naval  Station  Naval  Base 
Charleston  SC  29408 
Commanding  Officer 
Naval  Investigative  Service  Office 
Charleston 
Naval  Base 
Charleston  SC  29408 
Officer  in  Charge 

Naval  Legal  Service  Office 
Naval  Base 
Charleston  SC  29408 
Conunanding  Officer 

Naval  Regional  Dental  Center 
Charieston  SC  29408 
Commanding  Officer 

Naval  Regkmal  Medical  Center 
Charleston  SC  29408 
Conmumder 

Naval  Reserve  Readiness  Command 
Region  Seven 
Naval  Base 
Charleston  SC  29406 
Comtiumding  Officer 

Naval  Security  Group  Activity 
Naval  Base 
Charleston  SC  29408 
Commanding  Officer 
Naval  Station 
Naval  Base 
Charleston  SC  29408 
Conunanding  Officer 
Naval  Weapons  Station 
Charleston  SC  29408 
Officer  in  Charge 
Navy  Conunissary  Store  Region 
Chailestoa  SC  29408 
Officer  in  Charge 
Navy  Finance  Office 
Naval  Base 
Charleston  SC  29408 
Commanding  Officer 
Navy  Fleet  Ballistic  Missile 
Submarine  Training  Center 
Naval  Base 
Charleston  SC  29408 
Director 

Navy  Publications  and  Printing 
Service  Southeast  Division 
Naval  Base,  Bldg  3S 
Charleston  SC  29408 
Commanding  Officer 
Polaris  Missile  Facility 
Atlantic 

Charleston  SC  29408 
Commandant 
6th  Naval  District 
Naval  Base 
Charleston  SC  29406 
Commanding  Officer 
Naval  Supply  Center 
Charleston  SC  29411 
Commanding  Officer 
Southern  Division  Naval  Facilities 
Engineering  Command 
PO  Box  10068 
Charleston  SC  29411 
Commanding  Officer 
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Marine  Corps  Air  Station 
Beaufort  SC  29902 
Commanding  Officer 
Naval  Hospital 
Beaufort  SC  29902 
Commanding  General 
Marine  Corps  Recruit  Depot 
Parris  Island  SC  29903 
Conunanding  Officer 
Naval  Regional  Dental  Center 
Parris  IsUnd  SC  29903 


TENNESSEE 

Commander 

Naval  Reserve  Readiness  Command 
Region  Nine 

Bldg  E34  Naval  Air  Station  Memphis 
Milfington  TN  38043 
Commanding  Officer 
Human  Resource  Management  School 
Naval  Air  Station  Memphis 
Millington  TN  38034 
Commanding  Officer 
Naval  Air  Maintenance  Training 
Group 

Naval  Air  Station  Memphis 
MUlington  TN  38034 
Commanding  Officer 
Naval  Air  Station  Memphis 
Millington  TN  38034 
Commanding  Officer 
Naval  Air  Technical  Training 
Center 

NAS  Memphis  (83) 

Millington  TN  38034 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  404 

Naval  Air  Station  Menphis 
Millington  TN  38034 
Officer  in  Charw 
Naval  Legal  Service  Office 
Naval  Air  Station  Memphis 
Millington  TN  38034 
Commanding  Officer 
Naval  Regional  Medical  Center 
Memphis 

Millington  TN  38034 
Officer  in  Charge 
Navy  Commissary  Store 
Naval  Air  Station  Memphis 
Millington  TN  38034 
Chief  of  Naval 
Technical  Training 
Naval  Air  Station 
Memphis 

Millington  TN  38034 


TEXAS 

Director 

Navy  Office  of  Information 
Dallas  Branch  Main  Tower  Bldg 
1200  Main  St  Suite  230 
Dallas  TX  73202 
Commanding  Officer 
Naval  Air  Station 
Dallas  TX  73211 
Commander 

Naval  Reserve  Readiness  Command 
Region  Eleven  « 

Bldg  1 1  Naval  Air  Station 
Dallas  TX  73211 
Commander 

Navy  Recruiting  Area  Seven 
1499  Regal  Row 
Dallas  TX  73247 
Commanding  Officer 


Naval  Air  Station 
Chase  Field 
Bceville  TX  78102 
Commander 

Training  Air  Wing  Three 
Naval  Air  Station  (Thase  Field 
Beeville  TX  78102 
Commanding  Officer 
Training  ^uadron  Twenty-Five  - 
Naval  Air  Station  Chase  Field 
Beeville  TX  78103 
Commandiim  Officer 
Training  ^uadron  Twenty-Four 
Naval  Air  Station  Chase  Field 
Beeville  TX  78103 
Con^panding  Officer 
Training  ^uadron  Twenty-Six 
Naval  Air  Station  CThase  Field 
BeeviUe  TX  78103 
Commanding  Officer 
Naval  Air  Station 
Kingsville  TX  78363 
Commander 
Training  Air  Wing  Two 
Naval  Air  Station 
Kingsville  TX  78363  . 

Comnmnding  Officer 
Training  ^uadron  Twenty-One 
Naval  Air  Station 
Kingsville  TX  78363 
Commanding  Officer 
Training  ^uadron  Twenty-Three 
Naval  Air  Station 
Kingsville  TX  78363 
Commanding  Officer 
Training  ^uadron  Twenty-Two 
Naval  Air  Station 
KingsviUe  TX  78363 
Conunanding  Officer 
Naval  Air  Station 
Corpus  Christi  TX  78419 
(Thief  of  Naval  Air  Training 
Naval  Air  Station 
Corpus  Christi  TX  78419 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  407 

Naval  Air  Station 
Corpus  Christi  TX  78419 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Air  Station 
Corpus  (Thristi  TX  78419 
Commanding  Officer 
Naval  Regional  Medical  Center 
Corpus  (Thristi  TX  78419 
Officer  in  Chaige 

Navy  Conunissary  Store  Region 
Corpus  Christi  TX  78419 
Conunander 
Training  Air  Wing  Four 
Naval  Air  Station 
Corpus  (Thristi  TX  78419 
Commanding  Officer 
Training  ^uadron  Thirty-One 
Naval  Air  Station  < 

Corpus  Christi  TX  78419 
Commanding  Officer 
Training  Squadron  Twenty-Eight 
Naval  Air  Station 
Corpus  (Thristi  TX  78419 
Commanding  Officer 
Training  ^uadron  Twenty-Seven 
Naval  Air  Station 
Corpus  Christi  TX  78419 


VIRGINIA 

Director 

Naval  Audit  Service  Captal  Region 
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P<)  Box  1206 
FaUs  Church  VA  22041 
Director 

Naval  Audit  Service  Headquarters 
P()  Box  1206 
Falls  Church  VA  22041 
Commanding  (rtneral 
Marine  Corp  Development 
and  Education  ('ommand 
Quantico  VA  22114 
Commanding  ( Ifficer 
Marine  Corps  Av  Facility 
Quantico  VA  22134 
Commanding  <  Ifficer 
Naval  Hospital 
Quantico  VA  22134 
Commanding  Officer 
Human  Resource  Management  Center 
Washington 
1000  North  Gkbe  Road 
Arlington  VA  22201 
Director 

Capital  Area  Personnel  Services 
Office  Navy  Department  of  the  Navy 
801  North  Randolph  St 
Arlington  VA  22^3 
Commander 

Navy  Recruiting  Command 
401S  Wilson  Boulevard 
Arlington  VA  22203 
Officer  in  Charge 

Headquarters  Navy-Marine  Corps 
Mars  Radio  Station  Navy  Service  Ctr 
8th  Street  and  South  Courthouse  Rd 
Arlington  VA  22204 
Commanding  Officer 
Headquarters  Battalion 
Headquarters  US  Marine  Corps 
Henderson  Hall 
Arlington  VA  22214 
Commanding  Officer 
Marine  S^urity  Guard  Battalion 
Headquarters  (State  Department) 

US  Marine  Corps  Henderson  Haill 
Arlington  VA  22214 
C!hief  of  Naval  Research 
800  North  (Quincy  St 
Arlington  VA  22217 
Commanding  Officer 
Naval  Administrative  Services 
Command  Room  901 
4660  Kenmore  Avenue 
Alexandria  VA  22304 
Commanding  Officer 
Navy  Petroleum  Office 
Cameron  Station 
Alexandria  VA  22314 
Commander 

Naval  Intelligence  Command 
Naval  Intelligence  Command  Hdqtrs 
2461  Eisenhower  Ave 
Alexandria  VA  22331 
Commanding  Officer 
Naval  Intelligence  Processing 
System  Support  Activity 
2461  Eisenhower  Ave 
Alexandria  VA  22331 
Director  Naval  Investigative 
Service/Command^  Officer  Naval 
Investi^tive  Service  Headquarters 
2461  Eisenhower  Ave 
Alexandria  VA  22331 
Oceanographer  of  the  Navy 
Hoffman  II 
200  Stovall  Street 
Alexandria  VA  22332 
Commander 

Naval  Facilities  Engineering 
Command  NAVFACENGCOM  Hdqtrs 
200  Stovall  Street 
Alexandria  VA  22332 


<  Ifficer  in  Charge 

of  ('onstniction  Naval  Facilities 
Fngineenng  Command  Contracts 
Bethesda,  200  Stovall  St. 

Alexandria,  VA  22332 
Commanding  Officer 
Naval  Space  Surveillance  System 
Dahlgren  VA  22448 
Commmider 

Naval  Surface  Weapons  Center 
Dahlgren  VA  22448 

<  Ifficer  in  ('harge 

('heatham  Annex 
Naval  Supply  ('enter  Norfolk 
Williamsbuig  VA  2318S 
Commanding  (nficer 

Naval  Security  Group  Activity 
Northwest 

Chesapeake  VA  23322 
Director 

Naval  Audit  Service  Southeast  Regio 
5701  Thurston  Ave 
Virginia  Beach  VA  23455 
Officer  in  Charge 

Fleet  Air  Intelligence  Support 
Center  Oceana 
Naval  Air  Station  Oceana 
Virginia  Beach  VA  23460 
Commanding  Officer 
Naval  Air  Station 
Oceana 

Virgil^  Beach  VA  23460 
Officer  in  Charge 

Naval  Construction  Battalion 
Unit-415 

Naval  Air  Station,  Oceana 
Virgil^  Beach  VA  23460 
Officer  in  Charge 

Central  Test  Site  for  Personnel  and 
Training  Evaluation  Program 
Navy  Guided  Missiles  School  DamNeck 
Virginia  Beach  VA  23461 
Cominanding  Officer 
Fleet  Combat  Direction  Systems 
Support  Activity  Dam  Neck 
Virginia  Beach  VA  23461 
Comrnanding  Officer 
Fleet  Combat  Training  Center 
Atlantic 
Dam  Neck 

Virginia  Beach  VA  23461 
Commanding  Officer 
Naval  Guided  Missiles  School 
Dam  Neck 

Virginia  Beach  VA  23461 
Comrnanding  Officer 
Human  Resource  Management  Center, 
Norfolk 

5621-23  Tidewater  Drive 
Norfolk,  VA  23509 
Commariding  Officer 

Atlantic  Command  Operatitnis  Support 
Facility 
Naval  Station 
Norfolk  VA  23511 
Commander 
Atlantic  Division 
Naval  Facilities  Engineering 
Command 
Norfolk  VA  23511 
Commariding  Officer 

Atlantic  Fleet  Data  Processing 
Service  Center  Norfolk 
Norfolk  VA  23511 
Commanding  Officer 
Camp  Elrnore 
Marine  Corps 
Norf<^  VA  23511 
Naval  Air  Systems 
Command  Representative 
Atlantic 
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Naval  Air  Station 
Norfolk  VA  23S11 
Comnuuiding  Officer 
Fleet  Accounting  and  Disbursing 
Center  U  S  Atlantic  Fleer 
Building  132  Naval  Station 
Norfolk  V  A  23511 
Commanding  Officer 
Fleet  Anti-Submarine  Warfare 
Training  Center,  Atlantic 
Naval  Station 
Norfolk,  VA  23511 
Director 

Fleet  Home  Town  News  Center 
Norfolk  VA  23511 
Commanding  Officer 
Fleet  Intellience  Center 
Europe  and  Atlantic 
Norfolk  VA  23511 
Commanding  Officer 
Fleet  IntelligeiKe  Training  Center 
Atlantic 

Bldg  N25A,  Naval  Station 
Norfolk  VA  23511 
Commanding  General 
Fleet  Manne  Force  Atlantic/ 
Commanding  General  Fleet  Marine 
Force  Europe  (Designate) 

Norfolk  VA  23511 
Commanding  Officer 
Fleet  Training  Center 
Norfolk  VA  23511 
Conunanding  Officer 
Fleet  Weather  Central 
McAdie  Building  (l)-117) 

Naval  Air  Station 
Norfolk  VA  23511 
Commanding  Officer 
Marine  Barracks 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Administrative  Command 
Armed  Forces  Staff  College 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Air  Rework  Facility 
Naval  Air  Station 
Norfolk  V  A  23511 
Commanding  Officer 
Naval  Air  Station 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Alcohol  Rehabilitation  Center 
Building  J-50 
Naval  Station 
Norfolk  VA  23511 
Commander 
Naval  Base 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Communication  Area  Master 
Station  Lant 
Norfolk  VA  23511 
Officer  in  Charge 
Naval  Construction  Battalion 
UniMll 
Naval  Station 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Education  and  Training 
Support  Center,  Atlantic 
Bldg  Z-86,  Naval  Station 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Investigative  Service  Office 
Norfolk 

Norfolk  VA  23511 
Officer  in  Charge 
Naval  Legal  Service  Office 
Naval  Base 
Norfolk  VA  23511 


Commanding  Officer 
Naval  Regional  Dental  Center 
Norfolk  VA  23511 
Commander 
Naval  Safety  Center 
Naval  Air  Station 
Norfolk  VA  23511 
Conunanding  Officer 
Naval  Station 
Norfolk  VA  23511 
Commander 
Naval  Surface  Force 
US  Atlantic  Fleet 
Norfolk  VA  23511 
Officer  in  Charge 

Navy  Environmental  and 
Preventive  Medicine  Unit  No  2 
Norfolk  VA  23511 
Commanding  Officer 
Navy  Manpower  and  Material 
Analysis  Center 
Atlantic 

Norfolk  VA  23511 
Commanding  Officer 

Navy  Material  Transportation  Office 
Bldg  Z-133 
Naval  Station 
Norfolk  VA  23511 
Director 

Navy  Public  Affairs  Center  Norfolk 
Naval  Station 
Norfolk  VA  23511 
Commanding  Officer 
Navy  Public  Works  Center 
Norfolk  VA  23511 
Commander 

Oceanographic  System  Atlantic 
Box  100 

Norfolk  VA  23511 
Director  Southern  Field  Div 
Office  of  Civilian  Personnel 
Southern  Field  Division 
Bldg  A-67  Naval  Station 
Norfolk  VA  23511 
Commander 

Submarine  Force 
US  Atlantic  Fleet 
Norfolk  VA  23511 
Commander  in  Chief 
US  Atlantic  Fleet 
Norfolk  VA  23511 
Conunander  Naval  Air  Force 
US  Atlantic  Fleet 
Norfolk  VA  23511 
Commander  Training  Command 
US  Atlantic  Fleet 
Norfolk  VA  23511 
Commandant 

5th  Naval  District 
Norfolk  VA  23511 
Commanding  Officer 
Naval  Supply  Center 
Norfolk  VA  23512 
Military  Sealift  Command 
Office  Norfolk  Bldg  YIOOA 
Naval  Supply  Center 
Norfolk  VA  23512 
Senior  Member 
Sub-Board  of  Inspection 
and  Survey  Atlantic 
Naval  Amphibious  Base 
Norfolk  VA  23520 
Commanding  Officer 
Naval  Amphibious  Base 
Little  Creek 
Norfolk  VA  23521 
Commanding  Officer 

Naval  Amphibious  School 
Little  Creek 
Naval  Amphibious  Base 
Norfolk  VA  23521 


/ 
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Officer  in  Chai^ge 
Navy  Commissary  Store  Region 
Norfolk  VA  23521 
Commanding  Officer 
School  of  Music 
Naval  Am^bious  Base 
Little  Cre» 

Norfolk  VA  23S21 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Newport  News  Shipbuilding  and 
Drydock  CO 

Newport  News  VA  23607 
Commanding  Officer 

Naval  Ophthalmic  Support  and 
Training  Activity 
Yorktown,  VA  23690 
Commanding  Officer 
Marine  Barracks 
Naval  Weapons  Station 
Yorktown  VA  23691 
Officer  in  Charge 
Naval  Mine  Engineering  Facility 
Yorktown  VA  23691 
Commanding  Officer 
Naval  Weapons  Station 
Yorktown  VA  23691 
Commanding  Officer 
Naval  Sea  Support  Center  Atlantic 
St  Juliens  Creek  Anitex 
Portsmouth  VA  23702 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
PO  Box  215 
Portsmouth  VA  23705 
Commanding  Officer,  Naval 
Electronic  Systems  Engineering 
Center,  Portsmouth 
PO  Box  55 

Portsmouth  VA  23705 
Cortunanding  Officer 
Naval  Regional  Medical  Center 
Portsmouth  VA  23708 
Commatxling  Officer 
Marine  Barracks 
Norfolk  Naval  Shipyard 
Portsmouth,  VA  23709 
Commanding  Officer 
Naval  Inactive  Ship 
Maintenance  Facility 
Norfolk  Naval  Shipyard 
Portsmouth  VA  23709 
Conunanding  Officer 
Naval  School  Cryogenics  Class  C 
Norfolk  Naval  Shipyard 
Portsmouth  VA  23709 
Commander 
Norfolk  Naval  Shipyard 
Portsmouth  VA  23709 


WASHINGTON 

Director  Consolidated 
Civilian  Persotmel  Office 
Naval  Support  Activity 
7200  Sand  Point  Way 
Seattle  WA  98115 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Seattle  WA  98115 
Officer  in  Charge 
Naval  Legal  Service  Office 
SeatUe  WA  98115 
Conunanding  Officer 
Naval  Regional  Medical  Clinic 
Naval  Support  Activity 
Seattle  WA  98115 
Conuiumder 

Naval  Reserve  Readiness  Conunand 
Region  Twenty-Two  Bldg  9 


Naval  Support  Activity 
Seattle  981 15 
Conuiumding  Officer 
Naval  Support  Activity 
Seattle  WA  98115 
Officer  in  Charge 
Navy  Commissary  Store  Region 
Seattle  WA98115 
Officer  in  Charge 

Navy  Finance  Officer 
Seattle  WA  98115 
Conunandant 

13th  Naval  District 
Seattle  Wash  98115 
Military  Sealift 
Comntand  Office  Seattle 
Pier  91 

Seattle  Wash  98119 
Officer  in  Charge 

Naval  Radio  Station  T 
Jim  Creek 
Oso  WA  98223 
Conuiumding  Officer 
Marine  Barracks 

Naval  Air  Station  Whidbey  Island 
Oak  Harbor  WA  98277 
Commanding  Officer 
Naval  Air  Station 
Whidbey  Island 
Oak  Harbor  WA  98278 
Officer  in  Charge 
Naval  Construction  Battalion-417 
Naval  Air  Station,  Whidbey  Island 
Oak  Harbor  WA  98278 
Conunanding  Officer 
Naval  Hospital 
Whidbey  Island 
Oak  Harbor  WA  98278 
Officer  in  Charge  of  Construct 

Naval  Facility  Engineering  Command 
Trident  5610  Kitsap  Way 
PO  Box  UU  Wyccdf  Station 
Bremerton,  WA  98310 
Conunanding  Officer 
Naval  Inactive  Ship 
Maintenance  Facility 
Puget  Sound  Naval  Shipyard 
Bremerton  WA  98314 
Commanding  Officer 
Naval  Regioiud  Dental  Center 
Bremerton,  WA  98314 
Conunanding  Officer 
Naval  Regional  Medical  Center 
Bremerton  WA  98314 
Commanding  Officer 
Naval  Supply  Center  Puget  Sound 
Bremerton  WA  98314 
Officer  in  Charge 

Pacific  Fleet  Polaris  Material 
Office 

Puget  Sound  Naval  Shipyard 
Bremerton  WA  98314 
Commander 

Puget  Sound  Naval  Shipyard 
Bremerton  WA  98314 
Commanding  Officer 
Marine  Barracks 
Naval  Subnuuine  Base  Bangor 
Bremerton  WA  98315 
Commanding  Officer 

Naval  Submarine  Base  Bangor 
Baremerton  WA  98315 
Commanding  Officer 
Trident  Training  Facility 
Bangor 

Bremerton  WA  98315 
Commanding  Officer 
US  Naval  Torpedo  Station 
Keyport  WA  98345 
Comnumdirm  Officer 
Strategic  weapons  Facility,  Pacific 
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SUverdale.  WA  98383 
Commanding  Officer 
Naval  Facility 
Pacific  Beach 
Pacific  Beach  WA  98571 


WEST  VIRGINU 

Commanding  Officer 
Naval  Radio  Station  R 
Sugar  Grove  WV  26815 


WISCONSIN 

Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
PO  Box  26 

Sturgeon  Bay  WI  54235 


WYOMING 

Officer  in  Charge  Navv 

Petroleum  and  Oil  Shale  Reserves 
Colorado  Utah  and  Wyoming 
400  East  First  St  Suite  31 1 
Casper  WY  82601 


APO/FPO  ADDRESSES 

Commander 

Military  Sealift  Command  Eastern 
Atlantic  and  Mediterranean 
APO  New  York  09069 
Commanding  Officer 
US  Naval  Air  Facility 
APO  New  York  09127 
Military  Sealift 
Command  Office 
APO  New  York  09159 
.Chief 

Navy  Technical  Assistance  Field  ' 

Team  Box  2501 
APO  New  York  09205 
Commanding  Officer 

US  Naval  Security  Group  Activity 
APO  New  York  09240 
Officer  in  Charge 
of  Construction  Naval 
Facilities  Engineering  Command 
Contracts  Spain 
APO  New  York  09285 
Liaison  Officer 

US  Navy  Shipbuilding  Liaison  Office 
Spain 

APO  New  York  09285 
Commanding  Officer 
TUSLOG  Detachment  28 
APO  New  York  09324 
Commander 
US  Forces  Azores 
APO  New  York  09406 
Commanding  Officer 
US  Naval  Air  Facility 
APO  New  York  09406 
Commander 

US  Naval  Forces  Azores 
APO  New  York  09406 
Commanding  Officer 
US  Naval  Security  Group  Activity 
APO  New  York  09406 
Commanding  Officer 
US  Naval  Security  Group  Activity 
APO  New  York  09458 
Commander 
Amphibious  Group  2 
FPO  New  York  09501 
Commander 


Antisubmarine  Warfare  Force 
US  Sixth  Fleet 
FPO  New  York  09501 
Commander 

Attack  Carrier  Striking  Force 
Sixth  Fleet 
FPO  New  York  09501 
Commander 
'  Middle  East  Force 
FPO  New  York  09501 
Cofiunander 
Second  Fleet 
FPO  New  York  09501 
Commander 
Sixth  Fleet 

FPO  New  York  09501 
Conunander 
South  Atlantic  Force 
US  Atlantic  Fleet 
FPO  New  York  09501 
Commander  in  Chief 
US  Naval  Forces  Europe 
FPO  New  York  09501 
Military  Sealift 
Command  Office 
Box  29 

FPO  New  York  09510 
US  Commander 
Eastern  Atlantic 
FPO  New  York  09510 
Counsel 

European  Branch 
Office  of  the  General  Counsel 
Department  of  the  Navy 
FPO  New  York  09510 
Commanding  Officer 

Fleet  Operations  Control  Center 
US  Naval  Forces  Europe/US 
Eastern  Atlantic  Box  12 
FPO  New  York  09510 
Commanding  Officer 

Human  Resource  Management  Center 
Box  23 

FPO  New  York  09510 
Commanding  Officer 
Marine  Barracks 
US  Naval  Activities 
FPO  New  York  09510 
Commanding  Officer 
Office  of  Naval  Research 
Branch  Office  Box  39 
FPO  New  York  09510 
Commander 

US  Naval  Activities  United  Kingdom 
FPO  New  York  09510 
Commanding  Officer 

US  Naval  Communication  Unit  i 
FPO  New  York  09510 
Commanding  Officer 

US  Naval  Investigative  Service 
Office 
Box  11 

FPO  New  York  09510 
Officer  in  Charge 

US  Navy  Commissary  Store  Region 
United  Kingdom 
FPO  New  York  09510 
Commanding  Officer 
US  Naval  Aviation 
Weapons  Facility 
FPO  New  York  09511 
Commanding  Officer 
US  Conununkation  Station 
FPO  New  York  09512 
CommarKling  Officer 

U  S  Naval  Communication  Unit 
FPO  New  York  09516 
Commanding  Officer 
US  Naval  Security  Group 
Activity 

FPO  New  York  09518 
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Conunandinf  Officer 
U  S  Navd  Facility 
FPO  New  York  W519 
Commander 

Area  ASW  Forces  Sixth  Fleet 
U  S  Naval  Support  Activity 
FPO  New  YoA  09521 
Commander 
Fleet  Air  Mediterranean 
FPO  New  York  09321 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09521 
Commander 

Military  Sealift  Command 
Mediterranean  Sub-Area 
PO  Box  23 

FPO  New  YoA  09521 
Commander  Maritime 

Surveillance  and  Reconnaissance  > 

Forces  U  S  Sixth  Fleet 
FPO  New  YoA  09521 
Officer  in  Charge 
US  Naval  Le^  Service  Office 
US  Naval  Support  Activity 
FPO  New  York  09521 
Commanding  Officer 
US  Naval  Regional  Medical  Center 
PO  Box  19 
FPO  New  YoA  09521 
Officer  in  Charge 
US  Naval  Regional  Procurement 
Office 

FPO  New  YoA  09521 
Commanding  Officer 
US  Naval  Support  Activity 
FPO  New  YoA  09521 
Officer  in  Charge  • 

US  Navy  Commissary  Store  Region 
FPO  New  YoA  09521 
Officer  in  Charge 
US  Navy  Enviroiunental  and 
Preventive  Medicine  Unit  No.  7 
FPO  New  YoA  09521 
Commanding  Officer 
U.S.  Navad  Regional  Dental  Center 
FPO  New  YoA  09521 
Officer  in  Charge 
Detachment  Sigonella 
Commander  Antisubmarine  Warfare 
Force  US  Sixth  Fleet  Box  288 
FPO  New  YoA  09523 
Commanding  Officer 
US  Naval  Air  Facility 
FPO  New  YoA  09523 
Commanding  Officer 
U  S  Naval  Communication  Area  Master 
Station  Med 
FPO  New  YoA  09524 
Director 

US  Navy  Publications  and  Printing 
Service  European  Division 
Box  108 

FPO  New  YoA  09524 
Commanding  Officer 
U  S  Naval  Communication 
Station 

FPO  New  YoA  09525 
Commanding  Officer 
US  Naval  Medical  Research  Unit  3 
FPO  New  YoA  09527 
Commanding  Officer 
US  Navy  Support  Office 
FPO  New  YoA  09533 
Officer  in  Charge 
Detachment  Rota 

Commander  Antisubmarine  Warfare 
Force  US  Sixth  Fleet 
FPO  New  YoA  09540 
Commanding  Officer 
Fleet  Weather  Central 


Box  31 

FPO  New  YoA  09540 
CommaiKling  Officer 
Marine  Barracks 
FPO  New  York  09540 
Conurumder 

US  Naval  Activities  Spain 
FPO  New  YoA  09540 
Conuiumding  Officer 
US  Naval  Communication 
Station  ■ 

FPO  New  YoA  09540 
Commanding  Officer 
US  Naval  Hospital 
FPO  New  York  09540 
Conunaruling  Officer 
US  Naval  Station 
FPO  New  YoA  09540 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  New  York  09540 
Cotiunanding  Officer 

U  S  Naval  Communication 
Station 

FPO  New  York  09542 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09544 
Officer  in  Charge 

Navy  Commissary  Store  Region 
FPO  New  York  09544 
Officer  in  Charge 

US  Naval  Radio  Station  T 
FPO  New  York  09546 
Commander 

Antilles  Defense  Command 
FPO  New  York  09551 
Commanding  Officer 
Atlantic  Fleet  Weapons 
Training  Facility 
FPO  New  York  09551 
Cotiunander 

Fleet  Air  Caribbean 
FPO  New  YoA  09551 
Commanding  Officer 
Marine  Barracks 
-  FPO  New  YoA  09551 
Officer  in  Charge 

US  Commissary  Store  Region 
FPO  New  York  09551 
Cotmnander 
US  Naval  Base 
FPO  New  YoA  09551 
Coitunander 

US  Naval  Forces  Caribbean 
FPO  New  YoA  09531 
Conunanding  Officer 
US  Naval  Hospital 
FPO  New  YoA  09551 
Conunanding  Officer 
US  Naval  Station 
FPO  New  YoA  09551 
ComraarKling  Officer 

U.S.  Naval  Regional  Dental  Center 
FPO  New  YoA  09551 
Conunanding  Officer 
US  Naval  Facility 
FPO  New  YoA  09552 
Conunanding  Officer 
US  Naval  Facility 
FPO  New  YoA  09553 
Conunanding  Officer 

U  S  Naval  Communication 
Station 

FPO  New  YoA  09554 
Conunanding  Officer 
US  Naval  Security  Group  Activity 
FPO  New  YoA  09555 
Commanding  Officer 
US  Naval  Facility 
FPO  New  YoA  09556 
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Commanding  Officer 
US  Naval  Facility 
FPO  New  York  W5S8 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09S60 
Commanding  Officer 
US  Naval  Air  Station 
FPO  New  York  09560 
Commanding  Officer 
US  Naval  Facility 
FPO  New  York  09560 
Officer  in  Charge 

US  Navy  Commissary  Store 
FPO  New  York  09560 
Commander 
Fleet  Air  Keflavik 
FPO  New  York  09571 
Commander 

Iceland  Defense  Force 
Box  1 

FPO  New  York  09571 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09571 
Commanding  Officer 
Naval  Security  Group  Activity 
FPO  New  York  09571 
Commanding  Officer 
U  S  Naval  Facility 
Box  7 

FPO  New  York  09571 
Commanding  Officer 

US  Naval  Communication 
Station  Box 
FPO  New  York  09571 
Commander 

US  Naval  Forces  Iceland 
FPO  New  York  09571 
Commanding  Officer 
US  Naval  Station 
FPO  New  York  09571 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  New  York  09571 
Military  Sealift 
Command  Office 
FPO  New  York  09580 
Commanding  Officer 
US  Naval  Communication  Station 
FPO  New  York  09580 
Commanding  Officer 

US  Naval  Security  Group 

Activity 

Box  5028 

FPO  New  York  09584 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09585 
Commanding  Officer 
U  S  Naval  Station 
FPO  New  York  09585 
Commanding  Officer 
Marine  Barracks 
FPO  New  York  09593 
Commanding  Officer 
U  S  Naval  Station 
FPO  New  York  09593 
Commanding  Officer 
US  Naval  Air  Station 
FPO  New  York  09593 
Commander 
US  Naval  Base 
Box  34 

FPO  New  York  09593 
Commanding  Officer  * 

US  Naval  Hospital 
FPO  New  York  09593 
Commanding  Officer 
US  Naval  Security  Group  Activity 
US  Naval  Base  Box  41 
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FPO  New  York  09593 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  New  York  09593 
Comnumding  Officer 
U  S  Naval  Facility 
FPO  New  York  09597 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  New  York  09597 
Officer  in  Charge 
US  Sending  State  Office 
for  Italy 

APO  New  York  09794 
Commanding  Officer 
US  Naval  Security  Group  A^vity 
APO  San  Francisco  96210 
Military  Sealift 
Command  Office 
APO  San  Francisco  96259 
Militauy  Sealift 
Command  Office 
Box  25 

APO  San  Francisco  96263 
Commanding  Officer 

Headquarters  Support  Activity 
Box  25 

APO  San  Francisco  96263 
Commanding  Officer 
US  Naval  Hospital 
Box  4 

APO  San  Francisco  96263 
Commanding  Officer 
US  Naval  Medical  Research  Unit  No  2 
Box  14 

APO  San  Francisco  96263 
Officer  in  Charge 

US  Navy  Commissary  Store  Region 
APO  San  Francisco  96263 
Commander 

US  Taiwan  Defense  Command 
APO  SUm  Francisco  96263 
Commanding  Officer 
U  S  Naval  Security  Group  Activity 
APO  San  Francisco  96274 
Commander 

U  S  Forces  Korea 
APO  San  Francisco  96301 
Commander 
US  Naval  Forces  Korea 
APO  San  Francisco  96301 
Commander 
US  Forces  Japan 
APO  San  Francisco  96328 
Commanding  Officer 
US  Naval  Security  Group 
Activity 
Torii  Station 

APO  San  Francisco  96331 
Officer  in  Charge 

Naval  Medical  Admininistrative  Unit 
Tripler  Array  Medical  Center 
APO  San  FraiKisco  96438 
Commanding  Officer 
US  Naval  Air  Facility 
APO  San  Francisco  96519 
Officer  in  Charge 
of  Construction  Naval  Facilities 
Engineering  Command  Contracts 
Southwest  Pacific 
APO  San  Francisco  96528 
Commander 
Ainphibious  Group  1 
FPO  San  Francisco  96601 
Commander 
Carrier  Striking  Force 
Seventh  Fleet 
FPO  San  Francisco  96601 
Commander 

Cruiser  Destroyer  Force 
Seventh  Fleet 
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FPO  San  Francisco  96601 
Commander 
Seventh  Fleet 
FPO  San  Francisco  96601 
Commander  Amphibious  Force 
Seventh  Fleet 
FPO  San  Francisco  96601 
Commander 

US  Naval  Support  Force  Antarctica 
FPO  San  Francisco  96601 
Commanding  General 
III  Marine  Amphibious  Force  FMF 
FPO  San  Francisco  96602 
Commanding  General 
1st  Marine  Aircraft  Wing 
FPO  San  Francisco  96602 
Commanding  General 
3D  Marine  Division  FMF 
FPO  San  Francisco  96602 
Commanding  Officer 
Camp  H  M  Smith  US  Marine  Corps 
FPO  San  Francisco  CA  96610 
Military  Sealift 
Command  Office 
Box  IIS 

FPO  San  Francisco  96610 
Supervisor  of  Shipbuilding 
Conversion  and  Repair  USN 
Box  400 

FPO  San  Francisco  96610 
Commanding  Officer 
Fleet  Intelligence  Center 
Pacific 

FPO  San  Francisco  96610 
Commanding  General 
Fleet  Marine  Force  Pacific 
FPO  San  Francisco  96610 
Commanding  Officer 
Fleet  Weather  Central 
Box  113 

FPO  San  Francisco  96610 
Commanding  Officer 
Human  Resource  Management  Center 
FPO  San  Francisco  96610 
Commanding  Officer 
Marine  Barracks  Hawaii 
FPO  San  Francisco  96610 
Commander 

Marine  Corps  Base  Pacific 
FPO  San  Francisco  96610 
Officer  in  Charge 
Naval  Air  Lx^stk  Control  Office 
Pacific  CINCPACFLT  Box  3 
FPO  San  Francisco  96610 
Commander 
Naval  Base 
Box  no 

FPO  San  Francisco  96610 
Officer  in  Charge 
Naval  Construction  Battalion 
Unit  413  Naval  Station 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Investigative  Service  Office 
Pacific  Box  76 
FPO  San  Francisco  96610 
Officer  in  Charge 
Naval  Legal  Service  Office 
Box  124 

FPO  San  Francisco  96610 
Commander 

Naval  Logistics  Command 
US  Pacific  Fleet 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Regional  Dental  Center 
Box  Ill 

FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Regional  Medical  Clinic 
Hawaii,  Box  121 


FPO  San  Francisco  96610 
Commandif^  Officer 
Naval  Ship  Systems  Command 
Management  Office  Western  Pacific 
Area,  Box  400 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Shore  Electronics  Engineering 
Activity  Pacific 
Box  130 

FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Station 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Submarine  Base 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Submarine  Training 
Center  Pacific 
FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Supply  Center 
Box  300 

FPO  San  Francisco  96610 
Officer  in  Chaige 

Navy  Commissary  Store  Region 
FPO  San  Francisco  96610 
Officer  in  Chaige 

Navy  Environmental  and  Preventive 
Medicine  Unit  No  6  Box  112 
FPO  San  Francisco  96610 
Officer  in  Chaige 
Navy  Finance  Office 
FPO  San  Francisco  96610 
Commanding  Officer 

Navy  Public  Works  Center 
FPO  San  Francisco  96610 
Director 

Navy  Publications  and  Printing 
Service  Pacific  Division 
Box  126 

FPO  San  Francisco  96610 
Commander 

Oceanographic  System  Pacific 
Box  13M 

FPO  San  Francisco  96610 
Officer  in  Charge 
of  Constniction  Naval  Facilities 
Engineering  Command  Contracts 
Mid  Pacific 

FPO  San  Francisco  96610 
Director  Pacific  Field  Div 
Office  of  Civilian  Personnel 
Pacific  Field  Divi  Box  119 
FPO  San  Francisco  96610 
Commander 
Pacific  Division 
Naval  Facilities  Engineering 
Command 

FPO  San  Francisco  96610 
Commanding  Officer 
Pacific  FiMt  Data  Processing 
Service  Center  Pearl  Harbor 
FPO  San  Francisco  96610 
Commander 

Peail  Harbor  Naval  Shipyard 
Box  400 

FPO  San  Francisco  96610 
Commander 

Submarine  Force 
US  Pacific  Fleet 
FPO  San  Francisco  96610 
Commander 
Third  Fleet 

FPO  San  Francisco  96610 
Commander  in  Chief 
US  Pacific  Fleet 
FPO  San  Francisco  96610 
Commandant 

14th  Naval  District 


FEDERAL  REGISTER,  VOL  43,  NO.  188 — WEDNESDAY,  SEPTEMBER  28,  1977 


DEPARTMENT  OF  DEFENSE 


51357 


Naval  Base 
Box  110 

FPO  San  Francisco  96610 
Commanding  Officer 
Naval  Air  Station 
Barbers  Point 
FPO  San  Francisco  9661 1 
Commanding  Officer 
Naval  Facility 
FPO  San  Francisco  9661 1 
Commanding  Officer 
Naval  Magazine 
FPO  San  Francisco  96612 
Commanding  Officer 
Naval  Communication  Area  Master 
Station  EASTPAC 
Honolulu 

FPO  San  Francisco  96613 
Commanding  Officer 
US  Naval  Facility 
Box  100 

FPO  San  Francisco  96614 
Commanding  Officer 
US  Naval  Station 
FPO  San  Francisco  96614 
Commanding  Officer 
Marine  Corps  Air  Station 
FPO  San  Francisco  9661S 
Commanding  Officer 
Marine  Barracks 
FPO  San  Francisco  96630 
Office  in  Char^ 
of  ConstrucUon  Naval  Facilities 
Engineering  Command  Contracts 
FPO  San  Francisco  96630 
Milita^  Sealift  Command 
Office  Naval  Station 
Box  196 

FPO  San  Francisco  96630 
Commanding  Officer 
U  S  Fleet  Weather  Central 
Box  12 

COMNAVMARIANAS 
FPO  San  Francisco  96630 
Commanding  Officer 
U  S  Naval  Communication  Area  Master 
Station  WESTPAC 
FPO  San  Francisco  96630 
Commander 
US  Naval  Base 
FPO  San  Francisco  96630 
Commanding  Officer 
US  Naval  Facility 
FPO  San  Francisco  96630 
Commander 

US  Naval  Forces  Marianas 
FPO  San  Francisco  96630 
Officer  in  Charge 
US  Naval  Le^  Service  Office 
COMNAVMARIANAS 
FPO  San  Francisco  96630 
Commanding  Officer 
US  Naval  Magazine 
FPO  San  Francisco  96630 
Commanding  Officer 
US  Naval  Regional  Medical  Center 
FPO  San  Francisco  96630 
Conunanding  Officer 
US  Naval  Ship  Repair  Facility 
FPO  San  Francisco  96630 
Officer  in  Charge 
US  Naval  Shore  Electronics 
Engineering  Activity 
Box  194 

FPO  San  Francisco  96630 
Commanding  Officer 
US  Naval  Station 
FPO  San  Francisco  96630 
Commanding  Officer 
US  Naval  Supply  Depot 
FPO  San  Francisco  9to30 


Officer  in  Charge 
US  Navy  Commissary  Store 
PO  Box  179  US  Naval  Station 
FPO  San  Francisco  96630 
Officer  in  Charge 
US  Navy  Finance  Office 
FPO  San  Francisco  96630 
Commanding  Officer 
US  Navy  Public  Works  Center 
FPO  San  Francisco  96630 
Conunanding  Officer 
U.S.  Naval  Regional  Dental  Center 
FPO  San  Francisco  96630 
Conunanding  Officer 
US  Naval  Air  Station 
FPO  San  Francisco  96637 
Commanding  Officer 
Marine  Barracks 
FPO  San  Francisco  966S1 
MiUtary  Sealift  Command 
Office  Philippines 
Box  11 

FPO  San  Francisco  966S1 
Commanding  Officer 

U  S  Naval  Regional  Medical  Center 
FPO  San  Francisco  966S1 
Conunander 
US  Naval  Base 
FPO  San  Francisco  96651 
Conunander 

US  Naval  Forces  Philippines 
Box  30 

FPO  San  Francisco  96651 
Commanding  Officer 
US  Naval  Investigative  Service 
Office  Box  36 
FPO  San  Francisco  96651 
Officer  in  Charge 
US  Naval  Legal  Service  Office 
US  Naval  Base 
FPO  San  Francisco  96651 
Commanding  Officer 
US  Naval  Magazine 
Box  68 

FPO  San  Francisco  96651 
Conunanding  Officer 
US  Naval  Ship  Repair  Facility 
FPO  San  Francisco  96651 
Officer  in  Charge 
US  Naval  Shore  Electronics 
Engineering  Activity 
Box  91 

FPO  San  Francisco  96651 
Commanding  Officer 
US  Naval  Station 
FPO  San  Francisco  96651 
Conunanding  Officer 
US  Naval  Supply  Depot 
FPO  San  Francisco  9^51 
Officer  in  Charge 

US  Navy  Commissary  Store  R^on 
Box  28 

FPO  San  Francisco  96651 
Commaitding  Officer 
US  Navy  Public  Works  Center 
FPO  San  Fraiurisco  96651 
Commanding  Officer 
U.S.  Navid  Regional  Dental  Center 
FPO  San  Francisco  96651 
Officer  in  Cham 
Detachment  ^bi  Point 
Commander  Fleet  Air  Western  Pacific 
FPO  San  Francisco  96654  ' 
Commanding  Officer 

Fleet  Air  Intelligence  Support 
Center  Western  Pacific 
Box  12 

FPO  San  Francisco  96654 
Commanding  Officer 
US  Naval  Air  Station 
FPO  San  Francisco  96654 
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Cofnaundiiig  Officer 
US  Naval  Communication 
Station 

FPO  San  Francisco  96656 
Commanding  Officer 
US  Naval  Communication 
Station 

FPO  San  Francisco  96680 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  San  Francisco  96680 
Commanding  Officer 

US  Naval  Communication  Station 
FPO  San  Francisco  96685 
Officer  in  Charge 
Detachment  Delta 

US  Naval  Support  Force  Antarctica 
FPO  San  Francisco  96690 
Officer  in  Charge 
US  Naval  Communication  Unit 
FPO  San  Francisco  96690 
Officer  in  Charge 
Detachment  Alfa 

US  Naval  Support  Force  Antarctica 
FPO  San  FratKisco  96692 
Officer  in  Charge 
US  Navy  Office 
FPO  San  FraiKisco  96699 
Commanding  Officer 
Military  Siealift  Conunand  Office 
APO  SeatUe  98742 
Commanding  Officer 
Naval  Security  Group  Activity 
APO  Seattle  98742 
Commander 

Military  Sealift  Command  Far  East 
FPO  SeatUe  98760 
Commander 
Fleet  AcUvities 
FPO  Seattle  98762 
Commanding  Officer 
Marine  Barracks 
FPO  SeatUe  98762 
Commanding  Officer 
U  S  Naval  Weather  Service  Facility 
FPO  SeatUe  98762 
Commanding  Officer 
US  Naval  Communication 
StaUon  Box  3 
FPO  SeatUe  98762 
Commander 
US  Naval  Forces  Japan 
FPO  Seattle  98762 
Commanding  Officer 
US  Naval  Investigative  Service 
Office  Box  76 
FPO  SeatUe  98762 
Officer  in  Charge 
US  Naval  Legal  Service  Office 
COMNAVFORJAPAN 
FPO  SeatUe  98762 
Commanding  Officer 
US  Naval  Ship  Repair  Facility 
FPO  SeatUe  98762 
Officer  in  Charge 
US  Naval  Shore  Electronics 
Engineering  AcUvity 
Box  5 

FPO  Seattle  98762 
Commanding  Officer 
US  Naval  Supply  Depot 
FPO  Seattle  98762 
Officer  in  Charge 

US  Navy  Commissary  Store  Region 
FPO  SeatUe  98762 
Conunanding  Officer 
US  Navy  Public  Works  Center 
FPO  Seattle  98762 
Commanding  Officer 
Marine  Corps  Air  StaUon 
FPO  Seattle  98764 


Comnuuiding  Officer 
US  Naval  RegioiuU  Dental  Center 
FPO  SeatUe  98765 
Commanding  Officer 
US  Naval  Regional  Medical  Center 
FPO  Seattle  98765 
Commanding  Officer 
US  Naval  Ordnance  Facility 
FPO  SeatUe  98766 
Officer  in  Charge 

Naval  Air  L^sUc  Control  Office 
Western  Pacific 
U  S  Naval  Air  Facility 
FPO  SeatUe  98767 
Conunanding  Officer 
US  Naval  Air  Facility 
FPO  SeatUe  98767 
Commander  Fleet  Air 
Western  Pacific 
FPO  SeatUe  98767 
Conunander  Patrol  and 

Reconnaissance  Force  Seventh  Fleet 
FPO  SeatUe  98768 
Conunander 

US  Taiwan  Patrol  Force 
Pacific  Fleet 
FPO  SeatUe  98768 
Officer  in  Charge 
US  Navy  Commissary  Store 
FPO  SeatUe  98769 
Military  Sealift 
Conunand  Office 
FPO  SeatUe  98770 
Commander 

Fleet  AcUviUes/US  Naval  Air 
Facility 

FPO  SeatUe  98770 
Conunanding  Officer 

US  Marine  Corps  Air  StaUon 
(Helicopter) 

FPO  SeatUe  98772 

Conunanding  General  ^ 

Mariite  Corps  Base 
Camp  Smedley  D  BuUer 
FPO  SeatUe  98773 
Conunanding  Officer 

Naval  Security  Group  AcUvity  1 

FPO  SeatUe  98777 

Conunanding  Officer  | 

U  S  Naval  Regional  Medical  Center  • 

FPO  SeatUe  98778  | 

Conunanding  Officer  ! 

Marine  Barracks  ^ 

Naval  StaUon 
FPO  SeatUe  98791 
Conunanding  Officer 
Naval  Facility 
Box  71 

FPO  SeatUe  98791 
Conunanding  Officer 
USNaval  StaUon 
FPO  SeatUe  98791 


DEFENSE  CONTRACT  AUDIT  AGENCY 


REQUESTING  RECORDS 

Records  are  retrieved  by  name  or  by  some  other  personal  idenU- 
fier.  It  is  therefore  especially  important  for  exp«^Uous  service 
when  requesting  a  record  that  parUcular  attenUon  be  provided  to 
the  Notification  and/or  Access  Procedures  of  the  parUcular  record 
system  involved  so  as  to  furnish  the  required  personal  identifiers, 
or  any  other  pertinent  personal  informaUon  as  may  be  required,  to 
locate  and  retrieve  the  record. 
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BLANKET  ROUTINE  USES 

Ceitain  blanket  ’routine  uses’  of  the  records  have  been 
established,  that  are  applicable  to  every  record  system  maintained 
within  the  Department  of  Defense,  unless  specifk^y  stated  other¬ 
wise  within  a  particular  record  system.  These  admtional  blanket 
routine  uses  of  the  records  are  published  below,  only  once  in  the 
interest  of  simplicity,  economy  and  to  avoid  redundancy,  before 
the  individual  record  system  notices  begin  rather  than  repeating 
them  in  every  individual  record  system. 

ROUTINE  USE  -  LAW  ENFORCEMENT  . 

In  the  event  that  a  system  of  records  maintained  by  this  com¬ 
ponent  to  carry  out  its  functions  indicates  a  violation  or  potential 
violation  of  law,  whether  civil,  criminal  or  regulatory  in  luiture,  and 
whether  arising  by  general  statute,  or  by  regulation,  rule  or  order 
issued  pursuant  thereto,  the  relevant  records  in  the  system  of 
records  may  be  referred,  as  a  routine  use,  to  the  appropriate  agen¬ 
cy,  whether  federal,  state,  local  or  forci^,  charged  with  the 
responsibility  of  investigating  or  prosecuting  such  violation  or 
charged  with  enforcing  or  implementing  the  statute,  rule,  regulation 
or  ot^r  issued  pursuant  thereto. 

ROUTINE  USE  •  DISCLOSURE  WHEN 
REQUESTING  INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  a  federal,  state  or  local  agency 
maintaining  civil,  criminal  or  other  relevant  enforcement  informa¬ 
tion  or  other  pertinent  information,  such  as  current  licenses,  if 
necessary  to  obtain  information  relevant  to  a  component  decision 
concerning  the  hiring  or  retention  of  an  employee,  the  issuance  of  a 
security  clearance,  the  letting  of  a  contract,  or  the  issuance  of  a 
license,  grant  or  other  benefit 

ROUTINE  USE  •  DISCLOSURE  OF  REQUESTED 
INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  to  a  federal  agency,  in  response  to  its  request,  in 
connection  with  the  hiring  or  retention  of  an  employee,  the  is¬ 
suance  of  a  security  clearance,  the  reporting  of  an  investigation  of 
an  employee,  the  letting  of  a  contract,  or  the  issuance  of  a  license, 
grant,  or  other  iienefit  by  the  requesting  agency,  to  the  extent  that 
the  information  is  relevant  and  necessary  to  the  requesting  ageiKy’s 
decision  on  the  matter. 

ROUTINE  USE  •  CONGRESSIONAL  INQUIRIES 

Disclosure  from  a  system  of  records  maintained  by  this  com¬ 
ponent  may  be  made  to  a  congressional  office  from  the  record  of 
an  individual  in  response  to  an  inquiry  from  the  congressional  of¬ 
fice  made  at  the  request  of  that  individual. 

ROUTINE  USE  WITHIN  THE  DEPARTMENT  OF 
DEFENSE 

A  record  from  a  system  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  other  components  of  the  De¬ 
partment  of  Defense  if  necessary  and  relevant  fm  the  performance 
of  a  bwful  function  such  as.  but  not  limited  to.  personnel  actions, 
personnel  security  actions  a^  criminal  investigations  of  the  Com¬ 
ponent  requesting  the  record. 

ROUTINE  USE  -  PRIVATE  RELIEF  LEGISLATION 

Relevant  information  contained  in  all  systems  of  records  of  the 
Department  of  Defense  published  on  or  before  August  22,  197S, 
wiO  be  disclosed  to  the  Office  of  Management  and  Budget  in  con¬ 
nection  with  the  review  of  private  relief  legislation  as  set  forth  in 
OMB  Circular  A-19  at  any  sta^  oi  the  legislative  coordination  and 
clearaiKe  process  as  set  forth  in  that  Circular. 

ROUTINE  USE  -  DISCLOSURES  REQUIRED  BY 
INTERNATIONAL  AGREEMENTS 

A  record  from  a  system  of  records  maintained  by  this  Com¬ 
ponent  may  be  disclos^  to  foreign  law  enforcement,  security,  in¬ 
vestigatory,  or  administrative  authorities  in  order  to  comply  with 
requirements  imposed  by,  or  to  claim  rights  conferred  in  interna- 
tiooal  agreements  and  arrangements  including  those  regulating  the 
stationing  and  status  in  foreign  countries  of  Department  at  Defense 
military  and  civilian  personneL 


ROUTINE  USE  •  DISCLOSURE  TO  STATE  AND 
LOCAL  TAXING  AUTHORITIES 

Any  information  normally  contained  in  IRS  Form  W-2  which  is 
mainUuned  in  a  record  from  a  system  of  records  maintained  by  this 
Component  nuy  be  disclosed  to  State  and  local  taxing  authorities 
with  which  the  Secretary  of  t^  Treasury  has  entered  into  agree¬ 
ments  pursuant  to  Title  5.  U.S.Code,  Sections  SS16,  SSI7,  SS20,  and 
only  to  those  State  and  local  taxing  authorities  for  which  an  em¬ 
ployee  or  military  member  is  or  was  sub^t  to  tax  regardless  of 
whether  tax  is  or  was  withheld.  This  routine  use  is  in  accordance 
with  Treasury  Fiscal  Requirements  Manual  Bulletin  Nr.  76-07. 

ROUTINE  USE  -  DISCLOSURE  TO  THE  U,S.  CIVIL 
SERVICE  COMMISSION 

A  record  from  a  system  of  records  subject  to  the  Privacy  Act 
and  maintained  by  thu  component  nuy  be  disclosed  to  the  Civil 
Service  Commission  coocerning  information  on  pay  and  leave, 
benefits,  retirement  deductions,  and  any  other  information  necessa¬ 
ry  for  the  Commission  to  carry  out  its  legally  authorized  Govern¬ 
ment-wide  personnel  management  functions  arid  studies. 

ROUTINE  USE  -  DISCLOSURE  OF  INFORMATION 
TO  NARS  (GSA) 

A  record  from  a  system  of  records  maintained  by  this  com¬ 
ponent  nuy  be  disclosed  as  a  routine  use  to  the  Natiorial  Archives 
and  Records  Service  of  the  General  Services  Administration  in 
records  nunagement  inspections  conducted  under  authority  of  44 
U.S.C.  2904  and  2906. 


ROCAA  IlOA 

System  name:  1 10.8  Parking  Permits  and  Vehicle  Registration 

System  locathm:  Primary  System-Information  Systems  and  Ser¬ 
vices  BraiKh,  Headquarters,  DCAA. 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices.  Official  mailing  addresses  are  in  the  Department  of 
Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categoriu  of  individiuls  covered  by  the  system:  All  civilian  em¬ 
ployees  in  DCAA  who  desire  paiiung  permits  and  require  vehicle 
registration  for  access  to  milita^  installations. 

Categories  of  records  in  the  system:  File  contains  aO  records  relat¬ 
ing  to  the  issuance  of  parking  permits  and  registration  of  automo¬ 
biles  on  military  installations. 

Authority  for  maintenaiMC  of  the  system:  S  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq. 

Routine  ones  of  records  nuiiitaiiied  in  the  systm,  including  cat^o- 
rics  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  providing  these  services  or  serving  as  liaison  with  activities 
providing  the  services. 

Other  routine  uses  could  iiKhide  disclosure  to  other  Department 
of  Defense  components,  building  management  authorities  (civil  or 
public),  the  Department  of  Justice  or  to  law  enforcement  or  in¬ 
vestigatory  autlKirities  for  investigation  and  possible  criminal 
prosecution,  civfl  court  action,  or  regulatory  order. 

Policies  and  practfccs  for  storing,  retrieving,  accessing,  retaining, 
and  diapoaiiig  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievahility:  These  records  may  be  filed  alphabetically  by  last 
name  of  employee  or  by  parking  permit  or  parking  space  number. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildiri^  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

RetentioD  and  disposal:  These  files  are  destroyed  when  super¬ 
seded,  obsolete,  or  one  year  after  revocation  whichever  is  earlier. 

System  nmnagerfs)  and  address:  Assistant  Director,  Resources, 
He^quarters,  DCAA  Regional  Mani^rs,  DCAA;  Cl^fs  of  Field 
Audit  Offices;  Official  addresses  are  in  the  Department  ai  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices. 

Nodficathm  procertane:  Information  may  be  obtained  from: 
Records  Administrator 
Defense  Contract  Audit  AgeiKy 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-728S 
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Record  occee*  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  those  offices  listed  in  the  Department 
of  Defense  director  in  the  appendix  to  DCAA's  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver's  license,  employee  identifi¬ 
cation  card. 

Contesdnf  record  procedures:  The  Agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency. 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Activity  providing  parking  space  or 
military  installation. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
RDCAA  110.9 

System  name:  1 10.9  Temporary  Passes  and  Permits  for  Visitors  and 
Vehicles 

System  locatioa:  Primary  System-Information  Systems  and  Ser¬ 
vices  Branch,  Headquarters,  DCAA. 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices.  Official  mailing  addresses  are  in  the  Department  of 
Defense  directory  in  the  appendix  to  EKTAA’s  systems  notices. 

Categories  of  individuals  covered  by  the  system:  AU  individuals 
who  gain  access  to  DCAA  offices  or  park  in  visitor  parking  space. 

Categories  of  records  in  the  system:  Documents  which  reflect  the 
request  for,  issuance  of,  and  use  of  visitor  passes  and  vehicle  per¬ 
mits  to  gain  access  to  and  exit  from  Government  facilities  on  a  one¬ 
time  basis,  including  visitor  registers. 

Authority  for  maintenance  of  the  system:  S  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq. 

Rou|ne  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  providing  the  service. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  building  management  authorities  (civil  or 
public),  the  Department  of  Justice  or  to  law  enforcement  or  in¬ 
vestigatory  authorities  for  investigations  and  possible  criminal 
prosecution,  civil  court  action,  or  regulatory  order.  . 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievability:  These  records  may  be  filed  chronologically  or  by 
subject  matter. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retentioa  and  disposal:  These  files  are  destroyed  after  two  years. 

System  managerfs)  and  address:  Assistant  Director,  Resources, 
Headquarters,  DCAA;  Regional  Manners,  DCAA;  Chiefs  of  Field 
Audit  Offices;  Official  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA's  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  AgeiKy 
Cameron  Station.  Bldg.  4,  Room  4A320 
Alexandria.  VA  22314 
Telephone:  Area  Code  202/274-7283 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
AgeiKy,  Cameron  Station.  Alexandria,  VA  22314.  Written  requests 
for  iidormation  should  contain  the  full  name,  address,  and 
telephone  number  of  individual.  Visits  are  limited  to  those  offices 
list^  in  the  Departinent  of  Defense  directory  in  the  appendix  to 
DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  form  of  identification  such  as  a  driver's  license. 

Contesting  record  procedures:  The  Agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Admimstrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 


Record  source  categories:  Activity  providing  passes  and  permits 
for  DCAA  use. 

Systems  exempted  from  certain  provishms  of  the  act:  None 
RDCAA  120J 

System  name:  120.8  Property  Pass  Files 

System  location:  Primary  System-Information  Systems  and  Ser¬ 
vices  Branch.  Headquarters,  DCAA 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices.  Official  mailing  addresses  are  in  the  DeparUnent  of 
Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  of  Individuals  covered  by  the  system:  Any  individual 
who  is  permitted  to  borrow  DCAA  property  or  materials  which  are 
to  be  returned. 

Categories  of  records  in  the  system:  File  contains  all  records  relat¬ 
ing  to  the  authorization  of  the  loan  or  removal  of  DCAA  property 
or  materials  which  are  to  be  returned. 

Authority  (or  maintenance  of  the  system:  S  United  States  Code 
301,  302;  10  United  States  Code  133;  44  United  States  Code  2901, 
et.  seq. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  personal  property  and  materials. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Department  of  Justice,  or  to  law  en¬ 
forcement  or  investigate^  authorities  for  investigation  and  possible 
criminal  prosecution,  civil  court  action,  or  regulatory  order. 

Policies  and  practices  tor  storing,  cetrieving,  accesring,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievahility:  These  records  may  be  filed  by  specific  property 
identification,  such  as  name  and  serial  number  or  idphabetically  by 
individuals  who  have  signed  out  the  property. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retention  and  disposal:  These  records  are  destroyed  three  months 
after  property  is  returned. 

System  managerfs)  and  address:  Assistant  Director,  Resources, 
Headquarters,  DCAA; 

Regional  Managers,  DCAA; 

Chiefs  of  Field  Au^t  Offices; 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notificatioa  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station.  Bldg.  4,  Room  4A320 
Alexandria.  VA  22314 
Telephone:  Area  Code  202/274-728S 

Record  aceem  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Ageitey,  Cameron  Station,  Alexandria.  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  those  offices  listed  in  the  Departnwnt 
of  Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employee  identifi¬ 
cation  card. 

Contefltiiig  record  procedures:  The  AgeiKy’s  rules  for  contesting 
contents  arid  appeali^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  AgeiKy, 
Cameron  Station.  Alexandria,  VA  22314. 

Record  souixe  categories:  Activity  providing  loan  of  property. 

Systems  exempted  from  certain  provMoiis  of  the  act:  None 
RDCAA  151.11 

System  name:  ISl.ll  Security  Training  and  Orientation 

System  lecathm:  Security  Officer,  Defense  Contract  Audit  Agen¬ 
cy  (DCAA),  Headquarters,  DCAA;  Regional  Security  Control  Of¬ 
ficers,  DCAA  Regional  Offices;  and  Security  Control  Officers. 
DCAA  Field  Audit  Offices  whose  addresses  are  in  the  DoD 
directory  in  the  appendix  to  DCAA’s  systems  notices. 
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Catagoriea  of  indivkluals  covered  by  the  ■yetcm:  ALL  DCAA  per¬ 
sonnel. 

Categories  of  records  in  the  sysim:  Provides  a  record  of  the  ini¬ 
tial  and  recurring  training  and  orientation  of  DCAA  personnel  in 
security  matters  and  provides  a  readily  available  source  of  educa¬ 
tional  reference  matenal  in  the  field  of  security. 

Aatborlty  for  malntenaare  of  the  system:  44  USC  2904,3102;  Ex¬ 
ecutive  Order  11652  'Classification  ami  Declassification  of  National 
Security  Information  and  Material’  as  implemented  by  DoD  Regula¬ 
tion  52M.1-R,  'Information  Security  Profpam  Regulation.’ 

Rovdae  uses  of  records  maiataiiied  in  the  system.  Including  catego¬ 
ries  of  users  and  the  purposerof  such  uses:  For  use  by  all  DCAA  of¬ 
fices  in  conducting  initiid  and  recurring  security  training  of  DCAA 
personnel. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  booklets,  phamplets,  memorandums  and  at- 
tetKlance  rosters  filed  in  file  folders.  Fi]pis,  slides,  and  posters  filed 
in  storage  cabinets. 

RetrievabiUty:  Folders  are  filed  in  numerical  order  based  on  file 
number,then  by  type  of  material.  Employee  attendance  rosters  are 
filed  clu-onologically  but  may  be  cross-indexed  alphabetically  to 
ascertain  that  individual  training  requirements  are  being  met. 

Safeguards:  Records  are  filed  in  locked  filing  cabinets  after  nor¬ 
mal  business  hours.  During  duty  hours  records  are  accessible  only 
by  authorized  persoimel.  Buildings  have  security  guards,  alarm 
systems,  or  individual  office  doors  are  locked  after  duty  hours. 

Rctentioa  and  disposal:  Employee  attendance  roster  records  are 
destroyed  two  years  after  completion  of  training.  Reference  materi¬ 
al  is  destroyed  when  it  becomes  superseded  or  obsolete. 

System  nunagerfs)  and  address:  Security  Officer,  Headquarters. 
DCAA,  Cameron  Station,  Alexaitdria  VA. 

Notification  proeedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4.  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  full  name  of  the 
individual,  current  address  and  telephone  number,  and  current  busi¬ 
ness  address.  Visits  are  limited  to  those  offices  (Headquarters  and 
6  rational  offices)  listed  in  the  DoD  Directory  in  the  appendix  to 
DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification  that  is,  drivers  license  or  employing  of¬ 
fices’  identification  card. 

Contesting  reeord  proccdores:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  AgetKy, 
(Cameron  Station,  Alexandria,  VA  22314 

Record  sonrcc  categories:  A|^ncy  Security  Contred  Officer  who 
conducted  training.  Material  utilized  in  the  training  and  orientation 
of  A^vey  personnel  consists  of  DoD  security  training  reference 
mate^;  DoD  and  DCAA  regulations,  directives  and  instructions; 
and  an  educational  publications  involving  the  field  of  security. 

Syateam  exempted  fatw  certain  provtaioas  of  the  act:  NONE 
ROCAA  152.11 

System  name:  152.11  Notifications  of  Security  Clearance  Status 

System  locatioB:  Primary  System-Security  Officer,  Defense  Con¬ 
tract  Audit  Agency  (DCAA),  HQ  DCAA.  Security  Control  Officers 
of  the  RegKM^  Offices  and  Field  Audit  Offices,  DCAA,  whose  ad¬ 
dresses  are  in  the  DoD  directory  in  the  appendix  to  DCAA’s 
systems  notices. 

Decentralized  Segments-Chiefs  of  Divisions  and  Branches, 
Headquarters,  DCAA  and  other  DCAA  oipanizational  elements 
requiring  notice  of  security  clearance  status  of  DCAA  personneL 

Categories  at  iadiviitaals  eovsrsd  by  the  system;  AD  DCAA  per¬ 
sonnel  requiring  access  to  classified  defense  information. 

Categories  of  records  in  the  ^stem:  File  contains  notices  to 
DCAA  offices  which  do  not  receive  distribution  ot  security 
clearance  certificates.  'These  notices  inform  siqiervisors  and  heads 


of  offices  of  a  specific  individuals  security  clearance  status  and  the 
level  of  access  authorized. 

Authority  for  maintenance  of  the  system:  44  USC  2904,  3102;  5 
USC  7531  through  7533;  Executive  CMer  10450,  'Security  Require¬ 
ments  for  Government  Employees,’  as  amended  and  Executive 
Order  11652,  'Classification  and  Declassification  of  National 
Security  Information  and  Material’. 

Routiiie  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  To  advise  all  appropriate 
DCAA  organization^  elements  of  the  security  clearance  status  of 
DCAA  personnel. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
ami  disposing  of  records  in  the  system: 

Storage:  Paper  form  letter  maintained  in  file  folder. 

Retrievability:  Filed  in  numerical  order  based  on  file  number, 
then  by  organizational  activity  (DCAA  Headquarters  or  field  activi¬ 
ties),  then  alphabetically  by  last  name  of  individual  within 
Hesidquarters,  DCAA.  Regional  and  field  audit  offices  files  are 
filed  in  numerical  order  ba^  on  file  number,  then  by  subject,  then 
alphabetically  by  last  name  of  individual. 

Safeguards:  Records  are  accessible  only  to  authorized  personnel 
who  are  properly  cleared  and  trained  and  who  require  access  in 
connection  with  their  official  duties.  Records  are  stored  in  locked 
filing  cabinets  after  normal  business  hours  and  are  stored  only  in 
buildings  protected  by  guard  force  systems  after  normal  busirKss 
hours. 

Rctentioa  and  disposal:  Records  are  destroyed  when  superseded 
or  upon  separation  from  the  AgetKy  of  persoimel  cotKemed. 

System  manager(s)  and  address:  Security  Officer,  Headquarters, 
Defense  Contract  Audit  AgeiKy,  Cameron  Station,  Alexandria,  VA 
22314. 

Notificatioa  procedure:  Information  may  be  obtaiiMd  from: 

Records  Administrator 
Defense  Contract  Audit  AgeiKy 
CaiiKron  Station,  Building  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  CaiiMron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  fuU  nariK  of 
the  individual,  current  address  and  telephoiK  number  artd  current 
busirKSS  address.  Visits  are  limited  to  those  offices  (Headquarters 
and  6  regional  offices)  listed  in  the  DoD  directory  in  the  appendix 
to  DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drivers’s  license  or  employing  of¬ 
fices’  identification  card. 

Coateflting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  arid  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  AgeiKy, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Security  Officer,  DCAA;  Regional 
Security  Control  Officers,  DCAA  Regional  Offices. 

Systems  exempted  from  certain  provisioas  ot  the  act:  NONE 
RDCAA  152.13 

System  name:  152.13  Notifications  of  Visits 

System  locatloa:  Security  Officer,  Defense  Contract  Audit  Agen¬ 
cy  (DCAA),  Headquarters,  DCAA,  and.  Security  Control  Officers 
of  I^AA  Regional  and  Fi^  Audit  Offices,  whose  addresses  are  in 
the  DoD  directory  in  the  appendix  to  DCAA’S  SYSTEMS  notices. 

Categories  of  individuals  covered  by  the  system:  All  DCAA  per- 
soimel  with  security  clearaiKe  who  are  required  to  visit  defense 
contractors  or  other  Federal  agencies  on  official  busiiKss. 

Categories  of  records  in  the  system:  Correspondence  or  forms  in¬ 
dicating  security  clearaiKe  information  on  DCAA  employees  and 
notifications  of  visits  by  DCAA  persoimel  to  Office  of  Secretary  of 
Defense,  DoD  compoiKnts,  othw  Federal  ageiKies,  and  DoD  con¬ 
tractors  either  on  a  one-time  or  recurring  basis.  Correspondence 
nuy  nKhide  e^loyees  social  security  number,  date  and  place  of 
birth,  official  titk  and  other  related  data. 

Antborky  lor  maintenance  of  the  system:  44  USC  2904,  3102;  5 
USC  7531  through  7533,  Executive  C)r^  10450,  'Security  Require¬ 
ments  for  Govenunent  Employees,*  as  amended;  Executive  Order 
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1 1632,  ’Classificatioo  and  Declassification  of  National  Security  In¬ 
formation  and  Material.’ 

Routiiie  oact  of  records  malntaliicd  tn  the  system,  includliif  catcso- 
rfes  of  users  aud  the  purpom  of  such  uses:  Security  Officer, 
Headquarters,  DCAA  and  Regioiud  and  Field  Audit  Office  Security 
Cooti^  Officers  •  To  advise  security  officers  of  defense  contrac¬ 
tors,  Offices  of  the  Secretary  of  Defense,  DoD  components,  an- 
dother  Federal  agencies  of  the  security  clearance  status  of  DCAA 
persoimel  who  are  assigned  to  or  may  be  visiting  their  offices. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  reconk  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  in  numerical  order  based  on  file  number, 
then  by  subject,  then  alphabetically  by  last  name  of  individual  at 
DCAA  Regional  and  Field  Audit  Offices.  Filed  in  numerical  order 
based  on  file  number,  then  by  organizational  activity  (DCAA 
Headquarters  or  field  activities),  then  alphabetically  by  last  name 
of  individual  in  Headquarters,  DCAA.  Official  copies  in  official 
personnel  folders  are  filed  alphabetically  by  last  name  of  em^doyee. 

Safeguards:  Records  are  accessible  only  to  authorized  personnel 
who  are  pro|Krly  cleared  and  trained  a^  who  require  access  in 
connection  with  their  official  duties.  Records  are  stored  in  locked 
filing  cabinets  after  normal  business  hours  and  are  stored  only  in 
buikOngs  protected  by  guard  force  systems  after  normal  business 
hours. 

Retention  and  disposal:  Records  are  destroyed  upon  expiration  of 
notification.  Unexpired  notifications  are  updated  annually,  and 
retained  in  current  files;  prior  year  notifications  are  destroyed. 

System  managerfs)  and  address:  Security  Officer,  Headquarters, 
DCAA  and  Security  Control  Officers  of  the  Regional  and  Field 
Audit  Offices,  DCAA. 

Notification  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 
Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  curreat 
business'  address.  Visits  are  limited  to  those  offices  (Headquarters 
and  6  regional  offices)  listed  in  the  DoD  directory  in  the  appendix 
to  DCAA’s  system  notice. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  drivers  license  or  employing  of¬ 
fices'  identification  card. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Director  of  Personnel,  Headquarters, 
DCAA;  Chiefs  of  Personnel  Divisions,  DCAA  Regional  Ofnees; 
Regional  Security  Control  Officers,  DCAA  Regional  Offices;  Heads 
of  Field  Audit  Offices,  DCAA,  from  application  and  security  forms 
submitted  by  individuals  prior  to  employment. 

Systems  exempted  from  certain  provkioas  of  the  act:  NONE 
RDCAA  152.17 

System  name:  132.17  Security  Status  Master  List 
System  locatkm:  Security  Officer,  Defense  Contract  Audit  Agen¬ 
cy  OKAA),  HQ,  DCAA 

Categories  of  huUvidnak  covered  by  the  system:  AQ  applicants  for 
employment  with  DCAA;  all  DCAA  U.S.  citizen  employees;  all 
DCAA  non-U.S.  citizen  employees  assigned  to  sensitive  positions; 
all  military  personnel  assign^,  detailed,  or  attached  to  DCAA  who 
M  assi^i^  to  sensitive  positions;  all  persons  hired  on  a  contrac¬ 
tual  basu  by,  or  serv^  in  an  advisory  capacity  to  DCAA,  who 
require  access  to  classifi^  information. 

Categories  of  records  la  the  system:  Record  contains  type  of  in- 
vestigation,  date  completed,  file  number,  agency  which  conducted 
investigation,  security  clearance  data  information,  name,  social 
securi^  number,  date  and  place  of  birth,  organizational  assignment, 
dates  interim  and  final  clearance  issued,  position  sensitivity  and  re¬ 
lated  data. 


Authority  for  maintenance  of  the  system:  44USC  2904,  3102;  3 
use  7331  through  7333;  Executive  Oi^r  10430,  ’Security  Require¬ 
ments  for  Government  Employs,’  as  amended;  Executive  Order 
11632,  ’Classification  and  Declassification  of  National  Security  In¬ 
formation  and  Material'. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  S^urity  Officer,  DCAA- 
Serves  as  a  ready  reference  on  security  clearance  status  of  DCAA 
personnel,  sensitivity  of  positions  concerned,  and  scope  of  in¬ 
vestigations  complete  on  individuals  concerned.  • 

Other  uses  include  disclosure  to  DoD  components,  DoD  contrac¬ 
tors  and  other  Federal  agencies  to  furnish  security  clearance  data 
on  DCAA  employees  who  nuiy  be  assigned  to  or  visiting  a  contrac¬ 
tor  facility  or  applying  for  employment  with  another  Federal  agen¬ 
cy. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  C!ard  File 

Retrievability:  Cards  filed  alphabetically  by  last  name  of  in¬ 
dividual  concerned  for  all  DCAA  regional  personnel.  Separate  file 
maintained  alphabetically  by  last  name  of  individual  concerned  for 
DCAA  Headquarters  elements. 

Safegiuuds:  Cards  are  accessible  only  to  those  authorized  person¬ 
nel  required  to  prepare,  process,  and  type  necessary  documents; 
and  answer  authorized  inquiries  for  information  contained  therein. 
Cards  are  stored  in  lock^  filing  cabinets  after  normal  business 
hours  and  are  stored  in  a  locked  room  and  building  which  is  pro¬ 
tected  by  a  guard  force  system  after  normal  business  hours. 

Retentkm  and  dkpoaal:  These  cards  are  destroyed  two  years  after 
an  individual  is  separated  from  the  Agency. 

System  managcr(>)  and  addrem:  Security  Officer,  DCAA, 
Headquarters,  DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

NodficadoB  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  current 
business  address.  Visits  are  limited  to  DCAA  Security  Office, 
Headquarters,  DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

For  personid  visits,  the  individual  should  be  able  to  provide  ac¬ 
ceptable '  identification,  that  is,  driver’s  license  or  employing  of¬ 
fices’  identification  card. 

Contesting  record  procedures:  The  Agency  rules  for  contesting 
contents  and  appeal^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Clameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Security  Officer,  Headquarters,  DCAA; 
Director  of  Personnel,  Headquarters,  DCAA;  Chiefs  of  Personnel 
Divisions,  DCAA  regional  offices;  Regional  Security  Control  Of¬ 
ficers,  DCAA  Regional  Offices;  Chiefs  of  DCAA  Field  Audit  Of¬ 
fices;  and  reports  of  investigation  conducted  by  Federal  investiga¬ 
tive  agencies. 

Systems  exempted  from  certain  provkioas  of  the  act:  NONE 
RDCAA  152.2 

System  nauw:  152.2  Personnel  Security  Data  Piles 

System  locatioa:  Primary  System  •  Security  Officer,  Defense 
Contract  Audit  Agency  (DCAA),  Headquarters,  DCAA. 

Decentralized  Segments  -  Director  of  Personnel,  DCAA;  Chiefs 
of  Personnel  Divisions,  DCAA  Regional  Offices;  Regional  Security 
Control. Officers,  DCAA  Regional  Offices;  (Chiefs  of  DCAA  Field 
Audit  Offices,  whose  addresses  are  in  the  DoD  directory  in  the  ap¬ 
pendix  to  DCAA’s  system  notices. 

Categorim  of  iadividuak  covered  by  the  systm:  All  appUcants  for 
employment  with  DCAA;  all  DCAA  U.S.  citizen  employees;  all 
DCAA  non-US  citizen  emidoyees  assigned  to  sensitive  positions; 
all  military  personnel  assigned,  detailed,  or  attached  to  DCAA  who 
ate  assigned  to  sensitive  positions;  all  persons  hired  on  a  contrac¬ 
tual  baus  by,  or  serv^  in  an  advisory  capacity  to  DCAA.  who 
require  access  to  classified  information. 
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Crtcgorifi  at  records  ta  the  system:  FUe  contains  copies  of  in¬ 
dividuals’  employment  applications,  security  investigative  question¬ 
naires;  requests  for  and  approvals  or  disapprovals  of  emergency  ap¬ 
pointment  authority;  reouests  for  investigation  or  security 
clearaiKe;  interim  and  final  security  clearance  certificates;  security 
briefing  and  debriefing  certificates;  and  orders  assigning  security 
control  duties. 

Authority  for  maintenaiicc  of  the  system:  44  USC  2904,  3102;  S 
use  7531  through  7533;  Executive  Order  10450,  'Security  Require¬ 
ments  for  Government  Employees,'  as  amended;  Section  6,  Execu¬ 
tive  Order  11652,  ’Classification  and  Declassification  of  National 
Security  Information  and  Material’. 

Routine  uses  at  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  S^urity  Officer,  DCAA- 
To  provide  a  basis  for  requesting  appropriate  pre-appointment  and 
post-appointment  investigations  concerning  suitab^ty,  eligibility 
and  qualifications  for  employment  and  retention  in  the  Federal  Ser¬ 
vice,  employment  and  retention  in  sensitive  positions,  and  access  to 
classified  i^ormation;  to  permit  determinations  to  be  made  that 
employment  or  retention  in  sensitive  positions  is  clearly  consistent 
with  the  interests  of  national  security;  to  authorize  and  record  ac¬ 
cess  by  individuals  to  specific  levels  of  classified  information;  to 
furnish  notice  of  security  clearance  and  access  authorizations  to  ap¬ 
propriate  DCAA  activities,  other  Department  of  Defense  (DoD) 
compments,  other  Federal  agencies,  and  DoD  contractors  requiring 
such  information;  to  record  the  appropriate  briefing  and  debriefing 
of  persons  prior  to  and  after  their  access  to  various  levels  and 
cate^ries  of  classified  information;  to  record  the  assignment  of 
specific  security  control  duties  to  Agency  personnel;  and  to  provide 
a  basis  for  the  periodic  updating  of  personnel  security  question¬ 
naires,  updatii^  of  personnel  security  investigations  and  re^judica- 
tion  for  retention  in  sensitive  positions. 

Director  of  Personnel,  DCAA  and  Chiefs  of  Personnel  Division, 
DCAA  regional  offioes-To  coordinate  and  take  appropriate  person¬ 
nel  action  on  determinations  concerning  suitability  for  Federal  em¬ 
ployment  and  employment  or  retention  in  sensitive  positions;  to 
record  such  determinations,  with  related  documents  in  official  per¬ 
sonnel  folders;  and  to  prepare  and  transmit  requests  for  approp^te 
investigations. 

Regnal  Security  Control  Officers,  DCAA-To  permit  initial 
security  review  of  applicants  for  sensitive  positions;  to  prepare  and 
transmit  appropriate  requests  for  investigations  a^  requests  for 
security  clearances;  to  record,  maintain  and  disseminate,  as  ap- 
propimte,  notices  of  security  clearances  and  access  determinations. 

Chiefs  of  DCAA  field  audit  offices-To  prepare  and  transmit 
requests  for  ^[>propriate  security  investigations;  to  maintain  a 
recofd  of  employee’s  security  clearance  and  access  authorizations; 
to  maintain  a  record  of  the  security  briefing  and  debriefing  em¬ 
ployees;  to  maintain  a  record  of  the  assignment  of  security  control 
duties  to  employees. 

Other  routine  uses  could  inchide  disclosure  to  officials  of  the  Of¬ 
fice  of  the  Secretary  of  Defense,  other  DoD  components,  and  other 
Federal  agencies,  for  investigative  purposes. 

Policies  and  practices  for  stfMring,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  fUe  folders. 

Retrievability:  Folders  are  filed  in  numerical  order  based  on  file 
number,  then  by  organizational  element  (DCAA  Headquarters  or 
DCAA  field  activities)  and  then  alphabetically  by  last  name  of  in¬ 
dividual  concerned. 

Safeguards:  Records  are  accessible  only  to  authorized  personnel 
who  are  properly  cleared  and  trained  a^  who  require  access  in 
connection  with  their  official  duties.  Records  are  stored  in  locked 
filing  cabinets  after  normal  business  hours  and  are  stored  only  in 
buildings  protected  by  guard  force  systems  after  normal  business 
hours. 

Retention  and  disposal:  Records  pertaining  to  Federal  employees, 
military  personnel,  and  persons  furnishing  services  to  DCAA  on  a 
contract  basis  are  destroyed  upon  separation  of  employees,  transfer 
of  military  personnel  from  DCAA,  and  upon  termination  of  the 
contracts  of  contractor  personnel.  Records  pertaini^  to  applicants 
are  destroyed  within  one  year  of  receipt  of  the  appli^tion  if  an  ap¬ 
pointment  to  the  Agency  is  not  made. 

System  manages)  and  a<hireaB:  Security  Officer,  DCAA, 
Headquarters,  C^AA,  Cameron  Station,  Alexandria,  VA  22314. 

Chiefs,  Personnel  Divisions,  DCAA  Regional  Offices;  DCAA  Re¬ 
gional  Srourity  Control  Officers,  Chiefs  of  DCAA  Field  Audit  Of¬ 


fices;  and  the  Director  of  Personnel,  DCAA,  whose  addresses  are 
in  the  DoD  Directory  in  the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  current 
business  address.  Visits  are  limited  to  those  offices  (Headquarters 
and  6  regional  offices)  listed  in  the  DoD  Directory  in  the  appendix 
to  DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver's  license  or  employing  of¬ 
fices'  identification  card. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeali^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  aourcc  categories:  Security  Officer,  Hea<^uarters,  DCAA; 
Director  of  Personnel,  Headquarters,  DCAA;  Chiefs  of  Personnel 
Divisions,  DCAA  Regional  Ctffices;  Regional  Security  Control  Of¬ 
ficers,  DCAA  Regioi^  Offices;  CMefs  of  DCAA  Field  Audit  Of¬ 
fices. 

Systems  exempted  from  certain  provWoas  of  the  act:  NONE 
RDCAA  152J 

System  naase:  152.3  Reports  of  Personnel  Security  Investigations 

System  location:  Primary  System-Security  Officer,  Defense  Con¬ 
tract  Audit  Agency  (DCAA),  Headquarters,  DCAA. 

Decentralized  Segments-Regional  Security  Control  Officers  of 
DCAA  Regions  whose  addresses  are  in  the  DoD  directory  in  the 
appendix  to  DCAA’s  systems  notices. 

Categories  of  individuals  covered  by  the  syst«:  All  applicants  for 
employment  with  DCAA;  all  DCAA  U.S.  citizen  ein^yees;  all 
DCAA  non-U .S.  citizen  employees  assigned  to  sensitive  j^itions; 
all  military  personnel  assign^,  detailed,  or  attached  to  DCAA  who 
are  assigned  to  sensitive  positions;  all  persons  hired  on  a  contrac¬ 
tual  basis  by,  or  serv^  in  an  advisory  capacity  to  DCAA,  who 
require  access  to  classified  information. 

Categories  of  records  fas  the  qrstem:  File  contains  non-record  co¬ 
pies  of  classified  or  unclassified  investigations  or  summaries  or  ex¬ 
tracts  of  the  results  of  investigations  conducted  to  determine  suita¬ 
bility,  eligibility  or  qualifications  for  Federal  civilian  employment, 
military  service,  or  access  to  classified  information. 

Authority  for  maintenance  of  the  system:  44  USC  2904,  3102;  5 
USC  7531  through  7533;  Executive  Order  10450,  'Security  Require¬ 
ments  for  Government  Employees,’  as  amended;  Executive  Order 
11652,  'Classification  and  Declassification  of  National  Security  In¬ 
formation  and  Material.’ 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Security  Officer,  DCAA 
•  To  permit  a  final  determination  to  be  made  that  the  subject  of  in¬ 
vestigation  is  suitable,  eligiUe,  and  qualified  for  Federal  civilian 
emptoyment,  employment  or  retention  in  a  sensitive  position,  or  ac¬ 
cess  to  classdied  information. 

Regional  Security  Control  Officers,  DCAA  -  To  review  tha 
results  ot  pre-employment  National  A^ncy  Checks  conducted  by 
the  Civil  Service  Commission,  recommend  appointment  or  non-ap¬ 
pointment  action  on  the  basis  of  such  Agency  Checks,  and  transmit 
results  of  such  Agency  checks  to  the  SMurity  Officer,  DCAA,  for 
further  investigations  and  clearance  actions. 

Routine  uses  may  include  disclosure  to  Agency  management  offi¬ 
cials  and  employees  who  are  r^uired  to  take  action  on  rep<Hts,  dis¬ 
closure  to  officials  of  the  Office  of  the  Secretary  of  Defense,  dis¬ 
closure  to  the  security  official^of  other  DoD  components,  disclo¬ 
sure  to  accredited  representatives  of  law  enforcement  and  in¬ 
vestigative  agencies  for  investimtion  and  possible  criminal  prosecu¬ 
tion,  civfl  court  action,  or  reguutory  order. 

Policies  and  practices  (or  storing,  retrieving,  acecaiag,  retainiag, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  and  microfiche  in  flle  folders. 
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RHikvability:  Feeders  are  filed  ia  numerical  order  based  on  file 
number,  then  by  oifanizational  element  (DCAA  Headquarters  or 
DCAA  field  activities)  and  then  alphabetically  by  name  of  in¬ 
dividual  concerned. 

Safenards:  When  not  in  use,  records  are  stored  in  combination 
lock  fue  cabinets  authorized  for  the  storage  of  classified  informa¬ 
tion,  which  are  locked  after  normal  business  hours.  Combinations 
are  known  only  by  authorized  personnel.  The  offices  housing  these 
file  cabinets  are  locked  after  normal  business  hours,  and  the 
buildings  concerned  are  under  security  guard  protective  measures 
after  normal  business  hours.  During  normal  business  hours  the 
records  are  either  under  constant  surveillance  of  security  personnel 
or  the  containers  housing  them  are  kept  locked.  Access  to  the 
records  is  limited  to  persoimel  who  are  properly  screened,  cleared, 
trained  and  have  an  authenticated  need  for  access  to  accomplish  a 
routine  use  of  the  record.  Classified  records  are  protected  in  ac¬ 
cordance  with  the  provisions  of  Executive  Order  11652  as  imple¬ 
mented  by  DoD  Regulation  5200.1-R. 

Retention  and  dlipneal:  Record  copies  are  maintained  by  the  in¬ 
vestigative  agency  which  conduct^  the  investigation  and  are 
retained  in  accordance  with  the  retention  standards  of  those  agen¬ 
cies.  Non-record  copies  furnished  to  DCAA  are  disposed  of  in  ac¬ 
cordance  with  instructions  furnished  by  the  investigative  agency 
concerned.  These  instructions  require  that  the  records  be  returned 
to  the  investigative  agency  concerned  or  be  destroyed  upon  separa¬ 
tion  of  the  subject  of  investigation,  and  permit  earlier  return  or 
destruction  when  no  lon^r  needed  for  reference  purposes.  Records 
on  applicants  not  appointed  are  destroyed  withm  one  year  after 
declination  of  appointment  or  non-appointment  determination. 

System  wanagerfs)  and  addreaa:  Security  Officer,  Headquarters, 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

Nodficatioa  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  Va  2^14 
Telephone:  Area  Code  202/274-7285 
Record  access  procedures:  Action  on  requests  from  individuals  for 
access  is  the  responsibility  of  the  investigating  agency  which 
prepared  and  which  maintains  the  record  copy  of  the  report  of  in¬ 
vestigation.  Individuals  who  are  aware  of  &e  identity  of  the  in¬ 
vestigative  agency  concerned  may  apply  directly  to  that  agency.  In¬ 
dividuals  not  aware  of  the  identity  of  the  investigative  agency  con¬ 
cerned  should  address  requests  to  the  Records  Administrator. 
Defense  Contract  Audit  Agency,  Cameron  Station,  Alexandria,  Va 
22314,  who  will  route  the  request  to  the  appropriate  investigative 
agency. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  current 
business  address.  Visits  are  limited  to  those  offices  (headquarters 
and  6  regional  offices)  listed  in  the  DoD  directory  in  the  appendix 
to  DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  drivers’s  license  or  employing  of¬ 
fice’s  identification  card. 

Coulcsiing  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  inital  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
(Cameron  Station,  Alexandria,  Va  22314. 

Record  source  categories:  Investigative,  inteUigence,  counter-intel¬ 
ligence,  regulatory,  and  law  enforcement  agencies  which  provide 
reports  pertaining  to  the  suitability,  eligibility,  or  qualifications  of 
in^vidusds  for  Federal  employment,  miUt^  service,  assignment  to 
sensitive  positions,  or  access  to  classified  irdormation. 

Systems  exempted  from  certain  provishMis  of  the  act:  None 
RDCAA  152.4 

,  System  aame:  152.4  Personnel  Security  Adjudication  File 

System  location:  Security  Officer,  Defense  Contract  Audit  Agen¬ 
cy  (DCAA),  Headquarters,  DCAA. 

Categories  of  individuals  covered  6y  the  system:  DCAA  personnel 
and  applicants  for  DCAA  employment  on  whom  appropriate  in-  ' 
vesti^tions  have  been  completed  and  concerning  whom  a  formal 
security  or  -  suitability  determination  must  be  made  in  connection 
with  their  employment  or  their  access  to  classified  information. 

Categories  of  records  ia  the  system:  File  may  contain  classified  or 
unclassified  summaries  or  extracts  of  reports  of  investigation;  inter¬ 


nal  Agency  memorandums  and  correspondence  furnishing  analyses 
of  results  of  investigatioa  in  so  far  as  their  relationsiw  to  the 
criteria  contained  in  Executive  Order  10450,  in  the  Federal  Person¬ 
nel  Manual,  and  in  Department  of  Defense  directives  and  DCAA 
regulations;  comments  and  recommendations  of  the  DCAA  (Central 
Clearance  Group  to  the  Director,  DCAA;  and  determinations  by  the 
Director,  DCAA. 

Authority  (or  maintcmmcc  of  the  system:  44  USC  2904,  3102;  5 
use  7531  through  7533;  Executive  Order  10450,  ’Security  Require¬ 
ments  for  Government  Employees,*  as  ameiKM;  and.  Executive 
Order  11652,  ’Classification  and  Declassification  of  National 
Security  Information  and  Material’. 

Routine  uam  of  records  maintained  in  the  system,  inclnding  catego¬ 
ries  of  users  and  the  purpooss  of  such  ueee:  To  furnish  summaries  of 
pertinent  investigative  data,  analyses  of  the  relationship  between 
such  data  and  security/suitability  standards,  and  recommended 
determinations  and  courses  of  action  to  the  DCAA  Central 
Clearance  Group  and  the  Director,  DCAA,  for  the  purpose  ot  adju¬ 
dication  of  personnel  security  cases  and  reaching  securi¬ 
ty/suitability  determinations. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaiaing, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders ,, 

Retrievability:  Filed  in  numerical  order  based  on  file  number, 
then  by  organizational  activity  (DCAA  Heac^uarters  or  field  activi¬ 
ties),  then  alphabetically  by  lut  name  of  indi^ual. 

Ssimuards:  When  not  in  use,  records  are  stored  in  combination 
lock  fde  cabinets  authorized  for  the  storage  of  classified  informa¬ 
tion,  which  are  lock^  after  normal  business  hours.  Combinations 
are  known  only  by  the  Security  Officer,  DCAA,  and  penonnel 
under  his  supervision.  The  office  housing  these  file  cabinets  is 
locked  after  normal  business  hours,  and  the  building  concerned  is 
under  security  guard  protective  measures  after  normal  business 
hours.  During  normal  business  hours  the  records  are  either  under 
constant  surveillance  of  security  personnel  or  the  containers  hous¬ 
ing  them  are  kept  locked.  Access  to  the  records  is  limited  to  per¬ 
sonnel  who  are  properly  screened,  cleared,  trained  and  have  an 
authenticated  need  for  access  to  accomplish  a  routine  use  of  the 
record.  CHassified  records  are  protected  in  accordance  with  the 

Covisions  of  Executive  Order  11652  as  implemented  by  DoD  Regu- 
tion  52100.1-R,  ’Information  Security  Profpam  Regulation’. 

Rctentioa  and  disposal:  Where  no  adverse  action  is  taken,  records 
are  destroyed  upon  completion  of  final  .security  and  suitability 
determinations.  Where  Averse  action  is  taken,  records  are 
destroyed  two  years  after  the  individual  concern^  is  separated 
from  the  A^ncy,  or  in  the  case  oi  applicants,  within  one  year  after 
a  non-appointment  determination  is  made. 

System  maaagerfs)  ami  address:  Security  Officer,  Headquarters, 
Defense  Contract  Audit  Agency,  Buildi^  4,  Cameron  Station, 
Alexandria,  VA  22314. 

Notifkatioa  proeedare:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 
Record  accras  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy. 

Cameron  Station,  Bldg.  4,  Room  4A320,  Alexandria,  VA  22314. 
Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  current 
business  address.  Visits  are  limited  to  those  offices  (Headquarten 
and  6  regional  offices)  listed  in  the  DoD  Directory  in  the  appendix 
to  E>CAA  systems  notices. 

For  personal  visits,  the  individual  should  be  abk  to  provide  some 
acceptable  identification,  that  is,  driver’s  license  or  employing  of¬ 
fice’s  identtficatkm  card. 

Conteating  record  pracedurcs:  The  Agency’s  rules  for  rantesting 
contents  and  am)ealinp  initial  determinations  may  be  obtained  from 
the  Records  Adminutrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314 
Record  soiircc  categorim:  Reports  of  investigations  conducted  in 
connection  with  em^yment  or  access  to  cl^sified  information; 
advisory  data  prepared  by  members  of  DCAA  Central  Clearance 
Group. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
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RDCAA  1523 

Syilm  1S2.S  Notification  of  Security  Determinations 
*  Syttam  location:  Primary  System-Security  Officer,  Defense  Con¬ 
tract  Audit  Agency  (DCAA),  Headquarters.  DCAA. 

Caisgorici  of  Indiriilnali  covered  by  the  ■yatenu  DCAA  personal 
and  afiplkanU  for  DCAA  employment  on  whom  specific  security 
or  suitability  action  must  be  taken. 

Calegorifi  of  records  in  the  qratenu  Records  may  contain  a  sum¬ 
mary  of  pertinent  security  or  suitability  information;  the  results  of 
security  determinations  approved  by  the  Director,  DCAA;  and 
directed  or  recommended  actions  to  be  taken  at  DCAA  R^ional 
Office  or  Field  Audit  Office  level. 

Anthorhy  for  nmlntmanre  of  the  system:  44  USC  2904,  3102;  5 
use  7531  through  7533;  Executive  Onier  10450,  ’Security  Require¬ 
ments  for  Government  Employees,’  as  amended  and  Executive 
Older  11652,  ’Classification  and  Declassification  of  National 
Security  Information  and  Material’ 

Rontfae  naes  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  pnrpo*^  of  ot^h  uses:  To  permit  required  ac¬ 
tions  of  a  suitability  or  a  security  nature  to  be  taken  by  appropriate 
Agency  officials  at  DCAA  Regional  Office  and  Field  Aumt  Office 
level,  including  tegkmal  managers,  heads  of  field  audit  offices, 
seciuity  control  officers,  and  chMfs  of  regional  personrtel  divisions. 

Policies  and  nructices  for  storing,  retrieving,  accessfatg,  retafaing, 
and  liispnsing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

RetrlevabiUty:  Folders  are  filed  in  numerical  order  based  on  file 
number,  then  by  organizational  element  (DCAA  Headquarters  or 
DCAA  field  activities)  and  then  alphabetically  by  name  of  in- 
dividoal  concerned. 

Bnfeguards:  Records  are  accessible  only  to  authorized  persotmel 
who  are  properly  cleared  and  trained  a^  who  require  access  in 
connection  with  their  official  duties.  Records  are  stored  in  locked 
filing  cabinets  after  normal  business  hours  and  are  stored  only  in 
buildings  protected  by  guard  force  systems  after  normal  business 
hours. 

Retention  nnd  dlapoMl:  Destruction  is  directed  individually  in 
each  case  in>oo  completion  of  final  security  or  suitability  actions  or 
aatomaticaUy  upon  non-appemtment  of  applicants  or  separation  of 
eirqiloyees,  whichever  is  earlier.- 

System  mnnager(s)  atul  addreae:  Security  Officer,  Headquarters, 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

Watifhniliin  pmeednw!  Information  ttuiy  be  obtained  from: 

Records  Administrator  ' 

Defense  Coatract  Audit  Agency 

Cameron  Station,  Bldg.  4,  Room  4A320 

Alexandria.  VA  22314 

Telephone:  Area  Code  202/274-7285 

Record  aoeem  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria.  VA  22314. 

Written  remiests  for  information  should  contain  the  full  name  of 
the  individuiu.  current  address  and  telephone  number  and  current 
business  addr^.  Visits  are  limited  to  those  offices  (Headquarters 
and  6  regiorud  offices)  listed  in  the  DoD  dirKtory  in  the  appendix 
to  DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  driver’s  license  or  employing  of¬ 
fice’s  identification  card. 

Cimtcitliig  record  procedures:  The  Agency’s  rules  for  contesting 
contents  arid  appeal^  initial  determinations  may  be  obtained  from 
the  Records  Admimstrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Results  of  investigations  received  from 
Federal  agencies  and  recommendations  for  action  from  appropriate 
DCAA  Headquarters  staff  elements. 

Systems  exempted  from  certain  provisions  of  dM  act:  None 
RDCAA  1523 

System  name:  152.6  R^kwal  Seouity  Clearance  Request  Files 

System  locntlon;  Primary  System-Security  Control  Officers  of 
DCAA  Regional  and  Held  Audit  Offices  arid  Chiefs  of  Personnel 
DivisioiM,  DCAA  Regiooal  Offices,  whose  addresses  are  in  the 
DoD  ditcctory  in  the  appendix  to  DCAA’s  system  notices. 

Decentralized  S^ment-Security  Officer,  Defense  Contract  Audit 
AgeiKy,  Headquarters,  DCAA. 


Categories  of  indtvidoals  covered  by  the  systm:  All  applicants  for 
employment  with  DCAA;  all  DCAA  U.S.  citizen  entf^yees;  all 
DCAA  non-U.S.  citizen  employees  assigned  to  sensitive  Msitions; 
all  military  personnel  assign^,  detailed,  or  attached  to  DCAA  who 
are  assigned  to  sensitive  positions;  all  persoiu  hired  on  a  contrac¬ 
tual  basis  by,  or  servmg  in  an  adviso^  capacity  to  DCAA,  who 
require  access  to  classified  informatkm. 

Categories  of  records  in  the  system:  Files  contain  persoimel 
security  data  forms  submitted  by  employees  and  appla^ts  and 
required  in  the  processing  of  security  investigations;  requests  fep 
various  types  of  security  clearaiKe  actions;  requests  for  appoint¬ 
ment  of  employees  to  security  control  duties;  copses  of  notices  of 
proposed  appointments;  and  r^uests  for  and  ap¬ 
provals/disapprovals  of  changes  of  sensitivity  of  positions. 

Authority  for  maintenance  of  the  system:  44  USC  2904,  3102;  5 
USC  7531  through  7533,  Executive  Order  10450,  'Security  Require¬ 
ments  for  Government  Employees,’  as  amended;  Executive  Order 
11652,  ’Classification  and  Declassification  of  National  Security  In¬ 
formation  and  Material.’ 

Routine  urns  of  records  mnhitsinfii  in  the  syste^  iaclodlag  catego¬ 
ries  of  users  aiul  the  pmrposes  of  such  uses:  Security  Control  Officers 
of  DCAA  Field  Audit  Offices  -  To  obtain  necessary  data  to  process 
personnel  security  investigations  from  employees  and  applicants  for 
forwarding  to  C!^fs  of  Regionai  Person^  Divisions  or  Regional 
Security  Control  Officers,  as  appropriate. 

(Zhiefs  of  Personnel  Divisions,  DCAA  Regional  Offices  and 
Director  of  Personnel,  Headquarters,  DCAA  -  To  obtain  and  trans¬ 
mit  necessary  data  required  to  process  requests  for  personnel 
security  investigations  on  applicants  and  empl^ees  for  forwarding 
to  Regional  S^urity  Cont^  Officer  and/or  Security  Officer. 
DCAA,  as  appropriate. 

R^kmal  Security  Control  Officers  -  To  screen,  review  and 
process  requirements  for  all  personnel  security  actions  and  to  trans¬ 
mit  requests  for  investigations  to  the  Security  Officer,  DCAA  or 
appropriate  Federal  investigative  ageiKy  as  required. 

Security  Officer,  Headquarters,  DCAA  •  To  review  and  request 
appropriate  security  investigation  from  Federal  investigative  agen¬ 
cies. 

Polides  and  practioes  for  storing,  retrieving,  arrrssing,  retaining, 
and  disposiag  of  records  in  the  system: 

Storage;  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabeticrily  by  last  name  of  individual  con- 
oomed  in  subject  file. 

Safegnards-  Records  are  accessible  oidy  to  diose  authorized  per- 
sonnel  required  to  inepare,  review,  process,  and  type  necessary 
document;.  Records  are  stored  in  Iwked  fili^  cabiMts  after  nor¬ 
mal  business  hours  and  are  stored  in  locked  rooms  and  buildings  or 
buildings  that  are  protected  by  a  guard  force  system  after  ncnmal 
business  hours. 

Retention  and  disposal:  These  are  transitory  files  at  DCAA  Re¬ 
gional  and  Field  Audit  Office  level  and  are  maintained  only  during 
processing  and  pending  final  action  on  requests;  upon  receipt  of 
final  action  taken  on  request,  files  are  destroyed.  Segments  cd  the 
system  held  by  the  Security  Officer,  DCAA  are  destroyed  upon 
separation  of  the  employee  or  within  one  year  after  non-appoint¬ 
ment  of  an  applicant. 

System  managerfs)  and  adrtaeas:  Security  Officer,  Headquarters, 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

(Zhiefs,  Personnel  Divisions,  DCAA  Regional  Offices;  DCAA  Re¬ 
gnal  S^urity  Control  Offices;  Chiefs  ^  DCAA  Field  Audit  Of¬ 
fices,  whose  addresses  are  in  the  DoD  directory  in  the  appendix  to 
DCAA’s  system  notices. 

Notification  procednre:  Information  may  be  obtained  from: 
Records  Administrator 
Defense  Coatract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  aceem  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Coatract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  reouests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  current 
business  address.  Visits  are-  limited  to  those  offices  (Headquarters 
and  6  Regional  Offices)  listed  in  the  DoD  directory  in  the  appendix 
to  DCAA  system  notices. 
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In  personal  visits,  the  individual  should  be  able  to  provide  ac- 
cepuble  identifkationMOSithal  is  driver’s  Uccnsc  or  caployhsg  offices* 
identification  card. 

Caotesliag  record  proc^nres:  The  Agency  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria.  VA  22314. 

Record  source  categories:  Chiefs  of  Personnel  Divisions,  DCAA 
Regional  Offices;  Regional  Security  Control  Officers,  DCAA  Re- 
gioiial  Offices;  Chiefs  of  DCAA  field  audit  offices. 

Sysicnu  exempted  from  certain  provisioas  of  the  act:  NONE 
RDCAA  1S2.7 

System  name:  132.7  Clearance  Certification 

System  location:  Primary  System-Security  Officer.  Defense  Con¬ 
tract  Audit  Agency  (DCAA),  Headquarters,  DCAA  and  Regional 
Security  Control  Officers  of  DCAA  Regional  Offices,  whose  ad¬ 
dresses  are  in  the  DoD  directory  in  the  appendix  to  DCAA’s 
system  notices. 

Decentralized  Segments-Director  of  Personnel.  Defense  Contract 
Audit  Agency  (DCAA).  Headquarters.  DCAA;  Chiefs  of  Personnel 
Divisions,  DCAA  Regional  Offices;  and  Security  Control  Officers 
of  DCAA  Field  Audit  Offices,  whose  addresses  are  in  the  DoD 
directory  in  the  appendix  to  DCAA’s  system  notices. 

CategoriM  of  indhridnaU  eovered  by  the  system:  All  DCAA  per¬ 
sonnel  who  require  access  to  classified  information. 

Categories  of  records  in  the  system:  Filet  contain  interim  and  final 
security  clearance  certificates  attesting  to  type  of  investigation  con¬ 
ducted  and  degree  of  access  to  classified  information  which  is 
authorized. 

Anthority  for  maintenance  of  the  system:  44  USC  2904,  3102;  3 
use  7331  through  7333,  Executive  Order  10430,  'Security  Require¬ 
ments  for  Government  Employees,’  at  amended;  Executive  Order 
11632,  ’Classification  and  Declassification  of  National  Security  In¬ 
formation  and  Material.’ 

Routine  uses  of  records  maintained  in  the  system,  iaclnding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Security  Officer.  DCAA, 
Security  Control  Officers  of  DCAA  Regional  and  Field  Audit  Of- 
ficet-To  authorize  DCAA  employees  in  sensitive  positions  access 
to  specific  levels  of  classified  information;  and  to  furnish  notice  of 
security  clearance  and  access  authorizationt  to  appropriate  DCAA 
activities. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  last  name  of  individual  con¬ 
cerned  within  subject  file. 

Safeguards:  Records  are  accessible  only  to  those  authorized  per¬ 
sonnel  required  to  act  upon  a  request  for  access  to  classihed 
defense  information.  Records  are  stored  in  locked  filing  cabinets 
after  normal  business  hours  and  stored  in  locked  rooms  or  buildings 
that  are  protected  by  a  guard  force  system  after  normal  business 
hours. 

Retention  and  disposal:  Files  pertaining  to  Federal  employees, 
military  personnel,  and  persons  furnishing  services  to  DCAA  on  a 
contract  basis  are  destroyed  upon  separation  of  employees,  transfer 
of  military  personnel  from  DCAA,  and  upon  termination  of  con¬ 
tractor  personnel.  Files  of  individuals  transferring  within  DCAA  are 
transferred  to  security  control  office  of  gaining  element  for  main- 
tanence. 

System  managcr(s)  and  address:  Security  Officer,  DCAA, 
Headquarters,  DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

Regional  Security  Control  Officers  in  DCAA  Regional  Offices 
whose  addresses  are  in  the  DoD  directory  in  the  appendix  to 
DCAA’s  system  notice. 

Nottficatloa  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4.  Room  4A320 
Alexandria.  VA  22314 
Telephone:  Area  Code  202/274-7283 

Rocord  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy.  Cameron  Station,  Alexandria.  VA  22314.  ^ 


Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  current 
business  address.  Visits  are  limited  to  those  offices  (Headquarters 
and  6  regional  offices)  listed  in  the  DoD  directory  in  the  appendix 
to  DCAA’s  system  notice. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  drivers's  license  or  employing  of¬ 
fices'  identification  card. 

Contestiug  record  procedures:  The  Agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria.  VA  22314. 

Record  source  categories:  Security  Officer.  DCAA;  Regional 
Security  Control  Officers.  DCAA  Regional  Offices. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  153J 

System  name:  133.3  Key  Control  Records 

System  location:  Security  Branch,  Office  of  Assistant  Director, 
Resources,  Headquarters,  DCAA. 

Regional  Offices  and  Field  Audit  Offices  whose  addresses  are 
listed  in  the  Department  of  Defense  directory  in  the  appendix  to 
DCAA’s  systems  notices. 

Categories  of  iadividnals  covered  by  the  system:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  been  issued  keys  in  connection  with  the 
physical  security  of  an  office. 

Categories  of  records  in  the  system:  File  contains  all  records  relat¬ 
ing  to  the  issuing  of  keys  to  individuals  in  connection  with  physical 
security  of  an  office. 

Authority  for  maintenance  of  the  system:  3  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code, 2901;  et. 
seq. 

^ontiae  uses  of  records  maintained  in  the  system,  including  catego- 
rim  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  issuing  the  keys. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Department  of  Justice,  or  to  law  en¬ 
forcement  or  investigatory  authorities  for  investigation  and  possible 
criminal  prosecution,  civil  court  action,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  These  records  may  be  filed  by  organization,  by 
key  number,  or  alphabetically  by  names  of  individuals. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Rctentloa  and  disposal:  These  records  are  destroyed  six  months 
after  tum-in  of  key. 

System  maaager(s)  and  address:  Security  Officer.  DCAA 
Headquarters 

Security  Control  Officers  in  Regional  Offices  and  Field  Audit  Of¬ 
fices. 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from: 
Records  Admuiistrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7283 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  those  offices  listed  in  the  Department 
of  Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employee  identifi¬ 
cation  card. 

Contestiug  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria.  VA  22314. 
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Record  MNurcc  categories:  Offices  responsible  for  key  controls. 
Systems  exempted  from  certain  provisions  of  the  act:  None 
RDCAA  160  J 

System  name:  160.5  Travel  Orders 
System  locatkm:  AD  DCAA  offices  whose  addresses  are  listed  in 
the  DoD  directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  of  iodividiials  covered  by  the  system:  Any  civilian  em¬ 
ployee  of  DCAA  performing  any  official  travel. 

Categories  of  records  in  the  system:  File  contains  individual's  or¬ 
ders  directing  or  authorizing  any  official  travel  to  be  performed  in¬ 
clude  approval  for  transportation  of  automobiles,  documents 
relating  to  dependents  travel,  bills  of  lading,  vouchers,  contracts, 
and  other  documents  relating  to  the  specific  travel  order. 

Authority  for  amiatenaBcc  of  the  system:  5  USC  301 ;  10  USC  133; 
44  use  2901,  et  seq. 

Rauthse  uses  ef  records  mahitaiued  in  the  systm,  iaciudiag  catego¬ 
ries  ef  users  aad  the  purposes  of  such  uses:  Office  staff  responsible 
for  initiating,  effectir^  or  implementing  government  travel,  servic¬ 
ing  Accounting  and  Finance  offices,  and  GAO. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice,  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Pottdes  and  practices  for  storing,  retrieving,  accessing,  rctidning, 
and  disposiag  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 
Retrievability:  By  fiscal  year,  by  name,  alphabetically 
May  be  filed  in  numerical  sequence,  by  travel  order  number. 
Safcgnards:  Under  staff  supervision  during  duty  hours;  buildings 
are  locked  and/or  guarded  by  security  guards  during  non-duty 
hours. 

Retention  and  disposal:  Destroy  after  4  years 
System  managerfs)  and  address:  Assistant  Director,  Resources, 
He^quarters,  DCAA 
Regional  Managers,  DCAA 
Chiefs  of  Field  Au^t  Offices,  DCAA 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from 
SYSMANAGER 

Record  access  prooednres:  Requests  from  individuals  should  be 
addressed  to  SYSMANAGER  of  office  concerned. 

Written  requests  should  contain  the  full  name,  address,  and 
telephone  number  of  the  individual.  Visits  are  limited  to  those  of¬ 
fices  listed  in  the  Department  of  Defense  directory  in  the  appendix 
to  DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employee  identifi¬ 
cation  card. 

Coutesdag  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency', 
Cameron  Station,  Alexandria,  Va  22314. 

Record  source  categories:  Administrative  offices;  Personnel  of¬ 
fices;  servicing  payroD  offices;  employee 
Systenu  exempted  from  certain  provisioas  of  the  act:  None 
RDCAA  205.09 

System  name:  205.09  Delegations  of  Authority 
System  locatkm:  All  DCAA  offices  whose  addresses  are  listed  in 
the  DoD  directory  in  the  appendix  to  DCAA’s  systems  notice. 

Categories  of  iadhridnab  covered  by  the  system:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  been  designated  to  fill  a  specific  position. 

Categories  of  records  in  the  qrstem:  Records  created  in  the 
process  of  designating  specific  individuals  to  fill  specific  positions, 
such  as  property  control  officers,  security  contred  officers,  trans- 
porUtion  agents,  personnel  officers,  safety  officers,  and  similar 
positions. 

Authority  for  maintenance  of  the  system:  5  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq. 


Routine  uses  of  records  nudntained  in  the  ntrtm,  Infludhig 
ries  of  users  and  the  murposa  ef  such  uaes:  Office  staff  responsiEle 
for  the  program  at  all  organizational  leveb  at  DCAA.  Other  routine 
uses  could  include  disclosure  to  other  Federal  agencies,  other  De¬ 
partment  of  Defense  components,  the  Department  of  Justice  or  to 
law  enforcement  or  investigatoi^  authorities  for  investigation  and 
possible  criminal  prosecution,  civil  court  action,  or  regulatory  or¬ 
ders.  These  records  are  availaUe  to  the  public  under  t&  Freedom 
of  Information  Act. 

Policies  and  practices  for  storing,  retrieving,  aoccssiag,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  These  files  may  be  filed  by  subject,  by  organum- 
tion,  and  then  within  the  foldier,  alphabetically  by  name  of  in¬ 
dividual. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildups  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retention  and  disposal:  These  records  are  destroyed  two  years 
after  termination  of  appointment. 

Sjrstem  managrrfs)  and  address:  Chiefs  of  all  offices  at  aQ  or¬ 
ganizational  levels  of  DCAA  whose  addresses  are  listed  in  the  De- 
parunent  of  Defense  directory  in  the  appendix  to  DCAA’s  systems 
notice. 

Notification  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  prooednres:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  of  individual.  Visits  are  liinited  to 
DCAA’s  systems  notice. 

For  personal  visits,  no  identification  is  required,  as  these  records 
are  available  to  the  public  under  the  Freedom  of  Information  Act. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  arid  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Office  chief  making  the  delegation  of 
authority. 

Systems  exempted  from  certain  provbkias  of  the  act:  NONE 
RDCAA  240.1  2 

Systmn  name:  240.1  Cross  Reference  Index  to  Legal  Opinions 

System  location:  Office  of  Counsel,  Headquarters,  DCAA 

Categories  of  individnab  covered  by  the  system:  Records  which 
have  bMn  referred  to  the  Counsel  for  review  for  legal  sufficiency. 
Records  may  be  filed  by  name  of  individual  or  subject  matter. 

Category  of  records  in  the  system:  Card  index  which  identifies 
legal  opinions  and  directs  the  staff  to  subject  or  name  files  of  legal 
opinions. 

Authority  for  maintenance  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901,  et  seq. 

Routine  uses  of  records  maintained  in  the  qrstem,  including  catego¬ 
ries  of  users  and  the  purposes  of  sudi  uses:  Office  of  Counsel  as  an 
index  to  the  files  of  legal  opinions. 

Policies  and  practices  for  storing,  retrieving,  accessiiig,  retainiiig, 
and  disposing  of  records  in  the  qrstem: 

Storage:  Three  by  five  cards  in  file  boxes 

Retrievability:  Filed  alphabetically  by  subject  or  name  of  in¬ 
dividual  or  corporation 

Safeguards:  Under  legal  staff  supervision  during  duty  hours; 
buildings  are  guarded  by  security  gua^s  during  nonduty  hours. 

Retention  and  dbposal:  Index  cards  are  destroyed  when  obsedete, 
superseded  or  no  longer  needed. 

System  maiiager(s)  and  address:  Counsel,  Headquarters,  DCAA 

Notification  procedure:  Information  may  be  obtained  from: 
Records  Administrator 
Defense  Contract  Audit  Atancy 
Cameron  Station,  Bldg.  4,  Room  4A320 
AlexaiK^,  VA  22314 
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PRIVACY  ACT  ISSUANCES 


Telephone:  Aren  Code  202  274-7283 
Record  acccw  procedoree;  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314 
Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number.  Visits  are 
limited  to  the  Records  Administrator,  Building  4,  Room  4A320, 
Cameron  Station,  Alexandria,  VA. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
accepuble  identification,  that  is,  driver's  license  or  some  other 
form  of  identification. 

Contcatlag  record  praccdurcs:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Building  4,  Room  4A320,  Cameron  Sta¬ 
tion,  Alexandria,  VA  22314. 

Record  aoorce  categories:  Documents  contained  in  the  legal 
opinion  case  files. 

Systeass  exempted  from  certahi  FrovWoos  of  the  oct:  NONE 
RDCAA  248.2 

System  name:  240.2  Statements  of  Employment  and  Financial  In¬ 
terest 

System  location:  Office  of  Counsel,  Headquarters,  DCAA 
Supervisors  of  all  DCAA  auditor  employees,  GS-13  and  above. 
Offices  listed  in  DoD  directory  in  appendix  to  DCAA’s  systems 
notices. 

Categories  of  indlvldnals  covered  by  the  system:  Information  ob¬ 
tained  from  all  DCAA  auditor  personnel  in  grades  CS-13  and 
above. 

Categories  of  records  In  the  system:  Department  of  Defense 
Forms  ISSS  and  1335-1,  Confident!^  Statement  of  Employment  and 
Financial  Interest 

Antherlty ' lor  maintcnaacc  of  the  system:  Executive  Order  11222 
dated  May  8,  1963. 

Routine  naes  of  records  maintained  In  the  system,  Incinding  catego¬ 
ries  of  naers  and  the  purposes  of  snch  nses:  Data  is  collected  for  pur¬ 
pose  of  assuring  compliance  with  conflict  of  interest  laws  and  regu¬ 
lations. 

Irregularities  may  be  divulged  to  other  DoD  components  and  De¬ 
partment  of  Justice. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposlag  of  records  In  the  system: 

Storage:  Paper  records  in  file  folders 
Rctrlevability:  Alphabetically  by  last  name  of  employee 
Safeguards:  Stored  in  locked  tumbler  safe  during  nonduty  hours; 
only  the  staff  of  the  DCAA  Counsel  is  permitted  access  during 
duty  hours 

Retentioa  and  disposal:  Counsel,  DCAA-These  records  are 
destroyed  two  years  after  termination  of  employment  with  DCAA. 

Supervisors-These  files  are  destroyed  upon  transfer  or  separation 
of  the  employee 

System  maaagcr(s)  and  addrem:  Counsel,  Headquarters,  DCAA 
Notlflcatloa  proccdarc:  Information  may  be  obtained  from: 
Counsel 

Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A173 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274/7321 
Record  aceem  procedures:  Requests  from  individuals  should  be 
addressed  to  Counsel,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number.  Visits  are* 
limited  to  the  Office  of  Counsel,  Building  4,  Room  4A173, 
Cameron  Station,  Alexandria,  VA. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license  or  employment 
identification  card. 

Cnateatlng  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeali^  initial  determinations  may  be  obtained  from 
the  SYSMANAGER. 

Record  aenree  categories:  NONE 

Systems  exempted  from  certain  provUeas  of  the  act:  NONE 


RDCAA  240.3 

System  name:  240.3  Legal  Opinions 

System  lecatlen:  Office  of  Counsel,  Headquarters.  DCAA 

Categories  of  tedividnals  covered  hy  the  system:  Any  DCAA  em¬ 
ployee  who  files  a  complaint  with  regard  to  personnel  problems 
that  requires  a  legal  opinion  for  resolution. 

Categories  of  records  In  the  system:  Fraud-Files  contain  interof¬ 
fice  memorandums,  citations  used  in  determining  legal  opinion,  in 
some  cases  copies  of  investigations  (FBI),  copies  of  Agency  deter¬ 
minations. 

EEO-Files  contain  initial  appeal,  copies  of  interoffice  memoran¬ 
dums,  testimony  at  EEO  hearings,  copy  of  Agency  determination. 
Citations  used  in  determining  legal  opinions. 

Adverse  Actions-Files  contain  interoffice  memorandums,  cita¬ 
tions  used  in  determining  legal  opinion.  Agency  determination. 

Grievances-Files  contain  correspondence  relating  to  DCAA  em¬ 
ployees  filing  grievances  regarding  leave,  removals,  resignations, 
suspensions,  disciplinary  actions,  travel,  citations  used  in  determin¬ 
ing  legal  opinion.  Agency  determinations. 

Awards-Files  contain  correspondence  relating  to  DCAA  em¬ 
ployee  awards,  suggestion  evaluations,  citations  used  for  legal 
determination.  Agency  determination. 

Security  Violations-Files  contain  interoffice  correspondence 
relating  to  DCAA  employee  security  violations,  citations  used  in 
determinations.  Agency  determination. 

Anthniity  tnr  maintenance  nf  the  system:  Federal  Records  Act 
1930  (44  use  2904,  3102,  3309).  Records  Disposal  Act  44  USC 
3301. 

Rnntlac  uses  of  records  maintained  in  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  snch  uses:  Office  of  Counsel-Deter- 
mine  legal  sufficiency. 

Assistant  Director.  Resources-Legal  opinion  considered  in  final 
determinations. 

Executive  Officer-Legal  opinion  considered  in  final  determina¬ 
tion. 

Other  DoD  components-Referral  for  investigations,  determina¬ 
tions. 

Department  of  Justke-Referral  for  possible  criminal  prosecution 
of  fraud. 

Disclosure  to  law  enforcement  or  investigatory  authorities  for  in¬ 
vestigation  and  possible  criminal  prosecution,  civil  court  action,  or 
regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  acceeslag,  retaining, 
and  disposing  of  records  la  the  system: 

Storage:  Paper  records  in  file  folders. 

RetrievabllMy:  Primary  filing  system  is  by  subject;  within  sub¬ 
jects,  files  are  alphabetical  by  subject,  corporation,  name  of  in¬ 
dividual. 

Safegnarda:  Under  staff  supervision  during  duty  hours;  security 
guards  are  provided  during  nonduty  hours. 

Retention  and  disposal:  These  files  are  for  permanent  retention. 
They  are  retained  in  active  files  for  *ive  years  and  retired  to 
Washington  National  Records  Center. 

System  maaager(s)  and  addrem:  Counsel,  Headquarters,  DCAA. 
Cameron  Station,  Alexandria,  VA.  22314. 

Nodflcatloa  proccdarc:  Information  may  be  obtained  from; 
Records  Administrator 

Defense  Contract  Audit  Agency,  Cameron  Station 

Alexandria.  VA  22314 

Telephone:  Area  Code  202/274/7283 

Record  aceem  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator.  Defense  Contract  Audit  Agen¬ 
cy.  Cameron  Station,  Alexandria,  VA  22314. 

,  Written  requests  from  individuals  for  information  should  contain 
the  full  name  of  the  individual,  current  address  and  telephone 
number.  Visits  are  limited  to  Records  Administrator,  Building  4. 
Room  4A320.  Cameron  Station,  Alexandria,  VA  22314. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification  that  is,  driver’s  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  that  could  be 
verified  with  ’case’  folder. 

Contesting  roenrd  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeal!^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Building  4,  Room  4A320,  Cameron  Sta¬ 
tion.  Alexandria,  VA  22314.  . 
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Record  toorcc  catcgorlce:  Cotreapondence  from  individual’*  su¬ 
pervisor.  DCAA  employees,  former  employers,  between  DCAA 
staff  member*,  and  between  DCAA  and  other  Federal  agencies. 

Systems  esempted  from  certain  provbiona  of  the  act:  None 
RDCAA  240J 

System  name:  240.5  Standards  of  Conduct.  Conflict  of  Interest 

System  location:  Office  of  Counsel,  Headquarters.  DCAA. 

Categories  of  Individuals  covered  by  the  system:  Any  DCAA  em¬ 
ployee  who  has  accepted  gratuities  from  contractors  or  who  has 
business,  professional  or  financial  interests  that  would  indicate  a 
conflict  between  their  private  interests  and  those  related  to  their 
duties  and  responsibilities  as  DCAA  personnel.  Any  DCAA  em¬ 
ployee  who  is  a  member  or  officer  of  an  organization  that  is  incom¬ 
patible  with  their  official  government  position,  using  pubUc  office 
for  private  gain,  or  affecting  adversely  the  confidence  of  the  public 
in  the  integrity  of  the  Government. 

Categories  of  roeords  in  the  system:  Office  of  Counsel-Files  con¬ 
tain  documents  and  background  material  on  any  apparent  conflict 
of  interest  or  acceptance  of  gratuities  by  DCAA  personnel.  Cor¬ 
respondence  may  involve  interoffice  memorandums,  correspon¬ 
dence  between  former  DCAA  employees  and  Headquarters  staff 
members,  citations  used  in  legal  determinations  and  Agency  deter¬ 
minations. 

Authority  for  mahstcnanee  of  the  system:  Executive  Order  11222 
dated  May  8.  1963. 

Roatlae  uses  of  records  mafastalacd  fai  the  system,  laeludlng  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  of  Counscl-Dcter- 
mine  legal  sufficiency. 

Assistant  Director,  Resources-Legal  opinion  considered  in  final 
determination. 

Other  DoD  components-Referral  for  investigation,  determination. 

Department  of  Justice-Referral  for  possible  criminal  prosecution 
or  fraud. 

Disclosure  to  law  enforcement  or  investigatory  authorities  for  in¬ 
vestigation  and  possible  criminal  prosecution,  civil  court  action,  or 
regulatory  order. 

Policies  and  practices  for  storhsg,  retrievlag,  acccaslug,  retaining, 
and  disposing  of  records  In  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrlevabillty:  Primary  filing  system  is  by  subject,  within  subject, 
files  are  alphabetical  by  subject,  corporation,  name  of  individual. 

Safeguards:  Under  staff  supervision  during  duty  hours;  buildings 
have  security  guards  during  nonduty  hours. 

Retentloa  and  disposal:  These  files  are  for  permanent  retention. 
They  are  retained  in  active  files  for  five  years  and  retired  to 
Washington  National  Records  Center. 

System  managerfs)  and  addrem:  Counsel,  Headquarters,  DCAA, 
Cameron  Station,  Alexandria,  Va.  22314 

Notmcatloa  procedure:  Information  may  be  obtained  from: 
Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station.  Bldg.  4,  Room  4A320 
Alexandria.  VA.  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  from  individuals  for  information  should  contain 
the  full  name  of  the  individual,  current  address  and  telephone 
number.  Visits  are  bmiled  to  Records  Administrator,  Room  4A320, 
Cameron  Station,  Alexandria,  VA  22314. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identifleation  that  is,  driver’s  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  that  could  be 
verified  with  ’case*  folder. 

Centestlag  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Room  4A320,  Cameron  Station.  Alex¬ 
andria.  VA  22314 

Record  source  categories:  Correspondence  from  individuars  su¬ 
pervisor.  DCAA  employees,  former  employees,  between  DCAA 
staff  members,  and  between  DCAA  and  other  Federal  agencies. 

SyatcHss  excuspSed  from  eertain  provlsloas  of  the  act:  None 


RDCAA  260.4 

System  name:  260.4  White  House  Correspondence 

System  locatloa:  Primary  System-Executive  Office.  Headquarters, 
DCAA; 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices;  Official  mailing  addresses  are  in  the  Department  of 
Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  of  Individuals  covered  by  the  system:  Any  individual 
who  has  written  to  the  President  or  a  member  of  his  staff  about  a 
matter  under  the  purview  of  the  Defense  Contract  Audit  Agency  if 
the  letter  was  referred  by  the  White  House  for  information  or 
reply. 

Categories  of  records  la  the  system:  Copies  of  correspondence 
from  the  individual,  the  referral  letter  from  the  White  Housd,  the 
reply  made  by  DCAA  either  to  the  individual  or  to  the  White 
House,  and  any  backup  material  developed  in  the  process  of 
preparing  the  reply. 

Authority  for  malatcnaace  of  the  system:  5  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq. 

Routine  uses  of  records  malatalacd  la  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  preparing  the  reply  or  for  providing  information  on  which  to 
base  a  reply. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  other  Federal  agencies,  the  Department  of 
Justice  or  law  enforcement  or  investigatory  authorities  for  in¬ 
vestigation  and  possible  criminal  prosecution,  civil  court  action,  or 
regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accemiag,  rctaiaiag, 
and  disposing  of  records  la  the  system: 

Storage:  Paper  records  in  file  folders. 

RetrlevabllHy:  These  records  are  filed  chronologically  under  the 
subject  ’White  House  Correspondence,’  and  may  be  indexed  by 
subject  of  the  correspondence  and  name  of  writer. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retention  and  disposal:  Files  maintained  by  the  Executive  Office 
are  for  permanent  retention.  They  are  retained  in  active  files  for 
five  years  and  retired  to  Washington  National  Records  Center. 

Files  maintained  by  other  offices  are  retained  in  active  files  for 
one  year,  then  retired  to  a  Federal  Records  Center  for  destruction 
after  four  years. 

System  managerfs)  sad  addrem:  Headquarters,  DCAA,  Executive 
Officer 

Regional  Managers,  DCAA 

Chiefs  of  Field  Audit  Offices 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from: 
Executive  Officer 

Defense  Contract  Audit  Agency,  Bldg.  4,  Room  4C346 

Alexandria,  VA  22314 

Telephone:  Area  Code  202/274-7319 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Executive  Officer.  Defense  Contract  Audit  Agency, 
Cameron  Station.  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individuid,  and  the  current  address  and  telephone  number. 
Visits  are  limited  to  the  Executive  Office.  Cameron  Station.  Alex¬ 
andria.  VA  22314. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employing  of¬ 
fice’s  identification  card,  and  give  some  verbal  information  that 
could  be  verified  in  the  file. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  SYSMANAGER. 

Record  source  categories:  Correspondence  originating  in  the  White 
House,  in  the  staff  offices  of  the  Defense  Contract  Audit  Agency, 
and  other  Federal  agencies;  notes  and  documents  collected  in  the 
process  of  formulating  a  reply.  " 

Systems  exempt^  from  certafai  provWoas  of  the  act:  None 
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RDCAA  260 J 

Syitcoi  Bainc:  260.S  Congressional  Committee  Correspondence 
SyalHB  locatkNi:  Primary  System-Executive  Office,  Headquarters, 
DCAA; 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices;  Official  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  ol  individnals  covered  by  the  system:  Any  individual 
Member  of  a  Congressional  Committee  or  a  staff  member  of  the 
Committee  who  has  written  to  DCAA  about  a  matter  under  the  pur¬ 
view  of  DCAA. 

Categories  of  records  in  the  system:  Copies  of  correspondence 
from  the  Committee  member  or  staff  member,  the  reply  made  by 
DCAA  and  any  backup  material  developed  in  the  process  of 
preparing  re(riy. 

Anthority  for  maintenance  of  the  system:  S  Uiq^  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901;  et. 
seq.  « 

Rondne  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  preparing  the  re^y  or  for  providing  information  on  which  to 
base  a  reply. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  other  Federal  agencies,  the  Department  of 
Justice  or  law  enforcement  or  investigatory  authorities  for  in¬ 
vestigation  and  possible  criminal  prosecution,  civil  court  action,  or 
r^^ilatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposiiig  of  records  in  the  system: 

Storage:  Paper  records  in  file  feeders. 

Rctrievability:  These  records  are  filed  chronologically  under  the 
subject  ’Committee  Correspondence'  and  may  be  indexed  by  sub¬ 
ject  of  the  correspondence  and  the  name  of  the  Committee  or  the 
individual. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retentioo  and  dispasal:  Files  maintained  by  the  Executive  Office 
are  for  permanent  retention.  They  are  retained  in  active  files  for 
five  years  and  retired  to  the  Washington  National  Records  Center. 

Files  maintained  by  other  offices  are  retained  in  active  files  for 
one  year,  then  retired  to  a  Federal  Records  Center  for  destruction 
after  four  years. 

System  managers)  and  address:  Headquarters,  DCAA,  Executive 
Officer 

Regional  Managers,  DCAA 
Chiefs  of  Field  Au^t  Offices 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  prooednre:  Information  may  be  obtained  from: 
Executive  Officer 

Defense  Contract  Audit  Agei)cy,  Bldg.  4,  Room  4C346 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7319 
Record  nccem  procedures:  Requests  from  individuals  should  be 
addressed  to:  Executive  Officer,  Defense  Contract  Audit  Agency, 
Cameitm  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individu^,  and  the  current  address  and  telephone  number. 
Visits  are  limited  to  the  Executive  Office,  Cameron  Station,  Alex¬ 
andria,  Va 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
accept^le  identification,  that  is,  driver’s  license,  employing  of¬ 
fice’s  identification  card,  and  give  some  verbal  information  that 
could  be  verified  in  the  fde. 

Contrsting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determiiutions  may  be  obtained  from 
the  SYSMANAGER. 

Record  source  categories:  Correspondence  originating  in  the  Con¬ 
gressional  Committee,  in  the  staff  offices  of  the  Defense  Contract 
Audit  Agenev,  and  other  Federal  agencies;  notes  and  documents 
collected  in  the  process  of  formulating  a  reply. 

Systems  exempted  from  certain  provisloiis  of  the  act:  None 


RDCAA  260.6 

System  name:  260.6  Congressional  Correspondence 

System  locafion:  Primary  System-Executive  Office,  Headquarters, 
DCAA 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices.  Official  mailing  addresses  are  in  the  Department  of 
Defense  directory  in  the  appendix  to  DCAA’s  systems  notice. 

Categories  of  individuals  covered  by  the  system:  Any  individual 
who  h^  written  to  a  Member  of  Congress  epneeming  employment 
information  or  assistance  in  obtaining  employment  that  was 
referred  to  DCAA  for  reply  by  the  Congressman. 

Categorim  of  records  in  the  system:  Copies  of  the  correspondence 
from  the  individual  if  forwarded  by  the  Member,  copies  of  the 
referral  letter  from  the  Member,  the  reply  made  by  to  either 

the  individual  or  the  Member,  and  any  backup  mate^  developed 
in  the  process  of  preparing  the  reply. 

Authority  for  maintenance  of  the  system:  S  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901;  et. 
seq. 

Routine  uses  of  records  maintained  in  the  ratem,  including  catho¬ 
lics  of  users  and  the  purposes  of  such  uses:  Office  staff  responsible 
for  preparing  the  reply  or  for  providing  infonruition  on  which  to 
base  a  reply. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components  or  other  Federal  agencies. 

Policies  and  practices  tor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  ffle  folders. 

Rctrievability:  These  records  are  filed  chronologically  under  the 
subject  ’Congressional  Correspondence,*  and  may  be  indexed  by 
Congressman's  name  and  include  subject  of  letter  and  name  of  in¬ 
dividual,  if  known. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retention  and  disposal:  These  files  are  retained  in  current  files 
for  one  year,  then  retired  to  a  Federal  Records  Center  for  destruc¬ 
tion  after  four  years. 

System  manager(s)  and  address:  Headquarters,  DCAA,  Executive 
Officer 

Regional  Managers,  DCAA 

Chiefs  of  Field  Au^t  Offices 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notice. 

Notificalion  procedure:  Information  may  be  obtained  from: 
Executive  Officer 

Defense  Contract  Audit  Agency,  Bldg.  4,  Room  4C346 

Alexandria,  VA  22314 

Telephone:  Area  Code  202/274-7319 

Record  accem  proeedures:  Requests  from  individuals  should  be 
addressed  to:  Executive  Officer,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individmd,  and  the  current  address  and  telephone  number. 
Visits  are  limited  to  the  Executive  Office,  Cameron  Station,  Alex¬ 
andria,  VA  22314. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employing  of¬ 
fice’s  identification  card,  and  give  some  veihal  information  that 
could  be  verified  in  the  fQe. 

Contesting  record  procedures;  The  Department’s  rules  for  contest¬ 
ing  contents  and  appealing  initial  determinations  may  be  obtained 
from  the  SYSMANAGER. 

Record  source  categories:  Correspondence  originating  in  the  Con¬ 
gress,  in  the  staff  cwfices  of  DCAA  and  other  Federal  a«ncies; 
notes  and  documents  ccdlected  in  the  process  of  formulating  a 
reply. 

Systeass  exempted  from  certedn  provisions  of  the  act:  NONE 
RDCAA  311J  , 

System  name:  311.3  Applicant  Supply  File  Index 

System  location:  Personnel  Office  of  Headquarters,  DCAA  and 
each  region  maintaining  an  applicant  su{^y  file. 

Official  addresses  are  in  the  Department  of  Defense 

directory  in  the  appendix  to  DCAA’s  systems  notice 
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CalegoriM  of  iadividuab  covered  by  the  iy|rtein:  Individuals  who 
have  applied  for  employment  at  the  respective  organizational  ele¬ 
ments  at  which  the  application  is  retained. 

CatcMries  of  records  in  the  system:  Card  index  showing  location 
of  apputions  which  are  filed  elsewhere  by  job  category  a^  date  of 
receipt. 

Aathority  for  maintenance  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901 ;  Appendix  A,  Chapter  333,  Federal  Personnel  Manual 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  To  identify  and  locate 
the  appUcations  on  file 

Used  by  the  staff  of  the  Personnel  office  to  quickly  locate  appli¬ 
cations  in  the  applicant  supply  file;  maintain  inventory  of  applicant 
supply  file. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  [lossible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dbpoaing  of  records  in  the  system: 

Storage:  The  index  is  a  card  file  maintained  in  a  file  box 
Retrievability:  Filed  by  name,  alphabetically 
Safegna^:  Under  control  of  Personnel  office  staff  during  duty 
hours;  building  or  office  area  locked  during  nonduty  hours. 

Rctentioa  and  disposal:  Destroyed  when  application  to  which  it 
pertains  is  removed  from  applicant  supply  file. 

System  managerfs)  and  address:  Director  of  Personnel,  Headquar¬ 
ters,  DCAA;  Personnel  offices  at  regional  headquarters;  addresses 
in  Agency  directory. 

Notificatioa  procedure:  Requests  for  information  should  be  sent 
or  made  to  the  SYSMANAGER  of  the  office  to  which  the  applica¬ 
tion  was  submitted. 

Written  requests  must  include  the  individuals’  full  name,  current 
address,  and  telephone  number. 

Indivdual  may  visit  office  of  the  SYSMANAGER 
For  personal  visits,  individuals  must  be  able  to  furnish  positive 
identification. 

Record  accem  procedures:  Individuals  may  obtain  information  on 
access  to  records  by  communicating  wiUi  the  SYSMANAGER 
where  application  was  submitted. 

Caaleating  record  procedures:  The  Agency's  rules  for  access  to 
records  and  Tor  contesting  contents  and  appealing  initial  determina- 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  AgeiKy,  Cameron 
Station,  Alexandria,  VA  22314. 

Record  source  categories:  Information  comes  from  the  application 
submitted  by  the  individual.  EXEMPTIONS  NONE 
Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  311,4 

System  name:  311.4  Applicant  correspondence 
System  location:  At  those  regions  maintaining  alphabetical  file  of 
correspondence  with  applicants. 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  system’s  notice. 

Categories  of  individnab  covered  by  the  system:  Individuals  who 
have  niade  application  for  or  inquiry  concerning  employment 
Categories  of  records  in  the  system:  Correspondence  between  the 
applicant  or  inquirier  and  the  regional  Persormel  office. 

Authority  for  maintenance  of  the  system:  SUSC  301;  10  USC  133; 
44  USC  2901;  Chapter  333,  Federal  ^rsonnel  Manual 
Routine  uses  of  records  maintained  in  the  system,  hKlud^  catego- 
rbs  of  users  and  the  purposes  of  such  uses:  The  record  is  used  to 
provide  continuity  in  corresponding  with  individuals  regar^ng  em¬ 
ployment;  to  maintain  complete  package  in  conjunction  with  appli¬ 
cant  supply  file;  for  use  in  following  up  on  applicants. 

May  be  used  by  Personnel  office  staff  for  responding  to  cor¬ 
respondence  or  applications;  for  following  up  on  applicants;  as  part 
of  referral  to  management  officials  for  consideration  of  the  appli¬ 
cant. 

Management  officials  who  consider  the  applicants  for  employ¬ 
ment. 


Other  routine  uses  could  iiKlude  disclosure  to  other  DepartriMnt 
of  Defense  components,  the  Civil  Service  Conunission,  the  Depart¬ 
ment  of  Justice  or  to  bw  enforcement  or  investigator  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  In  the  system: 

Storage:  Paper  record  in  file  folder 
Retrievability:  Filed  alphabetically  by  name 
Safeguanb:  Under  control  of  Personnel  office  staff  during  duty 
hours;  building  locked  during  nonduty  hours 
Retention  and  dbpoaal:  Destroyed  when  application  to  which  it 
pertains  is  removed  from  applicant  supply  file 
System  managerfs)  and  addrem:  Persormel  officer  of  regions 
maintaining  such  file 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  system’s  notice. 

Notificatioo  ’procedure:  Information  may  be  obtained  from  the 
SYSMANAGER  of  the  region  to  which  application  or  inquiry  has 
been  submitted. 

Written  requests  must  include  the  individuals’  full  name,  current 
address,  and  telephone  number 

Individual  may  visit  the  Personnel  office  of  the  region  to  which 
application  or  inquiry  was  submitted. 

For  personal  visits,  individual  must  be  able  to  furnish  positive 
identification. 

Record  accem  procedures:  Individual  may  obtain  information  on 
access  to  records  by  conununicating  wito  the  SYSMANAGER 
where  application  or  inquiry  was  submitted. 

Coutcatiiig  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314. 

Record  source  categories:  Correspondence  from  applicants  and 
response  thereto 

Systems  exempted  from  cectaia  provbioos  of  the  act:  NONE 
RDCAA  315.10 

System  name:  31S.10  Executive  Development  Program 
System  locatioa:  Personnel  Division,  HQ  DCAA;  Personnel  Of¬ 
fice,  Regions 

Official  mailing  addresses  are  in  the  Department  <rf  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notice 
Categories  of  indhriduab  covered  by  the  system:  DCAA  Auditor 
employees,  GS-13  and  above  who  have  been  approved  as  partici¬ 
pants  in  the  DCAA  Executive  Development  Prop:am. 

Categories  of  records  in  the  system:  Correspondence  regarding 
nomination  and  selection  for  Executive  Development  Program;  As¬ 
sessment  of  Promotion  Potential;  Assessment  for  Specific  Posi¬ 
tions;  Auditor  Performance  Evaluation;  Availat^ty  Statement;  SF- 
171;  DCAAF  1435-1,  DCAA  Executive  Development  Program;  Ex¬ 
ecutive  Development  Plan. 

Authority  for  maintenance  of  the  system:  3  USC  301;  10  USC  133; 
44  USC  2901;  Fderal  Personnel  Manual,  Chapter  412 

Routine  uses  of  records  maIntaiBrd  fas  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  sadi  nses:  Information  cr^keted  to 
determine  enqdoyee  quanficatioo  for  participation  in  EDP;  consider 
for  promotioB,  devek^mental  or  mission-requirement  reassi^unent; 
monitor  training  and  development;  record  stated  availability. 

Personnel  staff  members;  members.  Career  Management  Board, 
Executive  Manpower  Resources  Board;  involved  management  offi¬ 
cials. 

Personnel  Staff;  Receipt,  filing;  preparation  of  submission  to  Ex¬ 
ecutive  Manpower  Resources  Brard;  rating  and  ranking;  surveys 
nomination  for  training;  Career  Management  Board/Executive  Man¬ 
power  Resources  Bo^;  Consideration  of  individual  for  the  pro¬ 
gram;  promotion,  reassignment;  review  ot  training  plan;  progress. 
Involv^  management  officials:  evaluating,  assessing,  nominating, 
considering  for  assignment,  reassignment,  promotion,  recognition. 

Other  routine  uses  could  include  disclosure  to  other  Dq;>artment 
of  Defense  componenb,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  bw  enforcement  or  investigate^  authorities 
for  investigation  and  possibb  criminal  prosecution.  Civil  court  ac¬ 
tion  or  regubtory  order. 
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Polkk*  and  practkcs  for  olortag,  rctrirviag,  ocriMiin,  retainliig, 
and  diapooiBc  of  rocorda  hi  the  ijralcai: 

Storafc:  Paper  records  in  file  folders 
RcCiVvaMlity:  By  name.  Alphabetically 

'iafrtaarrtf  Files  under  surveillance  of  Personnel  Office  staff 
during  duty  hours;  building  secure  and  guarded  during  nonduty 
hours. 

Rctendon  and  diopooal:  Retained  in  Executive  Development  Pro¬ 
gram  file  during  in^viduals  retention  in  the  Program.  Transferred 
to  Official  Personnel  Folder  upon  release  from  program.  Destroyed 
upon  separation  from  Agency. 

Sysicai  ■aaagrrfs)  and  addrcoK  Chairman,  Executive  Manpower 
Resources  Board,  HQ  DCAA 

Notificathm  prooodwe:  Information  may  be  obtained  from 
SYSMANAGER 

Written  requests  should  contain  individual’s  full  name,  current 
address,  telephone  number,  and  office  of  assignment. 

Individuals  may  visit  the  office  of  the  SYSMANAGER. 

For  personal  visit,  individual  must  furnish  positive  identification. 
Record  access  procedures:  Individuals  may  obtain  information  on 
access  to  records  by  communicating  with  the  SYSMANAGER. 

Contesting  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria.  VA  22314 
Record  source  categories:  Individual 
Regional  Manager 
Supervisor 
EMRB,  Chairman 
Director 

Systems  exempted  from  certain  proviskms  of  ttw  act:  NONE 
ROCAA  315.11 

System  name:  31S.I1  Career  Files 
System  location:  Headquarters,  DCAA,  Personnel  Division;  Per- 
soimel  Division,  each  regional  headquarters. 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  system  notice 
Categories  of  individnals  covered  by  the  system:  Employees  of 
DCAA; 

At  Headquarters,  DCAA,  GS-12  and  above 
At  regional  headquarters,  all  employees  of  the  respective  regions 
Categories  of  records  ia  the  system:  File  contains  copies  of  Per¬ 
formance  Evaluations,  Assessments  of  Promotion  Potential;  SF 
171,  Employee  Qualification  Record;  Individual  Employee  Invento¬ 
ry  Record;  Experience  Resume;  Records  of  Training;  copies  of  let¬ 
ters  of  conunendation  and  appreciation;  Official  Performance 
Ratings;  Report  of  Professional  Activities;  Auditor  Progress  Re¬ 
port;  Auditors’  Availability  Statement. 

Aothoiity  for  maiatenance  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901;  Federal  Persotmel  Manual,  Chapter  335 

Roatiae  uses  of  records  nudntained  ia  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such'  uses:  To  provide  the  Execu¬ 
tive  Manpower  Resources  Board,  Career  Management  Boards,  and 
management  officials  with  necessary  career  progression  and 
development  information  to  make  decisions  on  persotmel  actions 
regardmg  the  individual 

Material  in  the  Career  Files  is  made  available  to  members  of  the 
Executive  Manpower  Resources  Board,  Career  Management  Board, 
and  maiuigement  officials  involved  in  making  persotmel  action  deci¬ 
sions  reganiing  the  individual  employee. 

The  material  is  used  in  coimection  with  developing  training  plans 
for  employees,  rating  and  ranking  for  promotion,  determining 
career  development  reassignments;  as  a  basis  for  recognition. 

Other  routine  uses  would  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  r^ulatory  order. 

PoUdet  and  practices  for  storing,  rctrlcvlag,  accessing,  retaining, 
and  disposing  of  records  hi  the  syaten: 

Stors^:  Paper  records  in  file  folders 


RctrlevaMUty:  Filed:  At  Headquarters,  DCAA,  by  region,  by 
grade,  auditor,  administrative,  alp^betkally;  At  regions:  by  gr^. 
dphabetically;  by  FAO,  by  grade,  auditor,  administrative, 
alphabetically. 

Sairgunrils*  Stored  in  file  cabinets  under  constant  surveillance  of 
Personnel  Office  Staff  during  duty  hours;  cabinet  locked  during 
nonduty  hours;  buildings  locked  and  guarded  during  nonduty  hours. 

Retention  and  disposal:  Files  are  retained  during  tenure  of  the 
employee  concerned. 

System  maaagerfs)  and  address:  Director  of  Personnel.  Headquar¬ 
ters,  DCAA 

Chief,  Personnel  Divisions,  all  regions,  DCAA 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  Appendix  to  DCAA’s  system’s  notice. 

Notification  procedure:  Information  may  be  obtained  from  the 
SYSMANAGER  of  the  respective  region. 

Written  requests  for  information  should  contain  individual’s  full 
name,  current  address,  telephone  number.  General  Service  grade, 
and  office  of  assignment. 

For  personal  visits,  individual  must  furnish  positive  identifica¬ 
tion. 

Requestor  may  visit  the  servicing  personnel  office  to  determine 
whether  the  system  contains  information  pertaining  to  him/her.  Of¬ 
ficial  mailing  addresses  are  in  the  Department  of  ^fense  directory 
in  the  appendix  to  DCAA's  system’s  notice. 

Individual  may  visit  any  DCAA  personnel  ofHce  which  provides 
personnel  services  to  the  individual  or  to  the  personnel  office. 
Headquarters,  DCAA,  if  GS-12  or  above. 

Record  aceem  procedures:  Individuals  may  obtain  information  on 
access  to  records  by  communicating  with  the  SYSMANAGER. 

Cooteadog  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station.  Alexandria,  VA  22314 

Record  source  categories:  Former  and  present  supervisory  person¬ 
nel;  individual  concerned;  personnel  office;  Defense  Contract  Audit 
Institute;  Automatic  Data  Processing-Personnel  Inventory  Systems; 
persons  writing  commendations  and  favorable  communications. 

Systefus  exruipted  frons  certala  provWons  of  the  ad:  NONE 
RDCAA  322.7 

System  name:  322.7  Students  and  Instructors 

System  locatioa:  All  DCAA  offices.  Official  mailing  addresses  are 
in  the  Department  of  Defense  directory  in  the  appendix  to  DCAA’s 
sys  tems  notices. 

trategorles  of  Individuals  cbvered  by  the  system:  Any  individual 
who  has  been  a  student  or  instructor  for  any  training  courses  spon¬ 
sored  by  DCAA. 

(Zategortes  of  records  in  the  system:  Documents  relating  to  appli¬ 
cations  and  selections  of  students  and  guest  instructors  for  DCAA- 
sponsored  training  courses. 

Authority  for  maintenance  of  the  system:  S  USC  301;  10  USC  133; 
44  USC  2901,  et  seq. 

Routliic  uses  of  records  maintained  la  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  providing 
the  training,  or  offices  invdved  in  the  review  process  of  training 
sponsored  by  DCAA. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civfl  Service  Commisskm,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigator  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  qrstem: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  These  records  are  filed  by  course  title,  then  by 
name  of  individual  participants. 

Safeguards:  Files  are  imder  ^taff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guaixled  by  security  guards  during  non- 
duty  hours. 

Retentioo  and  dispoml:  These  files  are  destroyed  after  two  years. 

System  asmiagcrfs)  and  addrem:  Assistant  Director,  Resources. 
Headquarters,  DCAA 
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Asaittant  Director,  Operations  and  Professional  Development, 
Headquarters ,  DCAA 
Rcgiooal  Managers,  DCAA 
Chiefs,  Field  Audit  Offices,  DCAA 

Maiu^r,  Defense  Contract  Audit  Institute,  Memphis,  Tennessee 
Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA's  systems  notices. 

NotMIcalliNi  nroccdnrct  Information  may  be  obtained  from 
SYSMANAGERS. 

Bccard  access  procedures;  Requests  from  individuals  should  be 
addressed  to  SYSMANAGER  of  office  concerned. 

Written  requests  should  contain  the  full  name,  address,  and 
telephone  number  of  the  individual.  Visits  are  limit^  to  those  of¬ 
fices  listed  in  the  Department  of  Defense  duectory  in  the  appendix 
to  DCAA’s  systems  notices. 

For  personM  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employee  identifi¬ 
cation  card. 

Coufestiug  record  procedures;  The  AgeiKy’s  rules  for  contesting 
contents  and  appeal^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  CorrespoiKlence  originating  in  any 
DCAA  office  sponsoring  training  courses,  from  students  and  in¬ 
structors  of  courses. 

Systems  exempted  from  certaia  provisioos  of  dm  act:  None 
ROCAA  341.6 

System  aame:  341.6  Letters  of  Commendation  and  Appreciation 
System  location:  All  DCAA  Offlees.  Official  mailing  addresses 
are  in  the  Department  of  Defense  directory  in  the  appendix  to 
DCAA’s  systems  notices. 

Categories  of  Individuals  eovered  by  the  qrstem:  DCAA  em¬ 
ployees. 

Categorice  of  records  In  the  system:  Files  contain  copies  of  letters 
of  commendation  and  appreciation  received  about  DCAA  em¬ 
ployees;  copies  of  letters  recognizing  length  of  service”,  pending 
retirement,  and  similar  accomplishments. 

Authority  tor  maintenance  of  the  system:  S  USC  301;  10  USC  133; 
44  use  2901,et  seq. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Office  staff  responsi^ 
for  acknowledging  or  forwarding  such  letters  to  the  employee. 

The  official  copy  of  a  letter  of  commendation  is  filed  in  the  em¬ 
ployee’s  Official  Personnel  File,  which  may  be  released  to  other 
Federal  agencies  or  to  law  enforcement  or  investigaUwy  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
anddlspoeing  of  records  la  the  systm: 

Storage;  Paper  records  in  file  folders. 

RctrievabUity:  These  records  are  filed  chronologically. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Rctcatiou  and  dhpoml;  The  official  personnel  file  copy  is 
retained  during  tenure  of  the  emfdoyee. 

Other  copies  are  destroyed  after  two  years. 

System  maaagerfs)  and  address:  Assistant  Director,  Resources, 
Headquarters,  KAA 

Assistant  Director,  Operations  &  Professional  Development, 
Headquarters.  DCAA 
Regional  Managers.  DCAA 
Chwfs  of  Field  Au^t  Offices,  DCAA 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  proccitare:  Information  may  be  obtained  from 
SYSMANAGER. 

Record  aceem  proccdurca:  Requests  from  individuals  should  be 
addressed  to  SYSMANAGER  of  office  concerned. 

Written  requests  should  contain  the  full  name,  address,  and 
telephone  number  of  the  individual.  Visits  are  Umit^  to  those  of¬ 
fices  listed  in  the  Department  of  Defense  directory  in  the  appendix 
to  DCAA’s  systems  notices. 


For  personal  visits,  the  individual  should  be  able  to  provide  some 
acc^table  identificatioa,  that  it,  driver’s  hcenae,  empwyee  identifi¬ 
cation  card. 

Contesting  record  procedures;  The  Agency’s  rules  for  contesting 
contents  arid  appeal^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station.  Alexandria,  VA  22314. 

Record  eoarcc  categories:  Correspondence  originated  by  ar^  of¬ 
fice  or  individual  sending  a  letter  erf  commendation  or  appreciation 
about  a  DCAA  employee. 

Systems  exempted  from  certaia  provisioos  of  the  act:  None 
RDCAA347J 

System  name:  347.2  Labor  Management  Relations  Case  Files 

System  location:  Personnel  Division,  Headquarters,  DCAA  and 
regional  Personnel  Offlees 

Official  mailing  addresses  are  in  the  Departmnt  of  Defense 
directory  in  the  appendix  to  DCAA’s  system’s  notice. 

Categories  of  indlvidaals  covered  by  the  system:  Employees  who 
are  involved  in  grievances  or  other  administrative  proceedings  and 
are  represented  by  recognized  unions  having  negotiated  agreements 
with  DCAA. 

Employees  involved  in  the  filing  of  an  Unfair  Labor  Practice 
(ULP)  complaint  which  has  been  referred  to  the  Assistant  Secreta¬ 
ry  for  Labor-Management  Relations. 

Designated  union  officials,  stewards,  and  representatives. 

Categories  of  records  In  the  system:  Case  files  contain  all  informa¬ 
tion  pertaining  to  a  specific  proceeding  or  ULP  including  cor¬ 
respondence,  statements,  exhibits,  and  decisions. 

Personnel  Division,  Headquarters,  DCAA  and  regional  Personnel 
Offices  maintain  lists  of  local  union  officials,  stewards,  and 
representatives. 

Authority  for  malntenaiicc  of  the  system:  E.O.  11491,  as  amended, 
’Labor-Management  Relations  in  the  Federal  Service.’ 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Data  is  used  by  DCAA 
officials  to  whom  authority  has  been  delegated  to  direct,  manage, 
and  implement  the  provisions  of  E.O.  11491,  as  amended,  ’Labor- 
Management  Relations  in  the  Federal  Service.’ 

Other  routine  users  could  iiKlude  officials  of  other  DoD  com¬ 
ponents,  representatives  of  other  Executive  Branch  Departments 
and  Agencies,  and  duly  appeanted  examiners  or  arbitrators  who  are 
charged  with  program  responsibilities  under  E.O.  11491,  as 
amended,  ’Labor-Management  Relations  in  the  Federal  Service.’ 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  are  stored  in  file  folders  or  case  jackets. 

Retrievability:  Records  are  retrieved  by  case  subject,  case 
number,  or  individual  employee  name. 

Safeguards:  Records  are  under  the  surveillance  of  Personnel  Of¬ 
fice  staff  during  duty  hours.  During  nonduty  hours,  records  are 
secured  in  lock^  file  cabinets  or  combination  safes. 

Retention  and  disposal:  Case  files  destroyed  S  years  after  super- 
session,  obsolescence  or  final  adjustment 

Lists  of  union  officials,  stewards,  and  representatives  are  nor¬ 
mally  destroyed  after  a  new  roster  has  been  established. 

Sy^cm  managerfs)  and  address:  Director  of  Personnel,  HQ 
DCAA 

Personnel  Officer  erf  each  r^ion 

Official  mailing  addresses  are  in  the  Depar^ent  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Requests  tor  information  should  be  made 
to  the  region  in  which  the  case  originated. 

Written  requests  should  contain  individual’s  full  name,  current 
address,  telephone  number  and  office  of  assignment  ^ 

Individuals  may  visit  the  personnel  office  of  the  region  in  which 
the  case  originate. 

For  personal  visits,  individual  must  furnish  positive  identifica¬ 
tion. 

Information  will  be  at  the  Personnel  Office  of  the  Region  in 
which  the  case  originated  or  HQ.DCAA. 

Record  aceem  procedures:  Individuals  may  obtain  information  on 
access  to  records  by  communicatins  in  writing  or  personally  with 
the  SYSMANAGER  or  Personnel  Ofneer  of  the  Region  of  record. 


FEDERAL  REGISTER,  VOL.  41.  NO.  1 S8— WEDNESDAY,  SEPTEMBER  28,  1977 


51374 


PRIVACY  ACT  ISSUANCES 


CaalMlfait  recard  proccdara:  The  Afcncy’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina- 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314 

Record  eoarcc  categories:  DCAA  Personnel  Offices;  Office  of  the 
Assistant  Secretary  of  Labor  for  Labor-Management  Relations;  in¬ 
dividual  employees;  union  officials,  stewards,  and  representatives. 
Systcow  exempted  from  certain  provWoas  of  the  act:  None 
RDCAA  358.1 

System  name:  3S8.1  General  EEO  Files 
System  locatloa:  Primary  System-office  of  EEO  Counselors 
throughout  DCAA  Official  Mailing  addresses  are  in  the  DoD 
Directory  in  the  Appendke  to  the  DCAA  Systems  Notices 
Decentralized  Segroents-Office  of  EEO  Officer,  HQ,  DCAA;  Of¬ 
fice  of  Counsel,  HQ,  DCAA;  Regional  EEO  ^ficer  in  Region 
where  complaint  arose 

Categories  of  individuals  covered  by  the  system:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  contacted  an  EEO  Counselor  regarding 
any  form  of  discrimination  against  them  by  any  organizational  level 
of  DCAA 

Categories  of  records  ia  the  system:  CSC  Form  894,  Complaint  of 
Discrimination  in  the  Federal  Government;  affivadits;  EEO  Coun¬ 
selor’s  Report;  correspondence  between  Counselor  and  local  of¬ 
fices  of  DCAA  • 

Authority  for  maintenance  of  the  system:  EEO  Act  of  1962  as  im¬ 
plemented  by  CSC  Federal  Personnel  Manual  Chapter  713 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  EEO  Counselor;  Re¬ 
gional  EEO  Officer;  EEO  Officer,  HQ,  DCAA;  Counsel,  HQ, 
DCAA;  may  be  disclosed  to  any  component  of  DoD,  Depanment 
of  Justice  a^  CSC 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  feeders 

Rctrievability:  Filed  alphabeticaUy  by  last  name  of  complainant 
Safeguards:  Buildings  employ  security  guards.  Records  are  main¬ 
tained  in  areas  accessible  only  to  authorized  persoiuiel  that  arc 
properly  screened,  cleared  and  trained. 

Rctendoa  and  disposal:  Destroy  after  2  years. 

System  sianagrrts)  and  address:  EEO  Counselor  concerned;  Re¬ 
gion  EEO  Officer;  EEO  Officer,  HQ,  DCAA 
NotifIcatioB  procedure:  Information  may  be  obtained  from: 

EEO  Officer 
HQ,  DCAA 
Room  4C346 
Cameron  Station 
Alexandria,  Virginia  22314 
Telephone:  202-274-7319 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  EEO  Officer,  DCAA,  Cameron  Station,  Alexandria, 
VA  22314 

Written  reouests  for  information  should  contain  the  fuU  name  of 
the  individual,  current  address  and  telephone  number,  present  <» 
former  DCAA  office. 

Visits  are  limited  to  EEO  Office,  Headquarters,  DCAA,  Room 
4C346,  Cameron  Station,  Alexandria,  VA  22314 
For  personal  visits,  the  individual  should  be  aUe  to  provide  some 
acceptable  identification,  that  is,  drivers  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  t^t  could  be 
verified  with  his  ’case’  folder. 

Cauleatiag  record  procedures:  The  Agency's  rules  for  contesting 
contents  and  appealiim  initial  determinations  may  be  obtained  from 
EEO  Officer,  RQ,  DCAA,  Cameron  Station,  Alexandria,  VA  22314 
Recard  source  caiegories:  Letters  from  complainant;  affivadits  of 
supervisors  and  others  knowledgeable  of  circumstances  surrounding 
complaint;  other  correspondence  relative  to  complaint. 

Syatema  exempted  from  certain  provisloiis  of  the  nek  NONE 
RDCAA  358.21 

System  name:  358.21  EEO  Comidaints  Resolved  by  DCAA 
System  locathm:  Primary  System-Office  of  EEO  Officer,  HQ, 
DCAA  Official  Mailing  ad^sses  are  in  the  DoD  Directory  in  thie 
Appendice  to  the  DCAA  Systems  Notices 


Decentralized  Segments-Office  of  Counsel,  HQ,  DCAA;  Regional 
EEO  Officer  in  Region  where  complaint  arose 
Categorica  ol  individuals  covered  by  the  mrstem:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  brought  an  EEO  complaint  against  any 
organizational  level  of  DCAA. 

Categories  of  records  in  the  m^m:  CSC  Form  894,  Complaint  of 
Discrimination  in  the  Federal  Govenunent;  Affivadits;  EEO  Coun¬ 
selor’s  report;  Investigator’s  Report;  transcript  and  other  docu¬ 
ments  relating  to  the  hearing;  correspondence  ^tween  all  echelons 
of  DCAA  concerning  this  complaint;  inter  and  intra  agency  cor¬ 
respondence. 

Authority  for  maintenance  of  the  system:  EEO  Act  of  1%2;  US 
Civil  Service  Commission  Federal  Personnel  Manual  Chapter  713 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  at  such  uses:  Director,  DCAA;  EEO 
Officer,  HQ,  DCAA;  Counsel,  HQ,  DCAA;  Dir.  of  personnel,  HQ, 
DCAA,  Regional  Manager  in  Region  of  Complaint;  may  be  dis¬ 
closed  to  any  component  Of  DoD,  Department  of  Justice,  and  Civil 
Service  Commission. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dispoaing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retiievability:  Filed  alphabetically  by  last  name  of  complainant. 
Safeguards:  Buildings  employ  security  guards.  Records  arc  main¬ 
tained  in  areas  accessible  only  to  ai^orized  personnel  that  are 
properly  screened,  cleared  and  trained. 

Retention  and  disposal:  Destroy  7  years  after  final  adjustment. 
Records  are  retained  in  active  file  until  end  of  calendar  year  in 
which  complaint  was  settled,  held  one  additional  year  in  inactive 
file  and  subsequently  retired  to  Washington  National  Records 
Center. 

System  managfr(s)  and  address:  EEO  Officer,  HQ,  DCAA; 
Caineron  Station,  Alexandria,  VA.  22314 

Notificatioo  procedure:  Information  may  be  obtained  from: 

EEO  Officer 
HQ,  DCAA 
Room  4C346 
Cameron  Station 
Alexandria,  Virginia  22314 
Telephone:  202-274-7319 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  EEO  Officer,  DCAA,  Cameron  Station,  Alexandria, 
VA  22314 

Written  requests  for  information  should  contaiq  the  full  name  of 
the  iiKlividual,  current  address  and  telephone  number,  present  or 
former  DCAA  office. 

Visits  are  limited  to  EEO  Office,  Headquarters,  DCAA,  Room 
4C346,  Cameron  Station,  Alexandria,  VA  22314 
For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drivers  license,  employing  office’s 
iden^icatkm  card,  and  give  some  verbal  information  t^t  could  be 
vertfied  with  his  ’case’  Mder. 

Cootaathig  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealiim  initial  determinations  may  be  obtained  from 
EEO  Officer,  HQ,  DCAA,  Cameron  Station,  Alexandria,  VA  22314 
Record  source  categories:  Letters  from  complainant;  affivadits  of 
supervisors  and  others  knowledgeable  of  circumstances  surrounding 
complaint;  correspondence  between  all  echelons  of  DCAA  concern¬ 
ing  the  complaint;  interagerKy  and  intraagency  correspondence. 
Systems  exempted  from  certain  prorisioiis  ol  the  act:  NONE 
RDCAA  358.22 

System  aaaw:  358.22  EEO  Cases  resolved  by  CSC. 

System  locatkm:  Primary  System-Office  of  EEO  Officer,  HQ, 
E)CAA  Official  Mailing  addresses  are  in  the  DoD  Directory  in  the 
Appendice  to  the  DCAA  Systems  Notices 
Decentralized  Segments-Office  of  Counsel,  HQ,  DCAA;  Regional 
EEO  Officer  in  Region  where  complaint  arose 
Categories  of  individuals  covered  by  the  Any  civilian  em- 

idoyee  of  DCAA  who  has  brought  an  EEO  complaint  against  any 
organizational  level  of  DCAA. 

Categories  ol  records  ia  the  system:  CSC  F<mn  894,  Complaint  of 
Discrimiiution  in  the  Federal  Govenunent;  Affivadits;  EEO  Coun¬ 
selor’s  report;  Investigator’s  Report;  transcrqit  and  other  docu¬ 
ments  relwng  to  the  hearing;  correspondence  between  all  echelons 
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of  DCAA  concerning  this  complaint;  inter  and  intra  agency  cor¬ 
respondence. 

Anthoiity  tor  maintenance  of  the  system:  EEO  Act  of  1%2;  US 
Civil  Service  Commission  Federal  Personnel  Manual  Chapter  713 
Routine  uses  of  records  maintained  in  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Director,  DCAA;  EEO 
Officer,  HQ,  DCAA;  Counsel,  HQ,  DCAA;  Dir.  of  Persoiuiel,  HQ, 
DCAA,  Regional  Manager  in  Region  of  Complaint;  may  be  dis¬ 
closed  to  any  component  of  DoD,  Department  of  Justice,  and  Civil 
Service  Commission. 

Policks  and  practices  for  storing,  retrieving,  accessiag,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  last  name  of  complainant. 
Safeguards:  Buildings  employ  security  guards.  Records  are  main¬ 
tained  in  areas  accessible  only  to  authorized  personnel  that  are 
properly  screened,  cleared  apd  trained. 

Retention  and  disposal:  According  to  USCSC  records  schedule 
System  managerfs)  and  address:  EEO  Officer,  HQ,  DCAA; 
Cameron  Station,  Alexandria,  VA.  22314 

Notification  procedure:  Information  may  be  obtained  from: 

EEO  Officer 
HQ,  DCAA 
Room  4C346 
Cameron  Station 
Alexandria,  Virginia  22314 
Telephono:  202-274-7319 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to':  EEO  Officer,  DCAA,  Cameron  Station,  Alexandria, 
VA  22314 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  present  or 
former  DCAA  office. 

Visits  are  limited  to  EEO  Office,  Headquarters,  DCAA,  Room 
4C346,  Cameron  Station,  Alexandria,  VA  22314 
For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drivers  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  t^t  could  be 
verified  with  his  ’case’  folder. 

Coalcsting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinatioas  may  be  obtained  from 
EEO  Officer,  HQ,  DCAA,  Cameron  Station,  Alexandria,  VA 
22314. 

Record  source  categories:  Letters  from  complainant;  affivadits  of 
supervisors  and  others  knowledgeable  of  circumstances  surrounding 
complaint;  correspondence  between  all  echelons  of  DCAA  concern¬ 
ing  tne  complaint;  interagency  and  intraagency  correspondence. 
Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  358.23 

System  name:  358.23  Other  copies  of  EEO  Complaint  Case  files 
System  locatioa:  Primary  System-Office  of  EEO  Officer,  HQ, 
DCAA  Official  Mailing  addresses  are  in  the  DoD  Directory  in  tlM 
Appendice  to  the  DCAA  Systems  Notices 
Decentralized  Se^ents-Office  of  Counsel,  HQ,  DCAA;  Regional 
EEO  Officer  in  Region  where  complaint  arose 
Categories  of  iadividuak  covered  by  the  system:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  brought  an  EEO  complaint  against  any 
organizational  level  of  DCAA. 

Categories  of  records  In  the  system:  CSC  Form  894,  Complaint  of 
Discrimination  in  the  Federal  Government;  Affivadits;  EEO  Coun¬ 
selor’s  report;  Investigator’s  Report;  transcript  and  other  docu¬ 
ments  relating  to  the  hearing;  correspondence  between  all  echelons 
oT  DCAA  concerning  this  complaint;  inter  and  intra  agency  cor¬ 
respondence. 

Authority  for  maintenance  of  the  system:  EEO  Act  of  1962;  US 
Civil  Service  Commission  Federal  Personnel  Manual  Chapter  713 
Director,  DCAA;  EEO  Officer,  HQ,  DCAA;  Counsel,  HQ,  DCAA; 

Routiac  uses  of  records  maintained  In  the  system,  including  catego¬ 
ries  of  naers  and  the  purposm  of  such  uses:  Dir.  of  Personnel,  HQ, 
DCAA,  Regional  Manager  in  Region  of  Complaint;  may  be  dis¬ 
closed  to  any  component  of  DoD,  Department  of  Justice,  and  Civil 
Service  Commission. 

PoUdes  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  systm: 


Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  last  name  of  complainant. 
Safeguards:  Buildings  employ  security  gutuds.  Records  are  main¬ 
tained  in  areas  accessible  only  to  authorized  personnel  that  are 
properly  screened,  cleared  and  trained. 

Retention  and  disposal:  Destroy  after  1  year 
System  manager(s)  and  address:  EEO  Officer,  HQ,  DCAA; 
Cameron  Station,  Alexandria,  Va.  22314 
Notification  procedure:  Information  may  be  obtained  from: 

EEO  Officer 
HQ,  DCAA 
Room  4C346 
Cameron  .Station 
Alexandria,  Virginia  22314 
Telephone:  202-274-7319 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  EEO  Officer,  DCAA,  Cameron  Station,  Alexandria, 
VA  22314 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  present  or 
former  DCAA  office. 

Visits  are  limited  to  EEO  Office,  Headquarters,  DCAA,  Room 
4C346,  Cameron  Station,  Alexandria,  VA  22314 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drivers  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  that  could  be 
verified  with  his'’case’  folder. 

Contesting  record  procedures:  The  Agency’s  rxiles  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
EEO  Officer,  HQ,  DCAA,  Cameron  Station,  Alexandria,  VA 
22314. 

Record  source  categories:  Letters  from  complainant;  affivadits  of 
supervisors  and  others  knowledgeable  of  circumstances  surrounding 
complaint;  correspondence  between  all  echelons  of  DCAA  concern¬ 
ing  the  complaint;  interagency  and  intraagency  correspoiKlence. 
Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  358.24 

System  name:  358.24  EEO  Background  Documents  not  included  in 
case  files. 

System  location:  Primary  System-Office  of  EEO  Officer,  HQ, 
DCAA  Official  Mailing  addresses  are  in  the  DoD  Directory  in  the 
Appendice  to  the  DC/A  Systems  Notices 
Decentralized  Segments-Office  of  Counsel,  HQ,  DCAA;  Regional 
EEO  Officer  in  Region  where  complaint  arose 
Categories  of  individnals  covered  by  the  nstem:  Any  civilian  em¬ 
ployee  of  DCAA  who  has  brou^t  an  EEO  complaint  against  any 
organizational  level  of  DCAA. 

Categories  of  records  in  the  system:  CSC  Form  894,  Complaint  of 
Discrimination  in  the  Federal  Government;  Affivadits;  EEO  Coun¬ 
selor’s  report;  Investigator’s  Report;  transcript  and  other  docu¬ 
ments  relating  to  the  hearing;  correspondence  between  all  echelons 
of  DCAA  coceming  this  complaint;  inter  and  intra  agency  cor¬ 
respondence. 

Antbori^  tor  maintenanrr  of  the  system:  EEO  Act  of  1962;  US 
Civil  Service  Commission  Federal  Personnel  Maruial  Chapter  713 
Roudne  uses  of  records  maintained  in  the  qntem,  inclndlng  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Director,  DCAA;  EEO 
Officer,  HQ,  DCAA;  Counsel,  HQ,  DCAA;  Dir.  of  Persomiel,  HQ, 
DCAA,  Regional  Manager  in  Region  of  Complaint;  may  be  dis¬ 
closed  to  any  component  ot  DoD,  Department  of  Justice,  and  Civil 
Service  Commission. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  last  name  of  complainant. 
Safeguards:  Buildings  emidoy  security  guards.  Records  are  main¬ 
tained  in  areas  accessible  only  to  authorized  personnel  that  are 
properly  screened,  cleared  and  trained. 

Retention  and  disposal:  Destroy  3  years  after  final  adjustment  ' 
System  aunagerfs)  and  address:  EEO  Officer,  HQ,  DCAA; 
Cameron  Station,  Alexandria,  Va.  22314 
Notification  procednre:  Information  nuiy  be  obtained  from: 

EEO  Officer 
HQ,  DCAA 
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Room  4C346 
Cameron  Station 
Alexandria,  Virgiiua  22314 
Telephone:  202-274-7319 

Record  access  proccdnrcK  Reouests  from  individuals  should  be 
addressed  to;  EEO  Officer,  DCAA,  Cameron  Station,  Alexandria, 
VA  22314 

Written  reouests  for  information  should  contain  the  full  name  of 
the  individual,  ciurent  address  and  telephone  number,  present  or 
former  DCAA  office. 

Visits  are  limited  to  EEO  Office,  Headquarters,  DCAA.  Room 
4C346,  Cameron  Station,  Alexandria,  VA  22314 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drivers  license,  employing  office’s 
identification  card,  and  give  some  verbal  information  t^t  could  be 
verified  with  his  ’case’  folder. 

Contesting  record  procedores:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
EEO  Officer,  HQ,  DCAA,  Cameron  Station,  Alexandria,  VA 
22314. 

Record  source  categories:  Letters  from  complainant;  affivadits  of 
supervisors  and  others  knowledgeable  of  circumstances  surrounding 
complaint;  correspondence  between  all  echelons  of  DCAA  concern¬ 
ing  the  complaint;  interagency  and  intraagency  correspondence. 

Systems  exempted  from  certain  provisioos  of  the  act:  NONE  . 

RDCAA358J 

System  name:  358.3  Grievance  &  Appeal  Files 

System  location:  Grievances  by  HQ  employees;  Personnel  Divi¬ 
sion,  HQ  DCAA. 

Grievance  by  field  employees;  Personnel  Division  of  region  of 
origin. 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  of  individuals  covered  by  the  system:  Employees  who 
have  filed  formal  grievances  pursuant  to  Chapter  58,  DCAAM 
1400.1. 

Categories  of  records  in  the  system:  The  written  grievance;  assign¬ 
ment  of  examiner;  statements  of  witnesses;  written  summary  of  in¬ 
terviews;  written  summary  of  group  meetings;  transcript  of  hearing 
if  one  held;  correspondence  relating  to  the  grievance  and  conduct 
of  the  inquiry;  exhibits;  evidence;  transmittal;  decision. 

Authority  for  nudntcnancc  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901;Part  771,  Civil  Service  Regulations. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  caers  and  the  purposes  of  snch  uses:  The  purpose  of  the 
grievance  &  appeal  file  is  to  record  the  grievance  or  appeal,  the  na¬ 
ture  and  scope  of  inquiry  into  the  matter  being  aggrieved  or  ap¬ 
pealed  and  treatment  accorded  the  matter  by  numagement. 

Users  are  the  grievant  and  grievant’s  representative;  the  Ex¬ 
aminer;  the  Regional  Manager;  Personnel  Office  staff;  the  Assistant 
Director,  Resources;  the  Director;  Counsel;  administrative  staff  in¬ 
volved  in  typing  and  processing  the  grievance. 

The  employee  and  representative  are  furnished  a  copy  of  the  file 
for  review  and  comment  before  decision. 

The  Examiner  compiles  the  file  and  makes  a  Report  of  Findings 
and  Recommendations  basMi  on  the  file. 

The  Regional  Manager,  when  the  deciding  official,  reviews  the 
file  to  reach  a  decision. 

Personnel  Office  staff  may  review  the  file  to  prepare  a  brief  or 
write  a  decision  for  the  deciding  official;  The  Assistant  Director, 
Resources  may  review  the  file  as  program  manager. 

The  Director  may  review  the  file  as  deciding  official. 

Administrative  staff  members  are  involved  in  the  physical  han¬ 
dling  and  processing  of  the  grievance  such  as  typing,  ci^ying, 
transmitting. 

Counsel  m^  review  file  in  making  legal  determinations. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigator  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion  or  reg^tory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  te  the  system: 

Storage:  Pa^r  records  stored  in  tyable  jackets  in  file  cabinets  or 
open  shelf  fQes. 

Retrievabtiity:  Grievance  files  are  filed  by  name  alphabetically. 


Safeguards:  Grievance  files  are  under  surveillance  of  Personnel 
Office  staff  during  duty  hours.  During  nonduty  hours,  the  building 
is  locked  and  under  gu^. 

Retention  and  disposal:  Each  case  file  is  retained  in  current  files 
for  7  years  after  the  case  is  closed,  then  destroyed. 

System  managerfs)  and  address:  Director  of  Personnel,  HQ 
DCAA; 

Personnel  Officer  of  each  region; 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Requests  for  information  should  be  made 
to  the  region  in  which  the  grievance  originated. 

Written  requests  should  contain  individual’s  full  name,  current 
address,  telephone  number  and  office  of  assignment. 

Individuals  may  visit  the  personnel  office  of  the  region  in  which 
the  grievance  was  filed. 

For  personal  visits,  iitdividual  must  furnish  positive  identifica¬ 
tion. 

Information  will  be  at  the  Personnel  Office  of  the  Region  in 
which  the  grievance  originated  or  HQ,  DCAA. 

Record  access  procedures:  Individuals  may  obtain  informatioo  on 
access  to  records  by  conununicating  in  writing  or  personally  with 
the  SYSMANAGER  or  Persoime’  Officer  of  the  Region  of  record. 

Contesting  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  Obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314. 

Record  souicc  categories:  Grievant; 

Witnesses; 

Exhibits  fiunished  in  evidence  by  grievant  and  witnesses; 

Grievance  examiner; 

Persons  interviewed  1^  the  Examiner,  other  than  witnesses. 
Deciding  official  (decision). 

Systems  exempted  from  certain  provlsioiis  of  the  act:  None 
RDCAA  371.1 

System  name:  371.1  Name  Files 
System  location:  Office,  Director  of  Pers(HineI,  HQ  DCAA. 
Categories  of  Individuals  covered  by  the  s^rstem:  Civilian  em¬ 
ployees  of  DCAA  on  whom  copies  of  commumcatons,  favorable  or 
unfavorable,  have  been  received. 

Categories  of  records  in  the  system:  Copies  of  correspondence 
concerning  the  employee  performance  and  conduct;  warning 
notices  to  the  employee;  reports  and  records  of  counseling;  copies 
of  disciplinary  action  correspondence. 

Authority  for  maintenance  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901  et.  seq. 

Routine  uses  of  records  maintained  in  the  system,  iiKludiiig  catego¬ 
ries  of  users  and  the  purposes  of  snch  uses:  The  file  serves  as  a 
repository  of  material  furnished  by  field  activities  for  information 
of  the  HQ  staff.  It  is  retained  to  provide  continuity  of  knowledge  _ 
and  understanding  of  long  term  matters  which  ituy  ^velop  into  ad¬ 
verse  actions. 

Persotmel  Office  staff 
Employee  concerned 

Management  persotmel  with  need  to  know 

Director 

Deputy  Director 

Assistant  Director,  Resources 

Assistant  Director,  Operations  &  Professional  Development 

Executive  Officer 

Counsel 

DCAA  Mangement  persotmel  with  need-to-know; 

The  Persotmel  Staff  for  maintaining  the  files;  ^vising  manage¬ 
ment  on  appropriate  actions  and  taking  of  actions. 

The  employee  concerned,  to  be  aware  of  matter  and  act  on  the 
knowledge. 

Management  personnel  in  evaluating  information;  initiating  ac¬ 
tions. 

Director  in  order  to  be  aware  of  those  matters  which  could  affect 
the  agency;  initiate  action. 

Deputy  Director  to  be  aware  of  matters  which  could  -affect  other 
agency;  Initiate  action  in  absence  of  Director. 

Assistant  Director,  Resources,  to  be  aware  of  matters  which 
could  affect  the  agency;  initiate  actions  on  the  matter;  advise  Depu¬ 
ty  Director  and  Director. 
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Assistant  Director,  Operations  &  Professional  Development,  to 
be  aware  of  matters  which  could  affect  the  agency;  initiate  actions; 
advise  the  Deputy  Director  and  Director. 

Other  routine  use  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Conunission,  the  Dep^- 
ment  of  Justice,  or  to  law  enforcement  or  investigator  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion  or  regulatory  order. 

Policies  and  practice*  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Ston^:  Name  files  are  paper  records  stored  in  file  folders. 

Rctrievability:  Name  files  are  filed  alphabetically. 

Safegsmrds:  Files  are  under  surveillance  of  Personnel  Office  staff 
during  duty  hours.  Building  is  locked  and  guarded  during  nonduty 
hours. 

Retentioa  and  disposal:  Files  are  retained  for  a  period  of  2  years 
after  separation  from  the  Agency. 

System  maaagcifs)  and  addrem:  Director  of  Personnel,  HQ 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

NotWeatioo  proccdarc:  Requests  for  information  should  be  sent 
to  the  SYSMANAGER. 

Written  requests  must  include  the  individuals  fuU  name,  current 
address,  telephone  number  and  office  of  assignment. 

Individual  may  visit  the  SYSMANAGER. 

For  personal  visits,  individual  must  furnish  positive  identifica¬ 
tion. 

Information  will  be  at  the  Office,  Director  of  Personnel,  HQ 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

Record  access  procedures:  Individual  may  obtain  information  on 
access  to  records  by  communicating  in  writing  or  personally  with 
the  SYSMANAGER. 

Contesting  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  retained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314. 

Record  source  categories:  Supervisory,  management  personnel. 

Systems  exempted  from  eertaia  provisioas  of  the  act:  None 
RDCAA  371.13 

System  name:  371.13  Official  Personnel  Folders 

System  location:  Office,  Director  of  Personnel,  HQ  DCAA 

Personnel  Office,  all  regions 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  system’s  notice. 

Categories  of  individuals  eovered  by  the  system:  Each  civilian  em¬ 
ployee  of  DCAA 

Categories  of  records  in  the  system:  Notifications  of  Persoimel 
Actions;  appointment  documentation;  oath  of  office;  appUcatioa; 
payroD  chan^  slips;  Official  Performance  Ratings;  records  of  train¬ 
ing;  Letters  of  Commendation;  Records  of  awa^s  and  recognition; 
b^th  benefit  and  insurance  registration  and  chains  to  position 
descriptions;  Notice  of  Ratings;  Service  computation;  designation 
of  beneficiary;  certificate  of  security  clearance;  SF-S2s;  per¬ 
formance  evaluations;  report  of  medicid  examination;  employment 
inquiries;  correspondence  related  to  all  the  above. 

Authority  for  maintenance  of  the  system:  S  301;  10  USC  133; 
44  USC  2S01;  Federal  Personnel  Manual,  Chapter  296-31 

Rondne  nses  of  records  maintained  hi  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Files  are  used  to  deter¬ 
mine  employee’s  qualifications,  eli^ilities  and  as  a  repository  for 
those  documents  and  records  pertaining  to  the  employee’s  career, 
position,  salary  and  benefits. 

Files  are  used  by  the  Personnel  Office  staff  to  initiate,  effect 
and/or  record  personnel  actions;  pay  actions;  determine  qualifica- 
tions;  determine  eligibility;  as  basis  for  counseling  the  employee  re¬ 
garding  rights  entitlements. 

May  be  used  by  management  officials  and  boards  in  considering 
employees  for  assignment,  promotion,  training,  adverse  actions. 

May  be  used  by  Office  of  Council  in  advising  management  on 
legal  aspects  of  matters  involving  the  employee. 

Other  routine  uses  could  iiKlude  disetosure  to  other  Departnwnt 
of  Defense  components,  other  Federal  departments  and  agencies, 
the  Civil  etvice  Commission,  the  Department  of  Justice  or  to  law 
enforcement  or  investigatory  autlKMitMS  for  investintion  and  possi- 
Me  ciiminal  prosecution,  ci^  court  action,  or  regulatory  order. 


Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  qrstem: 

Storage:  Paper  records  bound  in  file  folder 
Retrievahility:  Filed  by  name 

Safeguards:  Under  constant  surveillance  of  Personnel  Office  staff 
during  duty  hours;  stored  in  locked  cabinet  in  locked  and  guarded 
building  during  nonduty  hours. 

Retention  and  disposal:  Retained  during  tenure  of  the  employee; 
disposed  of  in  accoidance  with  FPM,  Chapter  296. 

System  managerfs)  and  address:  Director  of  Personnel,  HQ 
DCAA 

Personnel  Offices  at  each  region 

Official  mailing  addresses  are  in  the  DeparUnent  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notice. 

Notification  procedure:  RequestSs.  for  information  should  be  ad¬ 
dressed  to  SYSMANAGER 

Written  requests  for  information  must  contain  individual’s  full 
name,  current  address,  telephone  number,  GS  grade  and  office  of 
assignment. 

Individuals  may  visit  the  personnel  office  which  provides  person¬ 
nel  service  to  them. 

For  personal  visits,  individual  must  furnish  proper  credentials 
and  above  information  orally. 

Record  access  procedures:  A  personal  or  written  request  to  the 
SYSMANAGER 

Contcstiiig  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station.  Alexandria,  VA  22314. 

Record  source  categories:  Employee;  Persoimel  Offices;  former 
and  present  supervisory  persoimel;  payroll  servicing  offices;  Civil 
Service  Commission;  training  and  education  institutions;  individuals 
who  submit  communications  concerning  the  employee. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  371.2 

System  aame:  371 .2  Supervisor  Personnel  Records 
System  locatioo:  Each  Field  Audit  Office  and  each  staff  office  at 
regional  headquarters  and  HQ  DCAA 
Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA's  systems  notice 
Categories  of  individiials  covered  by  the  systm:  Each  emidoyee, 
except  the  supervisor,  assigned  to  the  organizational  element. 

Categories  of  records  in  the  system:  Contains  information  relaitive 
to  the  individual  employee;  personnel  actions  in  progress;  copies  of 
position  descriptions;  copies  of  performance  evaluations,  assess¬ 
ments  of  promotion  potential,  progress  reports;  copies  of  cor¬ 
respondence  and  communications  relative  the  employee;  record  of 
duty  assignments;  record  of  leave  status. 

Authority  tor  maintenance  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901;  Federal  Personnel  Manual,  Chapter  293 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  supervisors  as 
reference  or  reminder  of  past  actions;  as  basis  for  initiating  person¬ 
nel  actions  on  the  employee;  rotation  of  duty  assignments;  for  con¬ 
sideration  of  employees  separated  for  military  service  for  absentee 
personnel  actions;  monitor  leave  use 
Used  by  the  Supervisory  auditor  of  the  employee  concerned  for 
the  above  stated  purposes. 

Used  by  the  Field  Audit  Office  chief  for  the  above  purposes. 

Used  by  administrative  personnel  for  maintenance,  clearance  of 
obsolete  material,  extractioa  of  statistical  data,  status  checks. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

PoUdes  and  practices  for  storli^,  retrieving,  accesring,  retaining, 
and  dlnindng  of  records  he  the  system: 

Storage:  Paper  records  in  file  folders 
RetrievMiility:  Filed  by  name,  alphabetically 
Safeguards:  Under  control  of  office  staffs  during  duty  hours. 
Work  area  or  cabindt  locked  during  nonduty  hours. 
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lilwrioB  aad  ^kooMl:  Review  annually;  destroy  material  which 
has  been  superseded  or  is  no  krater  applicable;  destroy  entire  file  1 
year  after  transfer  or  separation  oi  the  employee. 

Svsltm  manafcrf*)  and  addrtas:  Each  flELD  Audit  Office  and 
each  staff  office  at  regional  headquarters  and  HQ  DCAA  addresses 
are  in  the  DOD  Directory  in  the  appendix  to  DCAA’s  systems 
notice. 

NotMcation  procednie:  Requests  for  information  should  be  sent 
or  made  to  the  SYSMANAGER  of  that  oi^ganizational  element  to 
which  the  individual  is  assigned. 

Written  requests  must  include  the  individuals’  fuD  name,  current 
address,  telephone  number  and  office  of  assigiunent. 

Individual  may  visit  the  office  of  the  SYSMANAGER. 

For  personal  visits,  individual  must  furnish  positive  identifica- 
tkm. 

Rceard  acecss  proeednres:  Individuals  may  obtain  information  on 
access  to  records  by  communicating  with  their  current  supervisor. 

ConAeallag  record  prwednres;  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina- 
tkms  by  the  individual  concerned  may  be  obtained  from  the 
Records  Administrator,  Defense  Contract  Audit  Agency,  Cameron 
Station,  Alexandria,  VA  22314 

Record  source  categories:  Supervisors 

SysteoH  exempted  from  certain  proviskNis  of  the  act:  NONE 
RDCAA  371.S 

System  name:  371.3  Locator  Records 

System  location:  Office,  Director  of  Personnel,  HQ  DCAA, 
Cameron  Sution,  Alexandria,  VA  22314.  Regional  Offices  and 
Field  Audit  Offices  whose  addresses  are  in  the  DoD  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Categories  of  haHvidoals  covered  by  the  system:  All  civilian  em¬ 
ployees  of  DCAA 

Categories  of  records  in  the  system:  Employee’s  name,  office 
room  number,  telephone,  office  symbol,  home  address,  home 
telephone  number,  date  prepared,  spouse’s  name. 

Authority  for  maintenance  of  the  system:  S  USC  301;  10  USC  133; 
44  use  2901,  et.  seq. 

Routine  uses  of  records  maintafaed  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Ready  reference  of  em¬ 
ployee  home  address  and  telephone  number 

Copy  furnished  to  Office  of  Director  and  Deputy  Director  for 
business,  social  and  protocol  purposes. 

Copy  furnished  the  travel  offices  which  use  it  to: 

Furnish  home  telephone  number  to  air  carrier  when  booking 
flights  for  the  individual; 

Estimating  local  travel  costs  from  home  address; 

Dispatchi^  staff  cars  to  individual’s  home; 

Planning  group  travel. 

Copy  remains  in  Persormel  Office  for  use  in  responding  to  inqui¬ 
ries  regarding  employees  home  address,  telephone  number. 

Other  routine  use  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion,  or  regulatory  order. 

Policies  and  practices  for  storing,  retrieving,'  aoeessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  3x3  card,  stored  in  index  card  box. 

Retrievability:  Filed  by  name. 

Safeguards:  Under  control  of  office  staff  during  duty  hour$. 
Building  locked  and/or  guarded  during  nonduty  hours. 

Retention  and  dtsposal:  Retained  until  separation  of  emfdoyee, 
then  destroyed. 

System  numagerfs)  and  address:  Director  of  Personnel,  HQ 
DCAA,  Cameron  Station,  Alexandria,  VA  22314. 

Natifkallon  proeednre;  Information  may  be  obtained  from  the 
SYSMANAG^. 

Written  requests  for  information  must  include  individual’s  full 
name,  current  address,  telephone  number  and  office  of  assignment. 

Individual  may  visit  the  Office  of  the  SYSMANAGER 

For  personal  visit,  individual  must  furnish  positive  identification. 

Record  aeecm  nroccdnres:  A  personal  or  written  request  to  the 
SYSMANAGER. 


Contesting  record  procssfcsrm:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Admimstrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria.  VA  22314. 

Record  sonrcc  categories:  Employee 
Systems  exempted  from  certain  provisions  of  the  act:  None 
RDCAA  371.7 

System  name:  371.7  Service  Record  File 
System  location:  Office,  Director  of  Personnel,  HQ  DCAA  I 

Personnel  Office,  each  region 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notice. 

Categories  of  individnals  covered  by  the  system:  Each  civilian  em¬ 
ployee  of  each  respective  appointing  office. 

Cate^orim  of  records  in  the  system:  Current  information  regar^ng 
the  individual  employment  status,  chronology  of  personnel  actions 
showing  nature,  date,  position  title,  series  grade,  salary,  organiza¬ 
tion,  date  of  bii^.  Social  Security  number,  retention  subgroup,  ser¬ 
vice  computation  date,  date  next  Within  Grade  Increase  due.  leave 
category  emergency  addressee. 

Authority  for  maintenance  of  the  system:  3  USC  301;  10  USC  133; 

44  USC  2901 ;  et  seq.  Federal  Personnel  Manual  Chapter  293 

Routine  uses  of  records  nwintnined  In  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  To  provide  a  ready 
reference  on  actions  taken  during  the  employee’s  tenure  with  the 
appointing  office;  to  bask  information  for  periodic  actions  and 
frequent  reference;  position  control. 

Used  by  Personnel  office  staff  in  carrying  out  routine  personnel 
functions;  to  determine  various  items  of  information  concerning  in¬ 
dividuals  in  accomplishing  routine  functions;  schedule  periodk  ac¬ 
tions  such  as  within  grade  increases,  length  of  servke  awards. 

May  be  used  by  management  officials  for  above  purposes  with 
respect  to  subordinates. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Commission,  the  Depart¬ 
ment  of  Justice  or  to  law  enforcement  or  investigatory  authorities 
for  investigation  and  possible  criminal  prosecution,  civil  court  ac¬ 
tion  or  regulatory  order. 

Policies  and  practices  for  rioriag,  retrieving,  accessing,  retaining, 
and  diapoaiiig  of  records  in  the  qrstem: 

Storage:  Double  3x8  cards,  filed  in  Kardex  file. 

Retrievability:  Filed  by  organizational  element,  grade  and  name. 
Safeguards:  Under  surveillance  of  Personnel  Office  staff  during 
duty  hours;  locked  Kardex  file  in  locked  and  guarded  building  dur¬ 
ing  nonduty  hours. 

Retention  and  disposal:  Placed  in  inactive  file  upon  separation  of 
employee. 

System  nuumger(s)  and  address:  Director  of  Personnel,  HQ 
DCAA 

Personnel  Officer  at  each  region 

Official  nailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notice. 

Notifkation  •  procedure:  Information  may  be  obtained  from 
SYSMANAGER  where  employed  or  formerly  employed. 

Written  requests  for  information  must  include  individual’s  full 
name,  current  address,  telephone  number  and  office  of  assignment. 

Individuals  may  visit  the  Personnel  Offke  of  the  region  in  which 
employed  or  formerly  employed. 

For  personal  visits,  individual  must  furnish  positive  identifka- 
tkm. 

Record  acorns  procedures:  A  personal  or  written  request  to  the 
SYSMANAGER 

Coatoettug  record  procedures:  The  Agency’s  roles  for  contesting 
contents  ai^  appeal^  initial  determinations  may  be  obtained  from 
the  RectMds  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314 
Record  source  categories:  Former  and  present  employees;  Offkial 
Personnel  Folder;  personnel  actions. 

Systems  exempted  from  certain  provWons  of  the  act:  NONE 
RDCAA  371.8 

System  name:  371.8  Inactive  Servke  Records 
System  tocation;  Office,  Director  of  Personnel,  HQ  DCAA 
Ferstmnel  Offke,  each  region 
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Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA's  systems  notice. 

Catffortei  of  iadividiiaU  corned  by  the  system:  Each  former 
civilian  employee  of  each  respective  appointing  office 

Categories  of  records  in  the  system:  Information  regarding  the  in-  ‘ 
dividum’s  status  during  employment;  chronology  of  personnel  ac¬ 
tion  taken;  date  of  birth;  SSN;  retention  subgroup;  Service  Compu¬ 
tation  Date;  leave  category;  forwarding  address;  date  and  reason 
for  separation. 

AuthoritT  for  maintenance  of  the  system:  Federal  Personnel 
Manual,  Chapter  295;  44  USC  2901  et  seq. 

Routine  nscs  of  records  maintained  in  the  system,  inciuding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  the  Personnel 
Office  staff  to  respond  to  inquirees  regarding  former  employees; 
reuse  in  cases  of  reemployment  of  the  individual. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Civil  Service  Conunissibn,  other 
Federal  departments  or  agencies,  the  Department  of  Justice  or  to 
law  enforcement  or  investigatory  authorities  for  investigation  and 
possible  criminal  prosecution,  civil  court  action,  or  regulatory 
order. 

Poliries  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Double  5x8  cards,  filed  in  file  box. 

Retrievahility:  Filed  by  name 

Safeguards:  Under  surveillance  of  Personnel  Office  staff  during 
duty  hours.  Building  locked  and  guarded  during  nonduty  hours. 

Retention  and  disposal:  Retained  for  3  years  after  separation  of 
individual,  then  destroyed. 

System  managers)  and  address:  Director  or  Personnel,  HQ 
DCAA 

Personnel  Officer  at  each  region. 

Official  mailing  addresses  are  in  the  Department  of  Defense 
directory  in  the  appendix  to  EXZAA's  systems  notice. 

Notificatioo  procedure:  Information  may  be  obtained  from 
SYSMANAGER  where  formerly  employed. 

Written  request  for  information  must  include  individual's  full 
name,  current  address,  telephone  number  and  office  of  former  as¬ 
signment. 

Individual  may  visit  the  Personnel  Office  of  the  region  in  which 
formerly  employed. 

For  personal  visits,  individual  must  furnish  positive  identifica¬ 
tion. 

Record  access  procedures:  A  personal  or  written  request  to  the 
SYSMANAGER. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categories:  Individual  concerned;  Official  Personnel 
Folder;  personnel  actions. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  422.5 

System  aaam:  422.5  Disbursement  Vouchers 

System  location:  Accounting  Branch,  Financial  Management  Divi¬ 
sion,  Headquarters,  DCAA;  Financial  Management  Branches, 
Financial  and  Administrative  Services  Divisions,  DCAA  Regional 
offices  whose  addresses  are  in  the  DoD  directory  in  the  appendix 
to  DCAA’s  systems  notices. 

Categories  of  individuals  covered  hy  the  system:  Headquarters  Ac¬ 
counting  Branch-All  civilian  employees  on  the  payroll  of  Headquar¬ 
ters,  DCAA. 

Regional  Financial  Management  Branches-All  civilian  employees 
on  the  payroll  of  the  respective  regional  office. 

Categories  of  records  in  the  system:  Time  and  Attendance  Auto¬ 
mated  Data  Processing  Detail  E^t,  which  includes  payroll  informa- 
tkm  on  each  employee  such  as  employee  payroll  number,  social 
security  number,  service  computation  date,  basic  rate  of  pay, 
number  of  hours  worked,  gross  and  net  pay,  leave  earned  and 
used,  aU  withholdings,  and  check  number  issued.  The  data  elements 
v^  from  DCAA  element,  depending  on  the  data  issued  by  the  ser¬ 
vicing  non-DCAA  payroll  office. 


Authority  for  maintenance  of  the  system:  5  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq.;  31  United  States  Code  66a 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Accounting  Branch, 
DCAA-To  support  payroll  vouchers. 

Financial  Management  Branches,  Regional  Offices  -  To  support 
payroll  vouchers  and  for  budget  execution  analysis  for  respective 
region. 

Budget  Branch,  Financial  Managenoent  Division,  DCAA-For 
budget  execution  analysis  for  Headquarters,  DCAA. 

outer  routine  uses  could  include  disclosure  to  another  DoD  com¬ 
ponent,  the  Department  of  Justice,  or  to  law  enforcement  or  in¬ 
vestigatory  authorities  for  investigation  and  possiUe  criminal 
prosecution,  civil  court  action,  or  repilatory  order. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  In  the  system: 

Storage:  ADP  paper  printouts  maintained  in  file  folders. 

RetrievaMIHy:  Folders  are  filed  in  numerical  order  based  on  file 
number,  then  by  subject,  and  contains  the  ADP  printout  which  con¬ 
tains  names  in  dphabetical  order  by  last  name. 

Safeguards:  Under  financial  management  staff  supervision  during 
duty  hours;  buildings  are  locked  and/or  griarded  by  security  guards 
during  non-Uuty  hours.  These  files  are  not  used  to  inform  personnel 
of  data  concerning  their  payrcdl;  such  requests  would  be  referred  to 
the  servicing  Finance  and  Accounting  Office. 

Rctcntkm  and  dispaaal:  These  files  are  destroyed  two  years  after 
close  of  fiscal  year  in  which  accumulated. 

System  managers)  and  address:  Chief,  Accountii^  Branch, 
Financial  Management  Division,  Headquarters,  DCAA,  Cameron 
Station,  Alexandria,  VA. 

Chiefs,  Financial  Management  and  Administrative  Divisions,  Re¬ 
gional  Offices,  whose  addresses  are  in  the  DoD  directory  in  the  ap¬ 
pendix  to  DCAA’s  system  notices.  ! 

Notificatioo  procedure:  Information  may  be  obtained  from;  * 

Records  Administrator  ^ 

Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 

Alexandria,  VA  22314  ^ 

Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  Records,  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number  and  current 
business  address.  Visits  are  limited  to  tlmse  offices  (Headquarters 
and  6  regional  offices)  listed  in  the  DoD  Directory  in  the  appendix 
to  DCAA  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  driver’s  license  or  employing  of¬ 
fices’  identification  card. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeali^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categocte:  Payroll  data  accumulated  and  main¬ 
tained  by  the  servicing  Finance  and  Accounting  Office. 

Systems  exempted  from  certain  provisloiis  of  the  act:  NONE 
RDCAA  440.2 

System  name:  440.2  Time  and  Attendance  Reports 

System  locatioa:  Primary  System-Information  Systems  and  Ser¬ 
vices  Branch,  Headquarters,  DCAA. 

Decentralized  Segments-DCAA  Regional  Offices  and  Field  Audit 
Offices.  Official  mailing  addresses  are  in  the  Department  of 
Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

Categories  of  individuab  covered  by  the  system:  All  civilian-  em¬ 
ployees  of  the  Defense  Contract  Audit  Agency. 

Categories  of  records  in  the  system:  File  contains  a  copy  of  in¬ 
dividual’s  time  and  attendance  report  and  other  papers  necessary 
for  the  submission  of  time  and  attendance  reports  arid  collecting  of 
pay  from  the  non-DCAA  payroll  office. 

Authority  for  maintenance  of  the  system:  5  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901;  et. 
seq.;  31  United  States  Code  66a. 
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RovliBC  MCt  at  records  OMtaitaiBcd  fas  tk*  syston.  If  loitlt  calcgo- 
rfes  of  Mcrs  ofi  Ike  pwpooM  of  mck  mok  Supervisors  of  em¬ 
ployees  review  uid  certify  accuracy  of  reports. 

Reports  are  furnished  to  the  appropriate  Finance  and  Accounting 
office,  which  is  another  Department  of  Defense  component. 

Othw  routine  uses  could  include  disclosuie  to  the  Department  of 
Justice  or  to  law  enforcement  or  investigatory  authorities  for  in- 
vestigation  and  possible  criminal  prosecution,  civil  court  aetkm,  or 
regulatory  order. 

FoUdet  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposiiig  of  records  in  ^  system: 

Storage:  Paper  records  in  file  folders. 

RctrievabUity:  Filed  alphabeticaDy  by  last  name  of  employee. 
Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non¬ 
duty  hours. 

Retention  and  dispoanl:  These  records  are  destroyed  six  months 
after  end  of  pay  period  to  which  applicable. 

System  managerfs)  and  address:  Assistant  Director,  Resources, 
Headquarters,  DCAA 
RegkMiai  Managers,  DCAA 
Chiefs  of  Field  Au^t  Offices 

Official  addresses  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Nodfkatioo  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Area  Code  202/274-7285 
Record  access  prooednres:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  telephone  number  of  the  individual  and  the 
employee  payroll  number.  Visits  are  limited  to  those  offices 
listed  in  the  Department  of  Defense  directory  in  the 
appendix  to  DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  able  to  |MX>vide  some 
acceptable  identification,  that  is,  driver’s  license,  emptoyee  identifi¬ 
cation  card. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Record  source  categoriei:  Time  and  Attendance  reports  are 
completed  by  the  time  and  attendance  clerk. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
ROC  AA  502.4 

System  name:  502.6  Freedom  of  Information  Administrative  Ap¬ 
peals 

System  location:  Office  of  Counsel,  Headquarters,  DCAA: 

Office  of  Assistant  Director,  Resources.  Headquarters,  DCAA 
OfHce  of  Records  Administrator,  Information  Systems  and  Ser¬ 
vices  Branch,  Headquarters,  DCAA, 

Categories  of  Individuals  covered  by  the  system:  Any  individual 
who  appeals  an  initial  denial  of  information  by  the  Agency. 

Categories  of  records  in  the  system:  Office  of  Counsel-File  con¬ 
tains  aU  documents  created  in  the  process  of  resptMiding  to  adminis¬ 
trative  appeal  for  the  release  of  information  init^y  d<mied,  inchid- 
ing  a  copy  of  the  letter  from  the  appellant,  aU  pertinent  background 
data  concerning  the  information  denied,  interoHice  and  interagency 
correspondence  concerning  the  information  denied,  a  copy  ^  the 
appeal  decision,  and  documents  pertaining  to  civil  action  in  the 
event  of  suit 

Office  of  Assistant  Director,  Resources-File  contains  a  copy  of 
the  letter  from  the  appellant,  pertinent  background  information  con¬ 
cerning  the  information  initiaOy  denied,  interofflee  and  interagency 
correspondence  concerning  the  information  denied,  and  a  copy 
the  appeal  decision. 

Office  of  the  Records  Administrator-File  contains  a  copy  of  the 
letter  from  the  appellant  and  a  cr^y  of  the  appmd  dedskm. 
AutkorRy  for  maintenance  of  the  system:  3  U.S.C.  352. 


Routine  uses  of  records  amintalned  ki  tke  qrstem,  iucladkig  cataao- 
ries  at  users  and  tke  purposes  at  suck  uses:  Office  of  Counsel-To 
determine  legal  suffkieiKy  of  information  denial  and  response  to 
the  appellant. 

Office  of  Assistant  Director,  Resources-To  make  appellate  deci¬ 
sion. 

Office  Records  Administrator-To  prepare  report  to  Congress 
of  Freedom  oi  Information  Activity. 

Disclosed  to  Department  of  Justice  in  event  of  civfl  action. 

Disclosed  to  DoD  in  event  of  civil  action. 

Policies  and  practices  for  storing,  retrieving,  arcessing,  rHaining, 
and  disposing  of  records  in  tke  qrstem: 

Storage:  I^per  records  in  file  folders. 

RctrlevMillid:  Office  ot  Counsel-Filed  alphabetkaOy  by  last 
name  of  appelLmt. 

Office  of  Assistant  Director,  Resourccs-Filed  alphabetically  by 
last  name  of  appellant 

Office  of  Records  Administrator-Filed  chroiKdogically. 

Safeguards:  During  duty  hours,  records  are  under  the  supervision 
of  the  staffs  of  the  three  offices;  security  guards  are  provided. 

Retention  and  dispQsal:  Office  of  Counsel-These  files  retained  in 
the  Office  of  Coun^  and  destroyed  10  years  after  final  action. 

Office  of  Assistant  Director,  Resourccs-These  files  are  destroyed 
two  years  after  final  actioit 

Office  of  Records  Administrator.  These  files  are  destroyed  three 
years  after  report  to  Congress. 

System  managerfs)  and  addresR  Records  Administrator, 
Headquarters,  DCAA,  Cameron  Station,  Alexandria,  VA.  22314. 

NotModion  proeedute;  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  Va.  22314 
Telephone:  Area  Code  202/274-7285 

Record  aeeem  proccdurca:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telrahone  number.  Visits  are 
limited  to  the  Records  Administrator,  Building  4,  Room  4A320. 
Cameron  Station,  Alexandria,  VA. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver’s  license  or  some  other 
form  of  identification. 

ronirsrtng  record  procedures:  The  Agency’s  rules  for  contesting 
contents  arid  appealing  initial  determiiutioos  may  be  obtained  from 
the  Records  Administrator,  Building  4,  Room  4A320,  Cameron  Sta¬ 
tion,  Alexandria,  VA  22314. 

Record  source  categories:  Correspondence  and  other  communica¬ 
tions  from  the  individual  appealing  the  determination;  correspon¬ 
dence  between  DCAA  staff  members  coocemkag  the  availability  of 
the  information;  correspondence  between  DCAA  and  other  Federal 
agencies  concerning  the  avadabiUty  (d  the  information;  workpapers 
a!^  drafts  of  replies. 

Systems  exempted  from  eertain  provisions  at  the  act:  None 
ROCAA503.S 

System  aanw:  303 J  Privacy  Act  Administrative  Appeals 

System  location:  Office  of  Counsel,  Headquarters,  DCAA; 

Office  ai  Assistant  Director,  Resources,  Headquarters,  DCAA; 

Office  of  Records  Administrator,  Informatioo  Systems  and  Ser¬ 
vices  Branch,  Headquarters,  DCAA 

Categories  ol  individuals  covered  by  the  tyahmu  Any  individual 
who  appeals  an  initial  denial  of  information  by  DCAA  under  the 
Privacy  Act  oi  1974. 

Categoriri  of  records  la  the  mstem:  Office  of  Counsel  •  File  con¬ 
tains  aO  documents  created  in  the  process  of  respemding  to  adminis¬ 
trative  appeal  for  the  release  of  infiHination  initially  denied,  includ¬ 
ing  a  copy  of  the  letter  from  the  appdlaiit,  all  peitment  baaeground 
data  concerning  the  information  denied,  a  co|^  at  the  appeiu  deci¬ 
sion,  and  documents  pertaining  to  civil  action  in  the  event  of  suit. 

Office  oi  Assistant  Director,  Resources  -  Hie  contains  a  copy  of 
the  letter  from  the  appellant,  pertinent  background  information  con- 
cemiiv  the  information  initiaDy  denied,  interoffice  and  interagency 
correspondence  concerning  the  information  denied,  and  a  copy  of 
the  aroeal  d^ision. 
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Office  of  Recofds  Administrator  •  FUe  contains  a  copy  of  the 
letter  from  the  appellant  and  a  copy  of  the  appeal  decision. 

Aethorlty  lor  moimfoafr  at  the  system:  S  USC  SS2(a) 

Boetiac  aees  of  records  malatalaed  ia  the  syitm,  indodlng  catego¬ 
ries  of  aaers  and  the  parpoees  at  such  ases:  Office  of  Counsel  •  To 
determine  legal  sufficiency  of  information  denied  aiul  response  to 
appellant. 

Office  of  Assistant  Director.  Resources  •  To  make  appellate  deci- 
sioo.  . 

Office  of  Records  Administrator  •  To  maintain  statistics  for  an¬ 
nual  report  to  Congress  on  the  number  of  records  which  were  ex¬ 
empted  and  the  reasons  for  the  exemptions,  aitd  such  other  infor¬ 
mation  as  indicates  efforts  to  fully  administer  this  Act. 

Policies  and  praetkes  lor  storing,  retrieving,  acressing,  retaining, 
anddi^KMiagof  records  la  the  systra: 

Storage:  Paper  records  in  file  folders. 

Retrlevabillty:  Office  of  Counsel-Filed  alphabetically  by  last 
name  of  appellant; 

Office  of  Assistant  Director,  Resources  •  Filed  alphabetically  by 
last  name  of  appellant; 

Office  of  Records  Administrator  •  Filed  chronologically. 

Salsguards:  Under  staff  supervision  during  duty  hours;  buildings 
provide  security  guards  during  nonduty  hours. 

RetentloB  and  disposal:  Retention  periods  have  not  been  deter¬ 
mined  and  approved  by  the  National  Archives  and  Records  Service 
of  the  Generid  Services  Administration.  AO  files  wiU  be  retained 
until  this  determination  is  made. 

System  maimger(s)  and  addrem:  Records  Administrator.  Defense 
Contract  Audit  Agency,  Cameron  Station,  Alexandria,  VA  22314. 

NotiHcatioa  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria.  VA  22314 
Telephone;  Area  Code  202/274-7285 

Record  access  procedmes:  Requests  from  individuals  should  be 
addressed  to  Records  Administrator,  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number.  Visits  are 
limited  to  the  Records  Administrator,  Building  4,  Room  4A320, 
Cameron  Station,  Alexandria,  VA  22314. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is  driver’s  license,  arid  give  some 
verbd  information  that  could  be  verified  with  ’case’  folder. 

Cootealteg  record  proccdores:  The  Agency’s  rides  for  contesting 
contents  and  appealing  initial  determiruitions  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria.  VA  22314. 

Record  aonrcc  categories:  Correspondence  and  other  conununica- 
tions  from  the  individual  appealing  the  determination;  correspon¬ 
dence  between  DCAA  staff  membm  concerning  the  availability  of 
the  information;  correspondence  between  DCAA  and  other  Federal 
agencies  coiKenii^  the  availability  of  the  information;  work  papers 
and  drafts  of  replies. 

Systenu  exempted  from  ccrtaia  proviaions  of  the  ack  None 
RDCAA  575.4 

System  nanM:  S7S.4  Postal  Directory 

System  location:  Persoimel  Offices  at  Headquarters  and  Regional 
Offices; 

Mail  Rooms  in  all  DCAA  offices; 

Official  mailing  addresses  ate  in  the  Department  of  Defense 
directory  in  the  appendix  to  DCAA’s  systems  notices; 

Categories  of  Individuals  covered  by  the  system:  Present  and 
former  civilian  employees  of  DCAA. 

Categories  ol  records  la  the  system:  Records  utilized  in  mail 
rooms  and  personnel  offices,  used  as  a  locator  system,  to  facilitate 
delivery  of  mail  to  individuals,  such  as  locator  cards;  copies  of  as¬ 
signment  or  transfer  orders;  arid  similar  records. 

Aatbority  lor  maintenance  of  the  system:  S  United  States  Code 
301;  10  United  States  Code  133;  44  United  States  Code  2901,  et. 
seq. 


Routiae  uses  ol  records  maintaiaed  in  the  system,  Inr  lading  catego¬ 
ries  at  asers  and  the  purposes  of  such  uses:  To  deliver  mail  to  m- 
dividuals. 

Other  routine  uses  could  include  disclosure  to  other  Department 
of  Defense  components,  the  Department  of  Justice  or  to  law  en¬ 
forcement  or  investigator  authorities  for  investigation  and  possible 
criminal  prosecution,  civil  court  action,  or  regulatory  order. 

Policks  and  practices  for  storing,  retrieving,  accessing,  retatateg, 
and  disposing  of  records  ia  the  system: 

Storage:  Paper  records  in  fUe  folders. 

Retrievability:  Filed  alphabetically  by  last  name. 

Safeguards:  Files  are  under  staff  supervision  during  duty  hours; 
buildings  are  locked  and/or  guarded  by  security  guards  during  non- 
duty  hours. 

Reteatka  and  dbpomi:  Records  at  each  location  are  to  be 
destroyed  six  months  after  departure  of  employee. 

System  manager(s)  and  address:  Assistant  Director  Resources, 
He^quarters,  DCAA; 

Regional  Managers,  DCAA; 

Ctuefs  of  Field  Au^t  Offices; 

Addresses  are  listed  in  the  Department  of  Defense  directory  in 
the  appendix  to  DCAA’s  systems  notices. 

Notification  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Akxandria,  Va.  22314 
Telephone:  Area  Code  202/274-7285 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator  Defense  Contract  Audit  Agen¬ 
cy,  Cameron  Station,  Akxandria,  Va  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  those  offices  listed  in  the  Department 
of  Defense  directory  in  the  appendix  to  DCAA’s  systems  notices. 

For  personal  visits,  the  individual  should  be  abk  to  provide  some 
acceptable  identification,  that  is,  driver’s  license,  employee  identifi¬ 
cation  card. 

Coateating  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexaiulria,  Va  22314. 

Record  source  categories:  Correspoiukoce  originating  in  DCAA 
offices. 

Systems  exempted  from  certain  provisioos  of  the  act:  NONE 
RDCAA  590.8 

System  name:  590.8  DCAA  Management  Information  System  (MIS) 

System  location:  Information  Systems  and  Services  Branch, 
Management  Division,  Headquarters,  DCAA;  Financial  and  Ad¬ 
ministrative  Services  Divisions,  DCAA  region^  offices;  field  audit 
offices,  respective  DCAA  regions  whose  addresses  are  in  Depart¬ 
ment  of  Defense  Directory  in  the  appendix  to  DCAA’s  systems 
notices;  Computer  Sciences  Corporation,  815  Commerce  Drive, 
Oak  Brook,  Illinois  60521 ,  which  maintains  systems  data  under  con¬ 
tract  with  General  Services  Administration. 

Categories  of  individuals  covered  by  the  system:  Information 
Systems  and  Services  Branch,  Headquarters,  DCAA,  all  current 
civilian  employees  of  DCAA;  and  former  employees  who  were  on 
Agency  rolls  any  time  after  system  impkmentation  on  1  July  1974. 

Financial  and  Administrative  Servks  Divisions,  DCAA  regional 
offices;  all  current  civilian  em[4oyees  of  respective  DCAA  regions 
and  former  employees  who  were  on  regional  rolls  any  time  after 
system  impkmentation  on  1  July  1974. 

Field  Audit  Offices,  DCAA;  all  current  civilian  employees  of 
respective  fkld  audit  offices  a^  former  employees  who  were  as¬ 
signed  to  office  any  time  after  system  impkmentation  on  1  July 
1974. 

Computer  Sciences  Corporation;  all  current  civilian  employees  of 
DCAA  and  former  employees  who  were  on  Agency  roDx  any  time 
after  system  implimentation  on  1  July  1974. 

Categories  of  records  in  the  system:  Individual  employees  are 
identify  in  system  by  social  security  account  number  recorded  on 
input  document.  Employee  Monthly  Activity  Report,  Card  50.  This 
record  contains  unique  number  of  direct  arid  indirect  work  assign- 
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menu  and  the  number  of  hours  expended  on  each  during  reporting 
month.  This  is  the  only  record  in  system  directly  associated  with 
einpioyee.  However,  individual  data  can  be  related  to  following  ad¬ 
ditional  data  stored  in  system:  (i)  profile  of  contractors  for  which 
Agency  has  audit  congnizance;  (ii)  mventory  of  contracU  which  are 
active  and  require  audit  effort  during  current  fiscal  year;  (iii)  inven¬ 
tory  of  direct  audit  and  indirect  assignments  with  descriptive  data 
to  which  effort  will  be  charaged  durinjg  current  fiscal  year  or  to 
which  effort  has  been  charged  in  previous  fiscal  years;  (iv)  audit 
determirutions  on  assignments  completed;  and  (v)  information  re¬ 
lated  to  disposition  of  completed  audit  assignments. 

Anthoiity  for  auinlenaMC  of  the  system:  5  USC  301;  10  USC  133; 
44  USC  2901,  et  seq. 

Routine  uses  of  records  nuintaiiied  in  the  system,  inclnding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  Systems  and 
Services  Branch,  Headquarters,  DCAA:  To  produce  statistical  re¬ 
ports  reflecting  Agency-wide  audit  planning,  prommnming,  and  per- 
lormance,  which  are  used  by  Heai^uarters,  DCAA,  management 
officials  to  evaluate  and  analyze  audit  operations. 

Financial  and  Administrative  Services  Divisions,  DCAA  regional 
offices:  To  update  daU  files  and  obtain  statistical  reports  reflecting 
region-wide  audit  planning,  programming,  and  performance,  which 
are  used  by  regional  office  management  officials  to  evaluate, 
analyze,  and  control  regnal  audit  operations. 

Field  Audit  Offices,  IXHAA:  To  submit  update  input  data  and  ob¬ 
tain  statistical  reports* related  to  planning,  programming,  and  per¬ 
formance  of  au^t  assignments  for  the  purpose  of  evaluating, 
analyzing,  and  controlling  assignments  of  the  office. 

Computer  Sciences  Corpewation:  To  maintain  data  and  computer 
operating  systems  necessary  to  permit  DCAA  personnel  to  process 
data,  maintain  system,  and  produce  required  output  reports.  Com¬ 
puter  Sciences  Corporation  does  not  ^tain  outputs  from  system 
and  does  not  directly  access  stored  data. 

Other  routine  uses  could  include  disclosure  to  antoher  DoD  com¬ 
ponent,  Federal  agency,  the  Department  of  Justice,  or  to  law  en¬ 
forcement  or  investigatory  authorities  for  investigation  and  possible 
criminal  prosecution,  civil  court  action,  or  regulatory  order. 

Falidea  and  praetkea  tor  ■torfaig,  retrieving,  acccaring,  retaining, 
and  diapastag  af  racorda  in  the  ayalem: 

Starage:  Input  paper  documents  are  stored  in  file  feeders  and/or 
file  cabinets;  information  converted  to  automated  f<»m  for  storage 
in  system  is  stored  on  magnetic  tape  and/or  disks;  output  reports 
on  computer  printout  paper  are  stored  in  file  cabinets,  specialized 
file  containers,  or  librai^  shelving. 

RatrkvahiUty:  Indivkhial  records  are  retrieved  by  social  security 
acount  number;  other  statistical  data  are  retrived  by  unique  or- 
ganuational  code  assigned  to  each  element  of  DCAA  down  to  field 
audit  suboffice  level 


Sadagaards:  Access  to  computerized  data  requires  knowledge  and 
use  of  series  of  systems  identification  codes  aitd  passwords  which 
must  be  entered  in  proper  sequence  before  access  to  system  is  pre- 
mitted.  Access  to  computerized  data  is  restricted  to  system 
analysts,  programmers,  and  management  analysts  assigned  to 
Hea^uarters,  DCAA  and  regional  offices.  RegkM^  offices  can  ac¬ 
cess  only  data  pertaining  to  organizations  a^  individuals  within 
their  respective  region. 

Access  to  printed  output  reports  is  controlled  by  systems 
analysts  and  management  analysts  assisted  to  Headquarters, 
DCAA  and  regional  offices  who  determine  type  of  report  to  be  dis¬ 
tributed  to  requesting  management  officials. 

Rttentian  and  dlqpanl:  Paper  input  documents  and  output  print- 
puts  are  retained  for  reference  purpose  until  superseded  by  sub- 
se<^nt  reports  or  until  no  longer  required  for  data  validation;  nor¬ 
mally  held  for  no  longer  than  two  years  at  s^rich  time  they  are 
destroyed. 

Data  converted  to  automated  form  and  stored  in  computer 
system  are  maintained  on  magnetic  tape  for  period  of  ten  years 
after  which  data  are  destroyed. 

System  amnagerfs)  and  address:  Chief,  Information  ^sterns  and 
Services  Branco,  Headquarters,  DCAA,  Cameron  Station,  Alexan¬ 
dria,  Virginia  22314. 

Natlfhatlan  pracednre:  Information  may  be  obtained  form: 
Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexand^,  Virginia  22314 
Telephone:  Area  Code  202/274-7285 


Record  accem  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  Virginia  22314: 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  those  offices  listed  in  the  Depaitment 
of  Defense  director  in  the  lu^ndix  to  DCAA’s  systems  notice. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  drives’s  license,  employee  identifi¬ 
cation  card. 

Cootesdng  record  protxdum:  The  Agency’s  rules  for  contesting 
contents  arid  rqipealing  initial  deteminations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  Virginia  22314. 

Record  aource  categories:  Information  in  system,  other  than  data 
directly  related  to  individual  employees,  is  obtained  by  field  audit 
office  supervisors  from  audit  reports  and  workpapers. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
RDCAA  590.9 

System  name:  S90.9  DCAA  Automated  Personnel  Inventory  System 
(APIS) 

System  location:  Information  System  and  Services  Branch, 
Management  Division,  Headquarters,  DCAA;  Personnel  Division, 
Headquarters,  DCAA;  Personnel  Divisions,  Regional  Offices, 
whose  addresses  are  in  Department  of  Defense  directory,  in  the  ap¬ 
pendix  to  DCAA’s  systems  notices;  Coqiputer  Sciences  Corpora¬ 
tion,  815  Commerce  Drive,  Oak  Brook,  nimois  60521,  which  main¬ 
tains  system  data  under  contract  with  (ieneral  Services  Administra¬ 
tion. 

Categories  of  individuals  covered  by  the  SMtm:  Information 
Systems  and  Service  Branch,  Headquarters,  DCAA  and  Computer 
Sciences  Corporation-active  applicants  for  employment  with 
DCAA,  aO  current  civilian  employees  of  DCAA,  and  former  em¬ 
ployees  who  were  on  Agency  rolls  any  time  after  system  implemen¬ 
tation  on  1  January  1969. 

Categoriei  of  records  in  the  system:  Individual  employees  are 
identif)^  in  the  system  by  social  security  account  number.  Current 
and  historical  records  contain  the  foUoiving  types  of  data:  Data  re¬ 
lated  to  positions  employee  has  occupied  in  the  Agency  such  as 
grade,  occupational  series,  title,  organizational  location,  salary  and 
step,  competitive  area  and  level,  geographical  location,  supervisory 
designation;  data  related  to  employees  status  and  tenure  in  the 
Federal  cis^  service  including  veterans  preference,  competitive 
status,  service  computation  date,  tenure  group;  data  personal  to  the 
employee  such  as  birth  date,  physical  and  mental  handicap  code, 
and  minority  group  designation  code;  benefits  data  such  as  enroll- 
ment  in  Fede^  employee  life  and  b^th  insurance  and  retirement 
programs;  education  and  training  data  such  as  educational  level, 
training  accomphshment  and  requirements;  career  numagement  data 
such  as  assessments  of  emidoyee  potential  for  advancement  and 
evaluations  oi  past  performance;  awards  and  recognition  data  such 
as  p^ormance  and  suggestion  awards  received;  and  professional 
qualifications  data  including  certification  as  a  Certified  Public  Ac¬ 
countant  or  membership  in  recognized  professional  societies. 

Anihority  for  maintenanrr  of  tiw  system:  5  USC  301;  10  USC  133; 
44  USC  2901,  et  seq. 

Roodne  uses  of  records  maintained  la  the  system,  inclnding  catego¬ 
ries  of  users  and  the  pnrposcs  of  such  nses:  Information  is  collected, 
stored,  and  retrieved  by  Headquarters,  DCAA,  and  DCAA  Re- 
gjoi^  Offices  to  meet  personnel  and  manpower  management  infor¬ 
mation  requirements  in  suppext  of  program  operations,  evaluation 
and  analysis  activities,  and  for  satiuying  external  and  internal  re¬ 
porting  requirements.  Data  is  used  by  the  Director,  DCAA  and 
those  officials  to  whom  authority  has  been  del^t^  to  direct, 
manage,  and  operate  the  Agency.  Designated  automated  data 
processing  venom  with  whom  the  Agency  may  contract  are 
authorized  to  maintain  and  enhance  data  and  computer  operating 
systems  necessary  for  DCAA  persoimel  to  process  data,  maintain 
a^  enhance  the  system,  and  produce  required  outputs.  Vendors 
neither  obtain  output  from  the  system  nor  access  stored  data  for 
otiter  than  validatM,  approved  test  procedures.  Other  routine  uses 
could  include  disclosure  to  another  DoD  component,  the  United 
States  Civfl  Service  Commission,  the  Department  of  Justice  or  to 
law  enforcement  or  investigative  authorities  for  investimtion  and 
possible  criminal  prosecution,  civil  court  uses,  and  regulatory  pol¬ 
icy. 

Polidcs  and  practices  for  storing,  retrieving,  acceding,  retaining, 
and  disposing  of  records  in  the  system: 
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Slora^:  Input  paper  documents  are  stored  in  file  folders  and/or 
file  cabinets.  Information  converted  to  automated  form  for  storage 
in  system  is  stored  on  magnetic  tape  and/or  disks.  Output  reports 
on  computer  printout  paper  are  stored  in  file  cabinets,  specialized 
file  containers,  or  library  shelving.  Individual  employee  output  re¬ 
ports  are  filed  in  folders  retained  with  official  personnel  records 
and/or  career  files. 

Rctricvability:  Records  and/or  reports  pertaining  to  an  individual 
employee  or  applicant  are  retrieved  by  social  security  account 
number  or  random  access. 

Safcgoards:  Access  to  computerized  data  requires  knowledge  and 
use  of  series  of  system  identification  code  and  passwords  which 
must  be  entered  in  proper  sequence  tp  gain  access  to  data  in 
system.  Access  to  computerize  data  is  restricted  to  systems 
analysts  and  programmers  assigned  to  Headquarters,  DCAA.  Re¬ 
gional  personnel  do  not  have  access  to  automated  data  base  and 
can  access  system  only  for  the  purpose  of  obtaining  output  reports 
previously  formatted  by  Headquarters,  DCAA,  personnel. 

Output  reports  are  retained  in  personnel  offices  or  other 
authorized  Headquarters,  regional,  or  field  audit  offices.  Access  to 
reports  is  controlled  by  assigned  personnel  during  duty  hours.  After 
duty  hours,  reports  are  retained  in  locked  offices  or  in  buildings 
controlled  by  security  personnel  or  alarm  systems. 

Rctentkm  and  disposal:  Records  in  the  data  base  are  permanent; 
however,  paper  input  documents  and  output  printouts  are  retained 
for  reference  purposes  only  until  superseded  or  no  longer  required 
for  data  validation. 

System  managcrfs)  and  addrev:  Chief,  Information  System  and 
Services  Branch,  Headquarters,  DCAA,  Cameron  Station,  Alexan¬ 
dria,  VA  22314. 

Notifkatkm  procedure:  Information  may  be  obtained  from: 

Records  Administrator 
Defense  Contract  Audit  Agency 
Cameron  Station,  Bldg.  4,  Room  4A320 
Alexandria,  VA  22314 
Telephone:  Are^  Code  202/274-7285 
Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Records  Administrator,  Defense  Contract  Audit 
Agency,  Cameron  Station,  Alexandria,  VA  22314. 

Written  requests  for  information  should  contain  the  full  name, 
address,  and  telephone  number  and  the  official  address  of  the  in¬ 
dividual.  Visits  are  limited  to  the  Information  Systems  and  Services 
Branch,  HQ,  DCAA,  Cameron  Station,  Bldg.  4,  Room  4B363, 
Alexandria,  VA  22314. 

"For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  that  is,  driver's  license  or  employee 
identification  card. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeali^  initial  determinations  may  be  obtained  from 
the  Records  Administrator,  Defense  Contract  Audit  Agency, 
Cameron  Station,  Alexandria,  VA  22314. 

Reeord  source  categories:  Basic  personnel  and  position  informa¬ 
tion  is  obtained  from  documents  prepared  by  personnel  offices  in 
accordance  with  regulations  prescribe  by  U.S.  Civil  Service  Com¬ 
mission. 

Assessment  of  employee’s  potential  and  evaluation  of  per¬ 
formance  are  obtained  from  documents  completed  by  employee’s 
supervisors. 

Training  data  are  obtained  from  employee’s  supervisors.  Agency 
training  facilities,  and  documents  prepared  by  employee’s  personnel 
office. 

All  other  information  is  obtained  from  questionnaires  or  other 
documents  completed  by  employee. 

Systems  exempted  from  certain  proviskNis  of  the  act:  None 

DEFENSE  CONTRACT  AUDIT  AGENCY 
OFnCES 

(Alphabetically  by  State  and  City) 

Alabama 

DCAA  HUNTSVILLE  BRANCH  OFFICE 
2109  W.  Clinton  Avenue,  Room  504 
Huntsville,  AL  35805 


Arizona 

DCAA  PHOENIX  BRANCH  OFRCE 
3800  N.  Central  Avenue,  Suite  312 
Phoenix,  AZ  85012 

DCAA  RESIDENT  OFFICE 
HUGHES  AIRCRAFT  COMPANY 
P.O.  Box  11337 
Emery  Park  Station 
Tucson,  AZ  85734 

California 

DCAA  RESIDENT  OFFICE 
ROCKWELL  INTERNATIONAL  CORP. 

Electronics  Operations 

3370  Miraloma  A  venue, Mail  Code  AB-13 

Anaheim, C A  92803 

DCAA  RESIDENT  OFFICE 
LOCKHEED-CALIFORNIA  COMPANY 
2555  N.  Hollywood  Way,  Bldg  62A1 
P.O.  Box  551 
Burbank,  CA  91503 

ix:aa  resident  office 

ROCKWELL  INTERNATIONAL  CORP. 

Rocketdyne  Division 
6633  Canoga  Avenue 
Canoga  Park,  CA  91304 

DCAA  RESIDENT  OFFICE 
HUGHES  AIRCRAFT  COMPANY 
Bldg  6,  Mail  Station  1>-155 
Continela  Avenue  &  Teale  Street  * 

Culver  City,  CA  90230 

DCAA  RESIDENT  OFFICE 
ROCKWELL  INTERNATIONAL  CORP. 

Space  Division 

12214  Lakewood  Blvd  (AA21) 

Downey,  CA  90241 

DCAA  RESIDENT  OFFICE 
HUGHES  AIRCRAFT  COMPANY 
1901  W.  Malvern,  Bldg  600,  MS-G-103 
P.O.  Box  3310 
Fullerton,  CA  92634 

DCAA  SANTA  BARBARA  BRANCH  OFFICE 
5960  Mandarin  Ave,  Suite  F 
GoIeU,  CA  93017 

DCAA  RESIDENT  OFFICE 
NORTHROP  CORPORATION  ’  , 

3901  W.  Broadway 
Hawthorne,  CA  90250 

DCAA  RESIDENT.OFFICE 

McDonnell  douglas  astronautics  company 

5301  Bolsa  Ave,  Mail  Station  14-1 
Huntington  Beach.  CA  92647 

DCAA  LOS  ANGELES  BRANCH  OFFICE 
9920  S.  LaCienega  Blvd,  Tenth  Floor 
Inglewood,  CA  90301 

DCAA  RESIDENT  OFFICE 

McDonnell  douglas  corp. 

Douglas  Aircraft  Company 
3855  Lakewood  Blvd 
Mail  Code  18-44 
Long  Beach,  CA  90846 

DCAA  PROCUREMENT  LIAISON  OFFICE 
NAVAL  REGIONAL  PROCUREMENT  OFFICE  - 
Code  ODA,  Second  Floor,  Bldg  153 
Terminal  Island  * 

Long  Beach,  CA  90801 

DCAA  LOS  ANGELES  REGION  OFFICE 
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1340  W.  Sixth  Street.  Second  Floor 
Los  Angeles,  CA  90017 

DCAA  PROCUREMENT  LIAISON  OFFICE 
SPACE  A  MISSILE  SYSTEMS  ORGANIZATION  (SAMSO) 
ATTN:  Air  Force  Systems  Command 
2400  East  El  Segundo  Blvd,  Room  221,  Bldg  130 
P.O.  Box  92960,  Worldway  Postal  Center 
Los  Angeles,  CA  90009 

DCAA  RESIDENT  OFFICE 
ROCKWELL  INTERNATIONAL  CORP. 

B-1  Division 

3701  West  Imperial  Highway 
International  Airport 
Los  Angeles,  CA  90009 

DCAA  PROCUREMENT  LIAISON  OFFICE 
SACRAMENTO  AIR  LOGISTICS  CENTER 
ATTN:  Pricing  Division,  PPF 

McClellan  afb.ca  95652 

DCAA  RESIDENT  OFFICE 
FORD  AEROSPACE  A  COMMUNICATIONS  CORP. 
Aeronutronic  Division 
Ford  Road- 

Newport  Beach,  CA  92663 

DCAA  EAST  BAY  BRANCH  OFFICE 
Oakland  Army  Base,  Bldg  1 
Oakland.CA  94626 

DCAA  PASADENA  BRANCH  OFFICE 
3452  East  Foothill  Blvd,  Second  Floor 
Pasadena,  CA  91 107 

DCAA  PENINSULA  BRANCH  OFFICE 
400  Cambridge  Avenue,  Suite  404 
Palo  Alto.  CA  94306 

DCAA  RESIDENT  OFFICE 
GENERAL  DYNAMICS  CORP. 

Pomona  Division 
1675  West  Mission  Blvd. 

P.O.  Box  2507 
Pomona,  CA  91766 

DCAA  SAN  GABRIEL  VALLEY  BRANCH  OFFICE 
430  N.  Garey  Avenue 
Pomona,  CA  91767 

DCAA  RESIDENT  OFFICE 
TRW  Systems  Group,  TRW,  Inc. 

Bldg  R-4,  Room  1059 
Redondo  Beach,  CA  90278 

DCAA  RESIDENT  OFFICE 
AEROJET-GENERAL  CORP. 

Highway  50  and  Aerojet  Road 
P.O.  Box  15846 
Sacramento,  CA  9581 3 

DCAA  RESIDENT  OFFICE 
GENERAL  DYNAMICS  CORP. 

Convair  Division 
5001  Kearney  Villa  Road 
P.O.Box  80847 
San  Diego.  CA  92138 

DCAA  SAN  DIEGO  BRANCH  OFFICE 
880  Front  Street,  Room  S-N-16 
-  San  Diego,  CA  %188 

DCAA  SAN  FRANCISCO  REGION  OFFICE 
450  Golden  Gate  Avenue,  Box  36116 
San  Francisco.  CA  94102  . 

DCAA  SANTA  ANA  BRANCH  OFFICE 
34  Civic  Center  Plaza,  Fourth  Floor 
Santa  Ana,  CA  92701 


DCAA  SOUTH  BAY  BRANCH  OFFICE 
3235  Kifer  Road 
Santa  Clara,  CA  95051 

DCAA  RESIDENT  OFFICE 
LOCKHEED  MISSLES  &  SPACE  CO,  INC. 

1194  N.  Matilda  Avenue,  Bldg  561 
P.O.  Box  504 
Sunnyvale,  CA  94088 

DCAA  VAN  NUYS  BRANCH  OFFICE 
6230  Van  Nuys  Blvd.  2N10 
Tarzana,  CA  91408  • 

DCAA  RESIDENT  OFFICE 
LITTON  SYSTEMS,  INC. 

5500  Canoga^Avenue,  MS  32-13 
Woodland  HiUs,  CA  91364 

Colorado 

DCAA  DENVER  BRANCH  OFFICE 
New  Custom  House,  Room  578 
19th  &  Stout  Streets 
Denver,  CO  80202 

DCAA  RESIDENT  OFFICE 

-  MARTIN  MARIETTA  AEROSPACE 
Denver  Division 
Waterton,  CO  801 10 
MAIL:  P.O.Box  179,  MaU  A-183 
Denver,  CO  80201 

Connecticut 

DCAA  BRIDGEPORT  BRANCH  OFFICE 
1070  Park  Avenue 
Bridgeport,  CT  06604 

DCAA  RESIDENT  OFPICE 
UNITED  TECHNOLOGIES  CORP. 

Pratt  &  Whitney  Aircraft  Group 
400  Main  Street,  OBB3SE 
East  Hartford,  CT  06106 

DCAA  RESIDENT  OFFICE 
GENERAL  DYNAMICS  CORP. 

Electric  Boat  Division 
Eastern  Point  Road 

-  Groton.  CT  06340 

DCAA  RESIDENT  OFFICE 
AVCO  CORP. 

Lycoming  Division 
5M  Main  Street 
Stratford.  CT  06497 

DCAA  RESIDENT  OFFICE 
UNITED  TECHNOLOGIES  CORP. 

Sikorsky  Aircraft  Division  . 

North  Main  Street 
Stratford,  CT  06497 

DCAA  RESIDENT  OFFICE 
UNITED  TECHNOLOGIES  CORP. 

Hamilton  Standard  Division 
Bradley  Field  Road 
Windsor  Locks.  CT  06096 

District  of  Columbia 

DCAA  PROCUREMENT  LIAISON  OFRCE 
NAVAL  AIR  SYSTEMS  COMMAND 
Jefferson  Plaza  Bldg  1 
Room  276.  Code  02Y 
Washington.  DC  20361 

DCAA  PROCUREMENT  LIAISON  OFFICE 
NAVAL  SEA  SYSTEMS  COMMAND 
National  Center,  Bldg  3 
Room  5W57,  Code  02Y 
Washington,  DC  20362 

DCAA  WASHINGTON  PROCUREMENT  LIAISON  OFFICE 
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Crystal  PUza,  Bldg  5,  Rm  644 
Washington,  DC  203M 

Florida 

DCAA  KENNEDY  SPACE  CENTER  BRANCH  OFFICE 
Room  1329,  HQ  Building,  NASA 
P.O.  Box  21126 

Kennedy  Space  Center,  FL  3281 S 

DCAA  PROCUREMENT  LIAISON  OFFICE 
Room  243IA,  HQ  Budding,  NASA 
MaU  Code:  DCAA-tO 
Kennedy  Space  Center,  FL  32899 

DCAA  RESIDENT  OFFICE 
ELECTRONIC  SYSTEMS  DIVISION,  HARRIS  CORP. 
P.O.  Box  37 
Melbourne,  FL  32901 

DCAA  RESIDENT  OFFICE 
MARTIN  MARIETTA  AEROSPACE 
Orlando  Division 
Sand  Lake  Road  (BEE  LINE) 

P.O.  Box  3837  (MP-132) 

OrUndo,  FL  32803 

DCAA  ORLANDO  BRANCH  OFFICE 
80  N.  Hughey  Avenue,  Room  211 
OrUndo,  FL  32803 

DCAA  RESIDENT  OFFICE 
PRATT  A  WHITNEY  AIRCRAFT 
P.O.  Box  2691 

West  Palm  Beach,  FL  33402 

DCAA  RESIDENT  OFFICE 
HONEYWELL  INC 
Avionics  Division 
US  Highway  19 
St.  Petersburg,  FL  33733 

Georgia 

DCAA  ATLANTA  REGION  OFFICE 
803  Walker  Street 
P.O.  Box  1498 
AUanU,  GA  30060 

DCAA  ATLANTA  BRANCH  OFFICE 
Fifth  Floor,  MONY  Bldg 
1633  Peachtree  Street  NE 
AUanU,  GA  30303 

DCAA  RESIDENT  OFFICE 

loGkheed-georgia  company 

86  S.  Cobb  Drive 
MarietU,  GA  30063 

DCAA  PROCUREMENT  LIAISON  OFFICE 
WARNER  ROBINS  ALC,  PPF 
Building  300,  Room  B-24 
Robins  AFB,  GA  31098 

HawaU 

DCAA  HONOLULU  BRANCH  OFFICE 
1311  KapioUni  Blvd,  Room  601 
Honolulu,  HI  96814 

Illinois 

DCAA  CHICAGO  BRANCH  OFFICE 
327  S.  LaSalle  Street,  Room  333 
Chicago,  IL  60603 

DCAA  CHICAGO  REGION  OFFICE 
327  S.  LaSaDe  Street,  Suite  632  > 

Chicago,  IL  60603 

DCAA  PROCUREMENT  LIAISON  OFFICE 
US  ARMY  ARMAMENT  COMMAND 
Bldg  330,  Fourth  Floor 
Rock  IsUnd,  IL  61201 


Indiana 

DCAA  INDIANAPOLIS  BRANCH  OFFICE 
Fort  Benjamin  Harrison,  IN  46249 

DCAA  RESIDENT  OFFICE 
MAGNAVOX  COMPANY 
2131  S.  Coliseum  Blvd 
Fort  Wayne,  IN  46803 

DCAA  RESIDENT  OFFICE 
DETROIT  DIESEL  ALLISON  DIVISION 
GMC  L-23 

4700  West  Tenth  Street 
Indianapolis,  IN  46206 

Kansas 

DCAA  WICHITA  BRANCH  OFFICE 
3801  S.  Oliver 
P.O.  Box  2638,  MS  K-12-39 
Wichita,  KS  67201 

Louisiana 

DCAA  NEW  ORLEANS  BRANCH  OFFICE 
P.O.  Box  29332 
New  Orleans,  LA  70189 

Maryland 

DCAA  RESIDENT  OFFICE 
WESTINGTONHOUSE  ELECTRIC  CORP 
Defense  &  Electronic  Systems  Center 
(near  Friendship  Airport) 

Anne  Arundel  County 
MAIL:  c/o  Westinghouse  Electric  Corp 
Stop  1232,  P.O.  Box  1232 
Baltimore,  MD  21203 

DCAA  RESIDENT  OFFICE 

BENDIX  FIELD  ENGINEERING  CORP 
9230  Route  108 
Columbia,  MD  21043 

DCAA  RESIDENT  OFFICE 
IBM  CORPORATION 
Federal  Systems  Division 
18100  Frederick  Pike 
Gaithersburg,  MD  20760 

DCAA  SILVER  SPRING  BRANCH  OFFICE 
Silver  Spring  PUza 
8737  Georgia  Avenue,  Room  1416 
Silver  Spring,  MD  20910 

DCAA  BALTIMORE  BRANCH  OFFICE 
320  Hillen  Road 
Towsen,  MD  21204 

Massachusetts 

DCAA  PROCUREMENT  LIAISON  OFFICE 
ELECTRONIC  SYSTEMS  DIVISION 
Air  Force  Systems  Command 
L.G.  Hanscom  AFB,  Stop  23 
Bedford,  MA  01730 

DCAA  RESIDENT  OFFICE 
RAYTHEON  COMPANY  MissUe  Systems  Division 
Hartwell  Road 
Bedford,  MA  01730 

DCAA  RESIDENT  OFHCE 

MASSACHUSETTS  INSTITUTE  OF  TECHNOLOGY  • 

30  Ames  Street,  Room  E19-303 

Cambridge,  MA  02139 

(Omit  street  in  mailing  address) 

DCAA  RESIDENT  OFFICE 
RAYTHEON  COMPANY 

Equipment  Division,  Corporate  Executive  Office 
141  Spring  Street 
Lexington,  MA  02173 
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DCAA  RESIDENT  OEHCE 
GENERAL  ELECTRIC  COMPANY 
1000  Western  Avenue,  Bl^  S-4SA 
Lynn,  MA  01910 

DCAA  RESIDENT  OFFICE 
GTE  SYL VANIA.  INC. 

189  B  Street,  Bldg  3 
Needham,  MA  02194 

DCAA  BOSTON  REGION  OFFICE 
Waltham  Federal  Center 
424  Trapelo  Road  - 
Waltham.  MA  02154 

DCAA  NORTHEAST  BRANCH  OFFICE 
424  Trapelo  Road 
Waltham.  MA  021 54 

Michigan 

DCAA  RESIDENT  OFHCE 
CHRYSLER  CORPORATION 
341  Massachusetts  Street 
P.O.  Box  1919 
Detroit.  MI  48231 

DCAA  DETROIT  MOBILE  BRANCH  OFFICE 
Patrick  V.  McNamara  Bldg 
477  W.  Michigan  Avenue,  Room  410 
Detroit,  MI  48226 

DCAA  DETROIT  SUBOFFICE  BRANCH  OFFICE 
Patrick  V.  McNamara  Bldg 
477  W.  Michigan  Avenue,  Room  410 
Detroit.  MI  48226 

DCAA  PROCUREMENT  LIAISON  OFHCE 
US  ARMY  TANK-AUTOMOTIVE  COMMAND 
Michigan  Army  Missik  Plant 
3811  Van  Dyke 
Warren,  MI  48090 

Minnesota 

DCAA  RESIDENT  OFRCE 
HONEYWELL  INC 
2701  Fourth  Avenue  South 
Minneapolis,  MN  55408 

DCAA  MINNEAPOUS  BRANCH  OFFICE 
712  Grain  Exchange  Bldg 
400  South  Fourth  Street 
Minneapolis,  MN  55415 

DCAA  RESIDENT  OFFICE 
SPLRRY  UNIVAC 
3333  Pilot  Knob  Road 
Eagan  Township,  MN 
MAIL:  Univac  l4rk 
P.O.  Box  3525,  MS  U1E23 
St.  Paul,  MN  55165 

Mississippi 

DCAA  RESIDENT  OFFICE 
INGALLS  CLAIMS 
3500  Chico  Road.  Bldg  216-B 
Pascagoula,  MS  39567 

DCAA  RESIDENT  OFHCE 
INGALLS  SHIPBUILDING  DIVISION 
Litton  Systems,  Inc 
P^.  Box  1930 
Pascagoula,  MS  39567 

Missotiri 

DCAA  PROCUREMENT  LIAISON  OFFICE 
ARMY  AVIATION  SYSTEMS  COMMAND 
12th  and  Spruce  Streets 
Sl  Louis,  MO 

MAIL:  P.O.  Box  209  Main  Office 
St.  Louis,  MO  <^166 


DCAA  RESIDENT  OFFICE 
McDonnell  douglas  corp 

Banshee  Road,  Bldg  1 
Robertson.  MO 
MAIL:  P.O.  Box  516 
St.  Louis.  MO  63166 

DCAA  ST.  LOUIS  BRANCH  OFFICE 
210  N  12th  Street,  Room  1148 
St.  Louis,  MO  63101 

New  Hampshire 

DCAA  RESIDENT  OFFICE 
SANDERS  ASSOCIATES,  INC 
Bldg  NHQl-519 
Darnel  Webster  Highway  South 
Nashua.  NH  03060 

New  Jersey 

DCAA  PROCUREMENT  LIAISON  OFFICE 
ARMY  ELECTRONICS  COMMAND 
Procurement  Directorate.  ECOM  Bldg 
Fort  Monmouth,  NJ  07703 

DCAA  RESIDENT  OFRCE 
THE  SINGER  COMPANY 
Kearfott  Division 
1150  McBride  Avenue,  Plant  3 
Little  FaUs,  NJ  07424 

DCAA  RESIDENT  OFRCE 
RCA.  MISSILE  A  SURFACE  RADAR  DIVISION 
Marne  Highway,  Bldg  101-105 
Moorestown,  NJ  08057 

DCAA  RESIDENT  OFFICE 
BELL  TELEPHONE  LABORATORIES,  INC. 
Mountain  Avenue,  Bldg  3A-428 
Murray  Hill.  NJ  07974 

DCAA  NORTHERN  NEW  JERSEY  BRANCH  OFITCE 
970  Broad  Street,  14th  Flocw 
Newark.  NJ  07102 

DCAA  RESIDENT  OFFICE 
nr-AEROSPACE,  ELECTRONICS. 

COMPONENTS  AND  ENERGY  GROUP 

500  Washington  Avenue 

NuUey.NJ  07110  , 

DCAA  RESIDENT  OFHCE 
LOCKHEED  ELECTRONICS  COMPANY,  INC. 
Division  of  Lockheed  Aircraft  Corp 
US  Route  22 
Plainfield.  NJ  07061 

DCAA  RESIDENT  OFFICE 
BENDIX  CORP 
Navigation  and  Control  Group 
US  Route  46 
Teterboro,  NJ  07608 

DCAA  RESIDENT  OFFICE 
CURTISS-WRIGHT  CORP 
One  Rotary  Drive 
Wood-Ridge,  NJ  07075 

New  Mexico 

DCAA  PROCUREMENT  LIAISON  OFFICE 
AFCMD-TM 
Bldg  604,  Room  18D 
Kirtland  AFB,  NM  87117 

New  York 

DCAA  RESIDENT  OmCE 
GRUMMAN  AEROSPACE  CORPORATION 
Kant  30,  Mail  Stop  F-1 
Bethpage,  NY  11714 

DCAA  RESIDENT  OFFICE 
THE  SINGER  COMPANY 
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Link  Division 
Binghamton,  NY  13902 

DCAA  BUFFALO  BRANCH  OFFICE 
Federal  Bldg,  Room  1 102 
111  W.  Huron  Street 
Buffalo.  NY  14202 

DCAA  RESIDENT  OFFICE 
CUTLER-HAMMER,  INC 
AIL  Division 
Comae  Road 
Deer  Park,  NY  11729 

DCAA  RESIDENT  OFFICE 
FAIRCHILD  INDUSTRIES,  INC. 
Fairchild  Republic  Division 
Conklin  Avenue 
Farmingdale,  NY  1173S 

DCAA  LONG  ISLAND  BRANCH  OFFICE 
60S  Stewart  Avenue  - 
Garden  City.  NY  11S30 

DCAA  RESIDENT  OFFICE 
SPERRY  RAND  CORP 
Sperry  Division,  Mail  Station  B-S 
Marcus  Avenue  &  Lakeville  Road 
Great  Neck.  NY  11020 

DCAA  NEW  YORK  BRANCH  OFFICE 
232  Seventh  Avenue,  Fourth  Floor 
New  York.  NY  10001 

DCAA  RESIDENT  OFFICE 
IBM  CORP 
Owego.  NY  13827 

DCAA  RESIDENT  OFFICE 
EASTMAN  KODAK  COMPANY 
Kodak  Apparatus  Division 
901  Elmgrove  Road,  Bldg  1,  Second  Foor 
Rochester,  NY  14650 

DCAA  ROCHESTER  BRANCH  OFFICE 
Federal  Bldg,  Room  32S 
100  State  Street 
Rochester.  NY  14614 

DCAA  RESIDENT  OFFICE 
GENERAL  ELECTRIC  COMPANY 
Bldg  4,  Room  219 
Schenectady,  NY  1234S 

DCAA  RESIDENT  OFFICE 
PRD  ELECTRONICS,  INC. 

6901  Jericho  Turnpike  Syosset  3 
Syosset,  NY  1 1791 

DCAA  RESIDENT  OFFICE 
GENERAL  ELECTRIC  COMPANY 
Bldg  4,  Room  SS 
Court  Street 
Syracuse.  NY  13201 

DCAA  RESIDENT  OFHCE 
GENERAL  ELECTRIC  COMPANY 
831  Broad  Street 
Utica.  NY  13503 

DCAA  RESIDENT  OFFICE 
BELL  AEROSPACE  TEXTRON 
Niagara  Falls  Boulevard 
Wheatfield  NY  14304 
MAIL;  P.O.  Box  924 
Buffalo.  NY  14240 

North  Carolina 

DCAA  RESIDENT  OFHCE 
WESTERN  ELECTRIC  COMPANY 
Guilford  Center,  P.O.  Box  20046 
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Greensboro,  NC  27420  y 

Ohio 

DCAA  RESIDENT  OFFICE 
GOODYEAR  AEROSPACE  CORP. 

1210  Massillon  Road 
Akron.  OH  44315 

DCAA  RESIDENT  OFHCE 

THE  BABCOCK  &  WILCOX  COMPANY 
91  Stirliiu  Avenue 
Mailing  i^tion  2-2-lOC 

.  Barberton,  OH  44203 

DCAA  RESIDENT  OFFICE 
GENERAL  ELECTRIC  COMPANY 
Evendak  Plant 
Cincinnatti,  OH  45215 

DCAA  CLEVELAND  BRANCH  OFHCE 
Federal  Office,  Room  391 
1240  E.  Ninth  Street 
Cleveland.  OH  44190 

DCAA  RESIDENT  OFFICE 
GOULD.  INC. 

Ocean  Systems  Division 
18901  Euclid  Avenue 
Cleveland,  OH  44117 

DCAA  COLUMBUS  BRANCH  OmCE 
85  Marconi  Blvd,  Room  400 
Columbus,  OH  43215 

DCAA  RESIDENT  OFRCE 
ROCKWELL  INTERNATIONAL  CORP 
4300  E.  Fifth  Avenue,  P.O.  Box  1259 
Columbus,  OH  43216 

DCAA  RPOCUREMENT  LIAISON  OFFICE 
Room  021 ,  Bldg  1 1 .  Area  B 
Wright-Patterson  AFB,  OH  45433 

Oklahoma 

DCAA  OKLAHOMA  CITY  BRANCH  OFFICE 
US  Post  Office  Building 
215  NW  Third  Street,  Room  217 
Oklahoma  City.  OK  73102 

DCAA  PROCUREMENT  LIAISON  OFFICE 
OKLAHOMA  CITY  ALC,  PPF-A 
Air  Force  Logistics  Command 
Tinker  Air  Force  Base 
Oklahoma  City.  OK  73145 

Pennsylvania 

DCAA  HARRISBURG  BRANCH  OFHCE 
Federal  Bldg,  Room  676 
228  Walnut  Street 
MAIL:  Box  749 
Federal  Square  Station 
Harrisburg.  PA  17108 

DCAA  RESIDENT  OFFICE 
BOEING  VERTOL  COMPANY 
P.O.  Box  16858,  Mail  Stop  P41-29 
Philadelphia.  PA  19142 
LOCATION;  Bldg  3-01,  First  Floor 
Stew^  Avenue  A  Industrial  Highway 
Eddystone,  PA 

DCAA  PHILADELPHIA  REGION  OFFICE 
Federal  Building 
1421  Cherry  Street 
Philadelphia.  PA  19102 

DCAA  PROCUREMENT  LIAISON  OFRCE 
AVIATION  SUWLY  OFFICE 
ASX)  Compound,  Bldg  1,  Room  203S 
700  Robbins  Avenue 
Philadelphia.  PA  19111 


/ 


FEDERAL  REGISTER,  VOL.  42,  NO  188 — WEDNESDAY,  SEPTEMBER  2B,  1977 


51388 


PRIVACY  ACT  ISSUANCES 


DCAA  PHILADELPHIA  BRANCH  OFFICE 
1421  Cherry  Street,  Seventh  Fkx>r 
Philadelphia.  PA  19102 

DCAA  PITTSBURGH  BRANCH  OFFICE 
1317  Federal  Budding 
1000  Liberty  Avenue 
Pittsburgh,  PA  13222 

DCAA  RESIDENT  OFFICE 
GENERAL  ELECTRIC  COMPANY 
Valley  Forge  Space  Center,  Room  M3137 
Valley  Forge.  PA 
MAIL;  P.O.  Box  833 
Philadelphia,  PA  19101 

Tennessee 

DCAA  DEFENSE  CONTRACT  AUDIT  INSTITUTE 
Administration  Bldg,  Third  Floor 
Defense  Depot  Memphis 
Memphis,  TN  38114 

Texas 

DCAA  DALLAS  BRANCH  OFFICE 
1100  Commerce  Street,  Room  3B17 
Dallas.  TX  73242 

DCAA  RESIDENT  OFFICE 
THE  LTV  CORP 
9314  West  Jefferson  Street 
P.O.  Box  3907 
Dallas.  TX  73222 

DCAA  RESIDENT  OFFICE 
TEXAS  INSTRUMENT,  INC. 

13300  N  Central  Expressway 
P.O.  Box  6013,  MS  221 
Dallas.  TX  73222 

DCAA  RESIDENT  OFFICE 
BELL  HEUCOPTER  COMPANY 
P.O.  Box  482 
Fort  Worth.  TX  76101 

DCAA  RESIDENT  OFHCE 
GENERAL  DYMANICS  CORP 
Fort  Worth  Division 
Grants  Lane,  AF  Plant  4 
P.O  Box  371,  MS  3891 
Fort  Worth.  TX  76101 

DCAA  RESIDENT  OFFICE 
E-SYSTEMS,  INC. 

1200  Jupiter  Road 
Garland,  TX  73040 
MAIL;  P.O.  Box  6118 
DalUs,  TX  73222 

DCAA  HOUSTON  BRANCH  OFFICE 
2320  LaBranch,  Room  2206 
Houston.  TX  77004 

DCAA  PROCUREMENT  LIAISON  OFFICE 
SAN  ANTONIO  ALC,  Bldg  43 
KeUy  AFB,  TX  78241 

Utah 

DCAA  PROCUREMENT  LIAISON  OFFICE 
OGDEN  AIR  LOGISTICS  CENTER,  PPF 
Air  Force  Logistics  Command 
Hid  AFB.  UT  84406 

DCAA  SALT  LAKE  CITY  BRANCH  OFHCE 
1743  West  1700  South 
Salt  Lake  City.  UT  84104 

Virginia 

DCAA  ALEXANDRIA  BRANCH  OFHCE 
Hoffman  Building  2 
200  Stovall  Street 


Alexandria,  VA  22314 

DCAA  HEADQUARTERS  | 

Cameron  Station,  Bldg  4 
Akxandria.VA  22314 

DCAA  FALLS  CHURCH  BRANCH  OFFICE 
3600  Columbia  Pike,  Room  319 

Falls  Church,  VA  22041  ; 

DCAA  RESIDENT  OFFICE 
HERCULES,  INC. 

Radford  Army  Ammunition  Plant  | 

Radford.  VA  24141  | 

DCAA  RESIDENT  OFFICE  ' 

NEWPORT  NEWS  SHIPBUILDING  A  DRY  DOCK  CO. 

Newport  News,  VA  23607 

Washington 

DCAA  RESIDENT  OFFICE 
THE  BOEING  COMPANY 
West  Valley  Highway 
68TH  Avenue  A  S  212th  Street 
Kent.  WA  98031 

MAIL;  P.O.  Box  3999,  MS  8R-64 
Seattle.  WA  98134 

DCAA  SEATTLE  BRANCH  OFFICE 
813  Airport  Way,  Room  411 
Seattle.  WA  98134 

Overseas 

DCAA  EUROPEAN  BRANCH  OFFICE 
APO  New  York  09037 
LOCATION;  Rhein  Main  AFB,  Germany 

DCAA  IRAN  BRANCH  OFFICE 
Box  2200 

APO  New  York  09203 
LOCATION:  Tehran,  Iran 

DCAA  PAanC  BRANCH  OFFICE 
US  Navy  Termiiud  Post  Office 
FPO  Seattle  98760 
LOCATION:  Yokohama.  Japan 


DEFENSE  LOGISTICS  AGENCY 


HOW  SYSTEMS  OF  RECORDS  ARE  ARRANGED.  Defense 
L^stics  Agency  records  are  arranged  by  major  functional  catego¬ 
ries.  Systems  of  records  notices  are  grouped  similarty.  For  exam¬ 
ple,  a  system  of  records  on  personnel  security  clearuices  may  be 
found  in  the  133  series  and  about  military  personnel  in  the  322  se¬ 
ries.  These  numbers  are  part  oi  the  system  identiHcation  which 
precedes  the  notices  in  tm  Federal  Register  and  look  like  this; 
S322.0I  DLA-K.  The  letter  S  means  Defense  Logistics  Agency.  The 
first  d^l  represents  the  primary  functional  area,  the  next  two  <^ts 
represents  the  sub-functional  category  of  the  primary  functional 
area  and  the  last  two  <^ts  represents  the  numerical  ^ting  within 
that  cat^ory.  The  suffix  letters  are  internal  management  account¬ 
ing  devices. 

HOW  TO  USE  THE  INDEX  GUIDE.  As  an  aid  in  loca^  a 
particular  system  of  records,  first  determine  the  numerical  series  by 
functional  area  as  listed  below.  This  list  identifies  each  series  in  the 
order  in  which  H  appears  in  this  issuance.  Hav^  done  so,  use  the 
series  number  to  lo^te  the  systems  records  in  which  you  are  in¬ 
terested. 

SUBJECT  SERIES  SYSTEM 

IDENTIFICATION  SERIES 

100  Administration 
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200 

Planning  and 

Management 

300 

Personnel 

400 

Finance 

600 

Transportation 

800 

Procurement 

REQUESTING  RECORDS 

Records  are  retrieved  by  name  or  by  some  other  personal  identi¬ 
fier.  It  is  therefore  especially  important  for  exp^tious  service 
when  ret^stins  a  recotd  that  particular  attention  be  provided  to 
the  Notification  and/or  Access  Procedures  of  the  particular  record 
system  involved  so  as  to  furnish  the  required  personal  identifiers, 
or  any  other  pertinent  personal  information  as  may  be  required,  to 
locate  and  retrieve  the  record. 

BLANKET  ROUTINE  USES 

Certain  blanket  ’routine  uses’  of  the  records  have  been 
established,  that  are  applicable  to  every  record  system  maintained 
within  the  Department  oi  Defense,  unless  specifically  stated  other¬ 
wise  within  a  particular  record  system.  T^se  additional  blanket 
routine  uses  of  the  records  are  published  below,  only  once  in  the 
interest  of  simplicity,  economy  and  to  avoid  redundancy,  before 
the  individual  record  system  notices  bqgin  rather  than  repeating 
them  in  every  individual  record  system. 

ROUTINE  USE  -  LAW  ENFORCEMENT 

In  the  event  that  a  system  of  records  maintained  by  this  com¬ 
ponent  to  carry  out  its  functions  indicates  a  violation  or  potential 
violation  of  law,  whether  civil,  criminal  or  regulatory  in  nature,  and 
whether  arising  by  general  statute,  or  by  regulation,  rule  or  order 
issued  pursuant  thereto,  the  relevant  records  in  the  system  of 
records  may  be  referred,  as  a  routine  use,  to  the  appropriate  agen¬ 
cy,  whether  federal,  state,  local  or  foreign,  charged  with  the 
responsibility  of  investigating  or  prosecuting  such  violation  or 
charged  arith  enforcing  or  implementing  the  statute,  rule,  regulation 
or  order  issued  pursuant  thereto. 

ROUTINE  USE  -  DISCLOSURE  WHEN 
REQUESTING  INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  a  federal,  state  or  local  agency 
maintaining  civil,  criminal  or  other  relevant  enforcement  informa¬ 
tion  or  other  pertinent  information,  such  as  current  licenses,  if 
nec^sa^  to  obtain  information  relevant  to  a  component  decision 
cooceming  the  hiring  or  retention  an  employee,  tlw  issuance  of  a 
security  clearance,  the  letti^  of  a  contract,  or  the  issuance  of  a 
license,  grant  or  other  benefit. 

ROUTINE  USE  •  DISCLOSURE  OF  REQUESTED 
INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  to  a  federal  agency,  in  response  to  its  request,  in 
connection  with  the  hiring  or  retention  of  an  en^;iloyee,  the  is¬ 
suance  of  a  security  clearance,  the  reporting  of  an  mvesti^tion  of 
an  employee,  the  letting  of  a  contract,  or  the  issuance  of  a  license, 
grant,  or  other  benefit^  the  requesting  agerwy,  to  the  extent  that 
the  iiiformation  is  relevant  and  necessary  to  the  requesting  agency’s 
decision  on  the  matter. 

ROUTINE  USE  -  CONGRESSIONAL  INQUIRIES 

Disclosure  from  a  system  of  records  maintained  by  this  com¬ 
ponent  nuy  be  made  to  a  congressional  office  from  the  r^rd  of 
an  individual  in  response  to  an  inquiry  from  the  congressional  of¬ 
fice  nude  at  the  request  ot  that  individual. 

ROUTINE  USE  WITHIN  THE  DEPARTMENT  OF 
DEFENSE 

A  record  from  a  system  ot  records  maintained  by  this  component 
may  be  discloaed  as  a  routine  use  to  other  components  of  the  De¬ 
partment  of  Defense  if  necessary  and  relevant  for  the  performance 
of  a  lawful  function  such  as,  but  not  limited  to,  personnel  actions, 
personnel  security  actions  a^  criminal  investigations  of  the  Com¬ 
ponent  requesting  the  record. 


ROUTINE  USE  -  PRIVATE  RELIEF  LEGISLATION 

Relevant  information  contained  in  all  systems  of  records  of  the 
Department  of  Defense  rablished  on  or  before  August  22,  197S, 
will  be  disclosed  to  the  Office  of  Ifai^ement  and  Budget  in  con¬ 
nection  with  the  review  of  private  relief  legislation  as  set  forth  in 
OMB  Circular  A-19  at  any  stage  of  the  legislative  coordination  and 
clearance  proceu  as  set  forth  in  that  Circular. 

ROUTINE  USE  -  DISCLOSURES  REQUIRED  BY 
INTERNATIONAL  AGREEMENTS 

A  record  from  a  system  of  records  maintained  by  this  Com¬ 
ponent  may  be  disclos^  to  foreign  law  enforcement,  security,  in- 
vesti^tory,  or  administrative  authorities  in  order  to  comply  with 
r^iuirements  imposed  by,  or  to  claim  rights  conferred  in  interna¬ 
tional  agreements  and  arrangements  including  those  regulatiiig  the 
stationing  and  status  in  foreign  countries  of  Department  of  Defense 
military  and  civilian  personnel 

ROUTINE  USE  •  DISCLOSURE  TO  STATE  AND 
LOCAL  TAXING  AUTHORITIES 

Any  information  normally  contained  in  IRS  Form  W'2  which  is 
maintiuned  in  a  record  from  a  system  of  records  maintained  by  this 
Component  may  be  disclosed  to  State  and  local  taxing  autht^ties 
with  which  the  Secretary  of  the  Treasury  has  entered  into  agree¬ 
ments  pursuant  to  Title  5,  U.S.Code,  Sections  SS16,  S517,  SS20,  and 
only  to  those  State  and  local  taxing  authorities  for  which  an  em¬ 
ployee  or  military  member  is  or  was  subject  to  tax  regardless  of 
whether  tax  is  or  was  withheld.  This  routine  use  is  in  accordance 
with  Treasury  Fiscal  Requirements  Manual  Bulletin  Nr.  76-07. 

ROUTINE  USE  -  DISCLOSURE  TO  THE  U.S.  CIVIL 
SERVICE  COMMISSION 

A  record  from  a  system  of  records  subject  to  the  Privacy  Act 
and  maintained  by  this  component  may  be  disclosed  to  the  Civil 
Service  Commission  cooceming  information  on  pay  aiul  leave, 
benefits,  retirement  deductions,  and  any  other  information  necessa¬ 
ry  for  the  Commission  to  carry  out  its  legally  authorized  Govern¬ 
ment-wide  personnel  management  functions  and  studies. 

ROUTINE  USE  -  DISCLOSURE  OF  INTORMATION 
TO  NARS  (GSA) 

A  record  from  a  system  of  records  maintahied  by  this  com¬ 
ponent  may  be  disclosed  as  a  routine  use  to  the  National  Archives 
and  Records  Service  of  the  General  Services  Administration  in 
records  management  inspections  conducted  under  authority  of  44 
U.S.C.  2904  and  2906. 


Slll.llDCRA-AA 

System  name:  Atlanta  Persoimel  Data  Bank  System. 

System  location:  Primary  System  -  Office  of  Civilian  Persotmel, 
Employment  and  Management  Assistance  Division  (DCRA-EE), 
Defense  Contract  Adminstration  Services  Region  (DCASR)  Atlanta. 
Decentralized  Systems  -  Birmin^uun  District  Civilian  Persoimel  Of¬ 
fice  and  Orlando  District  Civilian  Persoimel  Office. 

Categortes  of  indivtihials  covered  by  the  system:  Civilian  Persoimel 
currently  employed  by  the  DCASR  Atlanta. 

Categories  of  records  far  the  system:  Data  on  current  position  oc¬ 
cupied  by  employee,  data  on  einployee’s  current  employment  status 
with  DLA,  training  data,  and  selected  personal  data,  including:  so¬ 
cial  security  account  number  (SSAN),  name,  sex,  date  of  birth, 
age,  physical  handicap.  Government  insurance,  veteran’s 
preference,  military  reserve  status,  retired  military  status,  educa¬ 
tion,  and  whether  individual  passed  the  Federal  &rvice  ^trance 
Examination  or  Professkmal  and  Administrative  Career  Examina- 
tioo. 

Authority  for  maintfuiarv  of  the  systenu  5  U.  S.  C.,Sec.  301,  302, 
E.O.10561. 

Routine  uses  ot  records  audutaiuod  hi  the  system,  haclud^  cutego- 
rko  of  naers  and  the  unrpuaii  ot  such  nasa:  Information  is  used  as 
follows:  Personnel  Alert  Register  -  As  suspense  list  for  Per¬ 
formance  Appraisals,  Step  Ititmases,  Career  Stetus,  Save  Pay,  and 
Leave  Calqtary  Change.  Acccpted/Rejected  Transaction  Ost  - 
Used  to  ch^  and  m^e  correction  to  the  monthly  input  to  the 
data  system.  Retention  Register  •  Maintained  on  ciHrent  basis 
reflecting  each  competitive  level  affected  by  a  reduction-in-force. 
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RoUtion  Schedule  -  Maintains  cunent  status  of  em^oyees  occupy¬ 
ing  positions  which  require  continuous  contact  with  contractors. 
Notification  of  Pay  Change  -  Standard  Form  (SF)  1126  used  for 
processing  pay  changes.  A  copy  of  the  SF  1126  is  sent  to  the 
PayroD  Office  for  use  in  processii^  the  pay  change.  Input  Cards 
for  Headquarters  Defense  Logistics  Agency  (DLA)  Automated 
Civilian  Personnel  Data  Bank  System  -  Used  to  transmit  data  input 
to  the  Headquarters  DLA  Automated  Civilian  Personnel  Data  Bank 
System,  which  system  uses  the  data  to  prepare  reports  required  by 
the  Executive,  L^slative  and  Judicial  Branches  of  the  govern¬ 
ment,  and  to  provide  information  to  officals  of  the  Defense  Lo¬ 
gistics  Agency  for  effective  personnel  administration.  AU  sepnents 
^  the  sptem,  except  as  noted  above,  are  used  in  the  Office  of 
Civilian  rarsonnel. 

PoUdcg  and  practices  for  storing,  retrieving,  accessing,  rctaiiiing, 
and  disposiBg  of  records  in  the  system: 

Storage:  Computer  paper  printouts  filed  in  binders  and  stored  in 
file  cabinet  exc^  for  Notification  of  Pay  Changes,  distributed  as 
required  and  Input  Cards  and  magnetic  tape  which  are  Mored  in  the 
Computer  Room  at  DCASR  Atlanta. 

Rctrievability:  Filed  by  title  of  System  Component  and/or 
alphabetically  by  last  name  of  employee.  Records  on  magnetic  tape 
retrieved  by  SSAN. 

Safeguards:  Magnetic  tapes  are  maintained  in  a  tape  library  which 
are  accessible  only  to  authorized  personnel.  Computer  personnel 
who  process  the  reports  are  appropriately  cleared. 

I^Mper  records  are  maintained  in  files  in  the  Civilian  Personnel 
Office  in  areas  accessible  only  to  Civilian  Personnel  Office  em¬ 
ployees.  During  non-duty  hours,  the  Civilian  Personnel  Office  is 
locked. 


RctcBtkm  and  disposal:  Records  are  maintained  for  three  months 
after  which  they  are  destroyed/ (updated  repexts  are  furnished 
monthly)  except  as  follows:  Notincation  of  Pay  dianges  become  a 

Esrmanent  record  in  the  Official  Personnel  Folder  and  Retention 
egister  is  destroyed  after  two  years  unless  an  appeal  is  pending. 
System  maaagfits)  and  addrem:  Civilian  Personnel  Officer, 
DCASR  AtlanU. 

Notification  prooedare:  Written  or  personal  requests  for  informa- 
tioo  may  be  directed  to  the  SYSMANAGER.  Employee  need  only 
to  supply  fuU  name  and  organization. 

Record  access  procedures:  Written  or  personal  requests  are  to  be 
directed  to  the  Office  of  Civilian  Personnel,  DCASR  Atlanta. 
Requesting  individual  should  be  able  to  certify  to  his/her  identity. 
Official  nuuling  address  is  contained  in  the  Department  of  Defense 
Directory  in  the  appendix  to  the  DLA  systems  notice. 

Contesting  record  procures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categorto:  Official  Personnel  Folder  and  other  per¬ 
sonnel  documents,  activity  supervisors,  ^iplications  and  forms 
completed  by  the  i^vidual. 

Systems  exempted  from  certain  provisloas  ol  the  act:  None 
Slll.llDCRT-E 

System  aamc:  111.11  Defense  Contract  Administration  Services  Re¬ 
gion  (DCASR)  Dallas  Personnel  Data  Bank 
System  hwatloa:  Office  Systems  and  Financial  Management 
(DtfRT-F),  DCASR  Dallas. 

Categories  of  ludivldaals  coveaed  by  the  system:  AH  current 
civilian  employees  of  DCASR  Dallas.  Rectxds  are  also  maintained 
on  individiuls  who  have  left  the  employment  of  DCASR  Dallas  but 
are  deleted  in  no  more  than  12  months  from  the  time  the  individual 
leaves. 

Categories  at  records  la  the  sj^stem:  The  system  contains  the  fol¬ 
lowing  information  on  each  individual:  Social  Security  number;  na¬ 
ture  m  action  taken;  effective  date  of  action;  name;  sex;  date  of 
birth;  veterans'  preference;  tenure  group;  service  conqwtation  date; 
physical  handicap  code;  group  life  insurance  coverage  information; 
letnement  system  coverage;  reserve  status;  education;  eligibility  for 
health  benefits;  information  on  whether  the  individual  has  passed 
the  Federal  Service  Entrance  Examination;  type  of  appointment; 
organizational  functional  code;  quit  code;  employing  activity  code; 
whether  the  individual  is  retzred  military;  title,  pay  plan,  aeries, 
ma^,  s^  of  current  position;  a  code  idratifying  whether  the  in¬ 
dividual  is  a  supervisor;  oraanizational  code;  work  schedule;  salary; 
locatioo  code;  pay  rate  determinent;  academic  discipline,  educa¬ 


tional  level,  and  year  degree  attained;  submitting  office  number;  for 
ex-military,  information  on  the  service,  the  component,  and  the 
military  pay  grwie;  a  code  as  to  whether  the  individual  is  a  manner 
or  not;  for  retired  military  only-date  of  retirement  from  the  milita¬ 
ry;  position  number;  due  date  for  next  within  grade  increase;  com¬ 
petitive  level  and  competitive  area  for  reduction-  in-force  purposes; 
information  as  to  whether  veterans'  preference  is  applicable  for 
reduction-in-force;  date  of  last  Outstanding  Performance  Rating; 
dates  of  last  position  change  and  last  promotion;  information  on 
mandatory  career  courses  and  other  training  received;  and  informa¬ 
tion  on  performance  awards  and  other  recognition  received. 

Authority  for  maintenance  of  the  system:  SU.S.C.,  Sec.  301,  302, 
2951,  2952,  2954,  E.O.  10561.  Provides  the  Management  Informa¬ 
tion  System  required  of  Federal  agencies  in  Federal  Personnel 
Manual  (FPM)  Chapter  250,  Subchapter  1-4.  Provides  a  means  of 
automating  the  production  of  pay  change  notifications  and  reduc¬ 
tion-in-force  information  requii^  by  FPM  Chapter  293 

Routine  nsm  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  in  the 
system  is  collected  to  provide  recurring  and  one-time  reports  to 
E)CASR  management  to  use  for  manpower  planning  purposes  and 
for  such  relat^  purposes  as  Upward  Mobility  and  Equal  Employ¬ 
ment  Opportunity.  ITie  system  is  also  used  to  provide  information 
to  the  individual  on  certain  records  maintained  on  him/her  in  the 
system.  The  users  of  the  system  are  limited  to  current  DCASR  em¬ 
ployees;  DCASR  operating  management;  and  Defense  Logistics 
Agency  (DLA)  management.  Employees  use  the  information  in  the 
system  to  determine  current  benefits  accruing  to  them  from  Federal 
employment  and  similar  purposes.  Operating  management  uses  the 
system  to  track  the  performance  of  personnel  programs  and  to  do 
effective  manpower  planning.  The  (Civilian  Pe^nnel  Office  uses 
the  system  to  obtain  in  an  automated  form  reports  or  other  docu¬ 
ments  already  provided  in  a  manual  form. 

Policies  and  practicci  for  storing,  retrieving,  accessing,  retaining, 
and  disposiiig  of  records  in  the  qrstem: 

Storage:  Records  in  the  storage  are  maintained  on  magnetic  discs 
and/or  magnetic  tape.  Printouts  are  stored  in  file  drawers. 

Retiievabllity:  Records  may  be  retrieved  from  the  system  by 
matching  any  elements  of  data  in  any  record.  Normally  records  are 
retrieved  by  name,  social  security  number,  organizational  code, 
position  identifiers. 

Safeguards:  The  system  can  be  accessed  only  by  programs 
prepaid  by  the  Office  oi  Systems  and  Financial  Management  and 
access  to  the  computer  room  is  tightly  controlled.  Printouts  are 
'  stored  in  locked  file  drawers  in  the  Office  of  Civilian  Personnel. 

Retention  and  dispoaal:  Tapes  used  to  create  the  current  tape  are 
erased  after  90  days.  Printouts  are  destroyed  when  superseded  by 
an  updated  printout. 

Systein  managrr(i)  and  address:  Civilian  Personnel  Officer, 
DCASR  Dallas. 

Notification  procedure:  Individuals  can  determine  whether  the 
system  contains  records  pertaining  to  them  by  contacting  the 
SYSMANAGER.  Official  mail^  address  is  contained  in  the  De¬ 
partment  of  Defense  directory  in  the  appendix  to  the  DLA  systems 
notice.  Current  employees  of  the  DCA^  should  furnish  full  name 
and  social  security  number.  Former  employees  of  the  DCASR 
should  furnish  fuQ  name,  social  security  number  and  title,  series 
and  grade  of  the  last  position  held  at  the  DCASR. 

For  personal  visits,  current  employees  of  the  DCASR  need  only 
identify  themselves  verbally;  former  DCASR  employees  need  to 
present  some  form  of  appropriate  identification  such  as  a  valid 
driver’s  license. 

Recced  acosaa  procedures:  Individuals  may  be  notified  how  to 
gain  access  to  any  record  by  'contacting  the  SYSMANAGER. 

Contesting  record  proGedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  ^  the  individual  con¬ 
cerned  may  be  cotained  from  the  SYSMANAGER. 

Record  source  categories:  AU  information  in  the  system  is  taken 
from  documents  which  are  filed  in  the  employee’s  official  person- 
riel  folder. 

Systems  exempted  troas  certain  provisions  of  the  act:  None 
S111.11DDTC-R 

System  nunm:  111.11  Civilian  Personnel  Data  Bank 

System  locullan:  Office  ci  Civilian  Personnel,  Defense  Depot 
Tracy 
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CatagoriM  of  MMdwik  bjr  tfw  tyateai:  AH  civilian  em- 

ployeea  currently  serviced  by  Defense  Depot  Tracy  Civilian  Per¬ 
sonnel  Office. 

Categories  ol  records  in  the  systeas:  Data  on  current  position  oc¬ 
cupied  ny  employee;  data  on  employee's  current  employment  status 
with  DLA,  traimng  data,  and  selected  personal  data,  including:  so¬ 
cial  security  account  number,  name,  sex,  date  of  birth,  physical 
handicap,  Govenunent  insurance,  veteran’s  preference,  military 
reserve  status,  retired  military  status,  education,  and  whether  in¬ 
dividual  passed  the  Federal  Service  Entrance  Examination  or 
Professional  and  Administrative  Career  Examination. 

Authority  tor  asaintmanre  ol  the  systasi:  5  U.S.C.,  Sec.  301,  302, 
E.O.  10361,  and  E.O.  9397. 

Rootiae  uses  of  records  mahstained  in  the  system,  hichsdiag  catego- 
rtes  of  users  and  the  purposes  of  su^  uaaa:  Information  is  main¬ 
tained  in  support  of  the  Civilian  Personnel  System  in  accordance 
with  the  Federal  Personnel  Manual.  Information  is  used  by  Civilian 
Personnel  Office  staff  and  employees’  supervisors  as  a  locator  file 
of  all  employees,  to  insure  personnel  actions  are  taken  on  timely 
and  accurate  basis,  to  prepare  one-time  statistical  reports  as 
required,  to  establish  seniority  rosters  to  identify  employees  for 
changes  to  prime  shifts,  to  estabbsh  retention  registers  for  reduc¬ 
tion-in-force  and  position  vacancies. 

Pollcks  and  praettees  for  storing,  rctrieviag,  aeemring,  retaiaiag, 
and  dteposiag  of  records  fas  the  system: 

Storage:  Computer  paper  printouts,  magnetic  tape. 

Rcti^vaMlity:  Information  identifiable  to  an  individual  is  ac- 
cesseoBy  social  security  account  number  (SSAN). 

Safeguards:  Magnetic  tapes  are  kept  in  the  computer  room  which 
is  itself  a  security  container  with  locked  door  and  access  limited  to 
persons  appropriately  cleared  and  identified.  Tapes  are  stored  in  a 
tape  libra^  when  not  used  in  processing.  Computer  personnel  who 
process  these  reports  are  appropriately  cleared.  Printouts  are  kept 
m  locked  storage  cabinets. 

Retention  and  dhpomi:  Computer  listings  destroyed  by  burning  or 
shredding  when  superseded  or  after  one  month,  whichever  is  so¬ 
oner. 

System  managerfs)  and  addrem:  Civilian  Personnel  Officer, 
Defense  Depot  Tracy. 

Nedficatlott  proeedme:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  SYSMANAGER.  Official  mailing  address  is 
contain^  in  the  Department  erf  Defense  directory  in  the  appendix 
to  the  Defense  Logistics  Agency  .systems  notice. 

Record  a«am  preesdmes:  Requests  should  be  addressed  to  the 
SYSMANAGER,  and  must  contain  full  name  and  SSAN.  Written 
r^uests  must  contain  a  return  address.  For  personal  visits,  the  in- 
dii^ual  should  be  able  to  provide  some  acceptable  identification, 
such  as  employing  office  identification  card. 

Contesting  record  procedures:  The  ageiKy’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Civilian  Personnel  Office  staff,  (rfficial 
personnel  folder. 

Systems  rirmptril  from  certain  provisions  of  the  act:  None 
Slll.llDESC-KER 

System  naam:  Civilian  Personnel  and  Manpower  Control  System 

System  location:  Office  of  Civilian  Personnel,  Records  Group 
(DESC-KER),  DESC. 

Categories  of  individuals  covered  by  the  system:  All  civilian  per¬ 
sonnel  employed  at  Defense  Electronics  Supply  Center  (DESC) 
under  authorities  of  the  (Hvil  Service  Commission. 

Categories  of  records  in  the  qrstem:  Information  relative  to  em¬ 
ployees  and  positions  to  which  assigned.  Included  in  the  system  are 
ein^yee  and  position  data  such  as:  birth  date;  social  security 
number;  sex;  name;  citizenship;  veteran’s  preference;  tenure  group; 
service  computation  date;  handicap  codes;  federal  employee  group 
life  insurance  membership;  whether  covert  by  civfl  service  retire¬ 
ment  or  social  security  act;  nature  and  effective  date  of  last  person¬ 
nel  action;  position  title  sequence  number,  position  title,  position 
number,  primary  skill,  reverse  code  for  grade,  civH  service  classifi¬ 
cation  series,  present  step  of  grade,  effective  date  of  last  equivalent 
increase,  next  step  due  of  grade,  and  date  for  next  salary  step  in¬ 
crease;  number  of  quality  increases  received  and  effective  date  of 
last  quality  increase;  present  salary,  if  employee  holds  an  irregular 
salary  (saved  rate,  special  rate,  saved  pay);  organizational  syinbol; 


operative  location  numbers;  competitive  level;  tenure  sub  group; 
retired  military;  highest  grade  previously  held;  performance  rating; 
date  of  last  grade  change;  education  level,  degree  and  major  and 
minor  area  of  study;  tides  of  years  of  service  award  due  and  due 
date;  federal  emj^yee  health  benefits  carrier  and  enrollment  code; 
promotion  eligibility  code. 

Authority  for  maintenance  af  the  lyatem;  EO  10361,  and  EO  9397. 

Routine  uses  of  records  maintainad  in  the  qrstem,  inclndln|  catego¬ 
ries  of  users  and  the  purposes  el  such  uass:  Information  is  mam- 
tained  to  pr.ivide  current  data  m  the  functional  areas  of  high  grade 
contitd;  projected  service  award  presentations;  employment  by  oc¬ 
cupation,  grade,  and  organization;  manpower  skill  utilization;  health 
benefit  status,  retirement,  eligibility;  skills  listings;  organization 
manning  documents;  and  for  preparation  of  statistical  reports 
required  by  higher  autbonty. 

Infonration  is  used  by:  Security  Office  (DESC-WS)  as  a  ready 
reference  of  enmloyees  and  unit  of  assignment.  Mafl  and  Distribu¬ 
tion  Branch  (DESC-WAM)  as  a  ready  reference  of  employees  and 
unit  of  assignment.  Office  of  Planning  and  Manas^nt  (DESC-L) 
for  high  grade  control,  position  control,  skiOs  nstings,  organiza¬ 
tional  staffing,  and  identification  of  employees  and  unit  of  assign¬ 
ment.  Office  of  Civilian  Personnel  (DE^-K)  to  identify  employees 
by  name  and  social  security  number;  reduction-in-force  actions; 
handicap  placements;  processing  personnel  actions;  counseling  em¬ 
ployees,  employee  career  management  program;  hi^  grade  control; 
notification  of  supervisors  of  due  dates  for  service  awards  and  step 
iiKreases;  ready  reference  of  employees  ennrfled  in  Health  Benefit 
or  Life  Insurance  programs;  ready  reference  for  number  of  years 
of  service  toward  retirement,  position  title  and  grade,  classification 
series,  organization  of  assignment,  current  salary,  competitive 
level,  education  level  and  area  of  study,  and  other  ehements  of  data 
in  the  file.  Data  used  to  prepare  reports. 

Policies  and  practices  for  storiug,  retrieving,  accessing,  retaining, 
and  disposiag  of  records  In  the  qrstem: 

Storage:  Data  is  stored  on  computer  magnetic  tapes  and  computer 
paper  printouts,  and  microfiche. 

RctrievablUty:  Information  can  be  accessed  and. retrieved  by  so¬ 
cial  security  account  number  only. 

Safeguards:  Records  are  maintained  in  such  a  manner  that  make 
them  available  only  to  DESC  authorized  personnel. 

Reteation  and  disposal:  Data  on  individual  employees  is  automati¬ 
cally  deleted  from  the  entire  system  when  individual  separates  from 
DESC.  Paper  printouts  and  coding  sheets  are  retained  for  a  max¬ 
imum  of  six  months,  or  when  superseded,  and  then  destroyed. 

System  managrr(s)  and  address:  Director,  (Civilian  Personnel  Of¬ 
fice,  (DESC-K)  D^ense  Electronics  Supply  Center  (DESC). 

Notification  proeedwe:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  name,  social  security  number,  and  periods(s)  of  employment  at 
DESC.  For  personal  visits,  the  individual  shot^  provide  some  ac¬ 
ceptable  identification. 

Record  access  procedures:  Individuals  should  contact  the 
SYSMANAGER. 

Official  mailing  addresses  are  in  the  Department  of  Defense 
Directory  in  the  appendix  to  the  DLA  system  of  records  notice. 

Contesting  record  proeedmes:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  i^tained  from  the  SYSMANAGER. 

Record  source  categories:  Information  from  system  is  extracted 
from  documents  locat^  in  Official  Personnd  Folder. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
Slll.llDLA-K 

System  name:  111.11  Rotation  of  Employees  From  Foreign  Areas 
and  the  C^anal  Zone 

System  locatloo:  Staffing  and  Emfdoyee  Rations  Division,  Staff 
DirKtor,  Civilian  Personnel,  Headouarters  Defense  Logistics  Agen¬ 
cy  (HQ  DLA),  Cameron  Station,  Alexandria,  VA.  22314 

Categories  of  Mivldaals  covered  hy  the  system:  Employees  or 
former  enqiloyees  of  DLA  vriiQ  have  requested  extension  of  tour  of 
duty  in  Canal  Zone  and  foreign  areas  beyond  five  years,  or  for 
whm  management  has  made  such  a  re<pieri. 

Categories  of  records  in  the  system:  I^s  include  requests  for  ex¬ 
tension  of  duty  in  Canal  Zone  and  foreign  areas,  request  letters, 
statements  as  to  need  or  justification  and,  sriien  management  in¬ 
itiates  request,  statement  of  employee’s  consent  Statement  of  ap- 
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Eroval  or  disapproval  by  the  Staff  Director,  Civilian  Personnel,  HQ 
>LA,  or  his  Deputy  and  comments  by  the  staff  elements  as  ap¬ 
propriate. 

Authority  tor  malntenaBce  of  the  system:  lOUSC  Sec.  1586;  De¬ 
partment  of  Defense  Instruction  1404.8. 

Routiiic  uses  of  records  maintained  in  the  system.  Including  catego¬ 
ries  of  users  and  the  purpoM  of  such  uses:  Information  is  used  in 
determine  whether  extension  of  employee’s  overseas  tour  of  duty 
beyond  five  years  should  be  approved  or  disapproved.  Information 
is  used  by  HQ  DLA  Office  of  Civilian  Personnel  and  management 
officials  concerned  with  the  extension. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievability:  Filed  alphabetically  by  employee’s  last  name. 
Safeguards:  Records  are  maintained  in  locked  filing  cabinets  in 
areas  accessible  only  to  Agency  personnel. 

Retention  and  dtsposal:  Records  are  retained  in  active  file  until 
end  of  calendar  year  and  held  one  to  three  additional  years  in  inac¬ 
tive  file  and  subsequently  destroyed. 

System  managerfs)  and  addresr.  Staff  Director,  Civilian  Person¬ 
nel,  Headquarters  Defense  Logistics  Agency,  Cameron  Station, 
Alexandria,  VA.  22314 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name. 

Record  access  procedures:  Official  mailing  address  is  in  Depart¬ 
ment  of  Defense  Directory  in  the  appendix  to  the  Defense  Logistics 
Agency  systems  notice.  Written  requests  for  information  should  be 
addressed  to  the  SYSMANAGER  and  contain  the  full  name,  cur¬ 
rent  address  and  telephone  numbers  of  the  individual.  For  personal 
visits,  the  individual  should  be  able  to  provide  some  acceptable 
identification,  that  is,  driver’s  license  or  employing  office  identifi¬ 
cation  card,  and  give  some  verbal  information  which  could  be 
verified  with  his  records. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Employee’s  supervisors,  civilian  per¬ 
sonnel  offices  and  government  officials  or  other  parties  having  an 
interest  in  the  employee’s  assignment. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
Slll.llDLA-KP 

System  name:  111.11  Bye-Bye  Retirement  System 
System  location:  System  may  exist  at  Decentrilized  DLA  Primary 
Level  Field  Activities 

Categories  of  individuals  covered  by  the  system:  System  may  con¬ 
tain  information  about  Civilian  Personnel  of  DLA  Primary  Level 
Field  Activities  (PLFAs)  who  are  eligible  for  retirement. 

Categories  of  records  in  the  system:  Printout  statement  indicating 
estimated  retirement  annuity  for  employee.  Information  includes 
name  of  employee,  service  computation  date,  birth  date,  current  sa¬ 
lary  and  date  began  and  accumi^ted  sick  leave  hours. 

Authority  for  maintenance  of  the  system:  S  U.S.Code,  Sec  8331- 
8348,  Civil  Service  Retirement. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  ntain- 
tained  for  the  purpose  of  supplying  employees  who  are  eligible  for 
retirement  with  d^ision  information.  Information  is  used  by  the 
Civilian  Personnel  Office  to  counsel  employees  who  are  eligible  to 
retire.  Information  is  used  by  computer  programmers  for  pro¬ 
gramming  and  reprogramming  purposes. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  In  the  system: 

Storage:  Individual  paper  printout  are  stored  in  corresponding 
employee’s  Official  Personnel  Folder.  Information  may  also  be 
maintained  in  a  Mark  III  remote  time-sharing  computer  system. 

Rctrievability:  Filed  by  alphabetical  order  within  individual  PLFA 
files.  PLFA  listings  filed  in  single  computer  file  and  retrieved  by 
file  name. 

Safeguards:  Records  are  maintained  in  locked  file  area  and  in 
locked  computer  terminal  room.  System  access  codes  are  restricted 
to  Agency  officials  with  a  need  for  the  information. 


Rctendoa  and  disposal:  Records  arc  destroyed  after  retirement  of 
employee. 

System  nmnagerfs)  and  addrem:  PLFA  Civilian  Personnel  Of¬ 
ficers.  Official  mailing  addresses  are  in  the  DLA  appendix  to  the 
DoD  systems  of  recoids  notices. 

Nodfleatfon  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Employee  need  only 
supply  full  name  and  organization  location. 

Record  accem  procedures:  Employee  may  visit  the  Personnel  Of¬ 
fice  and  review  his  Official  Personnel  Fol^r.  Employee  should  be 
able  to  certify  to  his  identity. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Information  furnished  by  the  Office  of 
Civilian  Personnel  arid  extracted  from  the  employee’s  Official  Per¬ 
sonnel  Folder.  Accumulated  skk  leave  hours  are  obtained  from  the 
payroll  office. 

Systems  exempted  from  certain  provisioos  ei  the  act:  None 
Slll.llDLA-KS  . 

System  name:  111.11  Official  Records  for  Host  EnroUee  Programs 

Svstem  localion:  Geogr^hically  and  oiganiutionally  decentral¬ 
ized  to  the  Defense  Logistics  Agency  (DLA)  primary  level  field  ac¬ 
tivities  (PLFA)  which  act  as  hosts  for  in^viduals  sponsored  by 
local,  state  and  federal  agencies  who  seek  work  experience  and 
train^  with  DLA  activities  vrith  or  without  DLA  participation 
relative  to  compensation  and  reimbursement. 

Categorfes  of  individuals  covered  by  the  system:  AU  applicants  and 
selectees  of  Host  EnroUee  Programs. 

Categories  of  records  In  the  system:  Various  forms  and  records 
pertaimng  to  the  selection  and  other  administrative  information 
originating  during  the  tenure  and  after  the  separation  of  the 
selected  individuals  in  the  Host  EnroUee  Program  of  the  DLA 
PLFA.  Normally  such  records  as  time  and  attendance,  training 
records,  periodic  evaluations,  data  on  enroUee  designee  for  emer¬ 
gency  contact,  work  site  location  of  eiuoUee,  official  address, 
telephone  number,  etc.,  are  maintained. 

Authority  for  maintenniioc  of  the  system:  Rehabilitation  Act  of 
1973,  Emergency  Jobs  and  Unemployment  Assistance  Act  of  1974 
(P.  L.  93-567),  Comprehensive  Emfdoyment  and  Training  Act 
(CETA)  (P.  L.  93-203). 

Routine  uses  of  records  maintained  In  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  information  is  col¬ 
lected  and  maintained  to  assist  personnd  and  management  officials 
to  administer  a  uniform  program  of  work  and  training  experience  to 
enroUecs  and  to  make  a  proper  evaluation  of  the  enrollMS  and  the 
respective  Host  EnroUee  Program.  The  use  of  the  records  are 
restricted  to  official  personnel  for  administrative  purposes. 

PoUda  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  fas  the  qrstem: 

Storage:  Paper  records  in  file  storage. 

Rctrievability:  Filed  alphabeticaUy  by  employee  name  under  par¬ 
ticular  type  of  Host  EnroUee  Program. 

Safeguards:  Maintained  in  locked  filing  cabinets.  Direct  access  to 
the  fUes  is  limited  to  civilian  peraonnel  ^fice  employees  and  to  su¬ 
pervisors  and  others  who  are  identified  as  having  a  specific  and 
legitimate  need. 

Retention  and  disposal:  Records  are  maintained  for  the  duration 
of  t^  enroUee’s  program  assignment.  They  are  held  for  two  years 
after  separation  from  tlw  program  and  then  destroyed. 

System  managrr(i)  and  address:  Civilian  Personnel  Officers 
(CI^)  of  DLA  Primary  Levd  Field  Activities. 

Notification  procedure:  Requests  for  information  from  former  en¬ 
roUee  about  himself  or  herself  should  be  forwarded  to  the 
SYSMANAGER  at  the  PLFA  where  the  enroUment  occurred.  In¬ 
dividuals  currently  enrolled  in  the  Host  EnroUee  Program  may  ob¬ 
tain  information  direct  from  the  SYSMANAGER. 

Record  access  procedures:  EnroUees  should  contact  the  desisted 
SYSMANAGER.  Written  requests  should  include  requesUMTS  fuU 
ruune,  job  title  uid  name  of  progi^  enrtdled  or  formierly  enroUed 
and  title  held.  For  perso^  visits  employees  should  be  able  to 
provi^  some  acceptable  identification. 

Contestkig  record  proeedures:  The  SYSMANAGER  wiU  provide 
the  aMney^s  and/or  activity’s  rules  for  contesting  contents  of 
recorw  and  appeal  rights. 
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Racord  •oarcc  odMorta;  Infonnation  contained  in  records  of  en- 
roUees  is  obtained  from  employee,  program  sponsor,  educational 
institutions,  supervisors  and  others  who  contribute  to  the  work  and 
trainiM  exMiience  of  the  enrollee  while  registered  in  the  respective 
Host  EnroDee  Program  of  the  activity. 

SysIciM  exempted  from  certain  provtrioas  of  the  act:  None. 

Slll.llDLA-XA 

System  name:  111.11  Personnel  Roster/Locator  Files 

System  locadoa:  Headquarters  Defense  Logistics  Agency  (DLA) 
and  aQ  field  activities  where  maintained. 

Categories  of  indhidnals  covered  by  the  syalm:  Civilian  em¬ 
ployees  and  military  personnel  for  the  DLA  activity  where  records 
are  maintained. 

Categories  of  records  la  the  system:  The  system  may  contain 
name,  organizational  assignment,  office  and  home  telephone 
number,  home  address,  gn^/rank,  military  branch  of  service  and 
date  of  rank,  position  title,  job  series,  and  spouse’s  name. 

Aathority  for  asaintenaace  of  the  system:  S  U.S.C.,  301 

Roadac  ases  of  records  aiaintalned  la  the  system,  lacladlng  catego¬ 
ries  of  Bsers  and  the  parpoaes  of  each  ases:  To  notify  DLA  person¬ 
nel  of  the  arrival  of  visitors,  to  plan  social  functions,  to  recall  per¬ 
sonnel  to  duty  station  when  required,  for  use  in  emergency  notifi¬ 
cation,  and  to  perform  relevant  functkms/requirements/actions  con- 
sistant  with  managerial  functions. 

PoUdea  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  feeders,  card  files  and  some  on 
magnetic  tape  or  disk. 

Rctrievability:  Alphabetically  by  name,  by  organization,  or 
grade/rank. 

Safeguards:  Records  are  accessible  only  to  authorized  DLA  per¬ 
sonnel. 

Rctentioa  and  disposal:  Records  are  destroyed  upon  termina¬ 
tion/departure  of  DLA  personnel  or  upon  preparatioo  of  new  loca¬ 
tor  cards/rosters. 

System  managerfs)  and  addrem:  Heads  of  HQ  DLA  principal  staff 
elements  and  Heads  of  DLA  field  activities  which  maintain  loca¬ 
tor/roster  files. 

Notificatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name,  name  of  DLA  activity  and  specifle  office  at  which 
employed. 

Record  accem  procedures:  Official  mailing  address  of 
SYSMANAGER  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  system  notice.  Request  should  contain  fuU  name,  current  ad¬ 
dress  and  telephone  number  of  the  individual.  For  personal  visits, 
the  individual  should  be  able  to  provide  some  accepUdtle  identifica- 
tion;  that  is,  drivers  license,  or  DLA  identification  card. 

Contesdng  record  procedures:  The  Agency’s  rules  for  contesting 
contents  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories;  Individual,  upon  assignment  to  DLA, 
and  when  changes  occur. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S120.05DLA-K 

System  nanm:  120.0S  Schedule  and  Record  of  Overtime  Assignment 
and  Request 

System  locatioa:  First  line  supervisor  or  other  supervisory  levels 
in  each  organizational  unit  where  a  formalized  overtime  record  is 
maintained.  The  record  is  not  maintained  by  all  supervisors  but 
only  by  those  who  need  such  a  record  or  where  such  a  record  is 
retpiired  by  negotiated  labor  agreements. 

Categories  of  individuals  covered  by  the  system:  Any  civilian  em¬ 
ployee  in  those  organizational  segments  where  formalLced  overtime 
records  are  kept  may  be  covered. 

Categories  of  records  la  the  system:  A  roster  of  civilian  persormei 
in  the  organizational  segment,  schedules  of  proposed  overtime, 
dates  overtime  was  offei^,  re«>rd  of  whether  employee  accepted 
the  overtime,  hours  and  dates  worked,  amount  of  work  produced 
during  the  overtime  hours,  and  other  informarion  directly  related  to 
overtime  usage. 

Aathority  lor  audnteaaacc  of  the  system:  S  U.S.C.,  Sec.  301,302, 
and  5S42,  Overtime  rates;  computation. 


RoutliM  uses  of  rscorris  maiateined  la  the  system,  Incladhig  catega- 
rlcs  of  users  and  the  purposes  of  such  uses:  Informatioa  is  used  by 
the  supervisor  to  assign  overtime  on  an  equitable,  or  rotational 
basis  and  to  plan  and  schedule  overtime  as  needed.  It  may  also  be 
used  to  determine  the  most  productive  of  overtime  workers.  May 
be  shown  to  enmloyee  representatives,  such  as  unions,  to  demon¬ 
strate  nature  ana  equity  of  the  system. 

Policies  and  practices  for  storing,  retrieving,  aeesming,  rvtalahig, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  or  file  index  cards. 

Rctrievability:  Filed  or  listed  by  employee  name  within  individual 
organizational  segments. 

Safeguards:  Records  are  maintained  in  file  cabinets  under  the  su¬ 
pervisor’s  control. 

Rctentioa  and  disposal:  Records  are  destroyed  after  one  year 
from  the  last  date  of  overtime  usage. 

System  namagerfs)  and  address:  Office  of  Civilian  Personnel  of 
the  appropriate  Defense  Logistics  Agency  (DLA)  Primary  Level 
Field  Activity. 

Notlflcatloo  procedan:  Individuals  may  determine  whether  or  not 
there  is  an  overtime  record  pertaining  to  them  by  request  to  their 
immediate  supervisor  or  to  tlte  SYSMANAGER. 

Record  accem  procedures:  Written  reouest  for  assistance  in  ob¬ 
taining  access  to  information  sIkhm  be  directed  to  the 
SYSMANAGER.  Official  mailing  address  is  in  the  Departmnt  of 
Defense  directory  in  the  append^  to  the  DLA  systems  notice.  For 
personal  visits  to  the  SYSMANAGER,  individual  should  be  able  to 
IMOvide  some  acceptaMe  identification  such  as  office  identification 
card  or  driver’s  license.  However,  inquiries  will  normally  be  made 
to  the  immediate  supervisor  by  personal  visit. 

Coatecting  rcooed  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  ■oarec  categories;  The  individual  supervisors  and  others 
involved  in  the  management  of  overtime  in  the  activity. 

Systems  euempted  from  certain  provieloae  of  the  act:  None 
S120.05DLA-KP 

System  aaose:  120.QS  Supervisors’  Records  and  Reports  of  Em¬ 
ployee  Attendance  and  Leave. 

System  locatioa:  This  system  is  decentralized  by  organ^tion  and 
geography  to  the  supervisory  level  at  all  Defense  Lf^stks  Agency 
(DLA)  field  activities  and  Headquarters  DLA.  AO  records 
described  are  not  necessarily  maintain^  by  aO  supervisors. 

Categories  of  hidividaalB  covered  by  the  system:  Employees  of  the 
Defense  Logistics  Agency,  and  former  such  employees. 

Categories  of  records  in  the  system:  Schedule  of  planned  leave, 
record  of  sick  and  «nniial  leave  and  other  types  of  leave  taken, 
recmxl  of  tardiness,  absence  without  leave,  leave  without  pay,  ad¬ 
ministrative  leave,  and  other  absences  of  types  of  leave.  In  some 
cases  the  record  may  also  contain  notation  ot  time  actually  present, 
time  on  temporary  duty  (TDY),  and  time  on  special  assignments  or 
temporary  assignments.  Record  may  be  kept  by  the  hour,  day, 
week,  pay  period,  quarter,  or  year.  While  retards  maintained  in  ac- 
cofthmee  with  this  notice  are  ril  ’hard  copy’  or  manual  in  nature, 
some  od  the  records  may  be  product  by  automated  data 
processing  as  printouts  from  automated  payroO  and  leave  account¬ 
ing  systems  described  under  other  notices. 

Aathority  lor  maintenance  of  the  syatam:  Cluqiter  63,  Title  S 
United  States  Code;  Leave. 

Routine  ases  of  records  malntahifd  fas  the  system,  including  catego¬ 
ries  of  aasrs  and  the  purposes  of  soch  uses:  Data  is  used  by  super¬ 
visors  and  by  civilian  personnel  office  staff  for  the  foQow^  pur¬ 
poses:  Monitorii^  sick  leave  use  and  detecting  patterns  of  at¬ 
tendance  and  sick  leave  usage  which  may  IM  indications  of 
problems  in  the  use  of  leave  ot  which  should  be  discussed  with  the 
employee.  Schedul^  annual  leave  in  an  organized,  fair  and 
planned  way.  Identifying  employees  who  may  be  congratulated  for 
accumulation  of  sick  leave  or  limited  use  of  sick  leave.  Preparing 
statistical  reports  on  leave  use  and  attendance  matters  and  for 
sutistical  equation  and  analysis  ot  leave  usage  patterns.  Posting 
daily  leave  usage  onto  tiiM  a^  attendance  reports  or  records  and 
answering  emi^yee  questions  on  leave  charges. 

Policies  and  practices  lor  storing,  retrieving,  accessing,  retefadag, 
and  disposiag  of  records  fas  the  syslM: 

Storage:  Paper  records  in  ^  fidders  or  binders  or  file  index 
cards. 
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AttrkvaMliljr:  By  employee  name  within  oi)ganizational  tegments, 
or  cbnMmlogicaBy  oy  aome  time  period. 

Mepearia:  Any  p«t  of  the  records  containing  any  personal  or 
potentially  sensistive  data  are  maintained  in  locked  filing  cabinets 
or  aupervMors*  locked  desks. 

■cSeatlon  and  dlapoeal:  Records  are  kept  for  one  year  and  then 
destroyed. 

System  amaagcrfs)  and  address:  Civilian  Personnel  Officer  at  each 
DLA  Piinuu^  Level  Field  Activity. 

NotMIfarion  procedure:  Employees  who  wish  to  determine  what 
leave  records  are  being  maintamed  at  supervisory  or  personnel  of¬ 
fice  level  should  address  their  inquiries  to  their  immediate  super¬ 
visors  or  to  the  primary  level  field  activity  office  of  civilian  person¬ 
nel. 

Record  access  procednrcs:  Personal  requests  for  record  content 
should  be  made  to  the  immediate  supervisor  or  to  SYSMANAGER. 
Written  request  for  assistance  in  obtaining  access  should  be 
directed  to  the  SYSMANAGER,  and  should  contain  the  full  name 
and  organizational  location  of  the  employee.  Official  tnailii^  ad¬ 
dresses  of  the  SYSMANAGER  are  in  the  Department  of  Defense 
directory  in  the  ^ipeodix  to  the  DLA  systems  notice.  For  personal 
visits  to  SYSMANAGER.  the  individu^  should  provide  some  ac¬ 
ceptable  identification,  such  as  activity  identdication  card  or 
dnver’s  license. 

Contrstlng  record  procedures:  The  agency  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  cafegorlei:  PayroD  office  and  payroll  records,  in¬ 
cluding  automated  payroll  systems,  employee's  supervisors, 
timekeepers,  time  arid  attenda^  cl^s,  leave  slips  (Standard 
Form  71  or  equivalent). 

Systems  cicmpted  from  certaia  provisioas  of  the  act:  None 
S150.20DLA-T 

System  naoM:  150.20  Security  Violations  Files 
System  locution:  Primary  System  •  Reports  of  the  more  serious 
security  violations  involving  information  or  material  classiHed  in 
the  interests  of  national  defense:  Command  Security  Office, 
Headquarters.  Defense  Logistics  Agency  (HQ  DLA).  Decentralized 
segments  •  Above  files  plus  all  oth»  reports  of  security  violations; 
DLA  Primary  Level  Field  Activities  (PLFAs) 

Catrgoricr  of  individaals  covered  by  the  system:  Civilian  and  mili¬ 
tary  personnel  currently  or  formerly  emptoyed  by  or  assigned  to 
Dl^,  employees  of  Department  ^  Defense  (DOD)  contractor 
facilities,  and  other  persons  who  may  be  invrdved  in  security  viola¬ 
tions. 

Catrgortri  of  records  hi  the  system:  ReptHts  of  informal  and  for¬ 
mal  administrative  inquiries,  investigations,  statements  of  wit¬ 
nesses,  photographs,  and  related  papers  regarding  security  vkda- 
tions  pertaining  to  DLA  activities. 

Authority  for  malnicnancc  of  system:  E.O.  11652  which  per¬ 
tains  to  the  protection  of  information  and  material  classified  in  the 
interests  of  national  defense.  DOD  Directive  5200.1-R. 

Rsutiae  uses  of  records  maintained  In  the  system,  Inclnd^  entego- 
iks  of  naers  and  the  purpooss  of  ’sneh  uses:  The  formation  in  the 
system  b  used  by  Security  OfEcers  in  HQ  DLA  and  PLFA’s  for 
toe  following; 

Determining  the  suitability  of  DLA  personnel  involved  in  security 
violations  to  ^ve  continued  access  to  classified  information; 

Evaluating  the  safeniards  established  within  DLA  to  protect  clas¬ 
sified  information  and  material;  and 
Referring  violations  involving  Atomic  Energy  information  and 
those  in  which  espionage  is  suspected  to  the  Justice  Department  as 
tequked  should  contain  the  fuO  name,  current  address  and 
telephone  number  of  the  individual  and  must  be  accompanied  by  a 
•ototued  statement  attesting  to  by  law. 

BsBcics  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dhpoeiag  at  record  in  the  system: 

Blenge:  Paper  reco^  in  file  folders. 

RabiivaMliti:  Filed  alphabetically  by  name  of  any  individual  held 
to  be  responsible  for  the  violation. 

Ralagnards:  As  a  minimum,  records  are  stored  in  locked  con- 
tainen  whenever  authorized  DLA  persoimel  are  not  present  to  con¬ 
trol  access  to  them.  Any  of  these  files  containing  classified  docu¬ 
ments  are  maintained  in  security  containers  approved  by  HQ  DLA 
for  storage  (rf  classined  information. 


Retention  and  disposal:  Normally,  records  are  retained  in  the  ac¬ 
tive  file  two  years  after  all  aspects  oi  the  case  are  closed  and  then 
destroyed.  Reports  concerning  violations  of  a  sufficiently  serious 
nature  to  be  considered  felonies  are  retained  for  two  years  in  the 
active  file  and  then  held  eight  years  in  the  iiwctive  fibs  and  sub¬ 
sequently  destroyed. 

System  managcr(s)  and  address:  Command  Security  Officer,  HQ 
DLA;  Security  Officers, DLA  Primary  Level  Field  Activities. 

Notlficatioa  procedure;  Written  or  persoiud  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  In^viduals  must  pro¬ 
vide  their  full  names  and  the  identity  of  DLA  activity  at  which  the 
violation  occurred  as  well  as  the  date  of  its  occurrence. 

Record  aceem  procedures:  Official  mailing  addresses  of  the 
SYSMANAGER  are  in  the  DOD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  the  identity 
of  the  requestor  and  containing  the  following;  *1  understand  that 
knowingly  and  willfully  or  obtaining  access  to  records 

about  another  individual  under  false  pretenses  is  punishable  by  a 
fine  of  up  to  5,000  dollars  under  the  provisions  of  the  Privacy  Act 
of  1974'.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  that  is,  driver's  license,  em¬ 
ptying  office  identification  card,  and  give  some  verbal  information 
that  could  be  verified  with  his  fOe.  If  the  requestor  cannot  present 
suitable  evidence  of  identification  a  notorized  statement  similar  to 
that  described  above  may  be  required. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  SYSMANAGER. 

Record  source  categories:  Officials  appointed  to  conduct  adminis¬ 
trative  inquiries,  informal  or  fornud  investigations  as  well  as  reports 
from  DOD  or  other  federal  investigative  agencies. 

Systems  exempted  from  certrin  provisionB  of  the  act:  Parts  of  this 
system  may  be  exempt  under  Title  5  U.S.C.  552a  (k)  (2)  as  applica- 
Ue.  Agency  rules  pertaining  to  this  exemption  are  set  forth  m  Ap¬ 
pendix  C  of  32  CFR  Part  1286  and  DLA  Regulation  5400.21.  For 
additional  information,  contact  the  System  Manager. 


S153.01  DLA-T 

System  name:  153.01  Persoimel  Security  Files 

System  location:  Primary  System  •  Investigatory  records  contain¬ 
ing  unfavorable  information  requiring  clearance  action  by  the 
Defense  Logistics  Agency  (DLA)  (bntral  Clearance  Groi^  (CCG) 
and  records  pertaining  to  persons  involved  in  highly  sensitive  pro¬ 
jects;  Comiimnd  Security  Office,  Command  S^urity  Officer, 
Headquarters  Defense  Lotties  Agency  (HQ  DLA). 

Decentralized  segments  -  above  files  plus  all  other  investi^tory 
records:  Security  Officer,  DLA  Prim^  Level  Field  Activities 
(PLFAs). 

Categories  of  individuals  eovered  by  the  system:  All  civilian  em¬ 
ployees  and  military  personnel  who  have  bem  the  Subjrct  of  a  Na¬ 
tion  Agency  Check  (NAQ;  a  Background  Investigation  (BI);  or 
Special  Background  Investimtion  (SBO  pertaining  to  their  qualifica¬ 
tions  for  access  to  classified  information. 

Categories  of  records  In  the  system:  Reports  of  investigations  con¬ 
ducted  by  the  C}ivil  Service  Cbimmission  (CSC),  the  Federal  Bureau 
of  Investigation  (FBI),  the  Defense  Investigative  Service  (DIS),  the 
investimtive  units  oi  the  Army,  Navy  and  Air  Force,  and  other 
Federu  investigative  organizations.  Also,  evidence  of  security 
clearances  and  access  to  classified  information  granted  to  in¬ 
dividuals  and  certifications  of  security  briefings  and  debriefings 
signed  by  individuals. 

Authority  lor  maintenance  of  the  system:  Executive  Order  (E.O.) 
1(M50,  as  amended,  which  was  issuied  by  virtue  of  the  authority 
vested  in  the  President  by  Section  7532  of  Title  5,  United  States 
Code  and  other  statutes  enumerated  in  E.O.  10450. 

Routine  uses  of  records  malntahied  In  the  systm.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  investigatory  reports 
are  used  by  appropriate  Security  Officers  and  Commanders  or 
other  designated  officials  as  a  basis  for  determining  a  person's  eligi¬ 
bility  for  access  to  information  classified  in  the  interests  of  national 
defense. 

Pidlcks  and  practices  for  storing,  retrlevlag,  accessing,  retaining, 
and  dlsiMaing  of  records  la  the  system: 

Storage;  Paper  records  in  file  folders. 

Rctrievability:  Reports  are  filed  alphabetically  by  name,  date  and 
place  of  birth.  No  indices  are  used  to  retrieve  i^vidu^  records 
from  the  system. 
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Safcgvardt:  Aa  a  miniinuin,  records  are  stored  in  locked  con¬ 
tainers  whenever  authorized  DLA  personnel  are  not  present  to  con¬ 
trol  access  to  them.  Any  of  these  ffles  containing  classified  docu¬ 
ments  are  maintained  in  security  containers  approved  by  HQ  DLA 
for  storage  of  classified  information. 

SctantkMi  and  dfapoaal:  Reports  are  retained  as  long  as  the  person 
is  employed  or  ass^ned  to  DLA.  After  the  person  leaves  DLA,  the 
reports  are  placed  m  an  inactive  file,  retained  for  two  years,  and 
then  destroyed  or  returned  to  the  agency  which  conducted  the  in¬ 
vestigation. 

System  manages)  and  addrem:  Conunand  Security  Officer,  HQ 
DLA;  Security  Mficers  of  Primary  Level  Field  Activities. 

NodAcatton  proccdare:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGERS. 

Record  access  procedures:  Official  mailing  addresses  of  the 
SYSMANAGERS  are  in  the  Department  of  ^fense  Directory  in 
the  appendix  to  the  DLA  systenu  notice.  Written  requests  for  in¬ 
formation  should  contain  the  full  name,  date  and  place  of  birth, 
current  address  and  telephone  number  of  the  requestor.  For  per¬ 
sonal  visits,  the  requestor  must  be  able  to  provide  some  acceptable 
identification  (i.e.,  driver’s  license,  parent’s  name,  identification 
card,  date  and  place  of  birth,  dates  and  place(s)  of  employment 
with  DLA,  if  applicable).  Written  requests  must  be  accompanied  by 
a  notarized  statement  attesting  to  the  requestor’s  identity  and  con¬ 
taining  the  following;  ’I  understand  that  knowingly  or  willfully 
seeki^  or  obtaining  access  to  records  about  another  individmd 
under  false  pretenses  is  punishable  by  a  fine  of  up  to  5,000  dollars 
lukter  the  provisions  of  the  Privacy  Act  of  1974.’ 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Reports  of  investigations  conducted  by 
the  CSC,  FBI,  DIS,  investigative  units  of  the  Army,  Navy,  and  Air 
Force,  as  well  as  other  Federal  investigative  organizations. 

Systems  exempted  from  certain  provisionB  of  the  act:  Parts  of  this 
system  may  be  exempt  under  Title  S  U.S.C*  SS2a  (k)  (2)  as  applica¬ 
ble.  Agency  rules  pertaining  to  this  exemption  are  set  forth  in  Ap¬ 
pendix  C  of  32  CFR  Part  1286  and  DLA  Regulation  5400.21.  For 
additional  information,  contact  the  System  Manager. 

S153J0  DLA-T 

System  name:  153.20  Personnel  Security  Clearance  Status  -  CAP¬ 
STONE 

System  location:  Primary  System-Central  computer  programs  and 
files  maintained  at  the  Defense  Logistics  Agency  Adnunistrative 
Support  Center  (DASC)  provide  a  central  index  for  information  re- 
gaiding  the  personnel  security  clearance  status  of  civilian  em- 

Eloyees  and  military  personnel  within  DLA.  Ready  reference 
stings  are  furnished  by  DASC  to  Defense  Logistics  A^ncy  Prima¬ 
ry  Level  Field  Activities  (PLFAs)  and  to  Primary  Staff  Elements 
(PSEs)  at  HQ  DLA  concerning  personnel  under  their  jurisdiction. 

Categories  of  iadfvhluals  covered  by  the  system:  All  DLA  civilian 
and  m^tary  personnel  who  have  been  granted  a  security  clearance 
for  access  to  information  classified  in  the  interests  of  national 
security. 

Calegorier  of  records  la  the  system:  Computer  listings  both 
alphabetically  in  the  form  of  a  Master  Capstone  File  (MASCAP) 
and  by  organization  in  the  form  of  a  Records  of  Access  Authoriza¬ 
tion  and  Eligibility  (RACEL).  These  listings  provide  the  unit  Securi¬ 
ty  Officer  with  complete  personnel  security  data  on  the  entire  unit 
work  force  and  the  Head  of  each  PLFA  and  HQ  PSE  a  roster 
reflecting  each  individual  who  has  been  authorized  access,  as  weU 
as  the  level  of  access,  to  classified  information. 

Authority  for  maintenance  of  the  system:  Executive  Order  (E.O.) 
10450,  as  amended,  which  was  issii^  by  virtue  of  the  authority 
vested  in  the  Presi^nt  by  Section  7532  of  Title  5,  United  States 
Code  and  other  statutes  enumerated  in  E.O.  10450. 

Routine  uses  of  records  maintained  in  the  system,  includiiig  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  These  records  are  u^ 
by  Security  Officers  at  all  levels  as  well  as  other  appropriate  super¬ 
visors  to  determine  whether  or  not  DLA  civilian  employees  or  mili- 
t^  personnel  have  been  cleared  for  and/or  granted  access  to  clas¬ 
sified  information;  and.  if  so,  the  level  of  such  clearance  or  access. 

Policies  and  pmetioes  for  storing,  retrieving,  acccssiiig,  retainfaig, 
and  disposing  of  records  in  the  systm:  ' 

Storage:  Paper  records  in  file  folders;  magnetic  tape;  computer 
print-out. 


RetrievabUity:  Identities  of  persons  whose  names  are  contained  in 
the  system  are  listed  in  the  MASCAP  and  RACEL  alphabetically. 
All  data  in  the  system  about  each  person  is  set  forth  next  to  the 
person’s  name. 

Safeguards:  As  a  minimum,  records  are  stored  in  locked  con¬ 
tainers  whenever  authorized  DLA  personnel  are  not  present  to  con¬ 
trol  access  to  them.  Any  of  these  files  containing  classified  docu¬ 
ments  are  maintained  in  security  containers  approved  by  HQ  DLA 
for  storage  of  classified  information. 

Retentioa  and  disposal:  New  MASCAP  and  RACEL  listings  are 
published  monthly  and  old  listings  are  destroyed  as  soon  as  the  new 
lists  are  verified  but  in  no  case  beyond  90  days. 

System  managers)  and  address:  Security  Office,  DASC  and 
Security  Officers  of  all  PLFAs. 

Notificatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGERS. 

Record  accem  procedures:  Official  mailing  addresses  of  the 
SYSMANAGERS  are  in  the  Department  of  ^fense  Directm^  in 
the  appendix  to  the  DLA  systems  notice.  Written  requests  for  in¬ 
formation  should  contain  the  fuU  name,  current  address  and 
telephone  numbers  of  the  individual.  For  personal  visits,  the  in¬ 
dividual  should  be  able  to  provide  some  acceptable  identification, 
such  as,  driver’s  license,  employing  office  identification  card,  and 
give  some  verbal  information  that  could  be  verified  with  his  file. 

Contesting  record  procedures:  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGERS. 

Record  source  categories:  Certificates  of  clearance  and/or  record 
of  personnel  security  investigation  which  are  completed  during  a 
review  of  reports  of  investigation  conducted  by  tlw  Civil  Service 
Commission,  the  Federal  Bureau  of  Investigation,  the  Defense  In¬ 
vestigative  ^rvice,  and  investigative  units  of  the  Army,  Navy,  and 
Air  Force,  as  well  as  other  Federal  investigative  organizations. 
Also,  personnel  security  files  maintained  on  individuals. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
SI55.Q5  IDLA-NS 

System  name:  155.05  Enrollment,  Registration  and  Course  Comple¬ 
tion  Record. 

System  locatioa:  Defense  Industrial  Security  Institute  (DISI) 
Defense  General  Su(^y  Center  Richmond,  Virginia  23297 

Categories  of  individuals  covered  by  the  system:  U.S.  Government 
military  and  civilian  personnel  and  employees  of  industry  who  have 
attend^  the  Industi^  Security  Bask  Course,  Industrial  Security 
Specialist  Course,  Industrial  Security  Career  Seminar,  Industrial 
Security  Executive  Seminar,  Information  Security  Management 
Course,  Industrial  Security  Management  Course  or  the  Industrial 
Faeflities  Protection  Course. 

Categories  of  records  in  the  qrstem:  Informatioa  contained  in  the 
system  regarding  each  indivkhial  includes:  name,  local  address 
(while  attending  school);  office  phone;  military  rank  or  GS  rating; 
Social  Security  Account  number;  position;  level  of  security 
clearance;  duty  station  or  employer’s  address;  course(s)  attended; 
name  and  mailing  address  of  supervisor;  date  of  course;  class 
standing;  final  grade;  and,  whether  or  not  the  course  was  satisfac¬ 
torily  completed. 

Authority  for  maintenance  of  the  system:  Presidential  Executive 
Order  10865,  Safeguarding  Classified  Information  Within  Industry. 

Routine  uses  of  records  maintained  in  the  system,  includiiig  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  system  exists  for 
record  purposes  only.  Tte  Defense  Industrial  Security  Institute  is 
the  sole  user. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
mkI  disposing  of  records  in  the  system: 

Storage:  The  system  is  maintained  on  5  x  8  file  cards. 

RetrievabUity:  The  system  is  maintained  and  accessed  alphabeti¬ 
cally. 

Safeguards:  Only  DISI  employees  are  authorized  access  to  the 
system  or  information  contxuned  therein.  The  records  are  main¬ 
tained  in  file  cabinets  within  a  locked  room.  The  building  is 
patrcdled  at  intervals  by  roving  patrols  on  foot  and  in  vehkies.  Ac¬ 
cess  to  the  military  installation  is  controlled  at  aU  times. 

Retentioa  and  dispoeal:  The  records  in  this  system  are  retained 
permanently. 
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PRIVACY  ACT  ISSUANCES 


SjraiMB  Maatcr(t)  aad  addrcM:  The  official  respons^  for  poU- 
cie«  and  proceoures  governing  this  system  is  the  Executive  Director 
of  Industrial  Security,  DLA-N.  Operational  management  is  exer¬ 
cised  by  the  Commandant,  Defense  Industrial  Security  Institute. 

Nod5catloa  pracednre;  An  individual  who  wishes  to  be  notified  if 
the  system  contains  a  record  about  him  or  her  should  direct  a 
request  to  the  Commandant.  DISI,  Defense  General  Supply  Center. 
Richmond,  Virginia  23297.  Requests  must  contain  name  a^  Social 
Security  Account  number.  If  known,  the  request  should  also  identi¬ 
fy  courses(s)  attended  and  the  inclusive  dates  al  the  course(s). 

An  individual  may  also  visit  DISI  to  determine  if  the  system  con¬ 
tains  a  record  about  him  or  her. 

For  visits  an  individual  must  present  procrf  of  identity  such  as 
birth  certificate,  driver’s  license  or  em|doyer  ID  (preferaUy  picture 
type)  and  proof  of  Social  Security  Account  number. 

Record  acccm  proccdurn:  An  individual  can  obtain  access  to  or  a 
copy  of  any  record  pertaining  to  him  or  her  by  directing  a  request 
to  the  Commandant.  DISI.  Defense  General  Supply  Center, 
Richmond.  Virgii^  23297.  A  record  can  be  releas^  at  DISI, 
Richmond,  Virginia,  or  through  one  of  the  II  Regional  Offices  of 
Industrial  Security  (OIS)  or  a  Field  Office  ot  any  Regional  OIS.  A 
release  will  take  place  at  the  OIS  nearest  the  residence  or  place  of 
employment  of  tlM  ^uester.  The  11  Regional  OlSs  are  looted  in 
Atlanta,  Boston,  Chic^o,  Cleveland,  DaUas,  Detroit,  Los  Angeles, 
New  York,  San  Francisco,  Philadelphia  and  St.  Louis. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER;  the  Chief,  OIS. 

Record  source  categories:  The  sources  of  information  contained  in 
the  system  are  the  employers  and  the  DISI. 

Systems  exempted  from  certain  provisious  of  the  act;  None 
S15S.05  2DLA-NS 

System  name:  1S5.0S  2  Guest  Instructor  Introduction  Card 
System  locatioo:  Defense  Industrial  Security  Institute  (DISI) 
Defense  General  Supply  Center  Richmond.  Virginia  23297 
Categories  of  individuals  covered  by  the  system:  System  contains  a 
record  of  any  individual  who  has  appeared  as  a  guest  speaker  at  the 
Defense  Industrial  Security  Institute  (DISD. 

Categories  of  records  in  the  system:  Information  in  this  system  in¬ 
cludes:  name;  date  of  guest  instructor’s  appearance;  position;  and 
biographical  (education,  employment,  etc.)  data. 

Authority  for  maintenance  of  the  system:  Presidential  Executive 
Order  1086S,  Safeguarding  Classified  Information  Within  Industry. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  used  to 
introduce  speakers  and  is  retained  as  a  record  of  the  speaker’s  par¬ 
ticipation.  DISI  is  the  sole  user. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  The  system  is  maintained  on  S  x  8  file  cards. 
RcCrievability:  The  system  is  maintained  and  accessed  alphabeti¬ 
cally. 

Safeguards:  Only  DISI  employees  are  authorized  access  to  the 
system  or  information  contained  therein.  The  records  are  main¬ 
tained  in  file  cabinets  within  a  locked  room.  The  building  is 
patrolled  at  intervals  by  roving  patrols  on  foot  and  in  vehicles.  Ac¬ 
cess  to  the  military  installation  is  controlled  at  all  times. 

Retention  and  dispoaal:  The  records  in  this  system  are  retained 
permanently. 

System  manager(s)  and  address:  The  official  responsible  for  poli¬ 
cies  and  procedures  governing  this  system  is  the  Executive  Din^or 
of  Industrial  Security,  DLA-N.  Operational  mana^ment  is  exer¬ 
cised  by  the  Commandant,  Defense  Industrial  Security  Institute. 

Notification  procednre:  An  individual  who  wishes  to  be  notified  if 
the  system  contains  a  record  about  him  or  her  should  direct  a 
request  to  the  Commandant.  DISI,  Defense  General  Supply  Center, 
Richmond,  Virginia  23297.  Requests  must  contain  name  and  Social 
Security  Account  number.  If  known,  the  request  should  also  identi¬ 
fy  course(s)  attended  and  the  inclusive  dates  of  the  course(s).  An 
i^vidual  may  also  visit  DISI  to  determine  if  the  system  contains  a 
record  about  him  ot  her.  For  visits  an  individual  must  present  i»o<rf 
of  identity  such  as  birth  certificate,  driver’s  license  or  employer  ID 
(preferably  picture  type)  and  proof  (rf  Social  Security  Account 
number. 


Record  aoetas  proeedarca:  An  indivkhud  can  obtain  access  to  or  a 
copy  of  any  record  pertaining  to  him  or  her  by  directing  a  request 
to  the  Commandant,  DISI,  Defense  Oencnl  Supply  Center, 
Richmond,  Virgiim  23297.  A  record  can  be  rdeaUd  at  DISI, 
Richmond,  Virginia,  or  through  one  of  the  11  Remonal  Offices  of 
Industrial  Security  (OIS)  or  a  Field  Office  of  any  Regional  OIS.  A 
release  will  take  place  at  the  OIS  nearest  the  rei^nce  or  place  of 
employment  of  the  requester.  The  11  Regional  OlSt  are  looted  in 
Atluta,  Boston,  Chici^,  Cleveland,  Dauas,  Detroit,  Los  Angeles, 
New  York,  San  Francisco.  Philadelphia  and  St  Louis. 

Contcslfag  record  procednras:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  System  Manager,  the  Chief,  OIS. 

Record  source  categortca:  Information  contained  in  this  system  is 
provided  by  the  indi^ual. 

Systems  exempted  from  certain  providons  of  the  act:  None 
S155Ji3DLA-NS 

System  name:  1SS.S3  Industrial  Persoimel  Security  Clearance  File 

System  location:  Defense  Industrial  Security  Clearance  Office, 
Defense  Construction  Supply  Center,  P.O.  Box  2499,  Columbus, 
Ohio  43216 

A  duplicate  file  of  the  Defense  Industrial  Security  Clearance  Of¬ 
fice  record  of  Overseas  Security  Eligibilities  is  retained  by  the  Of¬ 
fice  of  Industrial  Security,  Europe,  Brussells,  Belgium. 

Categories  of  individuals  covered  by  the  system:  Employees  of 
Govenunent  contractors  who  have  been  issued,  now  possess,  or 
are  in  process  for  personnel  security  clearances,  including  Overseas 
Security  Eligibihties. 

Categories  of  records  in  the  system:  Information  contained  in  each 
record  m  the  automated  portion  of  the  system  may  include:  name 
of  the  individual;  aliases;  maiden  name;  date  of  birth,  place  of 
birth.  Social  Security  Account  number;  name  and  address  of  em¬ 
ployer;  level  of  security  clearance  granted;  date  security  clearance 
granted;  type  of  investigation;  date  of  investigation;  identity  of  in¬ 
vestigating  agency;  file  or  case  number;  location  of  file;  record  of 
Communication  Security  (COMSEC)  security  clearance  and 
sequential  record  of  security  clearance  terminations,  transfers  and 
reinstatements. 

Information  contained  in  each  record  in  the  manual  portion  of 
the  system  may  contain  the  original  apfriication  for  security 
clearance  (Personnel  Security  (Questionnaire);  a  copy  of  the  person¬ 
nel  security  investigation;  a  record  of  security  clearance;  record  of 
CX)MSEC  security  clearance;  Overseas  Security  Eligibility;  Control 
records;  foreign  travel  reports;  all  correspondence  coocemipg  the 
processing  of  the  initial  clearance,  termination,  reinstatement, 
transfer,  emergeiKy  suspension,  revocation  or  denial  of  security 
clearance;  adjudication  suspense  records;  adverse  information  re¬ 
ports;  security  violation  reports;  and  internal  Government  cor¬ 
respondence  and  interoffice  memoranda  relative  to  the  security 
clearance  process. 

Authority  for  maintmuce  of  the  system:  Presidental  Executive 
Order  1066S  as  amended  by  Executive  Order  10909,  both  titled. 
Safeguarding  Classified  Information  Within  Industry. 

Routine  uses  of  records  maintained  in  the  system,  inclnding  catego¬ 
ries  of  users  and  the  purpoam  of  such  uses:  The  automated  portion 
of  the  system  is  retained  as  a  central  record  of  industrial  security 
clearances  granted.  Access  to  this  record  is  restricted  to  authorized 
Defense  Logistics  Agency  employees.  The  Defense  Industrial 
Security  (Tlearance  Office  will  verify  security  clearance  status  only 
to  cleared  Department  of  Defense  contractors  and  authorized 
Government  agencies.  Also,  on  occasion,  the  clearance  record  may 
be  used  to  reconcile  security  clearance  records  maintained  by  the 
individual’s  emidoyer. 

The  nmn»n»l  portion  of  the  system  serves  as  a  central  repository 
for  all  hard  copy  material  concern^  an  applicant  for  industri^ 
security  personnd  clearance.  All  information  contained  in  this 
record  b  used  to  back  up  the  security  clearance  determination.  Dis¬ 
closure  of  thb  record  is  permitted  o^y  to  personnel  of  the  Depart¬ 
ment  of  Defense  involved  in  the  iiidust^  personnel  cleaiwce 
process  or  to  a  legally  constituted  law  enforcement  activity  within 
or  under  the  coittrol  od  the  United  Sutes  when  (i)  a  violation  of  law 
relative  to  the  purpose  of  the  securi^  cleaurance  program  is 
suspected,  or  (ii)  requested  by  the  head  ot  the  law  enfOTcement  ac¬ 
tivity  or  his  designated  representative  provided  that  the  pOTtion  of 
the  record  desired  is  specified  and  the  law  enforcement  activity 
identified.  Disclosure  cd  foreign  travel  information  contained  in  the 
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record  will  be  permitted  to  Federal  Government  investi^tive  agen¬ 
cy  personnel  fur  civil  or  criminal  law  enforcement  activity. 

Policies  and  practices  for  stortag,  retrieving,  accesriag,  retaining, 
and  di^Malag  of  rscords  la  the  syslea: 

Slsrme;  Automated  Records  are  maintained  in  computer  disc 
packs,  magnetic  tapes,  and  associated  data  processing  files  used  to 
initially  bu^  or  update  the  master  file.  The  individual  records  in 
the  manual  part  of  the  system  are  microfiche,  5x8  cards  and  hard 
copy  paper  records  maintained  in  file  folders. 

RetrievaMUtv:  Automated  records  are  accessed  by  individual  So¬ 
cial  Security  Account  number.  Computerized  indices  are  required 
to  retrieve  records  from  the  system.  Manual  Records  are  accessed 
by  Social  Security  Account  number  or  alphabetically  by  name. 

Sairguards:  In  the  automated  part  of  the  system  special  codes, 
available  only  to  authorized  Defense  Logistics  Agency  personnel, 
are  required  to  access  records  by  means  of  catho^  ray  tube 
readers  located  only  in  the  Defense  Industrial  Security  Clearance 
Office  area.  Access  to  the  manual  records  is  limited  to  authorized 
personnel  of  the  Defense  Industrial  Security  Clearance  Office.  The 
Dciense  Industrial  Security  Clearance  Office  area  is  on  a  mihtary 
controlled  installation  and  segregated  from  other  Government 
operational  areas.  All  visitors  are  hedged  and  escorted.  During  non- 
working  hours  the  entire  area  is  secured  and  protected  by  a  perime¬ 
ter  alarm  system  and  roving  guard  patrols,  motorized  aiKi  on  fooL 

RrtenHen  and  diapomi:  The  automated  records  are  retained  for  25 
months  follow^  t^  termiiution  of  a  security  clearance.  A  record 
concerning  an  individual  is  retained,  following  termination,  until  the 
individual  would  reach  the  chronological  age  of  80  years  in  those 
cases  where  adverse  information  is  existant  or  the  clearance  is  ter¬ 
minated  because  of  the  death  of  the  holder.  Destruction  is  accom- 
dhshed  through  degaussing  the  disc  pack  entry  or  augnetk  tape. 
Retention  of  the  manual  records  is  authorized  for  30  years  after  the 
date  of  the  last  action;  however,  records  are  purged  10  years  after 
the  date  of  the  last  action.  Destruction  is  by  bmrning.  Microfiche 
records  are  updated  at  approximately  3(V-day  intervals  arrd  super¬ 
seded  records  are  burned. 

System  managerfs)  aad  aditrsw;  The  official  responsible  for  poli¬ 
cies  and  procedures  ^verning  this  system  is  the  Executive  Director 
of  Industrial  Security,  Defense  Logistics  Agency.  Operational 
management  of  the  system  is  exercised  by  the  Chief,  Defense  In¬ 
dustry  Security  Clearance  Office. 


Nadficatioa  praeedare;  An  individual  who  wishes  to  be  notified  if 
the  system  contains  a  record  about  him  or  her  should  direct  the 
request  to  the  Chief,  Defense  Industrial  Security  Clearance  Office, 
Defense  Construction  Supply  Center,  P.  O.  Box  2499,  Columbus, 
Ohio  43216.  Requests  must  contain  the  full  name,  date  and  place  of 
birth  and  Social  Security  Account  number.  An  iyividual  may  also 
visit  the  Defense  Industrial  Security  Clearance  Office  to  determine 
if  the  system  contains  a  record  pertaining  to  him  or  her.  Fm  visits 
to  the  Defense  Industrial  Security  Clearance  Office  the  individual 
must  present  proof  of  identity  such  as  birth  certificate,  driver’s 
hcense,  or  employee  identification  card,  and  proof  of  Social  Securi¬ 
ty  Account  number. 

Rceerd  aceem  procedures;  An  individual  can  obtain  access  to  or  a 
copy  of  any  record  pertaining  to  him  or  her,  except  for  the  person¬ 
nel  security  investi^tion,  1^  directing  a  request  to  the  Chief, 
Defense  Industrial  Swurity  Clearance  (Xfice,  Defense  Construction 
Supply  Center,  P.O.  Box  2499,  Columbus,  O^  43216.  Requests  for 
personnel  security  investigations  will  be  prompdy  referry  to  the 
appropriate  investigative  agency  which  is  authorized  to  release  the 
rerord.  A  record  can  be  rdeased  at  the  Defense  Industrial  Security 
Clearance  Office,  Columbus,  Ohio  or  throi^  one  of  the  11  Re- 
giooal  Offices  of  Industrial  Security  or  a  Fidd  Office  of  any  Re- 
gkN^  Office  of  Industrial  Security.  A  release  will  take  place  at  the 
Office  of  Industrial  Security  nearest  the  residence  or  place  of  em- 
j^yoMnt  of  the  reqrmler.  The  11  Regional  Offices  of  Industrial 
Secyity  are  located  in  Atlanta,  Boston,  Chicago,  QevelarKl,  Dal¬ 
las,  Detroit.  Los  Angeles,  New  York,  Su  Francisco,  Philaddphia. 
and  SL  Loi^.  A  rec^  may  also  be  released  by  mail  in  those  cases 
where  the  requestor  was  provided  an  originai  notarized  authoriza¬ 
tion  for  such  release. 


Cenlesling  roosrd  proeednres:  The  Ag^y’s  rules  for  contesting 
contents  arid  appealing  initial  detenmnation  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  System  Manager,  the  Chief,  Of¬ 
fice  of  Industrial  Security. 

■aeard  sanne  caesgsriss:  The  sources  of  information  contained  in 
a  record  are  the  eniployer  and  the  Defense  Investigative  Service 


which  is  responsible  for  conducting  persormel  security  investiga¬ 
tions. 

Systems  exempted  from  certain  provWons  of  the  act:  Parts  of  this 
system  may  be  exempt  under  Title  5  U.S.C.  552a  (k)  (2)  as  applica¬ 
ble.  AgeiKy  rules  pertaining  to  this  exemption  are  set  forth  m  Ap¬ 
pendix  C  of  32  CFR  Part  1286  and  DLA  Regulation  5400.21.  For 
additional  information,  contact  the  System  Manager. 

S160J0  DLA-T 

Syateni  name:  160.50  Criminal  IiKidents/Investigations  file 

System  location:  Prim^  System  -  case  files  on  all  incidents  of 
known  or  suspected  criiriinal  activity  or  other  serious  incidents 
which  may  arouse  local  or  national  news  media  or  Congressional 
interest;  Command  Security  Office,  Headquarters  Defense  Lo¬ 
gistics  Agency  (HQ  DLA).  Decentralized  segments  -  above  files 
phis  irKidents  of  minor  nature:  HQDLA  principal  staff  elements, 
DLA  Primary  Level  Field  Activities  (PLFA) 

Categories  of  individuals  covered  by  the  system:  Civilian  and  mili¬ 
tary  personnel  of  DLA,  contractor  employees,  and  other  persons 
who  committed  or  ate  suspected  of  having  coimnitted  a  felony  or 
misdemeanor  on  DLA  controlled  activities  or  facilities;  or  outside 
of  those  areas  in  cases  where  DLA  is  or  may  be  a  party  of  interest. 

Categortes  of  records  in  the  systan:  Reports  of  Investigation, 
messages,  statements  of  witness,  subjects  and  victims,  photo- 
gra{rfis,  laboratory  reports  and  other  related  papers. 

Authority  fair  maintenance  of  the  system:  Section  21,  Internal 
Security  Act  of  1950  (Pubbe  Law  831,  81st  Congress)  DOD  Instruc¬ 
tion  5200.22,  Reporting  of  Security  and  Criminal  Violations,  and 
Memorandum  D^uty  Secretary  of  Defense  dated  7  May  1974, 
which  assigned  to  the  Director  erf  DLA  the  responsibility  for  identi¬ 
fying  all  DLA  activities  requiring  criminal  investigative  support  and 
crime  prevention  surveys,  provide  control  coord^tion  of  such  in- 
vestigation  and  surveys,  a^  to  ensure  optimum  investigative  sup¬ 
port  and  mutual  exchange  of  relevant  information  between  par¬ 
ticipating  agencies. 

Routtee  UKS  of  records  malataiufd  in  the  system,  taclndhig  catego¬ 
rtes  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  for  the  purpose  of  monitoring  the  progress  of  investigations, 
identification  of  crime  conducive  condition,  crime  and  loss  preven¬ 
tion,  and  preparation  of  statistical  data  required  by  higher  authori¬ 
ty.  Informatioo  may  be  referred  to  local,  state,  or  fe^ral  law  en¬ 
forcement  agencies  when  the  information  indi^tes  a  violation  of 
local,  state,  or  federal  laws.  Information  is  used  by:  DLA  Security 
personnel  -  to  monitor  progress  of  cases,  devek^  non-  personal 
statistical  data  on  crime  and  loss  incidence;  crime  and  loss  preven¬ 
tion  and  to  enable  planning  of  required  criminal  investigative  sup¬ 
port  for  the  future.  DLA  counsel  -  review  of  cases  and  determina¬ 
tion  of  proper  legal  action.  DLA  supervisors  and  managers  -  to 
determine  actions  r^uired  to  correct  the  causes  of  losses,  and  to 
take  appropriate  action  against  DLA  employees  in  cases  of  tbeif  in¬ 
volvement. 

PoUctes  and  pnettees  for  storiug,  rotitevlng,  aoccmiag,  retahdng, 
unddteiMMing  of  records  In  the  sytem: 

Storage:  Paper  records,  photographs,  laboratory  reports  in  file 
folders,  bound  logs  and  card  index  files. 

ReCrtevaMUty:  Filed  chroncrfogically  by  DLA  case  number  and 
cross  indexed  in  a  log  and  card  index  file.  Indexed  either  by  name 

the  individual  or  firm  involved,  when  such  are  known,  if  not  by 
DLA  activity  or  facility  having  primary  interest  in  the  case. 

Safeguards:  Records  are  maintained  in  areas  accessilrfe  only  to 
DLA  security  personnel. 

Rcteatfam  and  disposal:  Records  are  destroyed  5  years  after  sub¬ 
mittal  or  receipt  of  a  final  report  in  each  case  or  when  no  longer 
needed,  which  ever  is  later. 

System  aumagerfs)  oid  address:  Command  Security  Officer, 
DLA;  Heads  of  PLFAs. 

NotMIcatiou  proeedare:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER 

Record  aooam  pracedurei:  Official  miiiling  addresses  of  the 
SYSMANAGERS  are  in  the  Departmrat  of  Defense  Directory  in 
the  appendix  to  the  DLA  systems  notice.  Written  requests  for  in¬ 
formation  should  contain  the  full  name,  current  address  and 
telephone  numbers  of  the  indtviduaL  For  personal  viats,  the  in¬ 
dividual  should  be  able  to  provide  some  acceptabk  identification, 
that  is,  driver’s  licenae,  employing  office  identification  card,  and 
give  some  verbal  information  that  couM  be  verified  with  the  fik. 
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PRIVACY  ACT  ISSUANCES 


Coototliig  record  procedures:  DLA’s  rules  for  contesting  con¬ 
tents  as  as  appealing  initial  determinations  Iw  the  individual 
concerned  may  be  cotained  from  the  SYSMANAGER. 

Record  source  categories:  Reports  of  investigation  by  DLA 
Security  Officers,  Federal,  State  and  Local  law  eitforcement  agen¬ 
cies. 

Systens  eaempted  from  certain  provisions  of  the  act:  Parts  of  this 
system  may  be  exempt  under  Title  5  U.S.C.  S52a  (k)  (2)  as  applica¬ 
ble.  AgeiKy  rules  pertaining  to  this  exemption  are  set  forth  in  Ap¬ 
pendix  C  of  32  CFR  Part  1286  and  DLA  Regulation  S400.21.  For 
additional  information,  contact  the  System  Manager. 

S161.20DLA-T 

System  name:  161.20  Visitors  and  Vehicle  Temporary  Passes  and 
Permits  File 

System  location:  Decentralized:  Documents  and  records  relating 
to  issue,  surren^r,  withdrawal  of  temporary  visitor  and  vehicle 
passes  and  permits:  Heads  of  Defense  L^stics  Agency  (DLA)  M- 
mary  Level  Field  Activities  (PLFA). 

Categories  of  individuals  covered  by  the  system:  All  persons 
requiring  temporary  access  to  DLA  activities  and  facilities. 

Categories  of  records  in  the  system:  Applications,  surrendered 
passes,  permits,  and  related  papers  relating  to  temporary  visitor 
and  vehicle  passes  or  permits. 

Authority  for  maintenance  of  the  system:  Section  21  of  the  Inter¬ 
nal  Security  Act  1950  (Public  Law  831,  81st  Congress)  and  Depart¬ 
ment  of  Defense  Directives  S200.8  and  5105.22  which  assign  to  the 
Director,  DLA  the  responsibility  for  protection  of  property  and 
facilities  under  his  control. 

RoutiBe  uses  of  records  maintained  In  the  system,  including  catego¬ 
ries  of  users  and  the  purpoaes  of  such  uses:  Information  is  main¬ 
tained  to  provide  adequate  controls  on  movement  of  vehicles  and 
persons  on  DLA  activities  and  facilities.  Information  is  used  by 
DLA  Security  persormel:  To  ensure  that  only  authorized  persons 
and  vehicles  enter  DLA  activities  and  facilities. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  In  the  system: 

Storager  Paper  records,  applications,  surrendered  passes  and  per¬ 
mits.  Paper  records  in  file  feeders. 

Retrievahility:  Filed  alphabetically  by  name  and  by  expiration 
date. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
DLA  persormel. 

Retention  and  disposal:  Destroy  6  months  after  expiration  date. 
System  managerfs)  and  address:  Security  Officers  at  PLFAs. 
Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  I^vidual  must  pro¬ 
vide  his  full  name  and  identity  of  DLA  activity  to  which  access 
was  granted;  and  if  individual  is  or  was  a  DLA  employee,  identity 
of  employing  DLA  activity. 

Record  aceem  procedures:  Official  mailing  addresses  of  the 
SYSMANAGERS  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  number  of  the  in¬ 
dividual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  such  as,  driver’s  license,  em¬ 
ploying  office  identification  card,  arid  give  some  verbal  information 
that  could  be  verified  from  his  file. 

Conteafing  record  procedures:  DLA’s  rules  for  contesting  con¬ 
tents  and  appealing  initial  determinatioiis  by  the  individual  con¬ 
cerned  may  be  obtiuned  from  the  SYSMANAGERS. 

Record  source  culegorin:  Individuals  applying  for  passes  or  per¬ 
mits  and  Security  Office  personnel. 

Sjetuae  exempted  from  certain  provtaloBs  of  the  act:  N<me 
S161J5DLA-T 

System  name:  161.25  Individual  Access  FOea 
System  locatfam;  Decentralized:  Documents  relating  to  the  request 
for  authorization,  issue,  receipt,  surrender,  withd^wal  and  ac¬ 
countability  pertaining  to  identificatkm,  badges,  cards  and  passes: 
Heads  of  Primary  Level  Field  Activities  (PLFAs)  of  the  I^fense 
Logistict  Agency  (DLA). 

Categaries  al  indhrldnals  covered  bv  the  system:  DLA  civilian  and 
militarY  personnel,  contractor  employs,  and  other  individuals 
grantea  or  denied  access  to  DLA  activities  and  installations. 


Categories  of  records  in  the  system:  Application  forms,  photo¬ 
graphs,  letters  of  debarment,  and  related  papers. 

Authority  for  maintenance  of  the  system:  Section  21  of  the  Inter¬ 
nal  Security  Act  1950  (Public  Law  831,  81st  Congress)  and  Dep^- 
ment  of  Defense  (DoD)  Directives  5200.8  and  5105.22  which  assign 
to  the  Director.  DLA  the  responsibility  for  protection  of  property 
and  facilities  under  his  control. 

Routine  uses  of  records  maintained  In  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  and  used  by  DLA  and  DoD  security  personnel  and  General 
Service  Administration  Protective  Service  personnel  to  adequately 
control  access  to,  and  movement  on  DLA  activities  and  facilities. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  index  cards. 

Retrievahility:  Filed  alphabetically  by  name. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
authorized  DLA  personnel. 

Retention  and  disposal:  Records  are  destroyed  1  year  after  ter¬ 
mination  or  transfer  of  person  granted  access,  except  that  in¬ 
dividual  badges,  photographs  or  passes  will  be  destroyed  upon 
revocation,  cancellation,  or  expiration.  Records  relating  to  persons 
barred  from  a  facility  will  be  ^stroyed  5  years  after  the  person  is 
notified  he  is  bmrred  from  an  activity  or  installation. 

System  managerfs)  and  address:  Security  Officers  of  PLFAs. 
Notificathm  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  appropriate  SYSMANAGER. 

Record  access  procedures:  Official  mailing  addresses  of 
SYSMANAGERS  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  that  is,  driver’s  license,  em¬ 
ploying  office  identification  card,  and  give  some  verbal  information 
that  could  be  verified  from  his  file. 

Contesting  record  procedures:  DLA’s  rules  for  contesting  con¬ 
tents  of  records  and  appealing  initial  determinations  regarding  ac¬ 
cess  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Individuals  applying  for  identification 
badge,  card,  or  pass,  security  personnel,  and  Commanders  who  bar 
persons  from  access  to  their  activities  or  installations. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S161J0DLA-T 

System  name:  161.30  Motor  Vehicle  Registration  Fifes 
System  location:  Decentralized:  Documents  and  records  relating 
to  pemument  registration  of  private  vehicles  to  include  commerci^ 
veriest  Defense  Logistics  Agency  (DLA)  Primary  Level  Field  Ac¬ 
tivities  (PLFA).  » 

Categories  of  iadividnals  covered  by  the  system:  DLA  civilian  and 
military  personnel,  contractor  employees,  verxlors.  and  other  per¬ 
sons  requiring  use  of  private  vehicles  on  DLA  activities  or  facili¬ 
ties. 

Categories  of  records  la  the  system:  Application  forms  and  related 
papers. 

Auttority  for  maiutenanoe  of  the  system:  National  Highway  Safety 
Act  of  1966  and  National  Highway  Safe^  Progrw  Standards, 
which  direct  such  programs  as  vehicle  traffic  supervision,  periodic 
motor  vehicle  inspections,  pedestrian  safety,  police  traffic  services 
and  records,  acciiient  investigation  and  reporting. 

Roafine  usm  of  records  matntsiued  In  the  system,  iaclodfai|  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  to  provide  ad^uate  controls  on  movement  of  privately 
owned  motor  vehicles  on  DLA  activities  and  facilities,  consistent 
with  safety  and  applicable  traffic  regulatkms. 

Information  is  used  by  DLA  Security  personnel  to  ensure  that  " 
only  authorized  vehicles  enter  DLA  facilities  and  activities  and  that 
thoM  vehicles  carry  ret^uired  liability  insurance.  Also,  to  plan  for 
^  additions  or  reductions  in  parking  requirements  and  to  be  able  to 
identify  vehicles  and  their  owners  by  decal  number  in  the  event  of 
emergency  or  traffic  problems.  . 

Polfefes  and  pmctfces  for  storing,  rctrieriag,  aoccsriag,  rctabdag, 
and  disposing  of  records  In  the  qrstem: 

Storage:  Paper  records  in  fife  folders,  application  cards,  and  on 
some  activities  logs  cootaining  accountability  for  decals. 
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RctrtoaMUty:  Filed  alphabetically  by  last  name  and  cross- 
referenced  by  decal  number. 

Salcguards:  Records  are  maintained  in  areas  accessible  only  to 
DLA  security  personnel. 

Rctestfoa  aad  dfaposal:  Destroy  upon  normal  expiration  or  3 
years  after  revocation  of  registration. 

System  BMBagcfts)  and  address:  Heads  of  PLFAs  which  are 
responsible  for  the  installation  on  which  they  are  located. 

Nottficatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  mav  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  name  of  DLA  activity  at  which  registration  oc¬ 
curred;  or  if  individual  is  or  was  a  DL.A  employee,  name  of  em¬ 
ploying  activity  is  also  required. 

Record  access  procedures:  Official  mailing  addresses  of  the 
SYSMANAGERS  are  in  the  Department  of  Defense  Directory  in 
the  appendix  to  the  DLA  systems  notice.  Written  requests  for  in¬ 
formation  should  contain  the  full  name,  current  address  and 
telephone  numbers  of  the  individual.  Fot  personal  visits,  the  in¬ 
dividual  should  be  able  to  provide  some  acceptable  identification, 
that  is,  driver's  license,  employing  office  identification  card,  and 
give  some  verbal  information  that  could  be  verified  with  his  'case' 
folder. 

Contesting  record  proccdurN:  DLA  rules  for  contesting  contents 
and  appealing  initial  determinationx  by  the  individual  concerned 
may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Information  provided  by  the  applicant 
and  DLA  security  personnel 

Systems  exempted  from  certain  provisions  of  the  act:  Norm 
Sldl.4QDLA-T 

System  name:  161.40  Vehicle  Accident  Investigation  Files 

System  Uention:  Decentralized:  Reports,  sketches,  photographs, 
alc^iol  test  reports,  and  related  papers  concerning  traffic  accijlent 
investigations:  Heads  of  Defense  Logistics  AgeiKv  (DLA)  Primary 
Level  Field  Activities  (PLFA). 

Categories  of  kadnidnais  covered  by  the  system:  Any  person  in- 
vrrived  in  a  vehicle  traffic  accident  on  property  controlled  by  DLA 
or  operating  a  DLA  vehicle. 

Categories  of  records  ta  the  system:  Reports,  sketches,  photo¬ 
graphs,  medical  reports  and  relat^  papers. 

AnthorRy  far  amtolenance  of  the  system:  National  Highway  Safety 
Act  of  19Mi  and  National  Highway  Safety  Program  Standards, 
which  direct  such  programs  as  vehicle  traffic  supervision,  periodic 
motor  vehicle  inspections,  pedestrian  safety,  pobce  traffic  services 
and  records,  accident  investigation  and  reporting. 

Routine  urns  «f  records  malntninitl  In  the  system,  faKinding  cate^ 
lies  of  users  and  the  purpems  of  such  uses:  Information  is  main¬ 
tained  for  purposes  of  accident  -  cause  identificatioo  and  to  formu¬ 
late  accident  prevention  programs  for  improvement  in  traffic  pat¬ 
terns  and  for  preparation  of  statistical  reports  required  by  higher 
authority. 

Information  b  used  by: 

Security  Officers  and  DLA  Police:  To  determine  actions  required 
to  correct  the  cause  €tt  the  accident. 

Stafety  Officers:  (In  cases  involving  personal  injury.)  To  provide 
verificatioo  in  processing  workmen’s  compensation  cases. 

Claims  Officers:  To  determine  validity  of  claims  against  U.S. 
Government,  when  such  are  filed  by  a  person  involved  in  an  ac¬ 
cident.  Federal  Law  Enforcement  Agencies:  (In  cases  invoiv^ 
fatalities  or  serious  hit  and  run  accidents.)  To  investigate,  identify 
suspects,  and  to  determuie  if  criminality  or  criminal  nqthgence  was 
involved. 

Medical  personnel  both  government  and  nqa-governinent  to  make 
medical  detenninations  abrat  individuals  invtrfv^  in  accidents. 

Pallcla  and  nractlees  for  storing,  retrieving,  aceessiag,  retaining, 
and  dispotang  of  roeords  In  the  system: 

Storage:  Paper  records  in  file  folders,  photographs. 

Eetilevabllily:  Filed  alphabetically  by  last  name  of  person  in¬ 
volved,  when  known,  or  by  victims  name  or  by  pobce  report 
number  in  nnsolved  hit  and  run  cases. 

fisirtiiardi  Records  are  maintained  in  areas  accessible  only  to 
IX^  personnel. 

Rctentfon  and  disposal:  Destroy  after  2  years,  except  that  docu¬ 
mentation  pertinent  to  claims  win  be  maintained  for  10  years  after 
final  settlemeat. 


System'managcr(s)  and  address:  Heads  of  PLFAs  who  are  respon¬ 
sible  for  the  DLA  installation  or  vehicle  involved. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  name  of  DLA  activity  at  which  accident  oc¬ 
curred;  or  if  individual  is  or  was  a  DLA  employee,  name  of  em¬ 
ploying  activity  is  also  required. 

Record  access  procedures:  Official  mailing  addresses  of  The 
SYSMANAGER  are  in  the  Department  of  Defense  Directo^  in  the 
appendix  to  the  DLA  systems  notice.  Written  requests  for  i^orma- 
tion  should  contain  the  full  name,  current  addit»s  and  telephone 
numbers  of  the  individuaL  For  personal  visits,  the  individual  should 
be  able  to  provide  some  acceptable  identification,  that  is,  driver's 
Ucense,  employing  office  identification  card,  and  give  some  verbal 
information  that  could  be  verified  from  his  fUe. 

Contesting  record  procedures:  DLA's  rules  for  contesting  con¬ 
tents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  DLA,  Department  of  Defense,  General 
Services  Admiiustration  Police,  Federal  Law  Enforcement  Agen-. 
cies.  Medical  facUities. 

Systems  exempted  from  certain  provlsloiis  of  the  act:  None 
S161J0DLA-T 

System  name:  161. SO  Traffic  Violations  File 

System  location:  Decentralized:  Documents  relating  to  traffic  cita¬ 
tions  for  moving  and  non-moving  violatioos.  withdrawal  of  driving 
privileges  and  related  papers:  Defense  Logbtics  Agency  (DLA)  Pri¬ 
mary  Level  Field  Activities  (PLFA). 

Categories  of  indhriduab  covered  by  the  system:  All  persons  who 
commit  a  traffic  violation  on  DLA  contnded  property. 

Categories  of  records  in  the  qrstenu  Traffic  tickets,  documents 
relating  to  withdrawal  of  driving  privileges,  and  reports  of  cor¬ 
rective  or  disciplinary  action  taken. 

AutharRy  for  amintenance  of  the  system:  National  Highway  SMety 
Act  of  1%6  and  National  Hi^way  Safety  Prognm  Standards, 
which  direct  such  programs  as  vehicle  traffic  supervbion,  periodic 
motor  vehicle  inspections,  pedestrian  safety,  pol^  traffic  services 
and  records,  accident  investigation  and  reporting.  ' 

Routine  uam  of  records  maintaiiifd  fas  the  system,  iacludia^  catego¬ 
ries  of  users  and  the  purpoam  of  nch  nses:  Information  is  mam- 
tained  to  identify  traffic  offenders,  to  enforce  applicable  traffic 
regulations  and  to  promote  safety,  hdormation  is  used  by: 

DLA  Security  Officers  DLA  and  DoD  To  identify  traffic  viola¬ 
tions.  to  enforce  applicable  traffic  regulations,  to  promote  safety 
and  to  initiate  corrective  or  disciplinary  action  against  the  offen¬ 
ders. 

DLA  supervisors  and  managers  •  to  take  corrective  or  disciplina¬ 
ry  action  against  offenders  under  thev  supervision. 

PoHdes  and  practien  for  staling,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records,  ticket  books,  card  index  files. 

RctrlevabilRy:  Filed  alphabetically  by  last  name  of  the  offender, 
and  cross-indexed  by  ticket  number. 

'iaffguariis  Records  are  maintained  in  areas  accessible  only  to 
DLA  personneL 

Retention  and  dispoanl:  Destroyed  after  2  years. 

System  managerfs)  and  address:  Heads  of  PLFA’s  which  have 
responsibiUty  for  managing  traffic  on  the  installation. 

Notification  proecdure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  fuQ  name  and  name  of  DLA  activity  at  which  violation  oc¬ 
curred;  or  if  individual  is  or  was  a  DLA  employee,  name  of  em¬ 
ploying  activity  is  also  required. 

Record  ncccm  proeednres:  Official  nrniling  addresses  of  the 
SYSMANAGER  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  that  is.  driver’s  license,  em¬ 
ploying  office  identification  card,  and  give  some  verbal  inforraation 
that  could  be  verified  from  his  file. 

Canteating  record  proeaAwea:  The  agmy’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  mdividual  con¬ 
cerned  may  be  emtained  from  the  SYSMANAGER. 
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PRIVACY  ACT  ISSUANCES 


Record  source  catcfories:  DLA,  DoD  Security  Police  and  traffic 
offenders 

Systems  exempted  from  certain  provistoos  of  the  tet:  None 
S161.MDLA-T 

System  name:  161.60  Seizure  and  Disposition  of  Property  Records 
System  location:  Decentralized  -  Documents  pertain^  to  i^uisi- 
tion,  storage  and  disposition  of  contraband  and  physic^  evidence: 
Defense  Logistics  Agency  (DLA).  Primary  Level  Field  Activities 
(PLFAs). 

Categories  of  individuals  covered  by  the  system:  Any  person 
identified  on  DLA  controlled  property,  as  being  in  possession  of 
contraband  or  physical  evidence  connected  with  criminal  offense. 

Categories  of  records  in  the  system:  Receipts,  chain  of  custody 
documents,  release,  and  disposition  or  destruction  certificates. 

Authority  for  maintenance  of  the  system:  Section  21  of  the  Inter¬ 
nal  Security  Act  1950  (Public  Law  831,  81st  Conmss)  and  Depart¬ 
ment  of  Defense' (DoD)  Directives  S200.8  and  5105.22  which  assign 
to  the  Director,  DLA  the  responsibility  for  protection  of  property 
and  facilities  under  his  control. 

Routine  uses  of  records  maintained  in  the  system,  including  cate^ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  and  used  by  DLA  security  personnel  to  provide  accountabili¬ 
ty  for  confiscated  contraband  and  acquired  physical  evidence.  To 
maintain  chain  of  custody  on  evidence  for  presentation  in  court  in 
cases  requiring  criminal  prosecution.- Information  will  be  provided 
to  local,  state,  and  federal  law  enforcement  agencies  and  courts  of 
competent  jurisdiction  when  criminal  action  is  being  taken. 

Policies  and  practices  tor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  files  and  property  logs. 

Retrievability:  Filed  by  property  log  number,  and  last  name,  if  a  ' 
person  has  b^n  identified  in  the  particular  case;  by  incident 
number  if  property  was  found  on  the  premises  or  recovered  from  a 
crime  scene. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
DLA  personnel. 

Retention  and  disposal:  Destroy  3  years  after  final  action  on  or 
disposition  of  the  property  and  responsibility  therefore  has  been  ap¬ 
propriately  terminated. 

System  manager(s)  and  address:  Heads  of  PLFAs  who  are  respon¬ 
sible  for  investigating  suspected  criminal  acts. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER. 

Record  access  procedures:  Official  mailing  addresses  of  the 
SYSMANAGER  are  in  the  DoD  Directory  in  the  ^pendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  fuU  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  that  is,  driver’s  Ucense,  em¬ 
ploying  office  identification  card,  and  give  some  verbal  information 
that  could  be  verified  from  his  file. 

Contestiiig  record  procedures:  DLA's  rules  for  contesting  con¬ 
tents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Individuals  involved,  security  person¬ 
nel,  local,  state  and  Federal  Law  Enforcement  Agencies  and  DoD 
investigative  agencies  providing  support  to  DLA. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S161.70DLA-T 

System  name:  161.70  Firearms  Registration  Records 
System  location:  Decentralized  -  Firearms  registration  forms: 
Defense  Logistics  Agency  (DLA),  Primary  Level  Field  Activities 
(PLFAs). 

Categories  of  individuals  covered  by  the  nrstem:  Civilian  and  mili¬ 
tary  personnel  having  privately  owned  firearms  and  occupying 
quarters  on  DLA  controlled  activities  or  facilities. 

Categories  records  in  the  system:  Firearms  registration  forms, 
and  other  documents  relating  to  registration  of  privately  owned 
firearms. 

Authority  for  maintenance  of  the  system:  Section  21  of  the  Inter¬ 
nal  Security  Act  1950  (Public  Law  831,  81st  Congress)  and  Depo¬ 
nent  of  Defense  DoD  Directives  5200.8  and  5105.22  which  assign 
to  the  Director,  DLA  the  responsibility  for  protection  of  property 
and  facilities  under  his  control. 


Routine  uses  of  records  maintained  in  the  sO*tB<  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  used  oy 
DLA  Security  personnel  to  ensure  proper  maintenance  and 
safekeeping  of  privately  owned  weapons  by  personneF  residing  on 
DLA  controlled  premises.  Records  are  also  used  to  identify  the 
owner  of  a  particular  weapon  by  DoD  security  personnel,  local, 
state,  and  federal  law  enforcement  agencies. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  last  name  of  the  owner  of 
the  firearm. 


Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
DLA  personnel. 

Retention  and  disposal:  Destroy  6  months  after  cancellation  of  re¬ 
gistration  or  departure  of  the  registrant  from  the  jurisdiction  of  the 
registering  activity. 

System  manager(s)  and  address:  Heads  of  PLFAs  who  are  respon¬ 
sible  for  base  housing  on  a  DLA  installation. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  identity  of  DLA  installation  upon  which  he 
resided. 


j 


Record  access  procedures:  Official  mailing  addresses  of 
SYSMANAGER  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable  identification,  that  is,  driver's  license,  em¬ 
ploying  office  identification  card,  and  give  some  verbal  information 
that  could  be  verified  from  his  file. 


Contesting  record  procedures:  DLA’s  rules  for  contesting  con¬ 
tents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obuuned  from  the  SYSMANAGER. 

Record  source  categories:  Persons  registering  firearms,  and  DLA 
security  personnel. 

Systems  exempted  from  certain  provishms  of  the  act:  None 
S162.60DLA-T 

System  name:  162.60  Police  Force  Records 

System  location:  Decentralized  •  Documents  relating  to  the  opera¬ 
tion  and  use  of  security  police:  Defense  Logistics  Agency  (DLA) 
Primary  Level  Field  Activities  (PLFAs). 

Categories  of  individuals  covered  by  tbe  system:  DLA  Security  Po¬ 
lice  personnel. 

Categories  of  records  in  the  system:  Documents  relating  to  opera¬ 
tion  ai^  use  of  police,  security  clearances,  weapons  qualification, 
training,  uniforms,  weapons,  shdt  assignments  and  related  papers. 

Authority  for  maintenance  of  the  system:  Section  21  of  the  Inter¬ 
nal  Security  Act  1950  (Public  Law  831,  81st  Congress)  and  Depart¬ 
ment  of  Defense  (DoD)  Directives  5200.8  and  5105.22  which  assign 
to  the  Director,  DLA  the  responsibility  for  protection  of  property 
and  facilities  under  his  control. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  sdeh  uses:  Infcnmation  is  mam- 
tained  and  used  by  DLA  Security  Officers  and  P(dice  Supervisors 
to  maintain  control  of  property,  weapons  and  ammunition;  to  en¬ 
sure  proper  training;  to  develop  schedules  and  procedures  to  im¬ 
prove  efficiency.  Records  are  used  to  determine  if  an  individual  is 
qualified  in  the  use  of  firearms  and  if  he  has  a  security  clearance 
which  would  authorize  him  to  handle  classifted  information. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposiog  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders,  weapon  cards,  and  pix^r- 
ty  receipts. 

Retrievability:  Filed  in  alphabetical  order  by  name. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
DLA  security  supervisory  personnel. 

Retention  and  disposal:  Destroy  after  S  years  or  when  superseded 
or  obsolete,  as  applicable. 

System  managanj)  and  address:  Heads  of  PLFAs  who  are  respon¬ 
sible  for  the  operation  of  base  or  facility  security  forces. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER. 
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Kacord  aeocai  proccdarca:  Official  mailing  addresses  of  the 
8YSMANAGERS  are  in  the  DoD  Directory  in  the  appendix  to  the 
systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acc^taUe  identification,  that  is,  driver’s  license,  em¬ 
ploying  office  identification  card,  and  give  some  verbal  information 
that  could  be  verified  from  his  fik. 

Contcsdng  record  procednns:  DLA’s  rtiles  for  contesting  con¬ 
tents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  oblamed  from  the  SYSMANAGER. 

Record  source  categories;  DLA  Security  Officers  and  Seciuity  Po¬ 
lice  personnel. 

Systems  exempted  from  certain  proviakms  of  the  act:  None 
S214.10DCRN-MA 

System  name:  214.10  Emergency  Transportation  of  Essential  Per¬ 
sonnel 

System  locatkm:  Plans  and  Aiuilysis  Division,  Office  of  Planning 
and  Management,  Defense  Contract  Administration  Services  Re¬ 
gion,  New  York  (DCASR,  N.Y.) 

Categories  of  indivhlaals  covered  by  the  system:  Essential  civilian 
and  military  persoimel  assigned  to  Headquarters  DCASR,  N.Y.  aiMl 
HQ  Defense  Contract  Administration  Services  District,  New  York 
(DCASD,  N.Y.)  who  would  require  transportation  to  their  duty  sta¬ 
tion  in  tte  event  of  a  disruption  of  public  transportation  in  New 
York  City  caused  by  any  reason. 

Categories  of  records  in  the  system:  Data  pertainir^  to  desigiuted 
essential  persotmel  which  includes:  full  name,  organization  of  as- 
sigrunent,  home  address.  Postal  Zone  Improvement  Plan  (ZIP) 
Code,  home  and  office  tel^hone  numbers,  indication  of  ownership 
of  a  private  vehicle,  indiration  of  possession  of  a  valid  State 
drivers  license,  indication  of  possession  of  a  valid  United  States 
(US)  government  drivers  license,  mdiration  of  whether  an  in¬ 
dividual  would  or  would  not  drive  their  privately  owned  vehicle  in 
a  car  pool,  indication  whether  an  individual  would  or  would  not 
drive  a  US  govonment  vehicle  in  a  car  pool,  indication  oi  in¬ 
dividual’s  normal  means  of  transportation  to  their  duty  station. 

Anthority  for  amintenance  of  the  system:  Executive  Order  11490, 
Assigning  EnrergerKy  Preparedness  Functions  to  Federal  Depart¬ 
ments  a^  Agencies,  directs  departments  and  agencies  of  the 
Federal  Oovenunent  to  develop  such  plans  as  may  be  necessary  to 
assure  that  it  will  be  able  to  perform  its  essential  functions  in  any 
emergency.  Department  of  Defense  Directive  3020.26  directs  De¬ 
partment  of  Defense  (DoD)  components  to  ’prepare  a  Continuity  of 
Operations  Plan  (COOP)  in  implementation  of  this  directive.’ 

Routtne  urns  of  records  mahitalnwl  in  the  system,  including  catego¬ 
ries  of  asers  and  the  purposes  of  such  uses:  The  data  is  maintain^ 
and  used  for  the  purpose  of  determining,  in  a  transportation  disrup¬ 
tion  situation,  how  to  accommodate  essential  personnel  assigned  to 
HQ  DCASR-NY,  aikl  HQ  DCASD-NY  as  concerns  su^ying 
them,  or  directing  them  to  sources  of  transportation  which  wffl  ena¬ 
ble  t^m  to  report  to  their  duty  station  for  the  puri>ose  of  conduct¬ 
ing  essential  agency  business. 

Pottdes  and  praetkes  for  storing,  retrieving,  accessing,  retaining, 
aad  disposing  of  records  la  the  system: 

Storage;  Data  is  on  computer  magnetic  tape. 

Rctiievability:  Data  is  retrieved  by  entering  User  number,  pro- 
grain  name,  a^  identification  number  assigned  each  designate  es¬ 
sential  individuaL  Oanputerized  indices  are  utilized. 

Safeguards:  Reemds  can  only  be  accessed  by  agency  personneL 

Beleatioa  aad  dieposal;  Records  are  destroyed  when  obsolete,  su¬ 
perseded  or  no  lon^  required  for  planning  or  emergency  purposes. 

System  maaagcr(s)  aad  address;  Chief,  Plans  and  Aiudysis  Divi¬ 
sion,  Office  of  Planning  and  Management,  DCASR-NY 

NodAcatioa  proeednre:  Written  or  persotmel  requests  for  informa¬ 
tion  mav  be  directed  to  the  SYSMANAGER.  InAvidual  must  pro¬ 
vide  full  name  and  organization  assignoMnt. 

Record  aecem  procedures:  Offldal  mailing  address  is  in  the  DoD 
Directory  in  the  appendix  to  the  DLA  systems  notice. 

CoalerilBg  record  proeedares:  The  agency’s  rules  for  contesting 
contents  arid  appealing  initial  determiiutions  by  the  individual  con¬ 
cerned  may  be  wtained  from  the  SYSMANAGER. 

Reeerd  sosvee  categories:  Individual’s  supervisor. 

SyslenM.cxemptcd  from  eertaln  provisions  of  the  act:  None 


S214J0DLA-L 

System  name:  214.20  Emergency  Assigiunent  and  Training  Records 

System  location:  Headquarters  Defense  Logistics  AgetKy  (DLA) 
and  all  DLA  field  activities. 

Categoite  of  individuals  covered  by  the  system:  Present  DLA 
civilian/military  persotmel  who  have  volunteered  for,  or  been 
designated  to  perform,  some  duty  or  assigrunent  in  time  of  emer¬ 
gency  that  is  not  regularly  includ^  in  their  present  duties.  Former 
personnel  who  have  recently  left  the  activity  may  also  be  included 
to  the  extent  that  the  records  have  not  yet  bera  purged  of  their 
names. 

Categories  of  records  la  the  system:  Individuals’  names,  grades, 
organizational  locations,  titles,  office  and  residential  phone  num¬ 
bers,  training  as  pertaining  to  emergency  duties,  security  clearance, 
experience  in  performing  emergency  duties,  authority  to  operate 
Government  vehicles,  emergency  assignment,  agreement  to  perform 
emergency  duties,  and  simiter  iirformation  related  to  the  emergency 
assignment. 

Aathority  for  mainteinaiire  of  the  system:  SO  U.S.C.,  402  through 
40S,  National  Security  Act  of  1947;  SO  U.S.C.,  App.  22S1,  Fede^ 
Civil  Defense  Act  of  19S0;  E.O.  109S2,  Assigning  Civil  Defense 
Responsibilities  to  the  Secretary  of  Defense,  EO  11490,  Assigning 
Emergency  Preparedness  Functions  to  Federal  Departments  and 
Agencies 

Routine  uses  of  records  maintained  in  the  system,  includiiig  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  records  are  used  by 
the  management  and  supervisory  personnel  of  DLA  in  the  day-to- 
day  plaiuung  and  management  of  emergency  actions.  These  iiKlude 
the  war  and  emergency  support  plan,  staffing  of  faUout  shelters, 
physical  security  of  the  post  or  other  premises,  and  similar  pur¬ 
poses.  The  use  might  involve  emergencies  of  both  a  civil  or  military 
nature,  in  time  (rf  peace  or  war,  aii^  would  also  iiKlude  natural  as 
well  as  man-made  ^sasters. 

Policies  and  practfem  lor  storing,  retrieving,  acceesing,  retaining, 
anddi^HM^ol  records  in  the  system: 

Storage:  Paper  records  and  card  files. 

RatrievabilMy:  Accessed  by  organization,  type  of  emergency  as¬ 
signment,  or  i^vidual  name. 

Safeguards:  Maintained  in  areas  accessible  only  to  authorized 
DLA  numagement  and  staff,  and  afforded  appropriate  protection  at 
all  times. 

Retention  and  disposal:  Continuous  updating/purging  to  reflect 
current  information. 

System  manager(s)  and  address:  Chief,  Military  Plans  Division, 
HQ  DLA;  and  commanders,  DLA  Primary  Level  Field  Activities 
and  subordinate  field  activities. 

Notification  procedure:  Written  or  personal  requests  should  be 
directed  to  the  SYSMANAGER. 

Record  access  procedures:  Individuals  should  contact 
SYSMANAGER.  Official  mailing  addresses  are  in  the  DoD  directo¬ 
ry  in  the  appendix  to  the  DLA  systems  notice.  Written  requests 
should  incli^  the  requestor’s  full  name,  job  title  and  name  of  or¬ 
ganization  where  em^yed  or  formerly  employed.  For  personal 
visits,  employee  should  be  able  to  provide  some  acceptaMe  identifi- 
ration  such  as  driver’s  license  or  emi^oyee  identification  badge. 

Coutesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  t^tained  from  the  SYSMANAGER. 

Record  source  categories:  Information  contained  in  the  system  is 
obtained  from  the  employee,  official  personnel  records,  and  present 
and  former  supervisors. 

Systems  exempted  from  certaM  provisioBs  of  the  act:  None. 

S233.10DIA-K 

System  name:  233.10  Work  Assignment,  Performance  and  Produc¬ 
tivity  Records  and  Reporting  Systems 

System  locatioa:  Immediate  supervisor  and  other  appropriate  su¬ 
pervisory  and  management  levels  within  the  individual  primary 
level  field  activities  of  the  Defense  Lcmstics  Agency  (DLA)  of 
the  DLA  Headquarters.  Some  or  all  of  the  records  listed  may  or 
may  not  be  kept  by  any  particular  supervisor  or  at  any  particular 
mganizational  level. 

Categories  of  faidviduals  covered  by  the  system:  Employees  of  or¬ 
ganizational  segments  for  which  such  records  are  kept  or  former 
such  enqiloyees. 
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PRIVACY  ACT  ISSUANCES 


Calcforlet  of  records  In  tke  S3rsleai:  Descriptions  of  individual  as¬ 
signments,  tarMt  dates,  progress  against  targets,  hours  expended 
against  pailiculiu’  assignments  or  categories  of  assignments,  cost  ac¬ 
counting  codes  and  similar  workload  data,  inchiduig  such  matters 
as  number  of  contracts  or  projects  assigned  and  description  of  as¬ 
signments. 

Aathority  for  wajnfenanrr  of  the  syaleia:  Chapter  33,  Title  S, 
United  SUtes  Code.  S  U.S.C.  301,302. 

Routine  nice  of  recorda  nsahitnlnrd  in  the  syetem,  Inciuding  calego- 
rica  of  nacrs  and  the  pnrpoaa  of  anch  naea:  The  inlormation  is  u^ 
by  the  employee’s  unmediate  supervisor  and  other  a^ropriate 
management  officials  to  record  and  make  reports  on  i^vidual 
work  assignments  and  the  amount  of  effort  devoted  to  each  assign¬ 
ment.  The  information  is  used  to  schedule  wtxk,  make  progress  re¬ 
ports  and  supervise  and  control  workload.  It  is  used  to  assure  that 
workload  is  equitably  assigned  and  to  determine  which  employees 
have  performed  which  categories  of  assigiunent  in  order  to  deter¬ 
mine  the  experience  for  assigrunent  of  new  work  or  for  resolving 
problems,  such  as  those  related  to  a  particular  item  or  a  particular 
contract  The  data  may  also  be  used  to  evaluate  individual  and 
group  performance. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  or  binders  and  file  index 
cards. 

Rctrievnbility:  Retriavable  by  employee’s  name,  althou^  records 
may  be  filed  chronologically  or  by  type  of  assignment. 

Safegnards:  Records  are  maintained  in  file  cabinets  and  are  ac¬ 
cessible  to  authorized  agency  personnel  only. 

Retention  and  d^Misal:  Records  are  retained  so  lor^  as  the  em¬ 
ployee  is  erigaged  in  the  same  work  in  the  same  organizational  seg¬ 
ment,  but,  in  no  case,  longer  than  S  years.  Records  are  destroy^ 
when  employees  leave  the  job  or  the  organizational  unit,  or  S  years 
have  elapsed. 

System  managerfs)  and  addresK  The  Commander,  DLA  Primary 
Level  Field  Activities. 

Notificatioo  procedure:  Individual  inquiries  as  to  what  work  as¬ 
signment  record  are  maintained  re^dmg  a  given  person  shoidd  be 
directed  to  the  immediate  or  second  line  supervisor. 

Record  accem  procedures:  Personal  or  written  requests  for  the 
content  of  the  record  should  be  addressed  to  the  first  or  second 
line  supervisor.  Written  requests  ftH-  information  may,  however,  be 
addressed  to  the  SYSMANAGER  and  should  identify  the  employee 
by  luune  and  organizational  segment.  Official  mailing  addresses  of 
the  SYSMANAGER.  are  in  the  Department  of  Defense  directory  in 
the  appendix  to  the  DLA  systems  notice.  For  personal  visits  to  the 
SYSMANAGER,  the  individual  should  provide  some  acceptable 
identification,  such  as  activity  identification  card  or  driver’s 
license. 

Contesting  record  procures:  The  agency’s  rules  for  contesting 
contents  arid  appeahng  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Employee’s  supervisors  or  team 
leaders. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S233.20DLA-L 

System  name:  233.20  Data  Processing  Project  Control  Assignment 
and  Machine  Utilization 

System  locathm:  System  may  exist  at  all  Defense  Logistics  Agen¬ 
cy  (DLA)  Primary  Level  Field  Activities  (PLFAs).  IMta  Systems 
Automation  Office  (DSAO)  and  Systems  Division,  Assistant 
Director  Plans,  Programs,  and  Systems,  Headquarters  DLA. 

Categories  of  Indivldnals  covered  by  the  system:  This  system  may 
contain  information  pertaining  to  aD  civilian  personnel  assigned  to 
or  performing  duties  in  a  DLA  data  processing  organization. 

Categarici  el  reeerds  In  the  system:  The  basic  records  within  the 
system  contain  information  on  the  work  performed  by  personnel, 
'niis  may  include  total  number  of  hours  worked  on  a  project  with 
an  expected  completion  date.  On  operational  projMts,  personnel 
time  may  be  accumulated  to  show  the  amount  of  time  spent  on  a 
particular  project  This  information  can  be  for  a  specific  incident, 
week  or  month.  Also  data  on  equipment  usage  and  volume  of 
production. 

Authority  for  malntcnauce  of  the  system:  40  U.S.C.,  Sec  F  59, 
Procurement,  Maintenance,  Operation,  and  Utilization  of  Auto¬ 
matic  Data  Processing  Equipment 


Routine  uses  of  records  malntaiiirii  In  the  system,  lucludlag  catego¬ 
ries  of  users  and  the  purpoaes  of  such  uaea:  These  reports  are  used 
for  the  internal  rrumagement  <d  the  Autonuted  Data  Processing 
(ADP)  Divisioru’  resources,  both  for  persoimel  and  equipment 
usage.  They  are  used  to  evaluate  progress  on  urtcompleted  projects, 
work  accomplished  on  an  accumulated  basis  and  may  be  us^  in 
forecasting  the  capability  for  acceptance  for  additional  work  pro¬ 
jects,  and  in  evaluating  i^vidual  job  performance. 

Policks  and  practices  for  storing,  retrieving,  accessing,  retahdng, 
and  dfsposing  of  records  la  the  system: 

Storage:  The  basic  updated  data  is  contained  on  computer  read¬ 
ing-storage  media  and  printouts. 

Retrievabllity:  Information  may  be  retrieved  by  employee 
number,  name,  day  and  work  project  or  equipment  type. 

Safeguards:  Records  are  filed  in  an  area  accessible  only  by  DLA 
persoimel. 

Retention  and  disposal:  Retain  five  years  or  when  obsolete. 

System  nmnagetfs)  and  addrem:  Chief  of  Data  Processing,  DLA 
PLFAs;  Chief  of  DSAO;  and  Chief  of  Systems  Division,  Assistant 
Director  Plans,  Programs,  and  Systems,  Headquarters,  DLA. 

NotMcatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  the  month  or  months  in  which  the  individual  en¬ 
gaged  in  data  processing  work.  Official  mailing  addresses  are  con¬ 
tained  in  the  Department  of  Defense  directory  in  the  appendix  to 
the  DLA  systems  notice. 

Record  accem  procedures:  Individual  may  contact 

SYSMANAGER  for  access  procedure. 

Coatesdng  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  nuiy  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Individuals  assigned  to  the  data 
processing  organization. 

Systems  exempted  from  certain  provhioos  of  the  act:  None 
S243J0DLA-K 

System  name:  243.30  Complaints 

System  location:  Staff  Director,  Civilian  Personnel,  Headquarters 
Defense  Logistics  Agency  (HQ  DLA),  and  primary  level  field  ac¬ 
tivities  (PLFAs). 

Categories  of  Individuals  covered  by  the  system:  DLA  Civilian  and 
military  personnel,  and  former  persoimel,  contractor  employees, 
union  spi^esmen,  and  other  individuals  and  organizations  who 
have  presented  complaints  to  the  President,  Members  of  Congress, 
Secretary  of  Defense.  Director  of  Defense  Logistics  i^ncy 
(DLA),  or  other  offical  which  have  been  referred  to  Staff  Director 
of  Civilian  Personnel,  Headquarters  DLA.  for  response,  action  or 
information. 

Categories  of  records  la  the  system:  Case  files  concern  complaints 
to  the  President,  Members  od  Congress,  Secretary  Defense, 
Director  of  Defense  Logistics  Agency  and  Staff  Director  for 
Civilian  Personnel,  Headquarters  Defense  Logistics  Agency.  These 
include  letters,  telegrams,  reports,  statements  of  witnesses,  input 
from  staff  elements  and  field  activities,  and  related  and  supporting 
papers  regarding  specific  complaint. 

Authority  for  maintenance  of  the  system:  SU.S.C.  SS2;  E.O.  11491; 
Department  of  Defense  Directive  5400.4,  20  February  1971  and  ti¬ 
tled:  Provision  of  Information  to  Congress;  and  Department  of 
Defense  Directive  5105.22,  titled:  Defense  Logistics  Agency. 

Routine  uses  of  records  malntaiacd  In  the  system,  including  catego¬ 
ries  of  users  and  the  purpoaes  of  such  uses:  Purpose:  Information  is 
collected  in  order  to  base  reply  to  complaint  and  to  determine  need 
for.  and  course  of  action  to  oe  taken  regarding  comidaint 

Information  is  used  by:  Agency  Director  and  staff,  field  Com¬ 
manders,  Managers  and  supervisors  in  replying  to  additional  inqui¬ 
ries  and  for  bringing  to  attention  of  hi^ier  levd  Management,  when 
appropriate. 

Information  is  used  by  complainant  for  his  own  purpose.  Infor¬ 
mation  is  furnished  to  individuals  or  organizations  wto  wrote  to 
DLA  on  behalf  of  the  complainant  and  wte  use  it  to  respond  to  the 
complainant,  or  for  other  related  purposes. 

Policies  and  practlocs  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  reconfa  in  the  system: 

Ston^:  Paper  records  in  file  folders  and  a  log  book. 
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Syitra  ■aaagcr(f)  and  addrcaa:  Couotel,  Headquarters,  DLA; 
Counsel,  DLA  Field  ActivKies 

NotMcatioa  proecdarc:  Written  requests  for  information  shall  be 
directed  to  the  SYSMANAGER.  Request  must  contain  name  of  liti¬ 
gant,  year  of  incident,  and  should  contain  court  case  number  in 
order  to  insure  proper  retrieval  in  those  situations  where  a  single 
litigant  has  more  than  one  case  with  the  Agency. 

Record  access  proccdnrcs:  Official  mailing  addresses  are  in  the 
DoD  Directory  in  the  appendix  to  the  DLA  systems  notice.  Written 
requests  for  information  should  contain  the  full  name,  current  ad¬ 
dress  and  telephone  number  of  the  individual. 

Coatcsthig  record  procedares:  The  Agency's  rules  for  contesting 
contents  and  appealing  initial  determination  may  be  obtained  from 
the  SYSMANAGER. 

Record  aoarce  categories:  Agency  investigation  and  legal 
discovery  under  the  Federal  Rules  of  Civil  Procedure. 

Systems  exempted  from  certaia  provisions  of  the  act:  None 
S253.1«  DLA-G 
System  name:  2S3.10  Invention  Disclosures 

System  location:  Files  of  Patent  Counsel,  Defense  Logistics 
Agency,  DLA-G 

Categories  of  individuals  covered  by  the  system:  Employees  and 
military  personnel  assigned  to  DLA  who  have  submitted  invention 
disclosures  to  DLA-G 


Retrievability:  Complaints  to  the  President  and  Members  of  Con¬ 
gress  are  filed  alphabetkaOy  by  last  name  of  individual  or  em¬ 
ployee  or  by  DLA  activity  name.  Employee  group  complaints  are 
filed  under  the  activity  where  originated.  Union  or  Civil  Rights  or¬ 
ganization  complaints,  complaints  to  the  Secretary  of  Defense  and 
to  the  Director  of  DLA  are  filed  under  complaints  in  one  folder,  or 
by  activity  name. 

Individuals  can  be  located  within  activity  files. 

Safeguards:  Records  are  maintained  in  locked  filing  cabinets  in 
areas  accessible  only  to  Agency  personnel. 

Rcteattaa  aad  disposal:  Records  are  retained  in  active  file  until' 
end  of  calendar  year  and  held  one  to  three  additional  years  in  inac¬ 
tive  file  and  subsequently  retired  to  Federal  Records  Center.  After 
a  total  of  ten  years  records  are  destroyed. 

System  maaagerfs)  and  addnm:  Staff  Director,  Civilian  Person¬ 
nel,  HQ  DLA,  and  Civilian  Personnel  Officers,  PLFAs. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  dvected  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name,  the  name  of  any  DLA  activity  involved,  and  general 
nature  of  complaut  individual  believes  to  be  filed  in  this  system. 

Record  accem  proccdnrcs:  Written  requests  for  information 
should  be  addressed  to  the  SYSMANAGER  and  contain  the  fuU 
name,  current  address  and  telephone  number  of  the  individual,  and 
the  general  nature  of  complaint  individual  believes  to  be  filed  in 
this  system.  For  personal  visits,  individual  should  also  be  able  to 
provide  some  acceptable  identification,  that  is,  drivers  license, 
work  identification  card,  and  give  some  verbal  information  that 
could  be  verified  with  his  case  folder. 

Contestiag  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Employee's  supervisors,  civilian  per¬ 
sonnel  office  of  employee's  activity,  U.S.  Civil  Service  Commis¬ 
sion,  Agency  staff  elements,  other  Federal  Agencies,  DLA  activi¬ 
ties  or  other  parties  that  may  have  information  pertinent  to  specific 
complaint,  or  an  interest  in  the  complaint. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S252.50  DLA-G 

System  name:  232.30  Claims  A  Litigation,  other  than  Contractual 

System  location:  Primary  System-Case  files  on  claims  or  poten¬ 
tial  claims  against  the  Government,  law  suits  and  potential  law  suits 
arising  from  the  non-contractual  operation  of  the  Defense  Logistics 
Agency  (DLA);  Office  of  Counsel,  Headquarters,  DLA.  Decentral¬ 
ized  segments-corresponding  files  at  Offices  of  Counsel,  DLA 
Field  Activities. 

Categories  ul  ladivldnals  covered  by  the  system:  Employees, 
groups  of  employees,  members  of  the  general  public  and  public  in¬ 
terest  organizations. 

Categories  of  records  In  the  system:  Letters  from  individuals 
and/or  other  attorneys.  Agency  or  other  investigative  reports,  wit¬ 
ness  statements,  complaints,  pleadings  and  other  court  documents, 
litigation  reports,  working  papers  and  drafts;  documentary  and 
physical  evidence. 

Authority  for  malateuaucc  of  the  system:  These  files  are  created 
and  maintained  pursuant  to  the  direction  of  the  Attorney  General  of 
the  United  States  under  the  authority  contained  in  Chapter  31,  Title 
28,  of  the  United  States  Code,  The  Attorney  General. 

Routlac  uses  of  records  maintained  in  the  system,  ineinding  catego¬ 
ries  of  users  aad  the  purpoaca  of  such  uses:  Information  is  used  in 
settlement  of  claims  or  lawsuits.  Information  is  used  in  the  defense 
and  prosecution  of  law  suits  involving  DLA. 

Information  is  used  by  Government  attorneys  in  this  Agency,  in¬ 
dividual  claimants  or  litigants  or  their  representatives,  the  Depart¬ 
ment  of  Defense,  the  Department  of  Justice,  and  other  Executive 
agencies  as  appropriate  and  the  General  Accounting  Office  in  the 
conduct  of  litigation  and  administrative  settlement  of  claims. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dispuaing  of  records  In  the  system: 

Storage:  Paper  records  in  file  folders  and/or  card  index  filet. 

Retrievability:  Filed  alphabetically  by  the  name  of  the  litigant 
and/or  by  year. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
Agency  personnel. 

Retentioa  and  disposal:  Files  are  destroyed  ten  years  after  final 
disposition  of  claim. 


Categories  of  records  in  the  system:  Files  documenting  indention 
disclosures  and  investigation  as  to  patentability  thereof. 

Authority  for  maintenance  of  the  system:  E.O.  10096,  Jan.  23.  1950 
as  amended  by  E.O.  10930,  Mar.  24,  1961  Defense  Logistics 
Procurement  Regulation,  9-000.30. 

Rontiac  uses  of  records  maintained  la  the  system,  including  catego¬ 
ries  of  users  aad  the  purposes  of  such  uses:  Used  by  DLA  Patent 
Counsel  for  determinations  regarding  acquisition  of  patents  and 
rights  of  inventors.  Information  may  be  referred  to  other  Govern¬ 
ment  agencies  or  to  non-Govemment  personnel  (including  contrac¬ 
tors  or  prospective  contractors)  having  an  identified  interest  in  a 
particular  invention  and  the  Government's  rights  therein. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
aad  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  card  index  files. 

Retrievability:  Filed  by  names  of  inventors. 

Safeguards:  Accessible  only  to  DLA  personnel. 

Retention  and  disposal:  Destroyed  26  years  after  file  is  closed. 

System  manager(s)  aad  address:  Counsel,  DLA-G. 

Notification  procedure:  Direct  information  requests  to 
SYSMANAGER. 

Record  access  procedures:  Official  mailing  address  of  the 
SYSMANAGER  IS  Office  of  Counsel,  Defense  Logistics  Agency. 
Written  requests  should  include  full  name,  current  address  and 
telephone  numbers  of  requestor.  For  personal  visits,  each  in¬ 
dividual  shall  provide  acceptable  identification,  e.g.,  driver's  license 
or  identification  card. 

Contesting  record  procedures:  This  Agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  DLA  Patent  Counsel’s  investigation  of 
published  and  unpublished  records  and  files  both  within  and 
without  the  Government,  consultation  with  Government  and  non- 
Govemment  personnel,  information  from  other  Government  agen¬ 
cies  and  information  submitted  by  Government  officials  or  other 
persons  having  a  direct  interest  in  the  subject  matter  of  the  file. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S253.30DLA-G  1 
System  name:  233.30  Royalties 

System  locatiou:  Files  of  Patent  Counsel,  Defense  Logistics 
Agency  DLA-G 

Categories  of  individuals  covered  by  the  system:  Individuals  and 
firms  to  whom  patent  royalties  are  paid  by  Defense  Logistics  Agen¬ 
cy  contractors 

Categories  of  records  iu  the  system:  Reports  from  DLA  procure¬ 
ment  centers  of  patent  royalties  submitted  pursuant  to  Armed  Ser¬ 
vices  Procurement  Regulation  under  Report  (ASPR)  forwarded  to 
Defnse  Logistics  Agency  Headquarters,  Office  of  Council  for  ap¬ 
proval,  and  included  in  pricing  of  respective  contracts. 
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PRIVACY  ACT  ISSUANCES 


AvUmtII;  fw  aakitcBaacs  ti  the  $yaUm:  10  U.S.  Code  2304<g) 
DLPR  9-110  ASPR  9-110; 

Riodoi  un  el  rccerds  ■■letilerd  la  tkc  ejralca,  lachidiBt  calcge- 
rtw  el  um  aad  the  perpeen  el  eeck  oate:  Review  by  DLA  Patent 
Counael  for  approval  of  royahiea  on  continuing  batit.  Information 
may  be  referred  to  other  Government  agencies  or  to  non-Govem- 
ment  personnel  (including  contractors  or  prospective  contractors) 
having  an  identified  interest  in  the  allowance  of  royalties  on  DLA 
contracts. 

PeUdcs  and  practkes  ler  sSarlag,  retrtevlag,  acccasiag,  retaWng, 
and  dlspooing  el  records  In  the  system; 

Storage:  Paper  records  in  file  folders  and  card  index  files. 

Rctrlevablllty:  Filed  by  patent  number.  From  numbers,  names  of 
inventors  and  patent  owners  are  retrievable. 

Safeguards:  Accessible  only  to  DLA  personnel. 

Retention  and  disposal:  Destroyed  after  26  years. 

System  managerfs)  and  addrem:  Counsel,  DLA-G. 

Notlflcatioa  procedure:  Direct  information  requests  to 
SYSMANAGER. 

Record  accem  procedures:  Official  mailing  address  of  the 
SYSMANAGER  IS  Office  of  Counsel,  Defense  Logistics  Agency. 
Written  requests  should  include  full  name,  current  address  and 
telephone  numbers  of  requestor.  For  personal  visits,  each  in¬ 
dividual  shall  provide  acceptable  identification,  e.g.,  driver’s  license 
or  identification  card. 

ContcstlBg  record  procedures:  This  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obuined  from  the  SYSMANAGER. 

Record  source  categories:  DLA  Patent  Counsel’s  investigation  of 
published  and  unpublished  records  and  files  both  within  and 
without  the  Government,  consultation  with  Government  and  non- 
Goverament  personnel,  information  from  other  Government  agen¬ 
cies  and  information  submitted  by  Government  officials  or  other 
persons  having  a  direct  interest  in  the  subject  matter  of  the  file. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S2S3 JODLA-G  2 

System  name:  253.30  Patent  Licenses  and  Assignments 

System  location:  Files  of  Patent  Counsel,  Defense  Logistics 
Agency  (DLA),  DLA-G. 

Categories  of  individuals  covered  by  the  system:  Individuals  and 
firms  which  have  granted  patent  licenses  or  assignments  to  DLA. 

Categories  of  records  in  the  system:  Filet  including  patent  license 
and  assignment  agreements  and  accounting  records  indicating  basis 
for  Government  payment  of  royalties  during  life  of  agreements. 

Authority  (or  maintenance  of  the  system:  10  U.S.  Code  2386 
Armed  Services  Procurement  Regulation  (ASPR)  9,  Part  4;  Defense 
Logistics  Procurement  Regulation  (DLPR)  9-401.50 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  DLA  Patent 
Counsel  for  acquisition  and  administration  of  patent  license  and  as¬ 
signment  agreements.  Information  may  be  referred  to  other 
Government  agencies  or  to  non-Govemment  personnel  (including 
contractors  or  prospective  contractors)  having  an  identified  interest 
in  the  potential  or  actual  infringement  of  particular  patents. 

Policies  and  practices  for  storing,  retrieving,  accessiug,  retaining, 
and  disposing  of  records  In  the  system: 

Storage:  Paper  records  in  file  folders  and  card  index  files. 

Rctrievabllhy:  Filed  by  name  of  individual  or  firm  granting  rights. 

Safeguards:  Accessible  only  to  DLA  personnel. 

Rctentioa  and  disposal:  Destroyed  26  years  after  file  is  closed. 

System  manager(s)  and  address:  Counsel.  DLA-G. 

Notification  procedure:  Direct  information  requests  to 
SYSMANAGER. 

Record  access  procedures:  Official  mailing  address  of  the 
Sysmanager  is  Office  of  Counsel,  Defense  Logistics  Agency.  Writ¬ 
ten  requests  should  include  full  name,  current  address  and 
telephone  numbers  of  requestor.  For  personal  visits,  each  in¬ 
dividual  shall  provide  acceptable  identification,  e.g..  driver’s  license 
or  identification  card. 

Contesting  record  procedures:  This  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  SYSMANAGER. 


Record  source  categories:  DLA  Patent  Counsel’s  iavest^ation  of 
published  and  unpublished  records  and  files  both  within  and 
without  the  Government,  consultation  with  Government  and  non- 
Govemment  personnel,  information  from  other  Government  agen¬ 
cies  and  formation  submitted  by  Government  officials  or  other  | 

persons  having  a  durect  interest  in  the  subject  matter  of  the  file.  • 

Systems  exempted  from  certain  provisiens  of  the  act:  None  j 

S253.40DLA-G  | 

System  name:  253.40  Patent  Infringement.  | 

System  lecatlen:  Files  of  Patent  Counsel,  Defense  Logistics 
Agency.  DLA-G 

Catcgurlm  oi  Individuals  euvered  by  (he  system:  Individuals  and 
firms  involved  in  potential  or  actual  claims  or  litigation  against 
Government  for  infringement  of  patents. 

Categories  of  records  In  the  system:  Investigative  files  relating  to 
patentability  and  enforceability  of  asserted  patents  and  procure¬ 
ment  of  accused  items. 

Authority  for  malatcnaacc  of  the  system:  10  U.S.Code  2386; 
U.S.Code  2356;  28  U.S.Code  520;  28  U.S.Code  1498;  35  U.S.Code 
181-188;  and  35  U.S.Code  286.  Armed  Services  Procurement  Regu¬ 
lation  (ASPR)9.  Part  4;  Defense  Logistics  Procurement  Regulation 
(DLPR)  9-401.50. 

Routfue  uses  of  records  malataiacd  In  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  DLA  Patent 
Counsel  (or  action,  determinations  or  recommendations  regarding 
disposition  of  claims  or  litigation  by  DLA,  Military  Departments  or 
Department  of  Justice.  Information  may  be  referred  to  other 
Government  agencies  or  to  non-Govemment  personnel  (including 
contractors  or  prospective  contractors)  having  an  identified  interest 
in  the  potential  or  actual  infringement  of  particular  patents. 

Policies  aad  practices  for  storing,  retrlevhsg,  accemlag,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  Records  in  file  folders  and  card  index  files. 

Rctrlevablllty:  Filed  by  name  of  claimant  or  litigant. 

Safeguards:  Accessible  only  to  DLA  personnel. 

Retention  aad  disposal:  Destroyed  26  years  after  file  is  closed. 

System  maaageris)  and  addrem:  Counsel,  DLA-G. 

Notificatioa  procedure:  Direct  information  requests  to 
Sysmanager. 

Record  accem  procedures:  Official  mailing  address  of  the 
SYSMANAGER  IS  Office  of  Counsel,  Defense  Logistics  Agency. 

Written  requests  should  include  full  name,  current  address  and 
telephone  numbers  of  requestor.  For  personal  visits,  each  in¬ 
dividual  shall  provide  acceptable  identification,  e.g.,  driver’s  license 
or  identification  card. 

Contesting  record  procedures:  This  Agency’s  roles  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  DLA  Patent  Counsel’s  investigation  of 
published  and  unpublished  records  and  files  both  within  and 
without  the  Government,  consultation  with  Government  and  non- 
Govemment  personnel,  information  from  other  Government  agen¬ 
cies  and  information  submitted  by  Government  officials  or  other 
persons  having  a  direct  interest  in  the  subject  matter  of  the  file. 

Systems  exempted  from  certain  previsions  of  the  act:  None 
S25S.0I  DLA-G 

System  name:  255.01  Fraud  A  Irregularities 

System  locattoa:  Primary  System-Case  files  on  actual  or 
suspected  fraud,  criminal  conduct  and  antitrust  violations  which 
arise  from  procurement,  or  the  disposal  of  surplus  property,  or  the 
administration  of  contracts  by  any  operation  of  the  Defense  Lo¬ 
gistics  Agency  (DLA):  OFFICE  OF  Counsel,  Headquarters,  DLA. 
Decentralized  segments-corresponding  files  at  Offices  of  Counsel 
for  field  activities 

Categurlcs  of  taidivlduab  covered  by  the  system:  Any  individual  or 
group  of  individuals  or  other  entity,  involved  in  or  suspected  of 
being  involved  in  any  fraud,  criminal  conduct  or  antitrust  violation 
relating  to  DLA  procurement,  property  disposal  or  contract  ad¬ 
ministration. 

Categories  of  records  la  the  system:  Investigative  reports,  com¬ 
plaints.  pleadings  and  other  court  documents,  litigation  reports, 
working  papers,  documentary  and  physical  evidence,  contractor 
suspensions  and  debarments. 
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AalkorHy  tor  ■■totcaaBct  •!  tlM  lyitrai:  These  files  are  created 
and  maintained  pursuant  to  the  direction  of  the  Attorney  General  of 
the  United  States  under  the  authority  contained  in  Chapters  31  and 
32,  Title  28,  of  the  United  States  Code. 

Enuttoc  sacs  nf  records  matotatoed  to  the  system,  toclodtot  calcg^ 
rtoa  of  users  aad  the  purpaass  of  soch  oaes:  Information  is  used  in 
the  investipation  and  prosecution  of  criminal  or  civil  actions  involv¬ 
ing  fraud,  criminal  conduct  and  antitrust  violations  and  is  used  in 
determinations  to  suspend  or  debar  individuals  or  other  entities 
from  DLA  procurements  and  sales. 

Information  may  be  referred  to  and  used  by  Federal  investigators 
and  Government  attorneys  in  this  Agency,  the  Department  of 
Defense,  the  Department  of  Justice,  and  other  Executive  agencies 
as  appropriate. 

PuUdss  and  pmetkss  fur  sSartog,  retrieving,  accessing,  retatotog, 
aad  disp suing  of  recaeda  to  the  system: 

Storage:  Paper  records  in  file  folders  and  card  index  files. 

Eetrtevabillty:  Filed  alphabetically  by  the  name  of  the  subject  in¬ 
dividual  or  other  entity. 

Safegaards:  Records  are  maintained  in  areas  accessible  only  to 
Agency  personnel. 

Eetentton  aad  disposal:  Records  are  destroyed  ten  years  after  all 
aspects  of  the  case  are  closed. 

System  maaager(s)  and  addrem:  Counsel,  Headquarters,  DLA; 
DLA  Field  Activity  Counsels 

Natmcattoa  procedure:  Written  requests  for  information  shall  be 
directed  to  the  SYSMANAGER.  Requests  must  contain  name  of 
subject  and  sufficient  identification  of  the  incident  in  order  to  in¬ 
sure  correct  retrieval. 

Record  accem  procedures:  Official  mailing  addresses  are  in  the 
DoD  Directory  in  the  appendix  to  the  DLA  systems  notice.  Written 
requests  for  information  should  contain  the  full  name,  current  ad- 
drMs  and  telephone  number  of  the  individual. 

Contesttog  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  Sysmanager. 

Record  sonree  categories:  Federal,  State  and  local  investigative 
agencies;  other  federal  agencies;  DLA  employees;  and  individuals. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S257.18  DLA-G 

System  name:  257.10  Standards  of  Conduct 

System  tocatloa:  Decentralized  system—Office  of  Counsel, 
Headquarters,  Defense  Logistics  Agency,  DLA-G,  Standard  of 
Conduct  Certification  for  personnel  of  Headquarters  Counsel’s  Of¬ 
fice,  investigated  incidents  of  violation  of  standards  of  conduct  by 
Headquarters,  DLA  employees,  reports  by  DLA  field  activitws  of 
violations  of  standards  of  conduct  and  Statements  of  Employment 
and  Financial  Interests  (DD  1555)  on  Headquarters,  DLA  em¬ 
ployees'  and  Commanders,  Deputy  Commanders,  and  Counsels  of 
Primary  i-evel  Field  Activities  (PLFAs).  Other  DD  1555s  required 
in  the  PLFA  and  initial  reports  of  violations  of  standards  of  con¬ 
duct  on  PLFA  employees  are  maintained  at  the  DLA  Field  Activity 
Office  of  Counsel  Standard  of  Conduct  Certifications  are  main¬ 
tained  in  each  Headquarters  and  PLFA  Primary  Staff  Elements 

Categories  nf  todlvlduals  covered  by  the  system:  Includes  DLA 
employees.  General  Schedule  13s  and  above,  and  Lieutenant 
Colonel,  Commander  and  above,  involved  in  approving  awards  for 
contracts  or  contractor  audits  (Defense  Logistics  Agency  Regula¬ 
tion  5500.1,  Standards  of  Conduct  Regulations)  or  any  employee  of 
DLA  involved  in  potential  violation  of  standards  of  conduct,  e.g., 
acceptance  of  gratuities,  conflict  of  interests. 

Categories  of  records  to  the  system:  Includes  semi-annual  certifi¬ 
cation  that  Standard  of  Conduct  Regulations  have  been  read,  may 
include  DD  Form  1555t  or  allegation  of  a  violation  of  standards  of 
conduct,  investigatory  reports  by  the  Government,  recommenda¬ 
tions  and  determinations  as  to  whether  a  violation  of  the  standards 
of  conduct  occurred  and  what  sanction  may  be  appropriate  and/or 
was  imposed. 

Antlkerily  tor  matotenance  of  the  system:  Executive  Order  11222 
prescribing  standards  of  ethical  conduct  for  Government  officers 
and  employees. 

Rnuttoc  ases  of  menrds  matotatoed  to  the  system,  tocludtog  catego* 
rim  of  naers  aad  the  parpoacs  af  sach  asm:  Information  is  used  by 
Counsel’s  Office  in  making  determinations  to  preclude  Government 
employees  involved  in  procurement  or  contractor  audit  decisions 


from  making  determinations  in  areas  where  such  decisions  might  be 
or  appear  to  be  in  conflict  with  personal  interests.  Information  is 
used  by  Counsel’s  Office  for  the  purpose  of  determining  if  DLA 
personnel  are  observing  the  highest  standards  of  business  ethics. 
Records  may  be  referred  to  the  Department  of  Justice  for  possible 
use  in  prosecution  action  or  forwarded  to  Director,  DLA  or  DLA 
Field  Activity  Commanders  for  appropriate  action 

FoUcIm  and  practicm  tor  atoriag,  retrievtog,  accemtog,  rctatolng, 
and  dlspoetog  of  records  to  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievablllty:  Records  are  retrievable  by  surname  of  employee 
or  by  date. 

Safegaards:  Records  are  retained  in  areas  accessible  only  to 
authorized  personnel  in  Office  of  Counsel  or  others  as  determined 
by  Counsel,  DLA.  DD  Forms  1555  are  retained  in  locked  file 
cabinets. 

Retention  aad  disposal:  Incidents  of  violation  of  standards  of  con¬ 
duct,  indefinitely;  DD  1555s,  until  employee  leaves  employment  of 
DLA. 

System  managcr(s)  aad  addrem:  Office  of  Counsel,  Headquarters, 
Defense  Logistics  Agency  DLA-G;  Counsel,  PLFA. 

Notifkatioa  procedure:  Requests  for  information  should  be  ad¬ 
dressed  to  the  SYSMANAGER.  Individual  requesting  information 
should  state  name,  subject  matter  of  information  requested,  and 
date  of  form  or  (alleged)  violation. 

Record  accem  procedarm:  SYSMANAGER  can  provide 
assistance.  Official  mailing  address  is  in  the  DoD  Directory  in  the 
appendix  to  the  DLA  Systems  Notice. 

Contesttog  record  procedarm:  The  Agency’s  rules  for  contesting 
contents  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categorim:  Individuals,  other  employees,  and  non¬ 
employees  having  knowledge  of  the  alleged  violation  of  the  stan-^ 
dards  of  conduct. 

Systems  exempted  from  certain  provisionB  of  the  act:  None 
S259.05DLA-G 

System  name:  259.05  Legal  Assistance 

System  location:  Decentralized  System  at  Office  of  Counsel, 
Headquarters,  Defense  Logistics  Agency,  and  at  Primary  Level 
Field  Activites  (PLFAs). 

Categories  of  individuals  covered  by  the  system:  Authorized  milita¬ 
ry  personnel  and  dependants  who  have  requested  legal  assistance. 

Categorim  of  records  in  the  system:  Wills,  Powers  of  Attorney 
and  other  legal  documents  prepared  in  response  to  requests  for 
legal  advice.  Also  background  information  supplied  by  requester  to 
prepare  the  documents. 

Authority  for  maintenance  of  the  system:  5  USC  301,  302. 

Routine  usm  of  records  maintained  in  the  system.  Including  catego¬ 
rim  of  users  and  the  parposm  of  soch  asm:  Documents  are  used  to 
provide  copies  for  individuals  requesting  the  assistance,  their 
repretentative  or  where  otherwise  appropiate  members  of  their  im¬ 
mediate  families.  Documents  may  also  be  used  as  models  or  exam¬ 
ples  for  preparing  future  documents. 

Polktea  and  practicm  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and/or  card  files. 

Retrievability:  Filed  by  surname  of  requester. 

Safeguards:  Attorney  operating  folders  are  kept  in  a  file  cabinet 
or  other  storage  devises  accessible  only  to  authorized  personnel  of 
the  Office  of  Counsel  or  as  determined  by  Counsel. 

Retentloa  aad  dbposal:  Destroy  2  years  after  completion  of  case, 
except  documents  withdrawn  for  use  as  precedents  may  by  tmld  by 
topics  until  no  longer  required  for  references  purposes. 

System  maBagcr(s)  and  address:  Office  of  Counsel,  Defense  Lo¬ 
gistics  Agency,  DLA-G,  and  Offices  of  Counsel,  PLFAs. 

NotlflcatloB  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and,  if  appropriate,  date  assistance  was  requested. 

Record  access  procedarm:  The  agency’s  rules  for  access  to 
records  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Contesting  record  procedarm:  The  Agency’s  rules  for  contesting 
contents  and  applealing  initial  determinations  may  be  obtained  from 
the  SYSMANAGER. 
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PRIVACY  ACT  ISSUANCES 


Record  MNircc  categories:  Individual  requesting  Assistance 
Systems  exempted  from  certain  provisions  of  the  Act:  None. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
S270.10DLA-K 

System  name:  270.10Request  for  Assistance  and  Information 
System  location:  Staff  Director,  Civilian  Persoiuiel,  Head<)uarters 
Defense  Lx>gistics  Agency  (HQ  DLA),  and  prinuu^  level  field  ac¬ 
tivities  (PLFAs). 

Categories  of  individuals  covered  by  the  system:  Civilian  and  mili¬ 
tary  personnel,  former  employees,  contractor  employees,  attorneys, 
and  other  individuals  or  organizations  who  have  requested 
assistance  and  information  from  the  President,  Members  of  Con¬ 
gress,  Secretary  of  Defense,  Director  of  Defense  Logistics  Agency 
(DLA)  or  other  officals,  which  have  been  referred  to  the  Staff 
Director,  Civilian  Personnel,  Headquarters  DLA,  for  response,  ac¬ 
tion  or  i^ormation. 

Categories  of  records  in  the  system:  Case  files  include  requests  for 
assistance  and  information  to  the  President,  Members  of  Congress, 
Secretary  of  Defense,  Director  of  Defense  Logistics  Agency  and 
Staff  Director  for  Civilian  Persoimel,  HQ  DLA  These  include  let¬ 
ters,  responses,  reports  statements  and  papers  related  to  basic 
request. 

Authority  for  maintenance  of  the  system:  5  USC  5S2,  Public  Infor¬ 
mation  Department  of  Defense  Directive  5400.4,  20  Februrary  1971 
and  titled:  Provisions  t>f  Information  to  Congress  and  Department 
of  Defense  Directive  5105.22,  titled:  Defense  Logistics  Agency. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purpose:  Information  is 
maintained  for  replying  to  additional  inquiries  and  as  background 
for  similar  situations,  and  for  determining  appropriate  course  of  ac¬ 
tion. 

Information  is  used  by:  Agency  Director  and  his  staff,  field  Com¬ 
manders,  managers  and  supervisors  for  determining  areas  needing 
additional  emphasis  or  corrective  action  to  clarify  misun¬ 
derstandings,  adjust  inadequacies,  and  solve  or  prevent  problems. 
Members  of  Congress,  U.  S.  Civil  Service  Commission,  and  other 
Federal  Agencies,  attorneys.  Civil  Rights  organizations,  and  parties 
involved  in  Veteran’s  benefits  and  training  and  other  matters  af¬ 
fecting  DLA  employees. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  log  book. 

Retrievability:  Alphabetically  by  last  name  of  individual  involved 
with  or  requesting  information  and  assistance,  or  by  DLA  field  ac¬ 
tivity  name,  when  requests  are  from  groups. 

Safeguards:  Records  are  maintained  in  locked  filing  cabinets  in 
areas  accessible  only  to  Agency  personnel. 

Retention  and  disposal:  Records  are  retained  in  active  file  until 
end  of  calendar  year,  held  one  to  three  additional  years  in  an  inac¬ 
tive  file,  and  subsequently  are  destroyed. 

System  managerfs)  and  address:  Staff  Director,  Civilian  Person¬ 
nel,  HQ  DLA;  Civilian  Personnel  Officers,  PLFAs. 

Nodficatioa  procedure:  Written  or  personal  requests  fbr  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Ii^vidual  must  pro¬ 
vide  full  name,  the  name  of  any  DLA  activity  that  is  involved,  and 
the  general  nature  of  the  request  for  assistance  or  information  in¬ 
dividual  believes  may  be  filed  in  this  system. 

Record  aceem  procedures:  Written  requests  for  information 
should  be  address^  to  the  SYSMANAGER  and  contain  the  full 
name,  current  address  and  telephone  number  of  the  individual,  the 
name  of  any  DLA  activity  involved,  and  the  general  nature  of  the 
r^uest  for  assistance  or  information  individual  believes  may  be 
fiM  in  this  system.  For  personal  visits,'  the  individual  should  be 
able  to  provide  some  acceptable  identification,  that  is,  driver’s 
license,  work  identification  card,  and  give  some  verbal  information 
that  could  be  verified  with  his  case  folder. 

CoutesHug  record  procedures:  The  agency’s  rules  for  contesting 
contents  arid  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  aource  categories:  Employee’s  supervisors,  "civilian  per¬ 
sonnel  office  of  em|doyee’s  activity,  U.  S.  Civil  Sei^ce  Commis¬ 
sion,  Federal  Agencies  involved  and  other  persons  or  organizations 
that  could  amst  in  final  solution  of  the  matter. 

Syeteais  eawpted  froui  certala  provWons  of  the  act:  None 


S270J0DLA-B 

System  name:  270.30  Biography  File 
System  location:  Office  of  the  Special  Assistant  for  Public  Af¬ 
fairs,  Headquarters  Defense  Logistics  Agency  (DLA)  and  Primary 
Level  Field  Activities  (PLFAs). 

Categories  of  individuals  covered  by  the  system:  Civilian  and  mili¬ 
tary  personnel  currently  and  formerly  assigned  to  DLA  and  other 
persons  affiliated  with  DLA  and  the  Department  of  Defense  (DoD). 

Categories  of  records  in  the  system:  Biographical  information  pro¬ 
vided  by  the  individual. 

Authority  for  maintenance  of  the  system:  5  U.S.C,  Sec  301,  302 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  as  background  material  for  news  and  feature  articles  cover¬ 
ing  activities,  assignments,  retirements,  and  reassignments  of  key 
DLA  commanders  and  executives,  annual  visits  or  other  activities 
by  persons  affiliated  with  Dl.A  or  DoD  Information  is  used  by 
DLA  pubhc  affairs  personnel  to  prepare  news  and  feature  articles 
with  t^  knowledge  and  consent  of  the  individual  concerned. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and/or  card  index  file. 
Retrievability:  Filed  alphabetically  by  last  name 
Safeguards:  Records  are  maintained  in  an  area  accessible  only  to 
DLA  ^hhe  Affairs  Office  personnel 

Retention  and  disposal:  Files  are  retained  in  current  files  area  and 
destroyed  2  years  after  retirement,  transfer  or  death  of  DLA  per¬ 
sonnel  or  termination  of  affiliaUon  with  DLA  or  DoD  by  other  per¬ 
sons. 

System  manager(s)  and  address:  Special  Assistant  for  Public  Af¬ 
fairs,  DLA  and  Public  Affairs  Officers,  PLFAs. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Inidividual  must  pro¬ 
vide  full  name  and  employing  activity. 

Record  access  procedures:  Official  maiUng  addresses  of 
SYSMANAGER  are  in  the  Department  of  Defense  Director  in  the 
appendix  to  the  DLA  systems  notice.  Written  request  for  informa¬ 
tion  should  contain  the  full  name,  current  address  and  telephone 
numbers  of  the  individual.  For  personal  visits,  the  individual  should 
be  able  to  provide  some  acceptable  identification,  that  is  driver’s 
license,  or  employing  office  identification. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  retained  from  the  SY'SMANAGER. 

Record  source  categories:  Individuals  concerned  on  a  strictly 
volunteer  basis. 

Systems  exempted  from  certain  provisions  at  the  act:  None 
S322.15  DLA-M 

System  name:  322.15  Information  Military  Personnel  Records 
System  location:  Staff  Director,  Military  Personnel,  HQ  Defense 
Logistics  Agency  (DLA),  (DLA-M)  Heads  of  Primary  Level  Field 
Activities  (PLFAs) 

Categories  of  individuals  covered  by  the  system:  Active  duty  and 
reserve  personnel  assigned  to  DLA 
Categories  of  records  in  the  sy^m:  Incident  reports,  general  and 
special  orders,  leave  slips,  qualification  records,  applications  for  ID 
(jards,  security  clearance,  and  miscellaneous  correspondence. 

Antlioiity  (or  maintenance  of  the  system:  iO  USC  501  et  seq.  Per¬ 
sonnel.  5USC  302(b)  (1) 

Routine  uses  at  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  puiiiose  of  the 
records  is  to  accumulate  documents  relating  to  the  military  member 
while  assigned  to  DLA.  The  records  are  u^  by  the  Staff  Director 
arid  his  staff  and  heads  of  PLFAs  and  their  staff  for  notification  of 
assignments,  career  briefs,  assignment  orders,  promotion  data,  per¬ 
sonal  data,  awards  and  decorations,  training  data,  recommendations 
for  discqilinary  action,  review  proixdures  instituted  to  control  in¬ 
cidents,  and  advising  tlte  Director  of  incidents. 

PoUdes  and  practfcca  (or  storing,  retrieving,  acccahig,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Retained  in  file  folders 
RctrievMilllty:  Filed  alphabetically  by  last  name. 

Safeguards:  Locked  in  file  cabinets  within  areas  accessible  only 
to  authorized  personnel. 
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Rctcntioa  and  dbnoMl:  Retained  during  individuals  assignment  to 
DLA  and  destroyed  within  1  year  of  departure. 

Syilcm  naaagcrfB)  and  addrcaa:  Staff  Director.  Military  Person¬ 
nel,  HQ  DLA  and  Heads  of  PLFAs 
Notifkatioa  procedure:  The  requestor  should  send  a  by  name 
request  to  Staff  Director,  Military  Personnel.  HQ  DLA  and  both 
SYSMANAGER  if  assigned  to  a  PLEA.  The  requestor  may  visit 
the  office  of  either  or  both  SYSMANAGER’s  with  appropriate 
identification 

Record  access  procedures:  Contact  the  SYSMANAGER.  Official 
mailing  addresses  are  in  the  DoD  Directory  in  the  appendix  to  the  ' 
DLA  systems  notice. 

Contesting  record  procedures:  The  Agency's  rules. for  contesting 
contents  and  appeahng  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Special  orders,  service  records,  in/out 
processing  documents,  and  computer  Ustings. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S322,35  DLA-M 

System  name:  322.3S  Officer/Enlisted  Evaluation  Report  File  and 
File  Summary 

System  location:  Staff  Director,  Military  Personnel,  HQ  Defense 
Logistics  Agency  (DLA)  (DLA-M) 

Categories  of  individuals  covered  by  the  system:  AU  military  per¬ 
sonnel  currently  assigned  to  the.  Defense  Logistics  Agency  (DLA) 
Categorim  of  records  in  the  system:  The  system  contains  the 
name,  social  security  number,  grade,  date  of  rank,  unit  of  assign¬ 
ment,  duty  title,  career  specialty,  appraisal  of  performance,  esti¬ 
mate  of  potential  value  to  the  service,  and  promotion  potential. 

Anthority  (or  maintenance  of  the  system:  10  USC  SOI  et  seq.  Per¬ 
sonnel;  5  USC  302  (bKD.  DoD  Directive  5105.22(IX) 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  purpose  of  the  file  is 
to  insure  that  continuous  and  consistent  performance  appraisals  are 
prepared  for  each  member.  The  files  and  summary  are  used  by  the 
Staff  Director,  Military  Personnel  and  his  staff  to  review  consisten¬ 
cy  of  performance,  reliability  of  information,  compliance  with 
parent  service  terminology  and  regulations,  prejudicial  comments, 
grammar,  misleading  statements,  accuracy  of  word  picture, 

~  question  abrupt  changes  in  rating,  observe  trends,  -  establish 
suspense  dates,  and  statistical  data. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Magnetic  tape  and  disc,  computer  printouts,  and  evalua¬ 
tion  reports. 

Retrievability:  Alphabetically  by  last  name  by  officer  and  enlisted 
personnel. 

Safeguards:  Maintained  in  areas  accessible  only  to  authorized 
personnel. 

Retentioo  and  disposal:  The  records  are  destroyed  within  one 
year  after  member  departs  from  DLA 
System  manager(s)  and  address:  Staff  Director,  Military  Person¬ 
nel.  HQ  DLA 

Notification  procedure:  Written  requests  to  the  SYSMANAGER 
will  contain  the  full  name,  social  security  number,  and  address.  The 
requestor  may  visit  the  SYSMANAGER’S  office  and  present  the 
appropriate  military  identification  card. 

Record  access  procedures:  Contact  the  SYSMANAGER.  Official 
mailing  addresses  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  will  include  a  notarized 
statement  attesting  to  the  requestor’s  identity  and  the  statement 
that  ’I  understand  that  knowingly  or  willingly  seeking  or  obtainii^ 
access  to  records  about  another  individual  under  false  pretenses  is 
punishable  by  a  fine  of  up  to  5,000  dollars  under  the  provisions  of 
the  Privacy  Act  of  1974, 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  emtained  from  the  SYSMANAGER 
Record  source  categories:  Officer/Enlisted  Evaluation  Report 
Systems  exempted  from  certain  provisioas  of  the  act:  None 
S322.45  DLA-M 

System  name:  322.45  Military  Personnel  Data  Bank  System 


System  location:  Staff  Director.  Military  Personnel,  HQ  Defense 
Lo^stics  Agency  (DLA)  (DLA-M)  Heads  of  Primary  Level  Field 
Activities  (PLFAs) 

Categories  of  individuals  covered  hj  the  systm:  All  military  per¬ 
sonnel  currently  assigned  to  the  DeUnse  Logistics  Agenev  (I>LA) 
and  history  records  o(  those  individuals  previously  assigned. 

Categories  of  records  in  the  system:  The  categories  of  information 
contained  in  the  system  are  organization,  position,  identification 
grade,  service  specialty,  position  title,  sjlecud  requirements,  educa¬ 
tion  requirements,  geographic  location,  name,  service,  temporary 
date  of  rank,  socim  security  number,  duty  specialty,  permanent 
grade,  permanent  date  of  rank,  date  assigned,  date  of  rotation,  re¬ 
marks,  primary  speciahy,  job  related  experience,  civilian  education, 
miUtary  school,  skill  courses,  date  of  birth,  retirement  date,  separa¬ 
tion  or  expiration  of  enlistment,  and  aero  rating. 

Authority  (or  maintenance  of  the  system:  10  USC  501  et.  Seg., 
Personnel  5  USC  S  302(BM1) 

Routine  uses  of  records  maintained  in  the  system,  including  calo¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  purpose  of  the  file  is 
to  insure  effective  personnel/  career  management  for  DLA  and 
DLA  military  personnel.  The  printouts  are  used  by  the  Staff 
Director  and  Deputy  Staff  Director,  Military  Personnel,  the  Chief 
and  Assistant  Chief,  Assignments  and  Reserve  Affairs  Division  and 
Staff  Specialists  of  the  Division.  An  extract  printout  of  the  specific 
PLFA  is  used  by  the  Commander  and  his  personal  staff.  Tlw  data 
bank  is  used  to  prepare  the  alphabetical  roster,  rotation  roster, 
colonel  roster,  Ustings  of  specialty  codes,  service  Ustings.  func¬ 
tional  Usting,  and  advanced  degree  Usting.  These  documents  are 
used  to  accurately  report  data  on  the  iri^vidual  and  position  to 
which  he  is  assigned,  requisition  replacements,  select  assigned  per¬ 
sonnel  for  higher  level  positions,  provide  assigned  strength  figures 
for  OSD,  and  assist  individual  miUtary  personnel  in  their  career 
management. 

Polkies  and  praetket  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Magnetic  Uqie  and  disc,  and  computer  paper  printouts. 

Retrievability:  Alphabetically  by  last  name  in  Alpha  Roster.  This 
roster  contains  coded  identification  that  indicates  where  the  in¬ 
dividual  is  assigned. 

Safeguards:  Maintained  in  areas  accessible  only  to  authorized 
personnel. 

Retention  and  disposal:  Printouts  are  held  for  one  year  and  then 
retired  to  Federal  Records  Center.  The  computer  tapes  are  held  for 
three  years  and  five  years  and  the  degaussed. 

System  manager(s)  and  address:  Staff  Director,  MiUtary  Person¬ 
nel.  HQ  DLA 

Nodficatioa  procedure:  The  name  of  the  requestor  should  be  sent 
to  the  SYSMANAGER.  The  requestor  may  visit  the  Office  of  the 
SYSMANAGER.  and  present  the  appropriate  miUtary  ID  Card. 

Record  access  procedures:  Contact  the  SYSMANAGER.  Official 
mailing  addresses  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  c^tain^  from  the  SYSMANAGER. 

Record  source  categories:  MiUtary  Personnel  records  and  Position 
Distribution  Report 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S322.70  DLA-M 

System  name:  322.70  Reserve  Affairs 

System  location:  Staff  EUrector,  MiUtary  Personnel,  HQ  Defense 
Logistics  Agency  (DLA)  (DLA-M) 

Categories  of  individuals  covered  by  the  system:  All  Ready 
Reserve  (Army,  Air  Force  and  Navy)  ^rsonnel  assigned  to  DLA 
Mobilization  Designation  (Mob  Des)  positions. 

Categories  of  records  in  the  ^stem:  Individual  reference/control 
card  name,  grade,  SSAN,  Service,  career  specialty,  position  title, 
date  of  birth,  commission  date,  promotion  date,  release  date, 
security  clearance  education,  home  address,  &  civiliw  occupation. 

Authority  tor  maintenance  of  the  system:  10  USC  501et  seq.  I^er- 
sonnel  5  USC  S  302  (bKD,  DoD  Directive  5105.22  (IX). 

Routine  uses  of  records  maintained  in  the  system,  Inclnding  catego¬ 
ries  of  users  and  the  purposm  of  such  uses:  The  purpose  of  the  card 
is  to  have  information  readily  available  in  the  day  to  day  operation 
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of  the  Reserve  Mobilization  program.  It  is  used  by  the  Staff 
Director,  his  Deputy  and  the  Reserve  personnel  specialists.  Data  is 
used  in  preparation  of  personnel  actions  such  as  reassignments, 
classification  actions,  promotions;  scheduling  and  verifying  active 
duty  and  inactive  duty  training 

PoUdes  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Vertical  card  files 
I  Retiievability:  Alphabetically  by  last  name 

Safeguards:  Maintained  in  area  accessible  only  to  authorized  per¬ 
sonnel 

Retention  and  disposal:  Destroyed  one  year  after  individual  de¬ 
parts  DLA 

System  manager(s)  and  address:  Staff  Director,  Military  Person¬ 
nel,  HQ  DLA 

Notification  procedure:  The  name  of  the  requestor  should  be  sent 
to  the  above  SYSMANAGER.  The  reouestor  may  visit  the  office 
of  the  SYSMANAGER  and  present  tne  appropriate  military  ID 
Card. 

Record  access  procedures:  Contact  the  SYSMANAGER.  Official 
mailing  addresses  are  in  the  DoD  Directory  in  the  appendix  to  the 
OLA  systems  notice 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Data  processing  output  from  the  Milita¬ 
ry  Services 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S330.1S  DPSC-G 

System  name:  330.15  Authorization  File 

System  location:  Office  of  Counsel  (DPSC-G)  Defense  Personnel 
Support  Center  Bldg.  12,  Wing  g  2800  South  20th  Street  Philadel¬ 
phia,  PA  19101 

Categories  of  individuals  covered  by  the  system:  All  civilian  per¬ 
sonnel  m  the  Office  of  Counsel,  DPSC,  who  have  ahd  or  currently 
have  authorization  to  act  in  an  officially  appointed  capacity. 

Categories  of  records  in  the  system:  DD  Form  577,  copies  of  spe¬ 
cial  orders  appointing  individuals  in  various  capacities,  requests  for 
special  orders,  letters  and  correspondence  re  various  appointments 
of  office  personnel,  DCTSC  Form  1322,  ’Delegation  of  Authority’, 
DPSC  directives. 

Authority  for  maintenance  of  the  system:  10  U.S.C.  125  DoD 
Directive  5105.22 

Routine  uses  of  records  maintained  in  the  system,  including  cate^ 
ries  of  users  and  the  purposm  of  such  uses:  Information  is  main¬ 
tained  for  purposes  of  determining  which  office  personnel  have  had 
or  currently  have  authorization  to  act  in  an  officially  appointed 
capacity,  formation  is  used  solely  by  office  managers  to  insure 
that  delegations  of  authority  are  properiy  handled  and  to  maintain 
records  in  which  capacity  one  or  more  office  personnel  are  em¬ 
powered  to  act. 

Policies  and  pmctiGcs  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 

Retrievability:  Filed  chronologically 

Safeguards:  Records  are  maintained  in  a  locked  file  drawer  and 
are  accessible  only  to  office  personnel. 

Retentioa  snd  disposal:  Records  are  maintained  indefinitely  and 
are  reviewed  annually  to  determine  if  the  oldest  reemrds  are  still 
necessary. 

System  manager(s)  and  address:  Associate  Counsel,  DPSC, 
Philadelphia,  PA 

Nodficatioa  procedure:  Written  or  personal  requests  for  infcHma- 
tion  may  be  duected  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name.  Social  Security  Account  Number  and  dates  of  em¬ 
ployment  at  Office  of  Counsel,  DPSC.  Individual  may  visit  Office 
of  Counsel,  DPSC,  to  obtain  information,  on  whether  the  system 
contains  records  pertaining  to  that  individual. 

Accord  accem  procedures:  Access  may  be  had  through  the  Office 
of  Counsel,  DPSC.  Written  requests  for  information  should  contain 
the  full  name,  current  address  and  telephone  number  of  the  in¬ 
dividual.  For  personal  visits,  the  individtud  should  provide  some  ac¬ 
ceptable  identification,  i.e.,  drivers  license,  employee  identification 
canl,  etc. 


Contesting  record  procedures:  The  wncy's  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tion  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Record  source  categories:  Military  personnel.  Associate  Counsel, 
DP^,  personnel  in  Office  of  Counsel. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S330.50DPSC 

System  name:  330.50  Defense  Personnel  Support  Center  (DPSC) 
Civilian  Personnel  File 

System  location:  Office  of  Civilian  Personnel,  Management 
Assistance  and  Liaison  Division,  DPSC. 

Categories  of  individuals  covered  by  the  system:  All  current 
civilian  personnel  serviced  by  DPSC  except  those  working  for  the 
Defense  Subsistence  Regions,  the  Subsistence  Laboratory  or  the 
Orthopedic  Footwear  CUnic. 

Categories  of  records  in  the  system:  Name,  Social  Security  Ac¬ 
count  Number  (SSAN),  sex,  year  of  birth,  veterans’  status,  reten¬ 
tion  grouping,  service  computation  date,  type  of  appointment,  title, 
job  number,  supervisory  status,  service  code,  series,  grade,  com¬ 
petitive  level  code,  organization,  activity,  Julian  date,  nature  of  ac¬ 
tion. 

Authority  for  nuintenance  of  the  system:  5  U.S.C.,  Sec.  301,  302, 
E.O.  10561  and  E.O.  9397. 

Routine  usa  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  This  listing  is  used  only 
by  the  DPSC  Office  of  Civilian  Personnel.  Information  is  used  for 
maintenance  and  update  of  retention  registers  and  for  one-time 
management  information  reports. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Magnetic  tape,  computer  paper  printouts  stored  in  filing 
cabinet. 

Retrievability:  Individual  information  is  accessed  by  SSAN. 

Safeguards:  Magnetic  tape  is  kept  in  a  tape  library  which  is  ac¬ 
cessible  only  to  authorized  personnel.  Computer  personnel  who 
process  the  reports  are  appropriately  cleared. 

Computer  paper  records  are  maintained  in  areas  accessible  only 
to  Office  of  Civilian  Personnel  employees.  Personnel  Office  is  in 
building  which  is  under  security  guard  surveillance  during  non-duty 
hours. 

Retentioa  and  disposal:  A  new  listing  is  prepared  monthly;  the 
previous  one  is  destroyed  at  that  time. 

Magnetic  tape  records  are  kept  for  60  days,  then  destroyed. 

System  manager(s)  and  address:  Chief,  Management  Assistance 
and  Liaison  Division,  Office  of  Civilian  Personnel.  DPSC. 

Notificatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  duected  to  the  SYSMANAGER  and  must  contain  full 
name  a^  SSAN.  Official  maili^  address  is  in  the  Department  of 
Defense  directory  in  the  appendix  to  the  DLA  systems  notice. 

Record  access  procedures:  Assistance  may  be  obtained  from  the 
SYSMANAGER. 

Written  requests  for  information  should  contain  the  full  name, 
current  address  and  telephone  number  of  the  individual.  For  per¬ 
sonal  visits,  the  individual  should  be  able  to  provide  some  accepta¬ 
ble  identification,  such  as  driver’s  license,  employing  office 
identification  card,  and  give  some  verbal  information  that  could  be 
verified  by  examining  the  individual’s  entry  on  the  listing. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  SYSMANAGER. 

Record  sonree  categories:  Standard  Form  50’s  (Notification  of 
Personnel  Action)  and  annual  position  classification  surveys. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S330.60DCRT-E-Z 

System  name:  330.60  Dallas  Internal  Personnel  Management  Infor¬ 
mation  System  (DIPMIS) 

System  locatkm:  Office  of  Civilian  Personnel  (DCRT-E),  Defense 
Contract  Administration  Services  Region  (DCASR)  Dallas. 

Categories  of  individuals  covered  by  the  system:  DCASR  Dallas 
Civdian  Personnel  who  have  been  hir^,  separated  or  had  an  inter¬ 
nal  position  change  since  1  July  1973. 
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Categories  of  records  in  the  system:  Contains  a  code  for  the  typie 
of  personnel  action;  the  name  of  the  individual;  the  type  of  ap¬ 
pointment  on  which  the  individual  is  serving;  the  month  and  year  of 
the  action;  the  series  and  ^ade  from  which  the  individual  moved; 
Uk  series  and  grade  to  which  the  individual  moved;  the  year  of 
birth;  the  organizations  from  which  and  to  which  the  individual 
moved;  the  length  of  time  taken  to  process  the  action  in  the 
Civilian  Personnel  Office;  the  number  of  months  which  the  in¬ 
dividual  worked  for  DCASR  Dallas  (for  separation  actions  only); 
and  the  supervisor’s  evaluation  of  the  employee's  overall  effective¬ 
ness  (for  separation  actions  only). 

Authority  for  maintenance  of  the  system:  5  U.S.C.  Sec.  301,  302, 
E.O.  10561,  FPM  Chapter  250,  Subchapter  1-4. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  purpose  of  this 
system  is  to  provide  operating  management  with  reliable  summary 
data  on  which  to  base  manpower  planning.  A  secondary  purpose  is 
to  provide  information  for  related  planning  purposes  such  as  Up¬ 
ward  Mobility,  Ei^ual  Employment  Opportunity  (EEO)  and  Labor 
Management  Relations. 

Some  information  is  provided  from  the  file  (normally  in  highly 
summarized  form)  to  authorized  external  investigators  such  as 
grievance  examiners,  EEO  complaint  investigators,  DLA  Inspector 
General  Teams. 

Internal  DCASR  Dallas  management  uses  this  information  to 
forecast  type  and  number  of  hires;  to  evaluate  staffing  performance 
by  the  Civilian  Personnel  Office;  to  gather  historical  ^ta  such  as 
number  and  kinds  of  promotions  or  reassignments  and  internal 
movements  of  the  clerical  workforce.  Users  external  to  DCASR 
Dallas  receive  information  from  it  which  is  directly  related  to  such 
purposes  as  the  resolution  of  EEO  complaints  or  grievances. 

Polktes  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  maintained  in  the  GE  Mark  III  time-shared 
computer  system,  presumably  on  magnetic  discs.  Records  for  the 
second  fiscal  year  preceding  the  current  one  are  transferred  to 
paper  tape  and  stored  in  the  DCASR  Dallas  Office  of  Civilian  Per- 
sormel. 

Retrievability:  Information  in  the  system  may  be  retrieved  using 
any  data  element  contained  in  the  system.  While  it  is  possible  to 
retrieve  all  of  the  information  on  a  specific  individual,  this  is  not 
normally  done.  Information  identifiable  to  a  specific  individual  is 
accessed  by  name. 

Safeguards:  Records  can  be  accessed  only  by  individuals  who 
know  Die  files  structure  and  are  familiar  with  the  software  required. 
In  addition,  access  to  the  system  requires  use  of  an  access  code 
and  password  known  only  to  selected  individuals  in  the  Office  of 
Civilian  Personnel. 

Retention  and  disposal:  Records  are  retained  in  computer  memory 
for  no  more  than  24  months.  Records  from  the  second  previous 
fiscal  year  and  earher  are  transferred  to  paper  tape  and  stored  in 
the  Civilian  Personnel  Office.  Records  are  destroyed  when  they 
pertain  to  the  sixth  previous  fiscal  year. 

System  manager(s)  and  address:  Civilian  Personnel  Officer,  Office 
of  Civilian  Personnel,  DCASR  Dallas. 

Notification  procedure:  Individuals  who  desire  to  know  if  the 
system  contains  information  on  them  should  contact  the 
SYSMANAGER,  and  should  provide  last  name,  dates  of  employ¬ 
ment  with  DCASR  Dalis,  title,  series  and  grade  of  current  (or  last) 
position  held.  An  individual  may  visit  the  ^fice  of  Civilian  Person¬ 
nel  to  obtain  information  on  whether  the  system  contains  records 
pertaining  to  that  person.  For  personal  visits,  a  current  employee  of 
the  DCASR  need  only  verbally  identify  himself  or  herself.  Former 
employees  need  to  provide  positive  identification  (such  as  a 
drivers  license)  and  the  last  Stmodard  Form  50  (Notification  of  Per¬ 
sonnel  Action)  from  their  employment  at  the  DCASR. 

Record  aceem  procedures:  Individuals  may  determine  how  to  gain 
access  to  records  by  contacting  the  Civ^an  Personnel  Officer, 
DCASR  Dallas  at  the  mailing  address  listed  in  the  Department  of 
Defense  Directory  in  the  appendix  to  the  DLA  system  of  records 
notice. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  All  information  in  the  system  is  taken 
from  the  employee’s  official  personnel  folder  except  that  the  ap¬ 
praisal  of  the  value  of  employees  separating  from  DCASR  Dallas  is 
provided  by  the  immediate  supervisor  of  the  employee.  i 


-  Systems  exempted  from  certain  provisions  of  the  act;  None 
S332.01DLA-KS 

System  name:  332.01  Employment  Inquiries 

System  location:  Staffing  and  Employee  Relations  Division,  Staff 
Director,  Civilian  Personnel,  Headquarters,  Defense  Logistics 
Agency  (HQ  DLA);  primary  level  field  activities  (PLFAs). 

Categories  of  individuals  covered  by  the  system:  DLA  civilian  and 
mihtary  personnel,  contractor  employees,  and  other  individuals  or 
organizations  on  behalf  of  individuals  who  have  forwarded  employ¬ 
ment  inquiries  to  Members  of  Congress,  Secretary  of  Defense, 
Director  of  Defense  I^ogistics  Agency  (DLA),  Staff  Director  for 
Civilian  Personnel,  or  other  official. 

Categories  of  records  in  the  system:  Case  files  include  employ¬ 
ment  inquiries  to  Members  of  Congress,  Secretary  of  Defense, 
Director  of  Defense  Logistics  Agency  and  Staff  Director  for 
Civilian  Personnel,  Headquarters  Defense  Logistics  Agency  and 
others  which  have  been  referred  to  Staff  Director  Civilian  Person¬ 
nel  for  response,  action  or  information.  These  include  statements  of 
qualifications,  letters,  photographs,  letters  of  appreciation  and 
recommendation,  certificates,  ratings,  eligibility  forms  and  related 
papers  concerning  employment. 

Authority  for  maintenance  of  the  system:  5  U.S.  Code,  Sec.  301, 
302,  and  E.O.  10561;  Department  of  Defense  Directive  5400.4  20 
February  1971  and  titled:  Provisions  of  Information  to  Congress 
and  Department  of  Defense  Directive  5105.22,  titled:  Defense  Lo¬ 
gistics  Agency. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purpose;  Information  is 
maintained  for  purposes  of  replying  to  additional  inquiries  and  fol¬ 
low  up  action. 

Information  is  used  by:  Civilian  personnel  offices  and  other  ap¬ 
propriate  officials  of  DLA  in  order  to  determine  qualifications  ^and 
for  giving  proper  consideration  in  the  filling  of  vacancies.  The 
civilian  personnel  office,  when  hiring  applicant,  uses  inform^on  as 
part  of  the  employee’s  permanent  record.  Members  of  Congress 
and  other  individu^s  or  organizations  who  wrote  to  DLA  on  behalf 
of  an  individual  and  who  use  it  to  respond  to  the  individual,  or  for 
other  related  purposes.. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  log  book. 

Retrievability:  Filed  alphabetically  by  last  name  of  individual  sub¬ 
mitting  employment  inquiry. 

.Safeguards:  Records  are  maintained  in  locked  file  cabinets  in 
areas  accessible  only  to  Agency  personnel. 

Retention  and  disposal:  Records  are  retained  in  active  file  until 
end  of  calendar  year  and  held  one  to  three  additional  years  in  inac¬ 
tive  file  and  subsequently  retired  to  Federal  Records  Center.  After 
a  total  of  ten  years  records  are  destroyed. 

System  manager(s)  and  address:  Staff  Director,  Civilian  Person¬ 
nel,  HQ  DI.A;  Civilian  Personnel  Officers,  PLFAs. 

Nodfkatiun  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name. 

Record  access  procedures:  Official  mailing  address  of  the 
SYSMANAGER  is  in  the  Department  of  Defense  Directory  in  the 
appendix  to  the  DLA  systems  notice.  Written  requests  for  informa¬ 
tion  should  be  addressed  to  SYSMANAGER  and  contain  the  full 
name,  current  address  and  telephone  numbers  of  the  individual.  For 
personal  visits,  the  individual  should  be  able  to  provide  some  ac¬ 
ceptable  identification,  that  is,  driver’s  license,  work  identification 
card,  and  give  some  verbal  information  that  could  be  verified  with 
his  case  folder. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  and  appealii^  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtain^  from  the  SYSMANAGER. 

Record  source  categories:  No  additional  sources  of  information 
other  than  provided  by  individual  involved,  and  other  correspon¬ 
dence  relating  to  the  employment  inquiry. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
^  S333.10  DLA-G 

System  name:  333.10  Attorney  Personal  Information  and  Applicant 
Files 
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Sjrslcai  lacatloB:  Primary  System-Office  of  Counsel,  Headquar¬ 
ters,  Defense  Lx>gistics  Agency,  DLA-G,  holds  personal  iitforma- 
tion  records  of  aU  DLA  attorneys  and  applicants  for  DLA  legal 
positions. 

Decentralized  segments-Office  of  Counsel,  Prim^  Level  Field 
Activities  (PLFAs)  hold  personnel  records  for  resident  attorneys 
and  applicants  for  positions. 

Caleaortei  of  indivklaals  covered  by  the  system;  All  DLA  attor¬ 
neys,  former  DLA  attorneys,  and  applicants  for  DLA  legal  posi¬ 
tions. 

Categories  of  records  in  the  system:  Cover  letters,  resumes,  and 
Forms  171  submitted  by  applicants  and  replies  thereto,  and  records 
of  promo  ions,  c*‘urses  completed,  position  descriptions,  per¬ 
formance  appraisals,  Fcitns  171,  personnel  actions,  educat*<'T'al 
transcripts,  recommendations  and  personal  data  of  DLA  atton  ^s. 

Aatborky  for  maintenance  of  the  system:  S  USC  3101,  General 
Authority  to  Employ,  Elxccutive  Order  I0S77,  Civil  Service  Regula¬ 
tion.  Section  2t3.3102td)  and  (e),  10  USC  137. 

Routine  uses  of  records  maintained  in  the  systm,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Applications  are  used  Tor 
filling  positions  in  aU  DLA  legal  offices.  Attorney  information  fol¬ 
ders  are  maintained  for  review  incident  to  personnel  actions  includ¬ 
ing  promotions  performance  apppusals,  reassignments.  etc.  and  as 
a  general  performance  and  experience  record.  Parts  of  these  folders 
may  be  submitted  to  other  agencies  considering  the  attorney  for 
employment.  Information  may  be  used  in  answering  inquiries  from 
Individuals,  Congressmen  or  other  Government  agencies  or  for 
verification  of  employment. 

Policies  and  practices  tor  storing,  retrieving,  accesnng,  retaining, 
and  dbposiiig  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

RetrievabiUty:  Filed  by  surname  of  attorney  or  applicant 

Safegnards:  Attorney  information  folders  are  kept  in  a  safe;  ap- 
pbeatipns  are  kept  in  file  cabinets  accessible  only  to  authorized  per¬ 
sonnel  of  the  Office  of  Counsel  or  as  determined  by  Counsel. 

Retention  and  disposal:  Applications  are  kept  for  two  years  from 
receipt.  Attorney  information  fc^rs  are  kept  indefinitely. 

System  manager(s)  and  address:  Office  oS  Counsel,  Defense  Lo¬ 
gistics  Agency  DLA-G,  and  Offices  of  Counsel,  PLFAs. 

Notificatioa  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individuai  must  pro¬ 
vide  full  name  and,  if  appropriate,  date  application  was  submitt^. 

Record  access  proc^ures:  SYSMANAGER,  Official  mailing  ad¬ 
dress  is  in  the  DoD  Directory  in  the  Appendix  to  the  DLA  Systems 
Notices. 

Contesting  record  procedures:  The  Agency's  rules  for  contesting 
contents  and  appeah^  initial  determinations  may  be  obtained  from 
the  SYSMANAGER. 

Record  source  categories:  Applicants,  employees,  co-employees, 
outside  references,  supervisors,  and  personnel  ^ficcs. 

Systems  exempted  from  certain  provMoos  of  the  act:  None 
S334.05DLA.K 

Sydem  name:  334.0S  Civilian  Personnel  Administration  Career  Pro¬ 
gram 

System  location:  Training  and  Incentives  Division,  Staff  Director, 
Civilian  Personnel,  Headquarters,  Defense  Logistics  Agency  (DLA) 

Categories  of  individaals  coversd  by  the  system:  DLA  employees 
and  other  applicants  for  registration,  GS-ll  and  above,  eng^iged  in 
civilian  personnd  administration  to  indude:  Personnel  Management 
Specialists,  GS-201;  Personnel  Staffing  Specialists,  GS-212;  Posi¬ 
tion  Classification  Specialists,  GS-221;  Employee  Relations  Spe¬ 
cialists  and  Labor  Relations  Specialists,  GS-230;  AND,  Employee 
Development  Specialists,  GS-23S. 

Categortes  a(  records  in  the  system:  Personal  Oialifications  State¬ 
ment,  uadividual  Development  Plan,  Assessment  of  (Qualifications 
for  Advancement,  Enqiloyee  Career  Evaluation,  Scieenmg  Panel 
ratings,  and  lists  of  referrals  for  vacancies,  other  documents  or  cor- 
re^midence  submitted  by  employees  or  tbietr  supervisors. 

Antharitj  for  maiulrnaurf  of  the  system:  5  U.S.  Code,  Sec.  4103, 
EstaUishinent  of  Training  Proves  DLA  Manual  1443.17,  DLA 
Civilian  (Career  Progrant  for  Civflian  Perscmnel  Administration. 

Rmdhte  met  si  records  suinlaimd  in  the  syitem,  hsclmihn  catego- 
rim  sf  assrs  and  the  pmpsM  si  each  mes:  InformatioB  is  main¬ 
tained  for  purpose  screening  and  referral  of  registered  careerists 


to  fill  civilian  personnel  poutions  at  grade  GS-12  and  above 
throughout  DLA.  Information  is  used  by:  Agency  Screening  Panel  - 
to  screen  and  review  careerists  for  referral.  DLA  Career  Program 
Technical  Staff  for  administrative  review  and  update  of  files.  DLA 
Training  personnel  •  to  determine  long-range  training  needs.  DLA 
Selecting  officials  in  selecting  a  registrant  to  fiU  the  position  open¬ 
ing. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposiiig  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

RetrievahUity:  Filed  by  series  and  grade  alphabetically  by  last 
name  of  careerist. 

Safeguards:  Records  are  maintained  in  locked  file  cabinet  accessi¬ 
ble  only  to  authorized  Agency  personnel.  Authorized  Agency  per¬ 
sonnel  include:  Staff  Director,  Civilian  Personnel,  Division  Chiefs, 
staff  members  of  the  Training  Division. 

Retention  and  disposal:  Records  are  retained  with  annual  updating 
by  the  registered  careerist.  The  material  is  destroyed  as  it  becomes 
outdated,  and  upon  annual  review  when  indivi^al  is  no  longer 
eligible  for  registration.  The  records  are  retained  a  maximum  of  two 
years. 

System  manager(s)  and  address:  Staff  Director,  Civilian  Person¬ 
nel,  Headquarters  Defense  Logistics  Agency. 

Notifkation  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  (Erected  to  the  SYSMAJ^AGER,  ATTN:  Career  Pro¬ 
gram  Technical  Staff.  Official  mailing  address  is  contained  in  De¬ 
partment  of  Defense  Directory  in  the  appendix  to  the  DLA  systems 
notice.  Requester  must  give  name,  personnel  job  title,  series,  grade, 
and  address.  No  identification  required  for  personal  visit. 

Record  access  procedures:  Written  re()uests  for  information 
should  contain  the  full  name,  scries,  current  address  and  telephone 
number  of  the  registered  (»reerist.  For  personal  visits,  the  in¬ 
dividual  should  be  able  to  provide  some  acceptable  identification 
and  give  some  verbal  information  that  could  be  verified  with  his 
folder. 

Contestiiig  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Careerist,  careerist's  supervisor,  inter¬ 
mediate  simrvisors,  members  of  <»reer  s(»eening  panel,  (Tivihan 
Personnel  Officers. 

Systems  exempted  from  cerlaia  provMous  of  the  act:  None 
S334.1M>LA-KT1 

System  iuubc:  334.10  Central  Inventory,  ComptroUer/Financial 
Management  Career  Program 

System  location:  Training  and  Incentives  Division,  Office  of 
Civilian  Personnel,  Headquarters  Defense  Logistics  Agency  (HQ 
DLA.) 

Categortes  of  indi~ridaoln  covered  by  the  system:  Employees  of  the 
Defense  Logistics  Agency  at  grades  GS-13  and  above  and  others 
who  are  registered  in  tte  Department  of  Defense-wide  Civilian 
Career  Program  for  Comptroller/Financial  Management  Personnel. 

Categortes  of  records  tai  the  system:  Personnel  (Qualifications 
Statement  and  Employee  (Career  Appraisal  on  all  careerists  re¬ 
gistered  in  the  inventory. 

Aathority  for  laoiatenonrr  of  the  syslim:  3  U.  S.  C.  4103, 
Establishment  of  Training  Program  DoD-wide  Civilian  Career  Pro¬ 
gram  for  ComptroUer/Financial  Management  Personnel  DoD 
Manual  1430.10-M-4. 

Routine  noes  of  records  malntafaied  in  the  system,  inclod^  catego¬ 
rtes  of  users  and  the  porpoaes  of  saefa  ases;  Information  is  used  by 
the  HQ  DLA,  Training  aind  Incentives  Division  and  other  DLA  of¬ 
ficials  for  referral  of  interested  candidates  for  vacancies  in  grades 
GS-14  and  above  throughout  the  Department  of  Defense. 

Documents  are  used  by  the  Career  Management  Staff  of  the  hir- 
ii^  component  for  referral  of  ten  (10)  best  qualified  candidates  to 
hiring  activity. 

Dmniments  of  referred  (»iididates  are  used  by  selecting  super¬ 
visor  in  determining  best  (pialified  candidate  for  the  vacancy. 

PoUctes  and  praetka  tor  storing,  retrieving,  arffuring,  retaining, 
and  dlsposhig  of  records  in  the  system: 

Storate:  Paper  reccHxls  are  kept  in  individual  file  folders. 

RetrityahHily!  Documents  are  filed  by  name  and  crost-referenced 
to  organizational  activky. 
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Safeguards:  Records*  are  maintained  in  locked  file  cabinets  in 
areas  accessible  only  to  Program  Management  Staff. 

Rcteotioa  and  disposal:  Records  are  updated  annually  by  re¬ 
gistered  careerist.  Material  is  destroyed  as  it  becomes  outdated,  and 
on  annual  review  when  individual  no  longer  eligible  for  registration. 
Records  are  retained  a  maximum  of  two  years. 

System  managerfs)  and  address:  Chief,  Employee  Development 
and  Incentives  Division.  Staff  Director,  Civilian  Personnel, 
Headquarters,  DLA. 

Notification  procedure:  Written  requests  for  information  may  be 
directed  to  the  SYSMANAGER. 

Record  access  procedures:  Assistance  may  be  obtained  from  the 
SYSMANAGER.  Official  mailing  address  is  contained  in  Depart¬ 
ment  of  Defense  Directory  in  the  appendix  to  the  DLA  systems 
notice.  Written  requests  should  contain  the  fuU  name,  current  ad¬ 
dress  and  telephone  number  of  the  individual.  For  personal  visits 
and  vrritten  requests,  individual  must  provide  some  acceptable 
identification  or  information  that  could  be  verified  before  informa¬ 
tion  is  released. 

Cootcsdiig  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Information  provided  by  registrants,  im¬ 
mediate  and  reviewing  supervisors,  and  others  with  knowledge  of 
the  registrant. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S335.01DLA-K 

System  name:  33S.01  Training  and  Employee  Development  Record 
Systems 

Systm  locatioo:  Headquarters,  Defense  Logistics  Agency  (DLA) 
and  Primary  Level  Field  Activities. 

Categories  of  individuals  covered  by  the  system:  Civilian  em¬ 
ployees,  U.S.  citizens  and  foreign  national  direct  hires  receiving 
training  supported  by  the  Federal  Government,  paid  from  ap¬ 
propriated  funds.  Department  of  Defense  military  personnel  may  be 
included  in  the  automated  training  information  system,  and  non-ap- 
propriated  fund  personnel  may  be  included  in  some  of  the  installa¬ 
tion  manual  records. 

Categories  of  records  in  the  system:  Automated  and  non-auto- 
mated  records  are  maintained  reflecting  information  pertaining  to 
the  employees’  identification,  social  secutiry  number,  occupational 
status  (series,  grade  level  and  supervisory  status)  course  identifica¬ 
tion,  course  length,  category  and  purpose  of  training  received,  date 
on  which  training  was  completed,  associated  costs,  pre-post  test 
results,  et  al.  Input  documents  for  the  systems  include,  but  are  not 
limited  to  completed  automated  forms,  training  reports,  authoriza¬ 
tion  and  record,  key  punched  cards.  The  manual  files  are  main¬ 
tained  in  paper  folders  containing  employees’  registration  and/or 
record  of  training  documents.  Apprentice,  on-the-job  training  pro¬ 
gram,  and  simile  trainee  intake  program  manual  and  automated 
records  are  maintained,  reflecting  information  pertaining  to  subject 
employee’s  identification,  date  of  birth,  entrance  date  of  progi^, 
dates  and  nature  of  personnel  actions  which  occurred  during  fiscal 
year,  student  progress,  and  statistical  data  which  effects  the  num¬ 
bers  of  apprentices  in  training  as  of  a  given  date.  At  Headquarters 
level,  nomination  forms  and  documents  (non-automated)  for  cen¬ 
trally-administered  education  and  training  programs  are  maintained. 
The  manual  files  contain  the  candidate’s  nomination  documents, 
training  request,  enrollment  and  registration  and  other  documents 
related  to  training.  Manual  files  are  maintained  at  installations  re¬ 
garding  courses  conducted  on  their  premises,  or  for  which  they 
sponsor,  list^  such  things  as  completion  dates  and  course  partici¬ 
pants.  Additionally,  manu^  files  are  typically  found  at  the  field  ac¬ 
tivities  containing  information  regarding  an  employee’s  supervisor 
status,  an  indication  as  to  whether  or  not  he/she  has  par^ipated  in 
supervisory  training.  Files  are  often  maintained  regarding  an  em¬ 
ployee’s  certification/recertification  or  demonstrated  proficiency  in 
one  or  more  skills  areas;  an  activity-wide  aimual  training  plan 
should  also  be  maintained,  as  well  as  i^vidual  training  plans.  Files 
are  also  maintained  regarding  professional  licenses  held  by  installa¬ 
tion  personnel. 

Authority  tor  maintenance  of  the  system:  S  U.S.C.  4103,  4118, 
AND  4115. 

Routine  uses  at  records  maintained  in  the  svstem,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officios  and  employees 
of  the  Department  of  Ciefense  components  in  the  performance  of 


their  official  duties  related  to  the  management  of  the  Defense  com¬ 
ponents  civilian  employee  training  programs,  the  design,  develop¬ 
ment,  maintenance  and  operation  of  the  manual  and  automated 
system  of  record  keepina  and  reporting;  the  screening  and  selection 
of  candidates  for  centraUy  administrated  prewr^s;  and  administra¬ 
tion  of  grievance,  appeals,  complaints  and  utigation  involv^  the 
disclosure  of  records  of  the  training  programs.  Representatives  of 
the  United  States  Civil  Service  Commission  on  matters  relating  to 
the  inspection,  survey,  audit  or  evaluation  of  Defense  components 
civilian  training  programs,  or  such  other  matters  under  the  jurisdic¬ 
tion  of  the  Commission.  The  Comptroller  General  or  any  of  his 
authorized  representatives,  in  the  course  of  the  performance  of  du¬ 
ties  of  the  General  Accounting  Office  relating  to  the  Defense  com¬ 
ponents  civilian  training  programs.  The  Attorney  General  of  the 
United  States  or  his  authorize  repre-  sentatives  in  connection  with 
litigation,  law  enforcement,  or  other  matters  under  the  direct  ju¬ 
risdiction  of  the  Department  of  Justice  or  carried  out  as  the  legal 
representative  of  the  Executive  Branch  agencies.  Officials  and  em¬ 
ployees  of  other  Departments  and  agencies  of  the  Executive 
Branch  of  Government  upon  request  in  the  performance  of  their  of¬ 
ficial  duties  related  to  the  screening  and  selection  of  candidates  for 
pri^rams  sponsored  by  their  organization.  Representatives  of  the 
United  States  Department  of  Labor  on  matters  relating  to  the  in¬ 
spection,  survey,  audit  or  evaluation  of  the  Defense  components 
apprentice  training  programs  or  on  other  such  matters  under  the  ju¬ 
risdiction  of  the  Labor  Department.  Representatives  of  the 
Veterans  Administration  on  matters  relating  to  the  inspection,  sur¬ 
vey,  audit  or  evaluation  of  the  Defense  components  apprentice  and 
on-the-job  training  programs.  The  Computer-systems  group  contrac¬ 
tor  (or  other  such  contractor)  and  its  employees  for  die  purpose  of 
card  punch  recording  of  data  from  employee  training  documents.  A 
duly  appointed  hearing  examiner  or  arbitrator  for  the  purpose  of 
conducting  a  hearing  m  connection  ivith  an  employee’s  grievance 
involving  the  disclosure  of  the  records  of  the  Defense  Department’s 
components  training  programs.  An  arbitrator  who  is  given  a  con¬ 
tract  pursuant  to  a  negotiated  labor  agreement  to  hear  an  em¬ 
ployee’s  grievance  involving  the  disclosure  of  the  records  of  the 
Defense  component’s  training  and  employee  development  record 
system. 

The  Senate  or  the  House  of  Representatives  of  the  United  States 
or  any  committee  or  sub-committee  thereof,  any  joint  committee  of 
Congress  or  sub-committee,  or  joint  committees  on  matters  within 
their  jurisdiction  requiring  ^sclosure  of  the  files  or  records  of  the 
Defense  Department’s  civilian  training  program. 

Representatives  of  educational  institutions  which  have  been 
awarded  contracts  to  conduct  training  for  Defense  components 
create  and  maintain  individual  training  records  of  those  who  attend. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Automated  records  are  stored  on  magnetic  tapes,  drums, 
computer  printouts,  and  on  punched  cards.  Manual  records  are 
stor^  in  paper  file  folders. 

Retrievability:  Automated  records  are  retrieved  by  SSN  and 
name,  or  by  one,  or  a  combination  of  data  elements  contained  in 
the  program  master  files.  Manual  records  are  retrieved  by  employee 
last  name,  by  course  control  information,  or  by  training  program 
tide. 

Safeguards:  The  computer  facilities  are  located  in  restricted  areas 
accessible  only  to  authorized  persons  that  are  properly  screened, 
cleared  and  trained.  Manual  records  and  computer  printouts  are 
available  only  to  authorized  personnel  having  a  need-to-know. 

RetentioD  and  disposal:  Manual  records  are  maintained  on  a  fiscal 
year  basis  and  are  retained  for  varying  periods  from  one  to  five 
hscal  years.  For  centrally  administered  programs,  files  on  selected 
candidates  are  maintained  for  five  years  (from  date  selection 
process  is  completed).  Records  of  non-selected  candidates  are 
retained  only  for  that  period  of  time  sufficient  to  permit  ap¬ 
propriate  review  (usually  less  than  60  days).  Some  installation 
records  are  maintained  for  varying  periods. 

System  nuuiager(s)  and  addres:  Civilian  personnel  officer  or  com¬ 
parable  official  of  the  Civilian  Personnel  Office  servicing  the  activi¬ 
ty/installation. 

Notification  proc^nre:  Request  by  conespc^ence  should  be  ad¬ 
dressed  to  the  Civilian  Personnel  Officer  servicing  the  headquarters 
of  field  activities  employing  civilians.  The  letter  should  contain  the 
full  name  of  the  requestor  and  his  signature.  Proof  of  identification 
will  consist  of  a  Department  of  Defense  component  building  pass 
or  identification  badge,  or  driver’s  license,  or  by  other  types  of 
identification  bearing  an  employee  picture  and  signature. 
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PRIVACY  ACT  ISSUANCES 


Kccord  access  procedures:  Above  procedure  for  notification 
apply. 

Contestiiig  record  procedures:  The  agency’s  rules  for  contestmg 
the  contents  aitd  appealing  initial  detemunations  ^the  indivichid 
concerned  may  be  obtained  from  the  SYSMANAGl^. 

Record  source  categories:  Civilian  persoimel  offices;  current 
previous  supervisors  of  employees  (when  appraisals  of  per¬ 
formance/potential  are  used). 

Systcoss  exempted  from  certain  pravisioaa  of  the  act:  None 
S335J0DLA-Q 

System  name:  333.80  equality  Assurance  Staff  Development  Program 

System  location:  The  primary  system  of  records  b  maintain^  in 
the  Defense  Contract  Admimstration  Services  (DCAS)  Quality  As¬ 
surance  Staff  Development  Office  (DQADO).  Headquarters, 
Defense  Logistics  Agency,  Cameron  Station,  Alexandria,  VA, 
22314.  A  secondary  decentralized  system  of  training  records  b 
maintained  in  the  DCAS  Region  Quality  Assurance  Directorate, 
DCAS  Dbtnct,  or  DCAS  Office  where  the  sUdf  develop^nt 
trainee  is  assigned. 

Categories  of  individuab  covered  by  the  system:  Each  trainee  in 
the  DCAS  (^ality  Assurance  Staff  Development  Program. 

Categories  of  records  in  the  system:  Personnel  qualifications  state¬ 
ment;  Individual  Training  nans  (ITP);  reocxds  of  training 
requested,  received,  waived,  and  planned  for  each  trainee;  informal 
training  evaluations  of  each  on-the-job  training  assignment;  quar¬ 
terly  trainee  progress  reports  and  evaluations;  budgeted  and  actual 
cost  of  training;  records  and  evaluations  of  special  projects  per¬ 
formed  by  trainees;  trainee  correspondence  related  to  mPs;  records 
and  reports  of  trainee  attendance  and  leave,  iiKluding  records  of 
sick,  annual  and  other  types  of  leave  taken  and  other  absences; 
time  in  special  or  temporary  duty  assignments;  ofHcial  correspon¬ 
dence  related  to  a  trainee's  attendance  and  leave;  and  promotion 
and  target  position  data.  While  reccM'ds  maintained  are  currently 
manual  in  nature,  some  records  may  be  produced  by  automated 
data  processing  systems  described  in  other  notices. 

Authority  for  maintenance  of  the  system:  Chapter  41,  Title  S, 
U.S.C. 

Routine  uses  of  records  maiutained  in  the  system,  catego¬ 

ries  of  users  and  the  purposes  of  sneh  uses:  Data  b  used  by  tl^ 
DQADO  program  staff  and  DCAS  training  program  managers  for 
scheduling  of  training,  determining  progress  of  trainees  and  eligibili¬ 
ty  for  promotion  in  the  program  and  graduation  from  the  program, 
determining  when  a  trainee  requires  special  attention;  data  on  leave 
and  attendance  is  used  for  pay  purposes.  Defense  Logbtics  Agency 
managers  and  supervisors  in  the  quahty  assurance  function  use  the 
records  to  determine  adequacy  of  training  and  appropriate  assign¬ 
ments  for  trainees. 

Policies  and  practices  for  storing,  retrieving,  acceming,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retiievability:  Filed  alphabetically  by  last  name  of  trainee. 

Safeguards:  Records  are  maintained  in  locked  file  cabinets. 

Retention  and  disposal:  Records  are  maintained  for  one  year  fol¬ 
lowing  graduation  of  the  trainee,  and  are  then  destroyed. 

System  managerfs)  and  address:  DCAS  Quality  Assurance  Staff 
Develt^ment  ^fice,  ATTN:  DQADO-S,  Headquarters  Defense 
Logistics  Agency  (DLA) 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name.  Official  mailing  address  b  in  the  Department  of 
Defense  directory  in  the  appenthx  to  the  DLA  systems  notice. 

Record  access  procedures:  Written  or  personal  requests  for  infor¬ 
mation  should  be  directed  to  the  SYSMANAGER.  No  identification 
b  required  for  personal  vbits.  For  written  requests,  identity  of 
requester  will  be  verified  by  comparing  signature  with  signature  in 
record. 

Cooteating  record  procedures:  The  Agency’s  rules  for  contesting 
contents  of  records  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Individual  quality  assurance  staff 
development  trainees.  Government  training  school  personnel  and 
records,  the  program  managers  and  supervisors,  and  other  Agency 
officiab  directly  invidved  in  trainee’s  progress  in  the  program. 

Systems  exempted  from  certain  provisiona  af  the  act:  None 
S33d.l0  DCRS-r 

System  uuae:  336.10  Personnel  Cost  Forecast  System 


System  locatkm:  Budget  Fimction,  Budget  and  Management  Sup¬ 
port  Division,  Office  of  Systems  and  FinaiKial  Management, 
Defense  Contract  Adannistration  Services  Region  (DCASR)  St. 
Louis.  _ 

Categories  of  individuab  covered  by  the  systena:  All  current  and 
former  civilian  personnel  assigned  to  IXTASR  St.  Louis. 

Categories  at  records  in  the  ^stem:  Master  employee  record 
showing  grade,  date  of  next  step  increase,  assignment  code,  and  in 
some  instances,  hourly  rate.  Personnel  Cost  Forecast  listing  shows 
assignment  and  projected  salary  for  each  GS  salaried  empl^ee  by 
month.  Identity  is  by  social  security  number.  Manual  subskhary 
records  are  kept  by  employee  show^  date  entered  on  duty,  date 
departed,  promotion  date,  and  incentive  awards. 

Authority  for'  maintenance  of  the  system:  3  USC  Chap.  33,  Pay 
Rates  and  Systems,  10  USC  136 

Routine  uses  of  records  maiutained  in  the  qrstem.  Including  catego¬ 
ries  of  users  and  the  purposes  af  such  uses:  The  system  is  used  to 
project  basic  pay  costs  in  the  budget  development  and  execution 
stages  at  DCASR  St.  Louis.  Statistii^  records  are  maintained  for  at 
least  three  prior  years  to  develop  promotion  trends,  attrition  rates, 
average  grades  of  employees  having,  and  average  grade  of  new 
hires. 

PoHdes  aad  practices  for  storing,  retrieving,  accessiag,  retaining, 
and  dbposing  of  records  in  the  system: 

Storage:  Listings  are  stored  in  binders.  Other  data  is  maintained 
on  13  column  work  paper. 

Retrievahility:  Master  file  b  in  alphabetical  sequence  and  con¬ 
trolled  by  social  security  number.  Tte  Personnel  Forecast  listings 
are  generated,  one  at  branch  level  and  the  other  by  cost  code..  Both 
control  on  social  security  number. 

Safeguards:  Records  are  maintained  in  budget  area  and  are 
restricted  to  personnel  performing  budget  duties. 

Retention  and  disposal:  Mechanized  Ibtings  are  retained  for  cur¬ 
rent  year  plus  one  prior  year.  Manual  recoil  are  retamed  for  cur¬ 
rent  year  plus  three  prior  years. 

Syat«  managerfs)  aad  address:  Chief.  Office  cd  Systems  and 
Financial  Management,  DCASR  SL  Loub. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER  or  to  the  seiuor  budget 
analyst.  Budget  and  Management  Support  Divbion,  Office  of 
Systems  and  Financial  Management,  DCASR  St.  Louis. 

Record  access  procedures:  Requests  should  be  addressed  to  the 
SYSMANAGER.  Written  requesb  should  contain  fuO  name,  cur¬ 
rent  address,  telephoiK,  and  social  security  number  of  individual. 
For  personal  vbits,  individuals  should  be  able  to  provide  some  ac¬ 
ceptable  identification  that  can  be  verified  with  the  files;  such  as 
idratification  badge  or  driver’s  license.  Official  mailing  addresses 
are  in  the  Department  of  Defense  directory  in  the  appoidix  to  the 
DLA  system  of  record  notices. 

Contesting  record  procedures:  The  agency’s  rules  for  ctmtesting 
contents  and  appealmg  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Personnel  actions  generated  by  the  Of¬ 
fice  of  Civilian  Personnel,  DCASR  St.  Loub. 

Systems  exenqited  fraai  certatei  pre^rbionB  af  the  act:  None 
S336A0DLA-KM  . 

System  name:  336.60  Position  Classification  Appeals 

System  location:  Headcpiaiters  Defense  Logistics  Agency  (DLA) 
for  only  those  cases  requiring  Headquarters  decision,  and  at  DLA 
Primary  Level  Field  Activities  (PLFAs)  for  others. 

Categories  of  individuab  covered  hy  the  system:  A1  DoD  em- 
rtoyees  serviced  by  a  DLA  Civilian  Personnel  Office  who  have 
filed  classffication  or  job  grading  appeab. 

Categories  of  records  In  the  system:  Case  files  relating  to  in¬ 
dividual  or  group  classification  appeab  consbting  of  the  written  ap¬ 
peal,  complete  identification  of  the  position,  position  organization 
chart,  functional  statement,  comprehensive  evaluation  statement 
which  has  been  reviewed  by  the  individual  or  group  submitting  the 
appeal  (the  appellant),  efforts  to  resolve  locaOy,  recommended  ac¬ 
tion  and  any  suppbmental  information  pertinent  to  the  case. 

Authority  for  amlutemmoc  at  the  qpstem:  3  U.S.  Code  SS  3112, 
3113;  FPM  Chapter  311,  Subchapter  6. 

Routiur  usm  of  reesrds  maintaturil  hi  the  syrtem,  lachuRag  catego¬ 
ries  of  ueers  and  Ae  purpeeei  of  such  uses:  Thb  iMoimation  is  used 
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dtiiiiM  deciskm  making  on  (adjudication)  classification  appeals  to 
HQ  DLA  or  the  CivU  Service  Commission  (CSC)  by  DLA  em¬ 
ployees.  Personnel  specialists  at  the  DLA  PLFA  will  furnish  file  to 
appropriate  CSC  Rqponal  Office  when  a  DLA  employee  app^s 
directly  to  the  CSC;  use  classification  appeal  decisions  to  initiate 
appopriate  personnel  actions;  may  also  use  this  file  as  a  reference 
for  classification  precedent  in  classifying  other  similar  DLA  PLFA 
positions. 

CSC  officials  use  this  file  to  adjudicate  the  classification  appeal 
when  DLA  employees  appeal  the  classification  of  their  position  to 
CSC. 

Personnel  specialists  at  DLA  HQ  use  this  ffle  to  adjudicate  the 
classification  appeal  when  a  DLA  employee  appeals  the  classifica¬ 
tion  of  his  position  to  Headquarters;  may  also  use  this  file  as  a 
reference  for  classification  precedent  in  classifying  other  DLA 
PLFA  positions. 

PoUcks  and  practka  tor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievabili^:  Accessed  by  classification  series,  appellant's  name 
and  organization. 

Safeguards:  Made  available  to  appellant,  DLA  personnel  spe¬ 
cialists  concerned  and  CSC.  Precedent  decisions  when  issued  by 
DLA  HQ  exculde  appellant's  name  and  personal  data.  Maintained 
in  locked  containers. 

Retcation  and  disposal:  Placed  in  inactive  file  after  final  decision 
and  completion  of  any  resultant  action.  Headquarters  precedent¬ 
setting  d^ision  cases,  excluding  personal  data,  are  filed  with  Clas¬ 
sification  Standards  and  kept  until  superseded.  The  DLA  PLFA  in¬ 
active  file  is  cut  off  at  the  end  of  the  calendar  year,  held  S  years  in 
current  files  areas,  then  destroyed.  Headquarters  files  are  retained 
indefinitely. 

System  maiiagcr(s)  and  address:  Staff  Director,  Civilian  Person¬ 
nel,  HQ  DLA;  DLA  PLFA  Civilian  Personnel  Officers. 

Notificatkm  procedure:  Requests  may  be  directed  to  the  ap-  . 
propriate  PLFA  Civilian  Personnel  Officer  or  to  Staff  Director, 
Civilian  Personnel,  HQ  DLA.  The  employee  or  former  employee 
must  provide  full  name,  DLA  organizational  element  in  which  em¬ 
ployed  at  time  of  appeal,  position  description  number  and,  if 
requesting  in  person,  must  present  activity  identification  badge  or 
other  suitable  identification. 

Record  access  procedures:  Assistance  may  be  obtained  from 
SYSMANAGER.  Official  mailing  addresses  are  in  the  DoD  directo¬ 
ry  in  the  appendix  to  the  DLA  systems  notice.  Written  requests  for 
information  should  contain  the  fuU  name,  current  address  and 
telephone  numbers  of  the  individual.  For  personal  visits,  the  in¬ 
dividual  should  provide  full  name,  organizational  element  at  time  of 
appeal,  position  description  number  and  activity  identification 
badge  or  other  suitable  identification. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  aourcc  categories:  Appellant,  cognizant  Office  of  Civilian 
Personnel,  supervisors,  HQ  DLA  Personnel  Office  staff  and  CSC 
officials. 

Systems  exempted  from  certain  provistons  of  the  act:  None 
S337.01DLA-K 

System  name:  337.01  Labor  Management  Relations  Records 
Systems 

System  location:  Headquarters,  Defense  Logistics  Agency  (HQ 
DLA)  and  Primary  Level  Field  Activities. 

Categories  of  individuals  covered  by  the  system:  Civilian  em¬ 
ployees  who  are  involved  in  a  grievance  which  has  been  referred  to 
an  arbitrator  for  resolution;  civilian  employees  involved  in  the  filing 
of  an  Unfair  Labor  Practice  complaint  which  has  been  referred  to 
the  Assistant  Secretary  of  Labor  Man^ement  Relations;  union  of¬ 
ficials;  union  stewards;  and  representatives. 

Categories  of  records  in  the  system:  Folder  contains  all  informa¬ 
tion  pertaining  to  a  specific  arbitration  case  or  specific  Unfair 
Labor  Practice  with  whom  Department  of  Defense  has  dealings; 
field  activities  maintain  roster  of  local  union  officials  and  union 
stewards. 

Authority  for  maintenance  of  the  mrstem:  EO  11491  as  amended 
Labor-Management  Relations  in  the  Federal  Service. 


Routine  uses  of  records  mahitsined  in  the  Qkcm,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  (Xficials  and  employees 
of  the  Department  of  Defense  (to  include  Army,  Navy,  Air  Force, 
and  other  DoD  agencies)  in  the  performance  of  their  official  duties 
related  to  the  Labor-Management  Relations  Program,  e.g.  adminis- 
tration/implementation  of  arbitration  awards,  interpretabon  of  the 
Executive  Order  through  thud  party  case  decisions;  national  consu- 
lation  and  other  dealings  with  the  recognized  unions. 

Representatives  of  the  U.S.  (^vil  Service  Commission  on  matters 
relating  to  the  inspection,  survey,  audit,  or  evaluation  of  Civilian 
Personnel  ManaMment  Programs. 

The  Comptrouer  General  pr  any  of  his  authorized  representa¬ 
tives,  in  the  course  of  the  performance  of  duties  of  the  General  Ac¬ 
counting  Office  relating  to  the  Labor  Management  Relations  Pro¬ 
gram. 

Officials  and  employees  of  ther  components  of  the  Department 
of  Defense  in  the  performance  of  their  official  duties  relat^  to  the 
administration  of  the  Labor-Management  Relations  Program.  A 
duly  appointed  hearing  examiner  or  arbitrator  for  the  purpose  of 
conducting  a  hearing  in  connection  with  an  employee's  grievance. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Manual  files,  maintained  in  paper  folders. 

Retrievabilhy:  Manual  records  are  retrieved  by  case  subject,  case 
numbers,  and/or  individual  employee  names. 

Safeguards:  All  individually  indentifiable  files  are  accessible  only 
to  authorized  personnel  having  a  need-to-know. 

Retention  and  disposal:  Case  files  retained  for  ten  years.  Union 
official  rosters  are  normally  destroyed  after  a  new  roster  has  been 
established. 

System  managerfs)  and  address:  Civilian  Personnel  Officer  or 
comparable  official  of  the  Civilian  Personnel  Office  servicing  the 
activity/installation. 

Notification  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to;  Civilian  Personnel  Officer  of  activity/installation.  The 
letter  should  contain  the  full  name,  and  signature  of  the  requester. 
The  individual  may  visit  the  Department  of  Defense  activity  at 
which  he  or  she  is  employed. 

Record  access  procedures:  Procedures  for  notification  shown 
above  apply.  In  addition,  requester  must  be  able  to  provide  some 
suitable  type  of  identification. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  oe  obtain^  tiom  the  SYSMANAGER. 

Record  source  categories:  Servicing  Civilian  Personnel  Offices,  ar¬ 
bitrator’s  office.  Office  of  Assistant  Secretary  of  Labor  for  Labor- 
Management  Relations,  union  headquarters  office. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S337.25DLA-K 

System  name:  337.25  Employee  Relations  under  Negotiated 
Grievence  Procedures 

System  location:  Headquarters,  Defense  Logistics  Agency  (HQ 
DLA)  and  Primary  Level  Field  Activities. 

Categories  of  individuals  covered  by  the  system:  Department  of 
Defense  civilian  employee  whom  discipline,  grievence,  and  com¬ 
plaints  records  exist.  Discrimination  complaints  of  civilian  em¬ 
ployees,  appUcants  for  employment  and  former  employees  in  ap¬ 
propriated  and  non-appropriated  positions. 

Categories  of  records  in  the  system:  Manual  files,  maintained  in 
paper  folders,  contain  copies  of  documents  and  information  per¬ 
taining  to  discipline,  grievences,  complaints,  and  appeals. 

Authority  for  maintenance  of  the  system:  EO  9830,  Amending  the 
Civil  Service  Rules  and  providing  for  Federal  Personnel  Adminis¬ 
tration;  4  U.S.C.  1302,  3301,  3302;  EO  10577,  Amending  the  Civil 
Service  Rules  and  Authorizing  a  New  Appointment  System  for  the 
Competitive  System;  P.L.  92-261,  Equal  Employment  Opportunity 
Act  of  1972;  P.L.  93-259,  Extension  of  Age  Discrimination  in  Em-' 
ployment  Act  of  1967;  5  U.S.C.  7512,  EO  11491,  Labor-Manage¬ 
ment  Relations  in  the  Federal  Service. 

Routine  uses  at  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Officios  of  the  Depart¬ 
ment  of  Defense  (to  include  Army,  Navy,  Air  Force  or  other  DoD 
agencies)  in  the  performance  of  their  official  duties  related  to  the 
management  of  civilian  emptoyees  in  the  processing,  administra¬ 
tion,  and  adjudication  of  disciimne,  grievance,  complmnts,  appeals. 
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litigation,  and  program  evaluation.  Representatives  of  the  United 
States  Civil  Service  Commission  on  matters  relating  to  the  inspec¬ 
tion.  survey,  audit  on  evaluation  of  civilian  personnel  management 
programs  or  personnel  actions,  or  such  other  matters  under  the  ju¬ 
risdiction  of  the  Commission.  Appeals  authority  for  the  purpose  of 
conducting  hearings  in  connection  with  employees’  appeals  from 
adverse  actions  and  formal  discrimination  complaints. 

The  Comptroler  General  or  any  of  his  authorized  representatives 
in  the  course  of  the  performance  of  duties  of  the  General  Account¬ 
ing  Office  relating  to  the  civilian  manpower  management  programs. 

The  Attorney  General  of  the  United  States  or  his  authorized 
representatives  in  connection  with  litigation,  law  enforcement  or 
other  matters  under  the  direct  jurisdiction  of  the  Department  of 
Justice  or  carried  out  as  the  legal  representative  of  the  Executive 
Branch  agencies. 

The  Senate  or  the  House  of  Representatives  of  the  United  States 
or  any  member,  committee  or  subcommittee  or  joint  committees  on 
matters  within  their  jurisdiction  relating  to  the  above  programs. 

Policks  and  practices  for  storing,  retrieving,  accessiiig,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Manual  records  are  stored  in  paper  folders. 

Retrievability:  Manual  records  are  filed  by  last  name. 

Safeguards:  All  records  are  stored  under  strict  control  and  are 
available  only  to  authorized  personnel  having  a  need  to  know. 

Retention  and  disposal:  Manual  records  destroyed  after  five 
years. 

System  manageits)  and  address:  Civilian  Personnel  Officer  or 
comparable  official  of  the  Civilian  Personnel  Office  servicing  the 
Department  of  Defense  activity /installation. 

Notification  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to:  Civilian  Personnel  Office  of  activity/installation.  The 
letter  should  contain  the  full  name,  and  signature  of  the  requester 
and  the  type  of  record  sought.  The  individual  may  visit  the  activity 
at  which  lie  or  she  is  employed. 

Record  access  procedures:  Above  procedures  for  notification 
apply.  In  addition,  requester  must  provide  some  suitable  type  of 
identification. 

Contesting  record  procedures:  The  agency’s  rtiles  for  contesting 
contents,  and  appe^ng  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Supervisors  or  other  appointed  officials 
designated  for  this  purpose. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S339.10  DLA-C 

System  name:  339.10  Auditor  Profile 

System  location:  Auditor  General,  Office  of  the  ComptroUer, 
Headquarters  Defense  Logistics  Agency  (HQ  DLAJ 

Categories  of  individuals  covered  by  the  system:  Civilian  audit 
staff  members  of  the  Auditor  General,  DLA 

Categories  of  records  in  the  system:  Cards  which  present  em¬ 
ployees’  background,  specific  work  assignments,  training  and 
development  activities.  Employee  statement  on  desires  for  work  as¬ 
signment,  training,  and  rotation. 

Ao^hority  for  maintenance  of  the  system:  lOUSC  136(bK3)(D), 
5USC  302  (bKD 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  as  a  guide  to  su¬ 
pervisors  in  identifying  the  employee’s  specific  training  and 
development  requirements,  and  in  preparing  various  personnel  re¬ 
ports.  Used  by  HQ  DLA  to  select  members  of  audit  review  teams. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  card  file 

Retrievability:  Organizationally  and  alphabetically  by  last  name  of 
employee. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
Auditory  General  personnel. 

Retention  and  disposal:  Records  are  destroyed  upon  employee’s 
separation  from  Auditor  General’s  Office. 

System  rngnagerfs)  and  address:  Auditor  General,  DLA. 

Notification  nrooednre:  Written  or  personal  requests  may  be 
directed  to  the  SYSMANAGER. 


Record  access  procedures:  Requests  should  be  addressed  to  the 
SYSMANAGER.  For  persoiud  visits,  individual  must  provide  some 
form  of  identification,  such  as.  driver’s  license.  Written  requests 
must  contain  fully  name  and  address  of  the  employee.  Official  msul- 
ing  address  is  listed  in  the  DoD  directory. 

Contesting  record  procedures:  The  agency’s  rules  for* contesting 
contents  arid  appealing  initial  determination  ^  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANACjER. 

Record  source  categories:  (Qualifications  statements  (Standard 
Form  171),  personnel  actions,  annual  employee  questionnaire. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S339.ieDLA-K 

System  luune:  339.10  Headquarters  Defense  Logistics  Agency  (HQ 
DLA)  Automated  Civilian  Personnel  Data  Bank  Sys 

System  location:  Office  of  Civilian  Personnel,  DLA  Administra¬ 
tive  Support  Center  (DASC-Z),  Cameron  Station,  Alexandria,  VA 
22314 

Categories  of  individuals  covered  by  tbe  system:  U.  S.  Citizen 
civilian  employees  of  the  DLA  who  are  paid  from  appropriated 
funds,  and  former  such  employees. 

Categories  of  records  in  the  system;  Data  on  current  position  oc¬ 
cupied  by  employee,  data  on  employee's  current  employment  status 
with  DLA,  traimng  data,  and  selected  personal  data  including:  so¬ 
cial  security  account  number;  name;  sex;  minority  group  designa¬ 
tion;  date  of  birth;  physical  handicap;  Government  insurance; 
veteran’s  preference;  Notary  Reserve  Status;  Retired  Military 
Status;  education;  and  whether  individual  passed  the  Federal  Ser¬ 
vice  Entrance  Examination  or  Professional  and  Administrative 
Career  Examination. 

Authority  for  maintenance  of  the  system:  5  U.  S.  Code,  Sec.  301, 
302,  and  2951,  2952  ,  2954.  E.O.  10561,  E.O.  9397,  and  Federal  Per¬ 
sonnel  Manual  Chapters  250  and  291 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  ^rposcs  of  this  system 
are  to  prepare  reports  required  by  the  Executive,  Legislative  and 
Judicial  Branches  of  government,  and  to  provide  information  to  of¬ 
ficials  of  DLA  for  effective  personnel  administration. 

Information  is  used:  To  provide  management  data  for  use  of  HQ 
DLA  and  Field  officials.  For  transfer  of  current  data  to  the  Civil 
Service  Commission  on  a  monthly  basis  for  inclusion  in  their  Cen¬ 
tral  Personnel  Data  File. 

For  disclosures  to  members  or  committees  of  Congress  with  a 
stated  valid  need  for  the  information  in  the  performance  of  their  of¬ 
ficial  duties.  To  furnish  or  pubhsh  information  on  the  DLA  Civilian 
workforce  to  Federal  Agencies,  the  Congress,  or  courts  of  law,  and 
other  Freedom  of  Information  Releases. 

To  provide  information  in  Utigation  and  other  administrative 
review  processes. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Magnetic  tape  and  disc,'  computer  paper  printouts, 
microfiche. 

Retrievability:  Records  identified  to  a  specific  civilian  employee 
are  accessed  and  retrieved  by  social  security  account  number. 

Safeguards:  Paper  printouts  or  microficbe  records  which  contain 
only  statistical  information  are  released  to  responsible  persons 
whose  stated  needs  are  not  in  violation  of  Federal  Statute. 

Paper  printouts  or  microfiche  records  which  contain  individually 
identifiable  information  are  releasable  only  under  conditions 
authorized  by  Federal  Statute. 

Records  are  secured  in  appropriate  storage  and/or  file  cabinets 
when  not  under  the  control  of  Personnel  Office  officials  during 
duty  hours. 

During  non-duty  hours,  records  are  secured  in  either  locked 
storage  and/or  file  cabinets.  The  area  in  which  the  records  are 
secui^  is  protected  by  a  building  security  guard  system. 

Individu^y  identifiable  personnel  documents  wUl  either  be  hand- 
carried  or  will  be  transmitted  in  envelopes  addressed  to  a  specific 
office  or  individual  and  marked  to  be  opened  by  addressee  only. 

Magnetic  tape  and  disc  are  kept  in  the  computer  room  which  is 
itself  a  security  container  with  locked  door  and  access  limited  to 
persons  appropriately  cleared  and  identified.  Tapes  and  disc  packs 
are  stored  in  a  tape  library  when  not  used  in  processing  ai^  are 
logged  in  and  out  only  to  cleared  personnel  with  an  official  need. 
Tapes  are  transmitted  to  the  Civil  Service  Commission  by  mail  or 
courier.  Reports  with  individual  data  are  closely  controlled.  Person- 
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nel  who  process  these  reports  are  appropriately  cleared  and  main¬ 
tain  continuous  observation  of  reports  during  all  processing  phases. 
Reports  are  kept  under  appropriate  physic^  safeguards  when  not 
being  processed  or  used. 

An  individual  requesting  information  in  records  must  identify  self 
and  his  relationship  to  the  individual  upon  whom  the  record  infor¬ 
mation  is  being  requested. 

An  individual  other  than  the  individual  of  record  must  specify 
what  information  is  requested  and  the  purpose  for  which  it  would 
be  used  if  disclosed.  The  SYSMANAGER  or  his  delegated  assistant 
determines  if  request  is  reasonable  and  consistent  with  provisions 
of  the  Freedom  of  Information  Act  and  the  Privacy  Act  of  1974. 

Physical  access,  that  is  the  ability  to  obtain  the  record,  is  limited 
to; 

Personnel  Office  officials 
Civil  Service  Commission  officials 
Data  processing  officials 

Supervisors  for  those  records  which  they  are  authorized  to 
maintain 

Retcntloa  and  disposal:  Printouts  or  microfiche  reports  are  con¬ 
sidered  as  working  papers  to  support  particular  projects,  inquiries, 
studies  or  administrative  need.  They  will  be  retained  until  the  pur¬ 
pose  for  which  generated  has  been  met.  They  wiU  then  be 
destroyed  by  shredding  or  burning. 

Data  maintained  on  magnetic  tape  or  disc  are  to  be  retained  for 
five  years.  They  will  then  be  degaussed. 

System  managerfs)  and  address:  Chief,  Civilian  Personnel  Divi¬ 
sion,  DASC,  Cameron  Station,  Alexandria,  VA  22314 

Notification  procedure:  Information  may  be  obtained  from; 

Chief,  Civilian  Personnel  Division 
DASC-Z,  Room  4D690 
Cameron  Station 
Alexandria,  VA  22314 

Requestor  must  provide  last  name,  first  name,  middle  initial,  and 
social  security  account  number.  If  request  is  by  mail,  requestor 
must  also  furnish  current  address. 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to: 

Chief,  Civilian  Personnel  Division 
DASC-Z,  Room  4D690 
Cameron  Station 
Alexandria,  VA  22314 

Requests  for  infonnation  must  be  in  writing  and  contain  last 
name,  first  name,  middle  initial,  social  security  account  number, 
date  of  birth,  current  address,  phone  number  w^re  individual  may 
be  reached  during  the  day,  and  a  signed  statement  certifying  that 
the  individual  understands  that  knowingly  or  willfully  seeki^  or 
obtaining  access  to  records  about  ano^r  individual  under  false 
pretenses  is  punishable  by  a  fine  of  up  to  5,000  dollars.  Complete 
records  are  maintained  oidy  on  magnetic  tapes  or  discs  and  are  not 
available  for  access  by  personal  visits. 

Contesting  record  procedures:  The  agency’s  rule  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Input  from  employees  of  civilian  per- 
soimel  offices  and  Equal  Employment  Opportunity  Officers  who 
obtain  information  from:  the  Official  Personnel  Folder  and  other 
persoimel  documents,  personal  contact  with  individual  concerned, 
applications  and  forms  completed  by  the  individual;  and  input  from 
interface  with  the  DLA  Automated  Payroll,  Cost  and  Personnel 
System  (APCAPS). 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S339.50DLA-K 

System  name:  339.50  Supervisors’  Personnel  Records 

System  locatkm:  Office  of  supervisor  or  manager  having  supervi¬ 
sion  over  the  individual  employee,  at  each  Defense  Logistics  Agen¬ 
cy,  (DLA)  activity. 

Categories  of  individuals  covered  by  the  system:  DLA  civilian  em¬ 
ployees,  full  time  and  part  time,  paid  from  appropriated  or  nonap- 
propriated  funds. 

Categories  of  records  in  the  system:  Records  of  supervisors  who 
are  wographically  accessible  to  their  employees’  Official  Personnel 
Fomrs  may  contain  Standard  Forms  7A  and  7B  (Employee  Record 
Card  and  continuation);  Supervisor’s  copy  of  position  Ascription, 
performance  ^valuations,  other  evaluations  for  official  purposes 
(such  as  promotion  or  for  application  for  other  positions);  super¬ 
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visor's  notations  of  employee  successes  or  short  comings,  for  use 
in  developing  performance  evaluations,  for  counseling  employees 
and  for  basing  disciplinary  actions;  records  of  training  requested, 
scheduled  or  taken;  printouts  from  automated  personnel  systems 
providing  supervisors  with  day-to-day  operating  level  infonnation 
concerning  their  employees;  letters,  documents,  notations  or  other 
information  maintaiAd  only  temporarily  by  the  supervisor  regard¬ 
ing  an  individual  employee  during  the  time  some  particular  action 
relating  to  the  employee  is  being  planned  or  taken.  Information  in 
these  records  will  be  the  minimum  essential  to  effective  supervi¬ 
sion.  An  operating  or  work  personnel  folder  may  be  maintained  by 
operating  officials  in  field  offices  geographically  remote  from  the 
personnel  office,  or  by  personnel  or  administrative  offices  of  field 
installations  that  do  not  have  full  delegated  personnel  management 
authority  (and  their  official  personnel  folders  are  maintained  by 
higher  echelon  in  another  city  or  geographic  location).  In  addition 
to  the  contents  listed  above,  such  records  may  contain  information 
on  employee  experience,  education,  special  qualifications  and  skills 
and  conduct. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  1302;  E.O. 
10561;  FPM  Supplement  293-31,  Subchapters  7  and  8. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Supervisors,  managers 
and  other  officials  of  the  DLA  in  canying  out  their  official  duties 
for  supervision  and  counseling  of  civAan  employees  and  t/  e  ad¬ 
ministration  of  employee  evaluation,  discipline  and  training. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Manual  records  in  file  folders  or  in  card  files.  Records  in 
this  system  will>be  kept  at  only  one  organizational  level  and  not 
duplicated  in  other  organizational  levels. 

Retrievability:  By  employee  name  or  by  organizational  segment 
or,  in  some  cases,  by  name  within  subject  matter,  such  as  training. 

Safeguards:  All  records  are  maintained  under  the  strict  control  of 
the  supervisor  or  other  management  offkial  smd  are  accessible  only 
to  authorized  persons.  They  are  retained  in  locked  cabinets  or  in 
supervisors’  locked  desk  drawers  or  in  a  secured  room  or  area. 

Retenfiou  and  disposal:  Records  are  maintained  during  the  em¬ 
ployee’s  tenure  with  the  particular  supervisor  or  organization  and, 
after  purging,  are  transferred  to  the  employee’s  subsequent  super¬ 
visor  if  in  the  same  DLA  activity.  When  an  employee  leaves  the  ac¬ 
tivity  through  transfer  or  other  separation  the  records  wiU  be  sent 
to  the  personnel  office  for  comparison  with  the  official  personnel 
folder.  The  personnd  office  will  screen  the  records  to  ensure  that 
no  documents  are  included  which  should  be  permanently  filed  in 
the  official  personnel  folder  and  then  destroy  the  remainder.  Docu¬ 
ments  which  are  purged  from  the  official  personnel  folder  during 
employment  are  also  purged  from  supervisor’s  records. 

System  managerfs)  and  address:  Civilian  Personnel  Officer  servic¬ 
ing  the  DLA  activity  involved. 

Nodficafion  procedure:  Requests  for  information  will  normaUy  be 
addressed  to  the  employee’s  immediate  supervisor  or  to  a  hi^er 
level  supervisor.  Request  by  correspondence  should  be  addressed 
to  the  Civilian  Personnel  Officer  of  the  particular  activity  where  the 
individual  is  employed  or  was  formerly  employed.  Mailing  ad¬ 
dresses  are  provided  in  the  Department  of  Defense  component 
directory  published  in  the  Federal  Register.  The  letter  should  con¬ 
tain  tlie  full  name  of  the  requestor  and  his  signature. 

Record  access  procedures:  The  agency’s  rules  for  access  to 
records  by  the  iAivkhial  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Contcstiiig  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  Atain^  from  the  SYSMANAGER. 

Record  source  categories:  The  data  is  gathered  from  the  individual 
employee,  the  employee’s  present  and  former  supervisors  at  vari¬ 
ous  levels,  from  official  persoimel  folders  and  other  personnel 
documents. 

Systems  exempted  from  certain  provisioos  of  the  act:  None 
S339,S0DSAO-S 

System  name:  339.50  DSAO  Staff  Informatioa  File 

System  location:  DLA,  Data  Systems  Automation  Office,  P.O. 
Box  1605,  Columbus,  Ohio  43216. 

Categories  of  individuals  covered  by  the  system:  All  DSAO  em¬ 
ployees. 
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Categories  of  records  ta  Um  system:  Personnel  type  information 
concerning  each  staff  member,  including  name,  home  address, 
grade  and  step,  sex.  job  class,  position  title,  home  and  office 
telephone  numbers,  birth  date,  service  computation  date,  subsidiary 
cost  code,  office  symbol,  position  code,  supervisory  code,  em- 
loyee  account  number.  Social  Securiw  Number,  War  Emergency 
upport  Plan  assignment,  and  AUTOVON  approval. 

Authority  for  maintenance  of  the  system:  S  U.S.C.,  Sec  301,  302. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  to  provide  readily  accessible  data  about  staff  which  are 
required  for  day-to-day  operations  and  which  would  be  impractical 
to  organize  and  use  on  a  manual  basis  or  from  other  records.  Infor¬ 
mation  is  used  by  officials  of  the  DSAO  and  the  Defense  Construc¬ 
tion  Supply  Center  (DCSC):  As  a  reference  report  to  determine  or 
verify  data  concerning  each  staff  member  in  the  process  of  day-to- 
day  operations;  to  provide  the  Operations  Control  Center  the  capa¬ 
bility  to  contact  individuals  during  non-duty  hours  for  providing 
assistance  to  system  users;  to  determine  staff  members  eligible  for 
retirement  in  the  next  five  years  and  develop  plans  as  necessary  for 
replacement  of  personnel  who  could  retire;  to  forward  congratula¬ 
tory  messages  on  the  anniversary  of  individual’s  birth;  to  provide  a 
complete  list  by  organizational  assignment  and  to  identify  location 
of  each  staff  memlwr,  account  for  vacancies  and  encumbered  posi¬ 
tions  and  determine  progress  toward  average  grade  level  goal(s);  for 
accounting  purposes  in  submitting  jobs  to  the  computer  center;  to 
provide  a  list  of  the  identifying  numbers  assigned  to  each  staff 
position  for  use  in  various  personnel  actions;  to  provide  a  list  of 
subsidiary  cost  codes  assigned  to  each  individual,  to  determine  that 
correct  code  is  assigned,  for  use  on  various  perspnnel  actions;  to 
assign  parking  spaces;  to  identify  individuals  assigned  responsibUty 
under  the  War  Emergency  Support  Plan  (WESP);  to  i^ntify  in¬ 
dividuals  eligible  to  authorize  AUTOVON  calls  during  nonAluty 
hours;  to  verify  and/or  modify  the  Profile  Data  Analysis  Report 
concerning  minority  and  female  employees;  and  to  produce  a 
telephone  list  for  DSAO  staff  use. 

Policies  and  pmetkes  for  storing,  retrieving,  acceasiag,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  On  ADP  punched  cards  and  hard  copy  printouts. 

RetrievabilHy:  Individual  information  is  retrievable  by  Social 
Security  Number  and  name. 

Safeguards:  Information  is  disclosed  only  to  agency  officials  on  a 
need-to-know  basis. 

Retention  and  disposal:  Reports  are  destroyed  when  superseded 
by  new  reports. 

System  managerfs)  and  address:  Chief,  Data  Systems  Automation 
Office. 

Nodfkatkm  procedure:  Requests  should  be  addressed  to  the 
SYSMANAGER.  Individual  must  provide  full  name  and  Social 
Security  Number.  Personal  visits  may  be  made  to  the  Management 
Support  Office,  DSAO.  Individual  must  provide  identification 
card/badge  or  other  Federal  Govemment-issu^  identification. 

Record  access  procedures:  Procedures  same  as  for  notification. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Individual  personnel  actions,  DCSC 
Name  and  Address  Change  Notice,  and  other  similar  documents. 

Systems  exempted  from  certain  proviskma  of  the  act:  None 
S352.10DLA-K 

System  name:  352.10  Nominations  fw  Awards 

System  locatioa:  Agency  officials  to  evaluate  contributions 
(approve  or  disapprove  award),  other  nominations  for  honorary  and 
cash  awards.  Organizational  elements  of  HQ  DLA  and  PU^As: 
Files  on  nominations  for  awards  initiated  or  evaluated  within  the 
organizational  element. 

Categories  of  individuab  covered  by  the  system:  Civilian  personnel 
assigned  to  DLA  who  are  nominated  for  Defense,  (OSD),  other 
Government  activities,  and  private  organizations;  cash  awards 
which  exceed  1,000  dollars  based  on  tangible  benfits,  500  dollars 
based  on  intangible  benefits  or  1,500  dollars  based  on  a  combina¬ 
tion  of  tangible  and  intangible  benefits  and  various  awards. 

Categories  of  records  in  the  system:  Justifications  submitted  in 
support  of  award  nominations,  evaluation  statements,  photographs 
when  required  by  the  sponsoring  organization,  minutes  of  DLA 


Recognition  and  Awards  Board  meetings,  registers  of  cases,  and  re¬ 
ports  submitted  to  Office  of  the  Secretary  of  Defense  Civil 
Mrvice  Commission. 

Authority  (or  maintenanre  of  the  system:  5  U.S.C.  4501-4506,  10 
U.S.C.  1124,  Chapter  451  of  the  Federal  Personnel  Manual. 

Routiiic  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  in  support  of  action  taken  on  contributions  and  award 
nominations  and  for  preparation  of  statistical  and  narrative  reports 
required  by  Office  of  the  Secretary  of  Defense  and  Civil  Service 
Information  is  used  by:  Commission.  Headquarters  Defense  Lo- 

F'stks  Agency  (HQ  DLA):  Nominations  for  DLA  Primary  Level 
iek)  Activities  (PLFA):  Above  files  plus  all  Training  and  Incen¬ 
tives  Division.  Staff  Director,  Civilian  Personnel,  honorary  awards 
sponsored  by  DLA,  Office  of  the  Secretary  of  Members  of  DLA 
Recognition  and  Awards  Board  -  to  evaluate  contributions  requiring 
approval  of  the  Director,  DLA.  Members  of  other  Federal  activities 
and  members  of  Private  Organizations  -  to  evaluate  nominations  for 
awards  sponsored  by  them  for  which  DLA  personnel  are 
nominated.  Officials  of  other  DoD  Components  and  other  Govern¬ 
ment  activities  -  to  evaluate  for  possible  adoption  and  use  contribu¬ 
tions  made  by  DLA  personnel  that  concern  the  operation  of  their 
functions. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Stor^:  Paper  records  in  file  folders,  card  index  files,  and  re¬ 
gisters  in  notebooks. 

Retrievability:  Award  nominations  may  be  filed  alphabetically  by 
nominee’s  name  or  by  award  title,  in  personnel  offices.  Filed  by 
type  of  award  or  suggestion  in  organizational  elements  of  HQ  DLA 
and  PLFAs. 

Safeguards:  Maintained  in  locked  containers  in  areas  accessible 
only  to  Agency  personnel. 

Retention  and  disposal:  Nominations  for  Awards  •  files  are  closed 
upon  completion  of  the  action,  cut-off  at  the  end  of  the  fiscal  year, 
held  for  two  years,  then  destroyed. 

System  maMgerfs)  and  address:  Incentives  Awards  Administrator, 
Chief,  Training  and  Incentives  Division,  Staff  Director,  Civilian 
Personnel,  HQ  DLA;  Civilian  Personnel  (Officers  of  DLA  PLFAs. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  type  of  award  for  which  nominated,  and  activity 
at  which  nomination  was  submitted. 

Record  access  procedures:  Requests  for  assistance  should  be 
directed  to  the  SYSMANAGER.  Official  mailing  addresses  are  in 
the  DoD  Directmy  in  the  appendix  to  the  DLA  systems  notice.  In¬ 
dividual  must  provide  full  name  and  type  of  award  for  which 
nominated  and  activity  at  which  nomination  was  submitted. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  arid  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  emtained  from  the  SYSMANAGER. 

Record  source  categories:  DLA  supervisors  and  managers  who  in¬ 
itiate  and  evaluate  nominations,  members  of  DLA  Recognition  and 
Awards  Board. 

Systems  exempted  from  certain  proviskms  of  the  act:  None 
S370.2eDLA-KH 

System  name:  370.20  Individual  Accident  Case  Files 
Systm  locatioa:  Primary  System  -  Case  files  on  disabling  work 
(lost  time)  injuries,  property  damage  accidents  (100  doU^  or 
more),  and  motor  vehicle  accidents  with  a  disabling  work  injt^  or 
property  damage  exceeding  KM  dollars:  Safety  and  Health  Division, 
Staff  Director,  Civilian  Personnel,  Headquarters,  Defense  Logistics 
Agency  (HQ  DLA).  Decentralized  segments  -  Above  files  phis  all 
other  injuries  and  accidents:  HQ  DLA  principal  staff  elements, 
DLA  Primary  Level  Field  Activities  (PLFA),  secondary  and  third 
level  field  activities,  where  incidents  occurred. 

Categories  of  Indivhliials  covered  by  the  system:  Civilian  and  mili¬ 
tary  personnel,  contractor  employees,  and  other  personnel  who  are 
injured  on  the  premises  of  DLA  or  performing  assignment  incident 
to  DLA  operations.  Also  relates  to  accidental  damage  to  vehicles, 
equipment,  and  property. 

Categories  of  records  in  the  system:  Reports,  statements  of  wit¬ 
nesses,  photographs  and  related  papers,  including  summarized  in¬ 
formation  maintained  for  the  purpose  of  identifying  accident  re¬ 
peaters  and  safety  award  recipients,  regarding  accidents  incident  to 
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DLA  operations,  pertaining  to  injuries  to  individuals  or  accidents, 
involving  motor  vehicles  and  other  equipment  or  structural  property 
damage. 

AutlMNity  for  maintenance  ot  the  system:  PL  91-5%,  The  Occupa¬ 
tional  Safety  and  Health  Act  of  1970  (OSH A),  required  each  agen¬ 
cy  to  ’keep  adequate  records  of  all  occupational  accidents  and  ill¬ 
nesses  for  proper  evaluation  and  necessary  corrective  action. 
E.O.I1612. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  user*  and  dm  purposes  of  such  uses:  Information  is  main-*, 
lained  for  accident-cause  identification,  formulation  of  accident 
prevention  pro^i^s,  accident  repeater  identification,  safety  award 
recipient  identification,  and  for  preparation  of  statistical  reports 
required  by  higher  authority. 

Information  is  used  by: 

Agency  supervisors  and  managers  -  to  determine  actions  required 
to  correct  the  cause  of  the  accident. 

Safety  offices  -  to  insure  actions  proposed  by  supervisors  and 
managers  are  adequate  to  prevent  future  accidents,  to  identify  ac¬ 
cident  repeaters  and  safety  award  recipients,  to  provide  verification 
that  an  accident  occurred  to  personnel  involved  in  processing  work¬ 
men’s  compensation  cases,  to  extract  non-personal  data  to  prepare 
statistical  reports,  accident  summaries,  and  accident  prevention  in¬ 
formation  for  inclusion  in  Agency  internal  publications. 

Security  personnel  •  for  verification  of  accident  cause,  and  for 
formulatipn  of  possible  changes  to  activity  rules  of  conduct. 

Government  and  Non-Govemment  Medical  personnel  -  in  making 
medical  determinations  about  individuals  involved  in  accidents. 

Facilities  engineers  and  maintenance  personnel  -  for  formulation 
of  future  installation  facilities  and  equipment  plans  and  budgets, 
and  correction  of  operating  procedures. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  card  index  files. 

Retiievability:  Filed  by  organizational  activity  and/or  alphabeti¬ 
cally  by  last  name  of  injured  person  or  principal  person  involved  in 
accident,  when  known. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
Agency  personnel. 

Retention  and  disposal:  Records  are  destroyed  ten  years  after  all 
aspects  of  the  case  are  closed.  They  are  retained  in  active  file  until 
end  of  calendar  year  in  which  case  is  closed,  held  one  to  three  ad¬ 
ditional  years  in  inactive  file  and  subsequently  retired  to  Federal 
Records  Center,  held  for  the  remaining  years  and  destroyed. 

System  managcr(s)  and  address:  Staff  Director,  Civilian  Person¬ 
nel,  DLA;  Safety  Officers,  DLA  Primary  Level  Field  Activities. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  name  of  DLA  activity  at  which  incident  oc¬ 
curred;  or  if  individual  is  or  was  a  DLA  employee,  name  of  em¬ 
ploying  activity  is  also  required. 

Record  access  procedures:  Official  mailing  addresses  of  the 
SYSMANAGER' are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual  and  a  signed  statement  asserting  his  or  her  identity  and 
stipulating  that  the  individual  understands  that  knowingly  or  will¬ 
fully  seeking  or  obtaining  access  to  records  about  another  in- 
divMual  under  false  pretenses  is  punishable  by  a  fine  of  up  to  S,(K)0 
dollars.  For  personal  visits,  the  i^vidual  should  be  able  to  provide 
some  acceptable  identification,  that  is,  driver’s  license,  employing 
office  identification  card,  and  give  some  verbal  information  that 
could  be  verified  with  his  ’case’  folder. 

Contesdng  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (kitained  from  the  SYSMANAGER. 

Record  soum  categories:  Employee’s  supervisors,  medical  units, 
DLA  protective  service,  civilian  poUce,  fire  department,  investigat¬ 
ing  officer,  or  witness  to  accident. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S380.01DLA-K 

System  name:  380.01  Employee  Assistance  Program  Case  Record 
Systems 

System  location:  Headquarters  Defense  I^ogistics  Agency  (HQ 
DLA)  and  Primary  Level  Field  Activities. 


Categories  of  individuals  covered  Ky  the  system:  All  civilian  em¬ 
ployees  in  appropriated  and  non-appropriated  fund  activities  who 
are  referred  by  management  for,  or  voluntarily  request,  counseling 
assistance. 

Categories  of  records  in  the  system:  Systems  are  comprised  of 
case  records  on  employees  which  are  maintained  by  counselors,  su¬ 
pervisors,  civilian  personnel  offices  and  social  action  offices  and 
consist  of  information  on  condition,  current  status,  and  progress  of 
employees  or  dependents  who  have  alcohol,  drug,  emotional,  or 
other  job  performance  problems. 

Authority  for  maintenance  of  the  system:  Drug  Abuse  Office  and 
Treatment  Act  of  1972,  as  amend^  by  Pubuc  Law  93-282  (21 
U.S.C.  1175);  Comprehensive  Alcohol  Abuse,  and  Alcoholism 
Prevention,  Treatment,  and  Rehabilitation  Act  of  1970,  as  amended 
by  Public  Law  93-282  (42  U.S.C.  4582);  Subchapter  A  of  Chapter  I, 
Title  42,  Code  of  Federal  Regulations;  Chapter  43  of  Title  5,  U.S.C. 

Routine  uses  of  records  maintained  in  the  qrstem,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  the  counselor  in 
the  execution  of  hisAier  counseling  function  as  it  applies  to  the  in¬ 
dividual  employee,  selected  information  may  be  provided  to  and 
used  by  other  counselors  or  medical  personnel,  research  personnel, 
employers,  representatives  such  as  legal  counsel,  and  to  other  agen¬ 
cies  or  individuals  when  disclosure  is  to  the  employee’s  benefit, 
such  as  for  processing  retirement  applications. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Case  records  are  stored  in  paper  file  folders. 

Retiievability:  By  employer  name  or  by  locally  assigned  identify¬ 
ing  number. 

Safeguards:  All  records  are  stored  under  strict  control.  They  are 
maintained  in  spaces  normally  accessible  only  to  authorized  per¬ 
sons,  normally  in  locked  cabinets. 

Retention  and  disposal:  Records  are  purged  of  identifying  infor¬ 
mation  within  five  years  after  termination  of  counseling  or 
destroyed  when  they  are  no  longer  useful. 

System  man^ger(s)  and  address:  Civilian  Personnel  Officer  or 
comparable  official  of  the  Civilian  Personnel  Office  servicing  the 
activity/installation. 

Notification  procedure:  Request  by  correspondence  should  be  ad¬ 
dressed  to  servicing  civilian  personnel  office  or  to  the  appropriate 
Employer  Assistance  Program  administrator  at  the  activity.  The 
letter  should  contain  the  full  name  and  signature  of  the  requester 
and  the  approximate  period  of  time,  by  date,  during  which  the  case 
record  was  developed. 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to  the  SYSMANAGER. 

Contesting  record  procedures:  The  rules  for  contesting  contents 
and  appeahng  initial  determinations  by  the  individual  concerned 
may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Counselors,  other  officials,  individuals 
or  practitioners,  and  other  agencies  both  in  and  outside  of  (jovern- 
ment. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S380.20DLA-K 

System  name:  380.20  Civilian  Medical  Case  Files 

System  location:  Geographically  decentralized  to  Defense  Lo¬ 
gistics  Agency  (DLA)  prima^  level  field  activities  (PLFA),  secon¬ 
dary  and  third  level  field  activities  where  records  are  maintained. 

Categories  of  individuals  covered  by  the  mrstem:  Civilian  em¬ 
ployees  and  other  personpel  who  are  provided  medical  support  at 
DLA  activities. 

Categories  of  records  in  the  system:  Health  record  case  files  on 
periodic  medical  reports,  injury  reports,  dispensary  treatment 
records,  allergy  history,  immunization  records,  and  medical  cor¬ 
respondence.  Reports  of  dispensary  treatments,  reports  from 

Crivate  physicians  of  health  units,  records  of  immunizations  and  al- 
srgjes,  records  of  health  related  work  assignment  restrictions.  This 
system  excludes  records  required  by  the  Civil  Service  Commission, 
that  is  it  excludes  pre-ernfMoyment  physical  examinations.  Health 
Qualification  Placement  Records,  disablilty  retirement  examina¬ 
tions,  and  fitness  for  duty  examinations  which  become  a  part  of  the 
Official  Personnel  Folders  (Standard  Form  66)  upon  separation,  but 
which  may  be  maintained  separately  from  the  folder  prior  to 
separation. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  Section  7901, 
Health  Service  Programs. 
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PRIVACY  ACT  ISSUANCES 


RooMac  Mcs  of  rocot^  oMiatalMd  ia  the  lyitrw,  lachidhii  calc|o-  < 
rteo  of  wm  aad  the  parpoew  of  each  aees:  btfonnatioa  is  nuun- 
uined  in  support  of  the  medical  treatment  and  preventative  health 
programs.  Medical  and  health  personnel  use  the  records  to 
prescribe  treatment,  identify  health  problems,  and  interpose  health 
related  restiktions  of  work  activities.  They  provide  necessary  in¬ 
formation  to  Agency  supervisors  and  managers  to  alleviate  health 
related  problems  on  the  job  and  to  insure  compliance  with  health 
related  restrictioos. 

PoUdes  and  practicee  for  storing,  retrieving,  accessing,  retaining, 
and  dbpodng  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  card  index  files,  mag¬ 
netic  tape  and  disk,  computer  paper  printout,  microfiche. 

-■  Rctiievability:  Filed  alphabetically  by  last  name  of  person  in  the 
unit. 

Safeguards:  Records  are  maintained  in  locked  cabinets  or  in 
secured  rooms.  Access  is  limited  to  the  health  unit  staff. 

Retentioa  aad  disposal:  New  files  are  set  up  each  year.  Records 
from  previous  years  related  to  an  individual  are  brought  forward 
when  that  individual  is  treated  again.  Records  are  destroyed  six 
years  after  date  of  last  papers  in  file. 

System  managerfs)  and  address:  Director,  Civilian  Personnel, 
DLA  primary  level  field  activities. 

Notificatioo  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Written  requests  shall 
include  a  signed  employee  statement  authorizing  release  of  record 
material. 

Record  access  procedures:  Official  mailing  addresses  of  the 
SYSMANAGER  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  addrns  and  telephone  numbers  of  the 
individual  and  a  signed  statement  asserting  his  or  her  identity  and 
stipulating  that  the  individual  understands  that  knowingly  or  will¬ 
fully  seeking  or  obtaining  access  to  records  about  another  in¬ 
dividual  under  false  pretenses  is  punishaMe  by  a  fine  of  up  to  5,000 
dollars.  For  personal  visits,  the  i^vidual  should  be  able  to  provide 
some  acceptable  identification,  that  is,  driver’s  hcense,  emfdoying 
office  identification  card,  and  give  some  verbal  infonnatioa  that 
could  be  verified  with  his  ’case’  folder. 

Contestiag  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Physicians,  medical  technicians,  ad¬ 
ministrative  personnel  engaged  in  medk^  treatment  or  health  pro¬ 
grams  at  agency,  contract  or  private  facilities. 

Systems  exempted  from  certain  prbvtsfams  of  the  act:  None 
S390.01MJ^-KS 

System  name:  390.01  Grievance  Examiners  aiKl  Equal  Employinent 
Opportunity  Investigators  Program 
System  location:  Staffing  and  Employee  Relations  Division,  Staff 
Dir^tor  Civilian  personnel.  Headquarters  Defense  Logistics  Agen¬ 
cy  (HQ  DLA). 

Categories  of  indhddaals  covered  by  the  system:  Military  and 
Civilian  employees  of  Defense  Logistics  Agency  (DLA),  or  former 
employees,  who  have  been  nominated  by  Commanders  of  Primary 
Level  Field  Activities  (PLFAs),  to  serve  as  DLA  grievance  ex¬ 
aminers  and  EEO  investigators;  and  have  been  approved  by  HQ 
DLA  are  listed  by  name  on  regional  rosters  as  avadiMe  for  serving 
in  those  areas.  Also  retired  Federal  dvflian  employees  and  others 
approved  by  HQ  DLA  as  grievance  examiners  and  EEO  investiga¬ 
tors  for  the  Agency  and  available  to  serve  under  a  non-personal 
services  contract  are  listed  by  name  on  regional  rosters. 

Categories  of  records  in  the  system:  Files  include  regional  rosters 
of  approved  investi^tors/examiners  of  grievances  and  Equal  Em¬ 
ployment  Opportunity  (EEO)  complaints  which  are  available  to 
Commanders  of  Defense  Logistics  Agency  Primary  Level  Field  Ac¬ 
tivities. 

Agency  rei^nal  rosters,  letters  of  nomination  and  approval,  fic¬ 
tion  descriptions,  certificates  of  training,  personal  qualifications 
statement,  Standiu'd  Form  171  (SF-171),  and  related  correspon¬ 
dence  and  papers  pertinent  to  Agency  grievance  examiners  and 
EEO  investigates  program. 

AnthorRy  for  — - - of  the  qrateau  SUSC1302,  3301  A  3302, 

3105.  EO.  11478,  as  Amended 


Routine  uses  of  records  aminfained  in  the  nrdem,  iaeloding  esdego- 
ries  of  naers  and  the  putpomi  of  anch  naea:  Purpose:  Information  is 
maintained  for  purposes  of  establishing  Agency  grievance  ex¬ 
aminers  and  EEO  investigators  program  tmd  insuring  the  availabili¬ 
ty  of  quidity  personnel  on  short  notice. 

Information  is  used  by:  Civilian  Personnel  officials  of  HQ  DLA 
and  other  involved  DLA  HQ  and  field  officials  to  select  and  super¬ 
vise  grievance  examiners  and  EEO  investigators  as  required. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
aad  dispoaing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctiievability:  Filed  alphabetically  by  last  name  within  regional 
area. 

Safeguards:  Records  are  maintained  in  locked  file  cabinets  in 
areas  accessible  only  to  Agency  personnel. 

Retention  and  disposal:  Records  are  retained  in  active  file  on  cur¬ 
rent  basis.  New  approvals  are  addeU  continuously  and  deletions  or 
withdrawals  are  held  one  to  three  years  in  inactive  file  and  sub¬ 
sequently  retired  to  Federal  Records  Center.  Records  are  destroyed 
after  a  total  of  ten  years. 

System  managciis)  and  addrem:  Staff  Director,  Civilian  Person¬ 
nel,  DLA. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  fuO  name  and,  if  a  current  DLA  employee,  name  of  DLA  ac¬ 
tivity  at  which  employed. 

Record  access  proccdurce:  Official  mailing  address  is  in  the  De¬ 
partment  of  Defense  Directory  in  the  appendix  to  the  DLA  systems 
notice.  Written  requests  for  i^ormation  should  be  addressed  to  the 
SYSMANAGER  and  contain  the  full  name,  current  address  and 
telephone  numbers  of  the  individual.  For  personal  visits,  the  in¬ 
dividual  should  be  aMe  to  provide  some  acceptable  identification, 
that  is,  driver’s  license,  employing  office  identification  card,  and 
give  some  verbal  information  tlwt  couk)  be  verified  with  the  Agen¬ 
cy  ft^der. 

Contesting  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  SYSMANAGER. 

Reeord  source  categortes:  DLA  PLFA  Conunanders,  DLA  civilian 
personnel  office  staffs,  other  DLA  officials  and  others  who  may  be 
able  to  reconunend  or  provide  information  on  potential  or  present 
candidates  for  this  work. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S390.05  DCRB-M 

System  name:  S390.05  Boston  Equal  Employment  Opportunity 
(EEO)  Skills  Bank. 

System  location:  Equal  Employment  Office,  Defense  Contract 
Administration  Services  Regioo  (DCASR),  Boston. 

Categories  of  inifividuals  covered  by  the  system:  Personnel 
presenUy  employed  by  DCASR,  Boston  and  referrals  from  other 
agencies. 

Categoriet  of  records  in  the  system:  Individual  skills  reoH'ds,  in¬ 
cluding  name  of  individual,  present  position,  present  grade  and 
length  of  time  in  grade,  occupational  skills,  educational 
background,  types  of  jobs  presently  for  which  qualified,  areas  of 
job  interest  (future),  geographic  work  areas  w^re  individual  is 
willing  to  locate. 

Authority  for  mafadenaacc  of  the  system:  E.O.  11478.  EEO  in  the 
Federal  Government  and  EEO  Act  of  1972  (Pub.  L.92-261)  amend¬ 
ing  the  Civil  Rights  Act  at  1964. 

Routine  uses  of  records  maintatned  in  the  system,  including  categb- 
rles  of  naers  and  the  pmrpoam  of  anch  uses:  The  purpose  of  this 
system  is  to  assure  that  qualified  employees  are  formed  of  up¬ 
ward  mobility  oppmtunities.  Infonnation  is  used  as  a  means  of 
referral  of  candi^tes  when  specific  organizational  elements  make 
requests  so  tlutt  candidates  may  be  aloted  to  be  sure  necessary 
Imckground  materials  are  in  filn;  as  a  means  at  referral  of  can¬ 
didates  to  other  Federal  and  public  agencies  when  q)ecific  inquiries 
are  made:  as  a  means  for  notifying  possible  candidates  of  training 
courses  in  present  or  antic^ted  fid&.  Data  relative  to  outstanding 
referrals  from  other  agencies  as  wdl  as  walk-in  applicants  may  be 
added  to  the  system  for  referral  purposes. 

PoHcks  and  practioes  far  staring,  retrieving,  aceeedng,  retaining, 
and  dispodng  of  records  he  the  qrstem: 
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Storage:  Magnetic  tapes  and  computer  printouts  stored  in  file 
cabinet. 

Rctricvability:  Information  is  retrieved  by  grade,  occupational 
skills,  present  job  qualifications,  job  avocation,  and  location 
(entered  by  category  code),  and  therein  alphabetically  by  name. 

Safeguards:  Magnetic  tapes  are  maintained  in  tape  library  which 
are  accessible  only  to  authorized  personnel.  Computer  Personnel 
who  process  reports  are  appropriately  cleared.  Paper  records  are 
maintained  in  files  in  the  Equal  Opportunity  Office  in  file  cabinets, 
which  are  locked  during  non-duty  hours. 

Retentioa  and  disposal:  Records  on  current  employees  will  be 
destroyed  upon  employee's  separation.  Records  on  outside  referrals 
will  be  retained  for  one  year  after  which  they  will  be  destroyed. 

System  managerfs)  and  address:  EEO  Officer,  DCASR,  Boston. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  For  personal  visits, 
positive  identification  such  as  a  DLA  identification  card,  driver’s 
license,  social  security  number  or  any  identification  containing  a 
picture  of  the  requestor  must  be  presented.  Written  requests  must 
contain  full  name,  and  social  security  number  or  date  of  birth. 

Record  access  procedures:  Written  or  personal  requests  directed 
to  the  EEO  Officer,  DCASR,  Boston. 

Contesting  record  procedures:  The  agency’s  rtiles  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Forms  filled  out  by  individual  em¬ 
ployees  and  applicants.  Participation  in  Skills  Bank  is  voluntary. 
Data  will  be  updated  at  the  request  of  the  individual  candidate  or 
applicant. 

Systems  exempted  from  certain  provisiotts  of  the  act:  None 
S431.15DLA-C 

System  name:  431.15  Travel  Record 

System  location:  Records  are  maintained  at  all  Defense  Logistics 
Agency  (DLA)  Primary  Level  Field  Activities  (PLFAs) 

Categories  of  individuals  covered  by  the  system:  All  employees, 
civilian  and  military,  who  perform  travel.  Temporary  Duty  (TDY) 
or  Permanent  Chan^  of  Station  (PCS)  for  DLA. 

Categories  of  records  in  the  system:  Consists  of  copies  of  request 
and  authorization  for  TDY  travel  of  DoD  personnel,  request  and 
authorization  for  DoD  civilian  permanent  duty  travel,  travel 
voucher,  travel  voucher  or  subvoucher,  claim  for  reimbursement 
for  expenditures  on  official  business  and  record  of  travel  payments. 

Authority  for  maintenance  of  the  system:  CHAPTER  SF,  Title  5 
United  States  Code. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  file  is  used  by  the 
Accounting  and  Finance  Officer  to  administer  his  disbursing  and 
accounting  duties  -for  govenunent  travel  performed  by  both  military 
and  civilian  employees  under  his  administrative  control.  Data  is 
also  used  by  Counsel  to  determine  that  expenses  of  the  sale  or 
purchase  of  the  residence  for  a  PCS  are  reasonable  and  customary 
to  the  locality  of  the  transaction. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievability:  By  name  and  social  security  number. 

Safeguards:  Records  are  maintained  in  an  area  that  is  accessible 
to  office  personnel  only. 

Retention  and  disposal:  Records  of  military  personnel  are  main¬ 
tained  until  separation  or  transfer  of  the  military  members.  Records 
of  civilian  personnel  are  destroyed  one  year  after  termination  of 
their  employment. 

System  managerfs)  and  address:  Accounting  and  Finance  Officer 
at  each  PLFA. 

Notification  procedure:  Request  for  information  can  be  addressed 
to  the  SYSMANAGER. 

Record  accem  procedures:  Written  requests  for  information  must 
contain  the  full  name  and  social  security  number  of  the  employee. 
Employees  making  a  personal  request  must  present  identification; 
i.e.,  employee  badge,  drivers  license,  etc.  Official  mailing  addresses 
are  in  the  Department  of  Defense  directory  in  the  appendix  to  the 
DLA  system  of  record  notices. 


Contesting  record  procedures:  The  agency's  rules  for  co.ntesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtain^  from  the  SYSMANAGER. 

Record  source  categories:  Request  for  travel  forms,  travel 
vouchers,  claims  for  reimbursement. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S434.15DLA-C 

System  name:  434.15  Automated  Payroll  Cost  and  Personnel  System 
(APCAPS) 

System  location:  Records  maintained  at  Defense  Logistics  Agency 
(DLA)  Centers  and  Depots. 

Categories  of  individuals  covered  by  the  system:  Current  and 
former  civilian  and  military  personnel  who  have  been  paid  or 
costed  by  APCAPS. 

Categories  of  records  in  the  system:  Records  are  maintained  in 
manual  and  mechanical  files  for  ^  data  which  affect  an  employee’s 
pay,  deductions,  employer  contributions,  leave,  retirement,  position 
status,  or  cost  accumulation. 

Authority  for  maintenance  of  the  system:  10  USC  136,  DoD  Dir 
5105.22 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  used  in 
preparing  payrolls,  cost  and  manpower  reports. 

Information  is  used  by:  Agency  supervisors  and  managers  -  to 
determine  leave  usage,  manpower  allocations  and  labor  distribution. 
Payroll  office  -  to  compute  and  control  payroll  and  allocate  labor 
costs.  Personnel  office  -  to  determine  leave  usage  and  changes  that 
affect  an  employee’s  pay.  Security  office  -  to  determine  location  of 
employees.  Disbursing  office  -  to  determine  the  distribution  of 
checks  and  bonds.  Financial  Institutions  -  to  determine  disposition 
of  net  pay  or  allotments  of  pay.  Treasury  Department  -  to  deter¬ 
mine  registration  of  bonds  and  federal  tax  allocation.  Unions,  chari¬ 
ties,  and  insurance  organizations  -  to  determine  participation  in 
these  organizations.  Civil  Service  Commission  -  to  determine  status 
of  employee  and  for  disposition  of  retirement  records.  Stafb  and 
local  taxing  authorities  -  to  determine  tax  liability. 

Non-government  organizations  -  to  verify  employment  and  credit 
data  furnished  to  finaiKial  institutions  by  employee.  Bureau  of  Em¬ 
ployment  Compensation  -  to  process  employee  disability  claims. 
State  employment  offices  -  to  submit  data  for  unemployment  com¬ 
pensation.  Local  courts  -  to  determine  disposition  of  pay  withheld 
for  garnishment  of  wages. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system:  * 

Storage:  Microfilm,  magnetic  tape,  disc  pack,  computer  paper 
printouts,  vertical  file  cards,  paper  records  in  file  folders. 

Retrievability:  Hardcopy  documents  are  filed  by  payroll  block 
and/or  alphabetically  by  last  name.  Data  stored  on  mechanized 
storage  devices  are  retrieved  by  SSAN. 

Safeguards:  Access  to  mechanical  records  is  limited  to  authorized 
DLA  data  systems  personnel.  All  other  records  are  maintained  in 
areas  accessible  only  to  office  personnel. 

Retention  and  disposal:  Retention  of  data  varies  from  1  to  3  days 
for  mechanical  working  files  up  to  an  employee’s  total  length  of 
service  with  an  activity  for  permanent  payroll  information. 

System  manager(s)  and  address:  Comptroller,  DLA. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  (Thief,  Payroll  Branch,  Accounting  and 
Finance  Division,  Office  of  Comptroller  at  each  DLA  center  and 
depot. 

Record  access  procedures:  Written  requests  must  contain  full 
name  and  social  security  number  of  the  employee.  Employees  mak¬ 
ing  a  personal  request  must  present  identification;  i.e.,  employee 
badge,  driver’s  Ikxnse,  etc.  Official  mailing  addresses  are  in  the 
Department  of  Defense  directory  in  the  appendix  to  the  DLA 
system  of  records  notices. 

Contesdng  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Enq>loyee’s  supervisors,  civilian  per¬ 
sonnel  office,  military  personnel  office,  financial  institutions,  iMal 
courts,  military  services  or  other  government  agencies. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
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PRIVACY  ACT  ISSUANCES 


S434.15DLA-KP 

SyateB  ■«■«:  434.15  Automated  Payroll,  Cost  and  Personnel 
System  (APCAPS)  Personnel  Subsystem 
System  locadoo:  Offices  of  Civilian  Personnel  at: 

Defense  Construction  Supply  Center  (DCSC) 

Defense  Electronics  Supply  Center  (DESC) 

Defense  General  Supply  Center  (DGSC) 

Defense  Personnel  S«ipport  Center  (DPSC) 

Defense  Property  Disposal  Service  (DPDS) 

Defense  Depot  Memphis  (DDMT) 

Defense  Depot  Ogden  (DDOU) 

Defense  Depot  Tracy  (DDTC) 

Defense  Depot  Mechanicsburg  (DDMP) 

Defense  Logistics  Agency  Administrative  Support  Center 
(DASC) 

Categories  of  Individnab  covered  by  the  system:  Defense  Logistics 
Agency  (DLA)  civilian  employees  serviced  by  Offices  of  Civilian 
Personnel  at  the  activities  list^  under  LOCATION  and  other  De- 
partr-  nt  of  Defense  civilian  employees  who  are  both  serviced  by 
the  Offices  of  Civilian  Personnel  and  paid  by  the  activities  listed 
under  LOCATION. 

Categortes  of  records  ta  the  system:  Employee  data  segment  of 
APCAK  data  bank,  including  data  being  manually  collected  prior 
to  implementation  of  the  automated  record  system.  For  the  civilian 
personnel  segment  of  APCAPS,  the  employee  data  segment  of  the 
APCAPS  data  bank  contains,  for  civilian  employees,  current  per¬ 
sonnel  data  on  employment  status  and  selected  perso^  data,  such 
as  Social  Security  Number  (SSN),  luune,  sex,  date  of  birth,  age, 
physical  handicap,  Govenunent  insurance,  military  reserve  status, 
retired  military  status,  education,  whether  individual  passed  the 
Federal  Service  Entrance  Examination  or  the  Professioiial  and  Ad¬ 
ministrative  Career  Examination,  status  preceding  employment  with 
DLA,  U.S.  citizenship,  and  veterans  preference. 

Position  data  segment  of  APCAPS  data  bank.  For  the  civilian 
personnel  segment  of  APCAPS,  the  position  data  segment  of  the 
APCAPS  data  bank  contains  position  data  pertinent  to  established 
positions,  both  those  positions  occupied  by  a  civihaa  enq>loyee  as 
well  as  those  not  so  occupied. 

Personnel  history  file.  The  personnel  history  file  contains  a 
profile  of  selected  civilian  employee  personnel  data  as  of  the  most 
recent  transaction  processed  against  it,  as  well  as  a  chronologica] 
extract  of  all  prior  transactions  process^  on  the  employee. 

Authority  for  mahiteiuuicc  of  the  system:  S  U.S.C.,  Sec.  301,  302; 
EO  10561;  Federal  Personnel  Manual,  Chapter  293. 

Routine  uses  of  records  maintained  in  the  system,  incinding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purposes  of  the  system 
are  to  effect  Federal  personnel  actions,  msintain  the  Federal  per¬ 
sonnel  service  control  system,  fulfill  Federal  personnel  reporting 
requirements,  and  provide  information  to  officials  of  DLA  for  ef¬ 
fective  personnel  management  and  personnel  administration. 
Prospective  employees.  For  employment  determination  purposes. 
Credit  firms.  For  verification  of  data  for  credit  determination 
purposes. 

Taxing  authorities.  For  tax  administration  purposes. 

Officials  of  the  Executive  Branch.  For  performance  of  official 
duties. 

Officials  of  the  Legislative  Branch.  Fw  performance  of  official 
duties. 

Officials  of  the  Judicial  Branch.  For  performance  of  official  du¬ 
ties. 

Hospitals,  medical  trffices  and  institutions.  For  medical/hospital 
administration  purposes. 

Executor  or  administrator  of  the  estate  of  a  deceased  employee, 
former  employee,  or  aimuitant,  or  next-of-kin.  For  estate  settle¬ 
ment  purposes. 

Polirics  and  practiom  for  storing,  retrieving,  am  using,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Computer  magnetic  tapes  or  discs.  Computer  paper  {uin- 
touts.  Paper  records  in  file  folders. 

Retrievability:  Information  identified  to  a  specific  civilian  em¬ 
ployee  is  accessed  and  retrieved  by  Social  Security  Number. 

Safcgimrds:  Records  are  either  secured  in  locked  storage  and/or 
file  cabinets  or  under  the  constant  observatioa  personnel  office 
officials  during  duty  hours.  During  non-duty  hoim,  records  are 
either  secured  in  lotted  storage  and/or  file  cabinets;  the  records 
file  area  it  locked,  and/or  the  building  is  which  the  records  are 
stored  is  protected  by  building  security  guard.  If  the  records  area  is 


not  protected  by  security  guard,  all  records  must  be  locked.  In¬ 
dividually  identifiable  personnel  documents  will  either  be  handcar- 
ried  or  be  transmitted  in  envelopes  addressed  to  a  specific  of¬ 
fice  or  individual  and  marked  to  be  opened  by  addressee  only. 
Magnetic  tapes  and  disc  are  kept  in  the  computer  room  which  is  it¬ 
self  a  security  container  with  locked  door  and  iKxess  limited  to  per¬ 
sons  ^^ropnately  cleared  and  identified.  Tapes  and  disc  packs  are 
stored  in  a  tape  library  when  not  used  in  processing,  and  are  logged 
in  and  out  oidy  to  clerued  personnel  with  an  irfficial  need.  Reports 
with  individual  data  are  closely  controlled.  Computer  personnel 
who  process  these  reports  are  appropriately  cleared  and  maintain 
continuous  observation  of  reports  duni^  all  processing  phases.  In- 
divudual  requesting  information  must  identify  himself/^rself  and 
his/her  relationship  to  the  individual  upon  wtom  the  record  infor¬ 
mation  is  being  requested.  Individual  other  thaii  the  individual  of 
record  must  specify  what  information  is  requested  and  the  purpose 
for  which  it  would  be  used  if  disclosed,  ftrsonnel  office  official 
determines  if  request  is  reasonable  and  consistent  with  provisions 
of  the  Freedom  ^  Information  Act  and  the  Privacy  Act  (rf  1974.  In 
order  to  prevent  unauthorized  modification  of  records  contents, 
original  records  documents  may  only  be  reviewed  in  the  presence 
of  a  witness  designated  by  the  Personnel  Office. 

Physical  access,  that  is  the  ability  to  obtain  the  record,  is  linuted 
to:. 

Personnel  office  officials 

Civfl  Service  Commisskm  crfficials 

Data  processing  officials 

Supervisors  for  those  records  for  which  they  are  authorized  to 
auuntain. 

Responsible  officials  are  panted  temporary  custody  of  an 
original  record  in  order  to  monitor  the  review  of  the  record  by  the 
individual  to  whom  it  pertains,  when  the  individual  is  geographi¬ 
cally  remote  from  the  personnel  office. 

Retention  and  dispoaal:  Records  which  are  filed  in  the  Official 
Personnel  Folder  (OPF)  are  retained  in  the  personnel  office  until 
the  employee  leaves  the  agency.  At  that  time  the  permanent  portion 
of  the  OPF  is  transferred  to  the  gaining  Federal  agency  and  tempo¬ 
rary  OPF  records  are  destroyed  ^  shredding  or  burning.  Copies  of 
records  rvhich  are  furnished  to  the  employee  concenH^,  may  be 
retained  at  his  or  her  discietioa.  Copies  of  records  authorirxd  to  be 
maintained  by  supervisors  or  other  operating  offices  are  destroyed 
by  shredding  or  burning  when  the  employee  leaves  the  ageiKy. 
Operating  records  maintained  within  the  Civilian  Persoimel  Office 
may  be  retained  up  to  three  years,  as  needed.  At  that  time,  or  so¬ 
oner,  they  may  be  destroyed  by  bunting  or  shredding. 

System  Bianag,ir(i)  and  addrem:  Staff  Director,  Civilian  Person¬ 
nel,  HQ  DLA  and  EHrectors  of  Civilian  Personnel  at  DCSC,  DPDS, 
DESC,  DGSC,  DPSC,  DDMT.  DDOU.  DDTC,  DDMP,  or  DASC. 

Notificatioa  procedure:  Written  or  personal  requests  may  be 
directed  to  the  SYSMANAGER  at  the  activity  where  the  record  is 
maintained.  Individual  must  provide  name  (last,  first,  middle  initial) 
and  SSN  in  order  to  determine  whether  or  not  the  system  contains 
a  tecOTd  about  him/her.  If  a  written  request,  individual  must  pro¬ 
vide  a  retirrn  address. 

For  persorutl  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  such  as  employing  irffice  identifiaction 
card. 

Record  aeccas  procedures:  Written  rer^uests  are  required.  The 
request  is  to  contain  the  name  of  the  individual  (last,  first,  middle 
initial),  SSN,  return  mailing  adebess,  telephone  number  where  in- 
dividuad  can  be  reached  dur^  the  day,  arid  a  sign^  statement  cer¬ 
tifying  that  the  individual  uriderstands  that  knowingly  or  willfully 
seeki^  or  obtaining  access  to  records  about  another  individud 
under  false  pretenses  is  punishable  by  a  fine  of  up  to  5,000  dollars. 
Conqilete  records  ate  maintained  only  on  maipetic  taj^s  or  discs 
and  ate  not  available  for  access  by  personal  visits. 

Contesting  record  procedures:  The  agetKy’s  rules  for  contesting 
contents  arid  appealing  initial  determination  ^  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANACjER. 

Record  source  categsrlctt  AgetKy  supervisors  and  administrative 
personnel,  medical  ouicials,  prevkius  Federal  employers,  U.S.  Civil 
Service  Commission,  appbntions  and  forms  completed  by  in¬ 
dividual. 

Systems  exempted  tram  certatu  provWaas  of  the  act:  None 
«434JIDLA-C 

System  name:  434.20  Mechanization  of  Ctmtract  Administration  Ser¬ 
vices  -  IB  Payr<^  (MOCAS  IB) 
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SjrfliaB  locatkM:  Records  mainUined  at  all  Defense  Contract  Ad¬ 
ministration  Service  Regions  (DCASRs)  less  Philadelphia  (DCRP). 

Categories  td  indivldaate  covered  by  the  system:  Current  and 
former  civilian  personnel  who  have  been  paid  by  the  DCASRs. 

Categories  of  records  In  the  system:  Records  are  maintained  in 
oianuafand  mechanical  files  for  all  data  which  affect  an  employee's 
pay.  deductions,  employer  contributions,  leave,  retirement,  or  posi¬ 
tion  status. 

Anthority  for  maintcnaDcc  of  the  system:  10  USC  136,  DoD  Dir. 
5105.22 

Roatine  uses  of  records  maintained  in  the  system,  iaclud^  catego¬ 
ries  of  naers  and  the  purposes  of  such  uses:  Information  is  used  in 
preparing  payrolls. 

Information  is  used  by:  Agency  supervisors  and  managers  -  to 
determine  leave  usage,  manpower  allocations.  Payroll  office  -  to 
compute  and  control  payroll.  Personnel  office  -  to  determine  leave 
usage  and  changes  that  affect  an  employee’s  pay.  Security  office  • 
to  determine  location  of  employees.  Disbursing  office  •  to  deter¬ 
mine  the  distribution  of  checks  and  bonds.  Financial  Institutions  - 
to  determine  disposition  of  net  pay  or  allotments  of  pay.  Treasury 
Department  -  to  determine  registration  of  bonds  and  federal  tax  al¬ 
location.  Unions,  charities,  and  insurance  organizations  -  to  deter¬ 
mine  participation  in  these  organizations.  Civil  Service  Commission 
-  to  determine  status  of  employee  and  for  disposition  of  retirement 
records.  State  and  local  taxing  authorities  -  to  determine  tax  liabili¬ 
ty- 

Non-government  organizations  -  to  verify  employment  and  credit 
data  furnished  to  financial  institutions  by  an  employee.  Bureau  of 
Employment  Compensation  -  to  process  employee  disability  claims. 
State  employment  offices  -  to  submit  data  for  unemployment  com¬ 
pensation.  l^al  courts  -  to  determine  disposition  of  pay  withheld 
for  garnishment  of  wages. 

Pnlkies  and  practices  for  storing,  retrieving,  acceasiag,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Microfilm,  magnetic  tape,  disc  pack,  computer  paper 
printouts,  vertical  file  cards,  paper  records  in  file  folders. 

Rctrievability:  Hardcopy  documents  are  filed  by  payroll  block 
andi'or  alphabetically  by  last  name.  Data  stored  on  mechanLm! 
storage  devices  are  retrieved  by  name,  employee  number  or  SSAN. 

Safeguards:  Access  to  mechanical  records  is  limited  to  authorized 
DLA  data  systems  personnel.  All  other  records  are  maintained  in 
areas  accessible  only  to  agency  personnel. 

Retention  and  diapo^:  Retention  of  data  varies  from  1  to  3  days 
for  mechanical  working  files  up  to  an  employee’s  total  length  of 
service  with  an  activity  for  permanent  payroll  information. 

System  managerfs)  nnd  address:  Comptroller,  DLA. 

Notificatiott  proeednre:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  Chief,  Payroll  and  Travel  Branch,  Ac¬ 
counting  and  Finance  Division,  Office  of  Systems  and  Financial 
Man^ement  at  DCASRs. 

Raoard  access  procednres:  Written  requests  must  contain  the  full 
name  of  the  employee.  Employees  making  a  personal  request  for 
information  must  present  identification,  Le.,  employee  badge, 
driver’s  license,  etc.  Official  mailing  addresses  are  in  the  Depart¬ 
ment  of  Defense  directory  in  the  appendix  to  the  DLA  system  of 
lecord  notices. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  sonrcc  categories:  Employee’s  supervisors,  civilian  per¬ 
sonnel  office,  financial  institutions,  local  courts,  military  services 
or  other  government  agencies. 

Systeam  eaempled  from  certaia  provisions  of  the  act:  None 
S434J7DLA-C 

System  name:  434.87  Debt  Records  for  Individuals 

System  location:  Primary  System  -  Accounting  and  Finance  Divi¬ 
sion,  Finance  Systems  Branch,  Headquarters,  Defense  Logistics 
Agency  (HQ  DLA).  Secondary  system  -  DLA  Primary  Level  Field 
Activities  (PLFAs). 

Categories  of  imfividiials  covered  by  the  system:  Current  and 
former  civilian  and  military  personnel  v^o  are  indebted  to  the  U.S. 
Government 

Categories  of  records  In  the  system:  Administrative  reports  with 
supporting  documentation;  employee’s  financial  condition;  person¬ 
nel  actions,  and  requests  for  waiver. 


Anthority  for  maintcnaacc  of  the  system:  31  USC  951-953  (Federal 
Claims  Collection  Act  o(  1966);  Pul^  Law  90-616;  Public  Law  92- 
453. 

Routine  uses  of  records  maintained  in  the  system,  Includiag  catego¬ 
ries  of  users  and  the  purposes  of  such  nses:  Information  is  used  to 
collect  monies  owed  the  U.S.  Government.  Information  is  main¬ 
tained  to  support  case  files;  financial  statements  provide  an  un¬ 
derstanding  of  individuals’  financial  condition  with  respect  to 
request  for  deferment  of  payments.  When  debts  are  uncollectibie, 
case  files  are  forwarded  to  U.S.  General  Accounting  Office  for 
further  collection  action. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievability:  Filed  alphabetically  by  employee  name. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
office  personnel. 

Retention  and  disposal:  Records  are  destroyed  ten  years  after  all 
aspects  of  the  case  are  closed.  Collected  in  full  claims  are  retained 
for  six  months  and  then  destroyed.  Claims  terminated,  com¬ 
promised  or  waived  are  retained  for  three  years  and  subsequently 
retired  to  Federal  Records  Center,  held  for  remaining  years  and 
destroyed.  Claims  settled  by  U.S.  General  Accounting  Office 
retain^  one  year  after  settlement  and  retired  to  Federal  Records 
Center,  held  for  remaining  years  and  retired. 

System  manager(s)  and  addiem:  (Thief,  Finance  Systems  Branch, 
Accounting  and  Finance  Division,  Office  of  Comptroller,  HQ  DLA. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  dieted  to  the  SYSMANAGER. 

Record  accem  procednra:  Official  mailing  address  is  in  the  DoD 
Directory  in  the  appendix  to  the  DLA  systems  notice.  Written 
requests  from  individuals  should  contain  t^ir  fuU  name,  current 
address  and  telephone  number.  For  personal  visits,  the  individual 
should  be  able  to  provide  acceptable  identification,  such  as  an  em¬ 
ployee  badge  or  driver’s  license,  etc. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determination  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Primary  Level  Field  Activities,  civilian 
and  military  personnel  offlees. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S491.1d  DLA-M 

System  name:  491.10  Nonappiopriated  Fund  (NAF)  Membership 
Records 

System  location:  Officers  Open  Messes  at  Defense  Construction 
Sunily  Center  (DCSC),  Driense  Electronics  Supply  Center 
(DESC),  Defense  General  Supply  Center  (DGSC),  Defense  Person¬ 
nel  Support  (Tenter  (DPSO,  Defense  Depot  Ogden  (DDOU), 
Defense  Depot  Tracy  (DDT(T),  Golf  Chib  at  Defense  Depot  Mem¬ 
phis  (DDMT) 

Categories  of  individnals  covered  by  the  system:  Members  ot  the 
NAF 

Categories  of  records  in  the  system:  The  record  contains  the 
member’s  name,  rank,  social  security  number,  spouse’s  name, 
birthdate,  and  home/office  telephone  number. 

Authority  for  maintenance  of  the  system:  5  USC  Slecs.  301,  302 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  record  is  maintained 
to  have  a  current  file  (rf  membership  in  the  activity.  The  records 
are  used  by  the  manager  of  the  fu^  to  determine  eligibility  for 
membership,  mailing  NAF  activity  notices,  billing  for  dues,  in^at- 
ing  payment  or  non-payment  of  dues,  social  functions,  and  mem¬ 
bership  card  number.  The  record  could  be  used  by  the  (Tounefl  to 
terminate  membership  for  nonpayment  of  dues. 

Poikks  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  te  tiw  system: 

Storage:  Card  files.  The  records  may  also  be  automated. 

Rctrievability:  Filed  alphabetically  by  last  name 

Safegunrds:  Maintained  in  areas  accessible  only  to  authorized 
personnel 

Retention  and  dhposal:  Destroy  one  year  after  member  departs 

System  managerfs)  and  address;  *rhe  manager  of  the  NAF  at 
DCSC,  DESC,  ftGSC,  E»*SC,  MHtiT,  DDOU,l)DTC 
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Nodficatioa  procedure:  Contact  the  SYSMANAGER  by  signing  a 
request  for  the  data  or  personal  visit  with  identification. 

Record  access  procedures:  Contact  the  SYSMANAGER.  Official 
mailing  addresses  of  SYSMANAGER  are  in  the  DoD  Directory  in 
the  appendix  to  the  DLA  systems  notice. 

Contesting  record  procedures:  The  rules  for  contesting  contents 
and  appealing  initial  determination  by  the  individual  concerned  may 
be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Assigiunent  orders,  ID  Card,  financial 
records. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S493.10DLA-K 

System  name:  493.10  Official  ^rsoimel  Folders  for  Non-Ap- 
propriated  Fund  Employees 

System  location:  Geographically  and  organizationally  decentral¬ 
ized  to  the  Defense  Logistics  Agency  (DLA)  primary  level  field  ac¬ 
tivities  which  employ  non-appropriated  fund  employees. 

Categories  of  individuals  covered  by  the  system:  All  employees  of 
non-appropriated  fund  (NAF)  activities  of  DLA  and  former  such 
employees. 

Categories  of  records  in  the  system:  Various  forms  and  records 
pertaining  to  the  selection  and  appointment  of  NAF  employees, 
personnel  actions  an^  other  records  originating  during  an  em¬ 
ployee’s  service  and  records  pertaining  to  the  employee's  separa¬ 
tion,  classification,  training,  adverse  or  discipline  actions,  and 
other  employment  related  forms  and  documents. 

Authority  tor  maintenance  of  the  system:  5  U.S.C.  Sec.  301,302,  10 
U.S.C.  Sec.  136. 

Routine  uses  of  records  maintained  in  the  system.  Including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  i^ormation  is  col¬ 
lected  and  maintained  to  provide  persoimel  officials  and  superviso¬ 
ry  officials  with  information  on  which  to  base  employment  deci¬ 
sions  affecting  employees.  It  also  provides  a  record  of  the  em¬ 
ployee's  employinent.  The  use  of  the  record  is  restricted  to  official 
personnel  administration  uses  and  for  answering  inquiries  from 
credit  sources  or  other  outside  sources  when  appropriate  and 
requested. 

Polkks  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  employee  name. 

Safeguards:  Maintained  in  locked  filing  cabinets.  Direct  access  to 
the  files  is  limited  to  civilian  personnel  office  employees  and  to  su¬ 
pervisors  and  others  who  are  identified  as  having  a  specific  and 
legitimate  need.  , 

Retentioo  and  disposal:  Folders  are  maintained  for  the  duration  of 
the  employee’s  employment.  They  are  retired  to  the  National  Per¬ 
sonnel  Records  Center  (civilian),  11  Winnebago  Street,  St.  Louis, 
Missouri  63118,  30  days  after  separation,  except  as  follows: 

Off-duty  U.  S.  Military  personnel,  destroy  2  years  after  termina¬ 
tion  of  employment. 

Non-U.  S.  citizens  residing  outside  of  Continental  United  States 
(CONUS),  Alaska,  or  Hawaii  but  working  within  CONUS,  Alaska, 
and  Hawaii,  destroy  3  years  after  separation. 

System  manager(s)  and  address:  Civilian  Persoimel  Officers 
(CI^)  of  DLA  Primary  Level  Field  Activities  (PLFAs)  where 
there  are  NAF  employees. 

Notification  prooednre:  Request  for  information  from  an  em¬ 
ployee  about  himself  or  herself  should  be  forwarded  to  the 
SYSMANAGER  at  the  PLFA  where  the  employment  occurred,  and 
contain  requestor’s  full  name  and  location  of  organiution  where 
employed.  The  requestor  may  visit  the  Office  of  Civilian  Personnel 
of  the  appropriate  field  activity  to  obtain  information  on  whether 
the  system  contains  records  pertaining  to  him  or  her. 

Record  accca  procedures:  Individuals  should  contact  the 
SYSMANAGER.  Official  mailing  addresses  are  in  the  DoD 
Directory  in  the  appendix  to  the  DLA  systems  notice.  Written 
requests  should  include  requestor’s  fuU  luune,  job  title  and  name  of 
organization  where  employed.  For  personal  visits  employee  should 
be  able  to  provide  some  acceptable  identification  such  as  driver’s 
license  or  employee  identification  badge. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  OTtained  from  the  SYSMANAGER. 


Record  source  categories:  Information  contained  in  the  folder  is 
obtained  from  the  employee’s  previous  employer,  educational  in¬ 
stitution,  trade  associations,  references  and  others  who  would  have 
knowledge  of  the  employee’s  skills  or  employment  characteristics 
and  papers  originating  with  the  activity  during  the  employee’s  work 
history. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S672.70DLA-X 

System  name:  672.70  Dependents  Travel 
System  location:  Transportation  Officer  or  Civilian  Personnel  Of¬ 
ficer  (CPO)  Et  Primary  Level  Field  Activities  (PLFA) 

Categories  of  individuals  covered  by  the  system:  Dependents  of 
civilian  personnel  authorized  travel  to  new  duty  station 
Categories  of  records  in  the  system:  Documents  relating  to  ar¬ 
rangements  for  movements  of  dependents  such  as  applications  for 
transportation,  and  authorizations  to  obtain  passports,  and  port 
calls. 

Authority  (or  nuintenance  of  the  system:  SUSC  3724  SUSC  3724, 
Relocation  expenses  of  employees  transferred  or  reempluyed 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Information  is  main¬ 
tained  and  used  by  Agency  personnel  to  ensure  completion  of  pre¬ 
travel  arrangements,  satisfactory  conclusion  of  travel  to  new  duty 
stations  and  for  preparation  of  statistical  reports.  Non-government 
personnel-applications  for  visas  are  forwarded  to  appropriate 
foreign  country  Embassies. 

Policies  and  practices  (or  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 

Retrievability:  Filed  numerically  by  Travel  Order  (TO)  number 
Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
Agency  personnel 

Retention  and  disposal:  Records  are  destroyed  after  two  years 
System  manager(s)  and  address:  Staff  Director,  Administration, 
Defense  Logistics  Agency  and  Transportation  Officer  or  CPO, 
PLFA 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  SYSMANAGER.  Individual  must  provide 
full  name,  TO  number,  and  name  of  DLA  activity  from  which 
travel  was  initiated. 

Record  access  procedures:  Official  mailing  addresses  of 
SYSMANAGER  are  in  the  Department  of  Defense  Directory  in  the 
appendix  to  the  DLA  systems  notice.  Written  requests  for  informa¬ 
tion  should  contain  the  full  name,  current  address,  travel  orders 
numbers,  and  telephone  numbers  of  the  individual.  For  personal 
visits,  the  individu^  should  be  able  to  provide  copy  of  travel  orders 
and  some  acceptable  identification,  such  as  driver’s  license. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  (Stained  from  the  SYSMANAGER. 

Record  source  categories:  Individual  employee  concerned  and  ser¬ 
vicing  civilian  personnel  officer. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S690.10DLA-W 

System  name:  690.10  Individual  Vehicle  Operators  File 
System  location:  Decentralized:  At  all  Primary  Level  Field  Activi¬ 
ties  (PLFAs)  which  issue  vehicle  operator’s  Identification  Cards 
O.D.):  Heads  of  PLFAs. 

Categories  ot  individuals  covered  by  the  system:  All  persons  for 
whom  Defense  Lomstics  A^ncy  (DLA)  has  issued  permits  to 
operate  motor  vehiews  or  equipment. 

Categories  of  records  in  the  system:  Applications  for  identification 
cards  which  may  include  personal  data  a^  the  following:  State  and 
number  of  currently  valid  license;  list  of  arrests  or  summonses  for 
violation  of  motor  vehicle  laws  (excluding  parking  violations)  and 
convictions,  if  any;  suspensions  or  revocations  of  his  state  license 
or  identification  card  within  the  past  five  years;  and  any  motor 
vehicle  accidents  within  the  past  five  years.  Standard  Form  47  and 
other  related  papers. 

Authority  (or  maintenance  of  the  system:  Federal  Property  and 
Administrative  Services  Act  of  1949,  as  amended  (40  USC  471); 
Federal  Personnel  Manual,  Chapter  930. 
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Roatiac  uct  of  records  ouintafaied  in  the  system,  lncliidtn(  ente^o- 
rics  of  nsers  and  the  purposes  of  such  nses:  Records  are  maintains 
and  used  by  DLA  officials  to  determine  an  individual's  qualifica¬ 
tions  and  fitness  to  operate  government  vehicles  and/or  equipment. 
Referral  to  local,  state,  and  federal  law  enforcement  agencies  and 
courts  for  use  during  investigations  and  court  proceedings. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabetically  by  name  and  social  security 
number. 

Safeguards:  Records  are  accessible  only  to  DLA  officials. 

Retentioo  and  tUsposal:  Records  are  destroyed  3  years  after  the 
individual’s  termination  or  transfer  or  ^ter  cancellation  of 
authorization. 

System  managrrfs)  and  address:  Heads  of  PLFAs. 

Notifkatioo  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  name  of  DLA  activity  at  which  licensing  oc¬ 
curred;  or  if  individual  is  or  was  a  DLA  employee,  name  of  em¬ 
ploying  activity  is  also  required. 

Record  access  procedures:  Official  mailing  addresses  of 
SYSMANAGERS  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Written  requests  for  information  should  con¬ 
tain  the  full  name,  current  address  and  telephone  numbers  of  the 
individual.  For  personal  visits,  the  individual  should  be  able  to  pro¬ 
vide  some  acceptable,  identification,  that  is,  driver’s  license,  em¬ 
ploying  office  kkntificatioa  card,  and  give  some  verbal  information 
that  co^  be  verified  from  his  file. 

Contesting  record  procednres:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  obtained  from  the  SYSMANAGER. 

Record  aonrcc  categories:  State  driver’s  licenses.  Standard  Forms 
47  and  48,  court  records,  supervisors,  and  related  documents. 

Systems  exempted  from  certain  provisioiiB  of  the  act:  None 
S810.50  DLA-P-1 

System  nauM:  810.50  Contracting  Officer  Files 

Systi»  location:  Director  of  Procurement,  Headquarters  Defense 
Logistics  Agency  (HQ  DLA),  and  Heads  of  DLA  Primary  Level 
Field  Activities. 

Categories  of  individuals  covered  by  the  system:  AU  Present  and 
Former  Contracting  Officers. 

Categories  of  records  in  the  system:  DLA  Headquarters  •  Con¬ 
tracting  Officer  Ortificate  of  Appointments;  Contracting  Officer 
Appointment  Documentation  Sheet  (contains  information  on  educa¬ 
tion,  training  and  experience).  Field  Activities  -  Resumes, 
references  and  records  of  training  necessary  to  support  the  appoint¬ 
ment  of  each  contracting  officer.  Summary  of  each  Contracting  Of¬ 
ficer’s  proficiency  and  evaluation  of  performance  for  the  twelve 
(12)  months  preceding  supplied  by  the  employing  procurement  divi¬ 
sion.  Comments  and  recommendations  of  the  Contracting  Officer 
Review  Board  on  continuing  the  warrants  of  each  reviewed  Con- 
Uacting  Officer. 

Authority  for  mainteiiaiicc  of  the  system:  10  USC  2302,  Armed 
Services  Ftocurement  Regulation  l-405-2(b)  and  Defense  Logistics 
Procurement  Regulation  1-405. 2(b).  The  Office  of  each  appointing 
authority  shall  nmintain  a  file  containing  all  documents  (such  as 
resumes,  references,  and  records  of  training)  necessary  to  support 
the  appointment  of  each  contracting  officer. 

Routine  nses  ol  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  DLA  Headquarters  - 
Provide  a  current  profile  of  contracting  offiders.  Field  Activities  - 
Necessary  to  maintain  an  active,  centralized  control  over  the  is¬ 
suance  of  Contracting  Officer  warrants.  This  file  serves  as  the 
source  for  historical  i^ormation  on  each  Contracting  Officer  which 
IS  essential  for  annual  reviews  of  performance.  It  is  also  a  registry 
for  the  quantity  of  warrants  and  t^ir  distribution.  The  information 
is  used  by  the  members  of  the  Contracting  Officer  Review  Board, 
at  activities  where  they  exist,  to  perform  their  function  of  advising 
and  recommending  to  the  Commander  the  issuance  or  termination 
of  warrants. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Ston^:  Paper  records  in  file  folders,  and  loose  leaf  binders. 


Retrievability:  Filed  by  organ^tional  activity  and  alphabetically 
by  last  luune  of  Contracting  Officer.  Chronological  actions  by  Con¬ 
tracting  Officer  Review  Board  are  filed  in  separate  folders. 

Safeguards:  Records  are  maintained  in  an  area  accessible  only  to 
OfHce  of  Procurement  Policy  Personnel 

Retention  and  disposal:  Documents  relating  to  and  reflecting  the 
designation  of  Contracting  OFFICERS  AND  TERMINATIONS  OF 
SUCH  DESIGNATIONS  (Designating  Office  •  Destroy  6  years 
after  termination  of  appointment  Others  -  Destroy  upon  termina¬ 
tion  of  appointment.) 

System  managrr(s)  and  addreaK  Executive  Director,  Directorate 
of  ^ocurement  DLA  and  Heads  of  PLFAs. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  name  of  DLA  activity  at  which  employed. 

Record  access  procedures:  Official  mailing  address  of 
SYSMANAGER  are  in  the  DoD  Directory  in  the  appendix  to  the 
DLA  systems  notice.  Requests  should  contain  the  full  name,  cur¬ 
rent  address  and  telephone  number  of  the  individual.  For  personal 
visits,  the  individual  should  be  able  to  provide  some  acceptable 
identification,  that  is  driver’s  Ucence,  or  DLA  identification  card,  -o 

Contesting  record  procedmes:  The  Agency’s  rules  for  contesting 
contents  may  be  obtained  from  the  SYSMANAGER. 

Record  source  categories:  Employee’s  supervisors.  Contracting 
Officer  Review  Board. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
S8S0.10DLA-Q  1 

System  name:  850.10  (>iality  Assurance  Activity  Certification  Re¬ 
port 

System  location:  Primary  System  -  Computer  tape  in  the  library 
of  each  Defence  Contract  Administration  devices  Region 

(DCASR).  Decentralized  segments  -  Print-outs  of  all  or  part  of  this 
record  may  be  maintained  by  the  DCASR  (Quality  Assurance 
Directorate,  Defense  Contract  Administration  Services  District 
(DCAS),  Defense  Contract  Administration  Services  Office 

(DCASO)  where  individual  is  assigned.  The  official  mailing  ad¬ 
dresses  of  the  organization  cited  are  contained  in  the  Department 
of  Defense  Directory  in  the  Appendix  to  the  Defense  Logistics 
AgeiKy  system  of  records  notice. 

Categories  of  individnals  covered  by  the  system:  Applies  to  all 
DCASR  QA  personnel  involved  in  Procurement  CNaUty  Assurance 
(PQA)  functions  at  each  DCASR 

Categorim  of  records  in  the  system:  The  system  contains  name, 
grade  and  step,  organization  as^ment,  type  of  position,  length  of 
service  information,  certifications  awarded,  technical  courses 
completed,  courses  for  which  the  irulividual  has  been  nominated 
and  special  qualifkatioas  as  appropriate. 

The  file  is  created  and  rruiintaiiied  during  the  employee  tenure  in 
DCASR  (Quality  Assurance  and  is  deleted  when  his  employment  is 
terminated  or  upon  transfer  to  another  govenunent  agetKy. 
CThanges  are  made  as  courses  are  completed  <»'  specific  goals  are 
met  requiting  a  file  update. 

Authority  for  maintenance  of  the  system:  Title  5,  USC  4103 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  nses:  Inforntation  is  mam- 
tained  for  purposes  of  determining  training  requirements,  training 
costs,  qualifications  for  certification  in  various  conunodity  fields 
and  records  of  those  certified  in  various  corrunodity  fields.  The  in¬ 
formation  is  used  by  the  first  line  supervisor  in  determining  the 
need  for  training  consistent  with  the  individuals  past  experience 
and  the  current  p>als  or  needs  ci  the  DCASR  orgamzation. 

The  DCASR  Training  Coordinator  uses  the  information  in  sum¬ 
mary  form  to  justify  the  need  and  priority  for  training. 

liidividual  data  is  used  only  at  the  DCASR. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retainiag, 
and  disporing  of  records  In  the  system:  - 

Storage:  Magnetic  tape  in  the  computer  tape  library. 

Retrievability:  FQed  by  person  code  assigned  to  each  individual. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
E)CASR  personnel.' 

Retentioo  and  dispaaai:  Records  are  destroyed  after  two  years. 

System  managers)  and  address:  DCAS  (Quality  Assurance  Staff 
Development  Office  (DQADO) 
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Nottficatkm  procedure:  Written  or  personal  requests  for  informa¬ 
tion  mav  be  directed  to  the  SYSMANAGER.  Individual  must  pro¬ 
vide  full  name  and  person  code  if  known. 

Record  access  procedures:  Official  mailing  addresses  are  in  the 
DoD  directory  in  the  Appendix  to  the  DLA  systems  notice.  Written 
requests  for  information  should  contain  the  full  name,  person  code 
and  telephone  number  of  the  individual.  For  personal  visits  the  in¬ 
dividual  should  have  their  DLA  identification  card.  The  system  pro¬ 
vides  a  report  of  data  by  individual.  A  copy  of  the  report  is  availa¬ 
ble  to  the  individual  through  his  supervisor.  When  a  change/  update 
has  been  made  to  the  computer  file,  an  updated  version  of  the  in¬ 
dividual  file  is  distributed  to  the  individual,  the  appropriate  super¬ 
visor  and  the  training  coordinator. 

Coutesting  record  procedures:  The  agency's  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  by  be  obtained  from  the 
SYSMANAGER. 

Record  source  categories:  Employees  supervisor,  college  and 
technical  school  staffs  for  course  contents  and  government  training 
school  personnel  and  record. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
S850.10DLA-Q  2 

System  name:  850.10  Monthly  Quality  Assurance  Activity  Report  by 
Person 

System  location:  Primary  System  -  Computer  tape  in  the  tape 
library  of  each  Defense  Contract  Administration  ^rvices  Region 
(DCASR).  Decentralized  segments  •  print-outs  of  all  or  part  of  this 
record  may  be  maintained  by  the  DCASR  Quality  Assurance 
Directorate,  Defense  Contract  Administration  Services  District 
(DCASD),  Defense  Contract  Administration  Services  Office 
(DCASO),  where  individual  is  assigned.  The  official  mailing  ad¬ 
dresses  of  the  organization  cited  are  contained  in  the  Department 
of  Defense  Directory  in  the  Appendix  to  the  Defense  Logistics 
Agency  system  of  records  notice.  ' 

Categories  of  individuals  covered  by  the  system:  All  Quality  As¬ 
surance  personnel  performing  PQA  functions  at  contractor  facili¬ 
ties. 

Categories  of  records  in  the  system:  Record  of  hours  devoted  by 
an  individual  person  performing  Procurement  Quality  Assurance 
(PQA)  functions  in  the  contractor's  plant.  Record  may  include 
specific  categories  of  effort  in  PQA  as  well  as  count  of  actions, 
contract  count  and  dollar  value  of  contracts  received,  completed 
and  shipments. 

Authority  for  maintenance  of  the  system:  Title  S,  USC  4103 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  information  is  used 
by  the  first  line  supervisor  to  determine  how  direct  labor 
(individual)  effort  is  distributed  for  the  purpose  of  evaluating  mis¬ 
sion  effectiveness  and  performance.  The  individual  data  is  used 
only  within  the  DCASR  and  its  subordinate  activities. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dispoang  of  records  in  the  system: 

Storage:  Magnetic  tape  in  the  computer  tape  library,  printed  co¬ 
pies  in  the  DCASR,  District,  DCASO  offices. 

Retrievability:  Printed  reports  may  be  filed  by  person  code  under 
the  Division,  Branch  and  Section  to  which  facilities  or  personnel 
are  assigned. 

Safeguards:  Records  are  maintained  in  areas  accessible  only  to 
DCASR  personnel. 

Retention  and  disposal:  Destroy  records  after  two  years. 

System  managerfs)  and  address:  Plans  and  Systems  Mgmt  Divi¬ 
sion  (DLA-QR) 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  mav  be  directed  to  the  SYSMANAGER.  Ii^vidual  must  pro¬ 
vide  full  name,  person  code.  Division  and  Branch  assigment. 

Record  access  procedures:  Official  mailing  addresses  are  in  the 
DoD  directory  in  the  appendix  to  the  DLA  systems  notice.  Written 
requests  for  information  should  contain  the  full  name,  person  code 
and  telephone  number  of  the  individual.  For  personal  visits  the  in¬ 
dividual  should  have  his/her  DLA  identification  card. 

The  system  provides  for  a  monthly  report  in  summary  form  by 
individual  of  aill  data/information  reported  during  the  month.  The 
individual  normally  receives  a  copy  of  this  data  through  superviso¬ 
ry  channels. 


Contcstiim  record  procedures:  The  agency's  rules  for  access  to 
records  and  for  contesting  contents  ana  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Record  source  categories:  The  source  of  the  data/information  is 
the  individual.  No  other  source  is  used. 

Systems  exempted  from  certain  proviskms  of  the  act:  None 
S866.15DPSC 

System  name:  866.15  Manufacturing  Payroll  System;  Weekly  Piece 
Work 

System  locatkm:  Defense  Personnel  Support  Center  (DPSC), 
Philadelphia,  Pa. 

Categories  of  individuals  covered  by  the  system:  Current  and 
former  civilian  personnel  who  have  been  paid  by  the  manufacturing 
payroll  system. 

Categories  of  records  in  the  system:  Records  are  maintained  for  all 
data  wluch  affect  an  employee's  pay,  deductions,  employer  con¬ 
tributions,  leave  and  retirement. 

Authority  for  maintenance  of  the  system:  5  USC  Ch.  53,  Pay  Rates 
&  Systems,  10  USC  136. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposm  of  such  uses:  Information  is  main¬ 
tained  for  purposes  of  affecting  the  weekly  pay.  INFORMATION 
IS  USED  BY  Agency  supervisors  and  managers  -  to  determine 
leave  usage,  manpower  allocations  and  labor  distribution.  Payroll 
office  -  to  compute  and  control  payroll.  Personnel  office  -  to  deter¬ 
mine  leave  usage  and  changes  that  affect  an  employee's  pay. 
Security  office  -  to  determine  location  of  employees.  Disbursing  of¬ 
fice  •  to  determine  the  distribution  of  checks  and  bonds.  Financial 
Institutions  -  to  determine  disposition  of  net  pay  or  allotments  of 
pay.  Treasury  Department  -  to  determine  registration  of  bonds  and 
federal  tax  allocation.  Unions,  charities,  and  insurance  organiza¬ 
tions  -  to  determine  participation  in  these  organizations.  Civil  Ser¬ 
vice  Commission  -  to  determine  status  of  employee  and  for  disposi¬ 
tion  of  retirement  records.  State  and  local  tax^  authorities  -  to 
determine  tax  liability.  Non-govemment  organizations  -  to  verify 
employment  and  credit  data  furnished  to  financial  institutions  by 
employee.  Bureau  of  Employment  Compensation  -  to  process  em¬ 
ployee  disability  claims.  State  employment  offices  •  to  submit  data 
for  unemployment  compensation.  Local  courts  -  to  determine 
disposition  of  pay  withheld  for  garnishment  of  wages. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Ms^netic  tape,  disc  pack,  computer  paper  printouts, 
paper  records  in  file  folders. 

Retrievability:  Records  are  maintained  in  alphabetical  and  em¬ 
ployee  number  order. 

Safeguards:  Access  to  mechanical  records  is  limited  to  authorized 
DPSC  data  systems  personnel.  All  other  records  are  maintained  in 
areas  accessible  only  to  office  personnel. 

Retention  and  disposal:  Records  are  retained  18  months  to  3  years 
after  their  active  termination  of  employment. 

System  managerfs)  and  address:  Chief,  Accounting  and  Finance 
Division,  Office  of  Comptroller  DPSC. 

Notification  procedure:  Written  or  personal  requests  for  informa¬ 
tion  may  be  directed  to  the  SYSMANAGER. 

Record  access  procedures:  Written  requests  must  contain  the  full 
name  and  social  security  number  of  the  employee.  Employees  mak¬ 
ing  a  personal  request  must  present  identification;  i.e.,  employee 
badge,  driver's  license,  etc.  Official  mailing  addresses  are  in  the 
Department  of  Defense  directory  in  the  appendix  to  the  DLA 
system  of  record  notices. 

Contesting  record  procedures:  The  agency's  rules  for  contesting 
contents  and  appealing  initial  determinations  by  the  individual  con¬ 
cerned  may  be  c^tain^  from  the  SYSMANAGER. 

Record  source  categories:  Employee's  supervisors,  civilian  per¬ 
sonnel  offices,  financial  institutions,  local  courts,  other  govenunent 
agencies. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
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Cameron  Station,  Alexandria,  Virginia  22314 
Special  Assistant  for  Con^ression^  Affairs 
Special  Assistant  for  Public  Affairs 
Inspector  General 
Counsel 

Assistant  Director,  Plans,  Programs,  and  Systems 
Comptroller 

Command  Security  Officer 

Staff  Director,  Administration 

Staff  Director,  Civilian  Personnel 

Staff  Director,  Installations  and  Services 

Staff  Director,  Management  Review 

Staff  Director,  Military  Personnel 

Executive  Director,  Procurement 

Executive  Director,  Supply  Operations 

Executive  Director,  Technical  and  Logistics  Services 

Executive  Director,  Contract  Administration 

Executive  Director,  Industrial  Security 

Office  of  Plans  and  Management 

Executive  Director,  Production 

Executive  Director,  Quality  Assurance 

Executive  Directors,  Contractor  Employment  Compliance 

DEFENSE  LOGISTICS  AGENCY  PRIMARY  LEVEL 
FIELD  AC'TIVmES  (Alphabetically  by  State) 
CALIFORNIA 

Defense  Contract  Administration 
Services  Region,  Los  Angeles 
1 1099  South  La  Cienega  Blvd. 

Los  Angeles,  California  90045 
Defense  Depot  Tracy 
S.  Chrisman  Road 
Tracy,  California  95376 

GEORGIA 

Defense  Contract  Administration 
Services  Region,  Atlanta 
805  Walker  Street 
Marietta,  Georgia  30060 

ILLINOIS 

Defense  Contract  Administration 
Services  Region,  Chicago 
O-Hare  International  Airport 
6400  North  Mannheim  Road 
P.O.  Box  66475 
Chicago,  Illinois  60660 

MASSACHUSETTS 

Defense  Contract  Administration 
Services  Region,  Boston 

666  Summer  Street,  Boston,  Massachusetts  02210 

MICHIGAN 

Defense  Logistics  Service  Center 
Federal  Center 
Battle  Creek,  Michigan  49016 
Defense  Property  Disposal  Service 
Federal  Center 
Battle  Creek,  Michigan  49016 

MISSOURI 

Defense  Contract  Administration 
Services  Region,  St.  Louis 
1136  W’ashii^ton  Avenue 
St.  Louis,  Missouri  63101 

NEW  YORK 

Defense  Contract  Administration 
Services  Remon,  New  York 
60  Hudson  Street 
New  York,  New  York  10013 

OHIO 

Defense  Contract  Administration 
Services  Remon,  Cleveland 
Anthony  J.  Celebrezze  Federal  Building 
1240  East  Ninth  Street 


Cleveland,  Ohio  44199 
Defense  Construction  Supply  Center 
Columbus,  Ohio  43215 
E)efense  Industrial  Security  Clearance  Office 
P.O.  Box  2499 
Columbus,  Ohio  43216 
Defense  Electronics  Supply  Center 
1507  Wilmington  Pike,  liayton,  Ohio  45444 
Defense  Automatic  Addressing  System  Office 
Gentile  Air  Force  Station 
Dayton,  Ohio  45444 

PENNSYLVANIA 

Defense  Depot  Mechanicsburg 
Mechanicsburg,  Pennsylvania  17055 
Defense  Contract  Administration 
Services  Region,  Philadelphia 
P.O.  Box  7478 

Philadelphia,  Pennsylvania  19101 
Defense  Industrial  Supply  Center 
700  Robbins  Avenue 
Philadelphia,  Pennsylvania 
19111 

Defense  Personnel  Support  Center 
2800  South  20th  Street 
Philadelphia,  Pennslyvania 
19101 

TENTVESSEE 

Defense  Depot  Memphis 
2163  Airways  Boulevard 
Memphis,  Tennessee  381 14 
Defense  Industrial  Plant 
Equipment  Center 
Memphis,  Tennessee  381 14 

TEXAS 

Defense  Contract  Administration 
Services  Region,  Dallas 
500  South  Ervay  Street 
Dallas,  Texas  75201 

UTAH 

Defense  Depot  Ogden 
Ogden,  Utah  84407 

VIRGINIA 


DEFENSE  INVESTIGATIVE  SERVICE 


REQUESTING  RECORDS 

Records  are  retrieved  by  name  or  by  some  other  personal  identi¬ 
fier.  It  is  therefore  especially  important  for  exp^tious  service 
when  requesting  a  record  that  particular  attention  be  provided  to 
the  Notification  and/ur  Access  Procedures  of  the  particular  record 
system  involved  so  as  to  funush  the  required  personal  identifiers, 
or  any  other  pertinent  personal  information  as  may  be  required,  to 
locate  and  retrieve  the  record. 

BLANKET  ROUTINE  USES 

Certain  blanket  ’routine  uses’  of  the  records  have  been 
established,  that  are  applicable  to  every  record  system  maintained 
within  the  Department  of  Defense,  unless  specif i(^y  stated  other¬ 
wise  within  a  particular  record  system.  These  additional  blanket 
routine  uses  of  the  records  are  published  below,  only  once  in  the 
interest  of  simplicity,  economy  and  to  avoid  r^undancy,  before 
the  individual  record  system  iwtices  begin  rather  than  repeating 
them  in  every  individual  record  system. 

ROUTINE  USE  -  LAW  ENFORCEMENT 

In  the  event  that  a  system  of  records  maintained  by  this  com¬ 
ponent  to  carry  out  its  functions  indicates  a  violation  or  potential 
violation  of  law,  whether  civil,  criminal  or  regulatory  in  nature,  and 
whether  arising  by  general  statute,  or  by  regulation,  rule  or  order 
issued  pursuant  thereto,  the  relevant  records  in  the  system  of 
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PRIVACY  ACT  ISSUANCES 


records  may  be  referred,  as  a  routine  use,  to  the  appropriate  agen¬ 
cy.  whether  federal,  state,  local  or  foreign,  charged  with  the 
responsibility  of  investigating  or  prosecuting  such  violation  or 
chvged  with  enforcing  or  implementing  the  statute,  rule,  regulation 
or  o^r  issued  pursuant  thereto. 

ROUTINE  USE  -  DISCLOSURE  WHEN 
REQUESTING  INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  a  federal,  state  or  local  agency 
maintaining  civil,  criminal  or  other  relevant  enforcement  informa¬ 
tion  or  other  pertinent  information,  such  as  current  licenses,  if 
necessa^  to  obtain  information  relevant  to  a  component  decision 
concerning  the  hiring  or  retention  of  an  employee,  the  issuance  of  a 
security  clearaiKe,  the  letting  of  a  contract,  or  the  issuance  of  a 
license,  grant  or  other  benefit. 

ROUTINE  USE  -  DISCLOSURE  OF  REQUESTED 
INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  to  a  federal  agency,  in  response  to  its  request,  in 
connection  with  the  hiring  or  retention  of  an  employee,  the  is¬ 
suance  of  a  security  clearance,  the  reporting  of  an  investigation  of 
an  employee,  the  letting  of  a  contract,  or  the  issuance  of  a  license, 
grant,  or  other  benefit  by  the  requesting  agency,  to  the  extent  that 
the  information  is  relevant  and  necessary  to  the  requesting  agency’s 
decision  on  the  matter. 

ROUTINE  USE  -  CONGRESSIONAL  INQUIRIES 

Disclosure  from  a  system  of  records  maintained  by  this  com¬ 
ponent  may  be  made  to  a  congressional  office  from  the  record  of 
an  individual  in  response  to  an  inqu^  from  the  congressional  of¬ 
fice  made  at  the  request  of  that  individual. 

ROUTINE  USE  WITHIN  THE  DEPARTMENT  OF 
DEFENSE 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  other  components  of  the  De¬ 
partment  of  Defense  if  necessary  and  relevant  for  the  performance 
of  a  lawful  function  such  as,  but  not  limited  to,  personnel  actions, 
personnel  security  actions  and  criminal  investigations  of  the  Com¬ 
ponent  requesting  the  record. 

ROUTINE  USE  -  PRIVATE  RELIEF  LEGISLATION 

Relevant  information  contained  in  all  systems  of  records  of  the 
Department  of  Defense  published  on  or  before  August  22,  1975, 
will  be  disclosed  to  the  Office  of  Management  and  Budget  in  con¬ 
nection  with  the  review  of  private  relief  legislation  as  set  forth  in 
OMB  Circular  A-19  at  any  stage  of  the  legislative  coordination  and 
clearance  process  as  set  forth  in  that  Circular. 

ROUTINE  USE  -  DISCLOSURES  REQUIRED  BY 
INTERNATIONAL  AGREEMENTS 

A  record  from  a  system  of  records  maintained  by  this  Com>- 
ponent  may  be  disclos^  to  foreign  law  enforcement,  security,  in¬ 
vestigatory,  or  administrative  authorities  in  order  to  comply  with 
requirements  imposed  by,  or  to  claim  rights  conferred  in  interna¬ 
tional  agreements  and  arrangements  including  those  regulating  the 
stationing  and  status  in  foreign  countries  of  Department  of  Defense 
military  and  civilian  personnel. 

ROUTINE  USE  -  DISCLOSURE  TO  STATE  AND 
LOCAL  TAXING  AUTHORITIES 

Any  information  normally  contained  in  IRS  Form  W-2  which  is 
maintiuned  in  a  record  from  a  system  of  records  maintained  by  this 
Con^wnent  may  be  disclosed  to  State  and  local  taxing  authorities 
with  which  the  Secretary  of  the  Treasury  has  entered  into  agree¬ 
ments  pursuant  to  Title  5,  U.S.Code,  Sections  5516,  5517,  5520,  and 
only  to  those  State  and  local  taxing  authorities  for  which  an  em¬ 
ployee  or  military  member  is  or  was  sub^t  to  tax  regardless  of 
whether  tax  is  or  was  wit^eld.  This  routine  use  is  in  accordance 
with  Treasury  Fiscal  Requiie|fnents  Manual  Bulletin  Nr.  76-07. 

ROUTINE  USE  •  DISCLOSURE  TO  THE  U^.  CIVIL 
SERVICE  COMMISSION 

A  record  from  a  system  of  records  subject  to  the  Privacy  Act 
ami  maintained  by  this  component  may  be  disclosed  to  the  Civil 
Service  Commisnon  concerning  information  on  pay  and  leave. 


benefits,  retirement  deductions,  and  any  other  information  necessa¬ 
ry  for  the  Commission  to  carry  out  its  legally  authorized  Govern¬ 
ment-wide  personnel  management  functions  and  studies. 

ROUTINE  USE  -  DISCLOSURE  OF  INFORMATION 
TO  NARS  (GSA) 

A  record  from  a  system  of  records  maintained  by  this  com¬ 
ponent  may  be  disclosed  as  a  routine  use  to  the  National  Archives 
and  Records  Service  of  the  General  Services  Administration  in 
records  management  inspections  conducted  under  authority  of  44 
U.S.C.  2904  and  2906. 


Vl-01 

System  name:  Vl-01  Privacy  and  Freedom  of  Information  Request 
Records 

System  locatioa:  Office  of  the  Assistant  for  Information  (D0020), 
Defense  investigative  Service,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Categories  of  indisiduals  covered  by  the  system:  Individuals  who 
have  submitted  or  were  the  subjects  of  requests  under  5  U.S.C.  552 
and  552a. 

Categories  of  records  in  the  system:  Copies  of  all  correspondence 
with  requesters  or  pertaining  to  requests  for  information  released  or 
withheld;  summaries,  and  logs  of  actions  taken  regarding  requests. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301,  Depart¬ 
mental  Regulations 

5  U.S.C.  552  as  amended  by  P.  L.  93-502,  Freedom  of  Informa¬ 
tion  Act. 

5  U.S.C.  552a  (P.L.  93-579)  Privacy  Act  of  1974. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purposes  for  which  in¬ 
formation  is  maintained: 

To  permit  responses  to  individual  requests. 

To  document  actions  taken  for  agency  use  in  subsequent 
requests,  appeals,  or  litigation. 

To  provide  a  basis  for  reports  required  by  the  laws  and  imple¬ 
menting  directives. 

To  correct  or  amend  investigative  or  other  records.  Categories  of 
Users  and  specific  uses  are:  DIS  Assistant  for  Information,  action 
officers,  leg^  and  appeal  officials  for  the  uses  described  above. 

Action  officers  of  other  agencies  when  coordination  or  referral  is 
necessary  for  the  purposes  listed  above. 

DIS  investigative  control  personnel  when  the  release  of  informa¬ 
tion  may  have  an  impact  on  investigative  activities,  or  where  in¬ 
vestigative  activity  is  necessary  to  verify  assertions  of  the 
requester,  or  obtain  permission  for  release  of  identification  of 
sources. 

Policks  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 

Retrievability:  Information  is  retrieved  by  the  name  of  the  sub¬ 
ject  of  the  request. 

Safeguards:  Records  are  maintained  in  security  containers  and 
only  personnel  who  have  a  need  to  know  the  information  are  per¬ 
mitted  access. 

Retention  and  disposal:  A  log  entry  is  made  and  a  file  folder 
established  upon  the  receipt  of  each  request.  Copies  or  summaries 
of  key  documents  are  retained  for  as  long  as  released  material  is 
retain^. 

System  managerfs)  and  address:  The  DIS  Assistant  for  Informa¬ 
tion  at  the  address  listed  under  location. 

Notification  procedure:  Requests  should  be  addressed  to  the 
SYSMANAGEK.  The  full  name,  date  and  place  of  birth.  Social 
Security  Number  and  the  approximate  date  of  earlier  requests  are 
necessary  for  retrieval  of  information.  The  Office  of  the  Assistant 
for  Information,  Defense  Investigative  Service  (D0020),  ROOM 
2H043,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314  may 
be  visited  by  personnel  maldng  inquiries  regarding  this  system.  A 
check  of  personal  identification  will  be  required  of  all  visitors  mak¬ 
ing  inquiries  for  personal  records.  ' 

Record  acoem  procedures:  Access  may  be  obtained  through  the 
SYSMANAGER  at  the  address  previously  listed. 

Contcsdiig  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  SYSMANAGER. 
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Record  tourcc  categories:  Information  in  this  system  is  obtained 
from  requesters,  from  other  federal  agencies  with  collateral  interest 
in  a  request,  and  from  records  which  were  the  subject  of  requests. 

Systenu  exempted  from  certain  provisioas  of  the  act:  Information 
in  this  system  may  identify  all  or  portions  of  records  previously 
withheld  in  accord^ce  with  the  exemptions  of  S  U.S.C.  SS2(b)  or  5 
U.S.C.  SS2a(j)  or  (k).  Any  such  exemptions  will  continue  on 
requests  of  this  system  submitted  under  the  same  taw. 

Vl-02 

System  name:  Vl-02  DIS  Personnel  Locator  System 

System  location:  Primary  System-  Administrative  Division, 
Directorate  of  Logistics  and  Services  (D014S),  Defense  Investiga¬ 
tive  Service,  Forrestal  Bldg.,  1000  Independence  Ave.,  S.W., 
Washington,  DC 

Decentralized  Segments  -  Field  units  including  centers. 

Categories  of  individuals  covered  by  the  system:  Military  and 
civilian  personnel  assigned  or  attached  to  DIS. 

Categories  of  records  in  the  system:  Primary  system  contains 
DISHQ  Form  4,  DIS  Locator  Card.  Field  unit  decentralized  seg¬ 
ments  include  DISHQ  Form  4  or  optional  documents  reflecting  Um 
required  information. 

Authority  for  maintenance  of  the  system:  S  U.S.C.  301,  DoD 
Directive  5105.42,  and  DIS  Regulation  1-10. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purposes: 

Records  are  used  to  maintain  a  locator  system  of  all  personnel 
assigned  to  the  Defense  Investigative  Service. 

Users: 

Records  are  used  by  administrative  personnel  and  supervisors  in 
headquarters  and  field  units. 

Uses: 

To  determine  current  assignment  of  DIS  personnel. 

As  an  aid  in  distributing  communications  addressed  to  in¬ 
dividuals.' 

To  make  and  to  verify  entries  in  required  personnel  rosters, 
directories,  and  listings  subject  to  certain  restrictions* placed  on  the 
information  by  the  individuals  concerned. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  dispasing  of  records  in  the  system: 

Storage:  Paper  records. 

Retrievahility:  Filed  alphabetically  by  last  name. 

Safeguards:  Filed  in  security  containers  or  locked  file  cabinets, 
accessible  only  to  authorized  personnel  that  clearly  have  a  need  to 
know  the  information. 

Retention  and  d^wsal:  Records  remain  in  the  active  file  until  de¬ 
parture  of  the  individual,  when  they  are  placed  in  the  inactive  file 
and  destroyed  after  one  year. 

System  managerfs)  and  address:  Chief,  Administrative  Division 
(D0145),  Defense  Investigative  Service,  Forrestal  Bldg,  1000  Inde¬ 
pendence  Ave.,  S.W.,  Washington,  DC  20314. 

Notification  procedure:  Information  may  be  obtained  from  the  pri¬ 
mary  system  by  contacting  the  SYSMANAGER.  Information  re¬ 
garding  decentralized  segments  may  be  obtained  from  the  field  unit 
maintaining  portions  of  these  records. 

Record  access  procedures:  Access  to  any  records  maintained  as  a 
part  of  this  system  may  be  obtained  from  the  DISHQ  or  field  unit 
maintaining  them. 

Contesting  record  procedures:  While  not  considered  applicable, 
DIS  rules  are  describ^  in  DISR  28-4. 

Record  source  categories:  Only  the  individual  on  whom  records 
are  maintained. 

Systems  exempted  from  certain  provisions  of  the  act:  None. 

V2-01 

System  name:  V2-01  Inspector  General  Complaints 

System  location:  Office  of  the  Inspector  General,  Defense  In¬ 
vestigative  Service,  (DOOlO),  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Categories  of  individuals  covered  by  the  system:  Past  and  present 
civilian  employees  of  the  DIS  and  military  personnel  currently  or 
formerly  assigned  to  DIS  for  duty  who  have  made  a  complaint,  or 
requested  assistance  from  the  Inspector  General,  or  whose  com- 
plamt  or  request  has  been  referred  to  the  Inspector  General  for  ac¬ 
tion,  assistance  or  information. 


Categories  of  records  in  the  system:  Documents  which  have  been 
provide  by  individual  complainants  in  support  of  their  requests,  or 
which  have  been  provided  by  others  in  support  of,  or  in  rrauttal  to, 
these  requests,  such  as:  letters  of  reprirnand,  personal  financial 
statements,  m^cal  records,  promotion  board  actions,  travel  or¬ 
ders,  personnel  computer  printouts,  medical  bills  from  civilian 
sources,  accident  reports,  reports  of  survey,  records  of  personnel 
actions,  evaluation  reports,  efficiency  reports,  test  results,  courtesy 
letters,  letters  of  appreciation  or  commendation,  screening  board 
actions,  leave  and  earnings  statements,  movement  orders  for 
household  goods. 

Authority  for  maintenance  of  the  system:  5USC301 
DoD  Dir  5105.42  (para^ph  III  B5,  part  VI),  Charter  for  the 
Defense  Investigative  Service 

DoD  Dir  5200.26  (paragrai^  5C2),  Defense  Investigative  Program 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpoM  of  such  uses:  The  purpose  for  which 
information  in  the  system  is  collected  is  the  resolution  of  a  com¬ 
plaint,  the  redress  of  a  problem  or  to  provide  assistance. 

The  users  are:  members  of  Congress,  DIS  management  officials, 
various  service  IG  offices,  various  military  personnel  offices, 
boards,  and  record  management  offices. 

The  specific  uses  are:  to  correct  records;  take  or  recommend 
disciplinary  action;  reevaluate  or  rescind  previous  actions  or  deci¬ 
sions;  conduct  or  recommend  formal  investigations  or  inquiries; 
provide  assistance  or  guidelines  in  following  prescribed  procedures 
for  specific  problems;  and  to  provide  advice  on  how  to  obtain  ex¬ 
ception  to  policy. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 
Retrievahility:  Filed  by  name 

Safeguards:  Building  employs  security  guards.  Files  are  contained 
in  a  locked  file  safe  a!^  accessible  only  to  the  IG  staff.  Information 
from  this  record  system  is  made  available  to  other  officials  only  on 
a  need  to  know  basis. 

Retention  and  disposal:  Destroyed  after  two  years  by  pulping. 
System  managerfs)  and  address:  Inspector  General,  Defense  In¬ 
vestigative  Service,  1000  Independence  Ave.  S.W.,  Washington,  DC 
20314 

Notification  procedure:  Information  may  be  obtained  from: 
Assistant  for  formation  (D0020),  Room  2H043,  Forrestal  Build¬ 
ing,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314, 
Telephone:  Area  Code  202/693-1740 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Defense  Investigative  Service  (D0020)  Washington, 
DC  20314 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  the 
identity  of  the  DIS  element  with  which  affiliated.  Visits  are  limited 
to  the  Office  of  the  Assistant  for  Information  (D0020)  Room 
2H043,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314 
For  personal  visits,  a  check  of  personal  identification  will  be 
required. 

Contesting  record  procedures:  The  s^ncy’s  rules  for  access  to 
records  and  for  contesting  and  appeal^  initial  determinations  by 
the  individual  concerned  may  be  obtain^  from  the  Assistant  for 
Information  at  the  above  list^  address. 

Record  source  categories:  DIS  personnel  office,  consolidated 
civilian  personnel  offices,  DIS  comptroller,  military  personnel  of¬ 
fices,  military  finance  offices,  military  medical  record  repositories, 
DIS  Investigative  Files. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
V4-01 

System  name:  V4-01  Civilian  Employee  Personnel  Records 
System  location:  Civilian  Personnel  Branch  (D0154),  Defense  In¬ 
vestigative  Service,  P.O.  Box  1211  Baltimore,  MD  21203 
Civilian  Personnel  Division  (D0t51),  Defense  Investigative  Ser¬ 
vice,  1000  Independence  Ave.  S.W.,  Washington,  DC  M314.  1000 
Independence  Avenue,  Washington,  D.C.  20314. 

Categories  of  individuals  covered  by  the  system:  Civilian  em¬ 
ployees  of  the  Defense  Investigative  Service. 

Categories  of  records  in  the  system:  Permanent  and  temporary 
records  pertaining  to  the  individu^’s  employment. 

Authority  for  maintenance  of  the  system:  Executive  Order  10561 
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PRIVACY  ACT  ISSUANCES 


FPM  Supplement  990-1,  Book  III,  Parts  293  and  294 

FPM  Chapter  295 

5USC301. 

Roatbie  nacs  ol  records  maintained  in  the  system,  including  catego¬ 
ries  €i  users  and  the  purposes  of  such  uses:  USES 
Individual's  employment  history;  disclosure  for  verification  of 
personnel  information;  details  of  employee  qualifications;  eligibility 
tor  proposed  personnel  actions  or  new  employment. 

USERS 

Personnel  specialists 
Personnel  clerks 

DIS  supervisors  with  a  clear  need  for  the  information. 

Accredited  investigators  with  a  clear  need  for  the  information. 
Policies  and  practices  lor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders,  or 
5X8  cards  in  card  file  drawers 

Retrievability:  Filed  alphabetically  by  last  name  of  employee 
Safeguards:  Buildings  employ  security  guards.  Records  are  main¬ 
tained  in  locked  file  cabinets,  accessible  only  to  authorized  person¬ 
nel  that  are  properly  screened,  cleared,  and  trained. 

Retention  and  disposal:  Records  are  both  permanent  and  tempora¬ 
ry.  Permanent  records  are  transferred  to  the  National  Personnel 
Records  Center  when  no  longer  required  by  the  agency.  Temporary 
records  are  destroyed  when  the  file  leaves  the  agency,  or  when 
utility  of  the  record  is  no  longer  significant. 

System  managerfs)  and  address:  Chief,  Civilian  Personnel  Officer 
(D015I),  Civilian  Personnel  Division,  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314;  and.  Chief 
Civilian  Personnel  Branch  (D0154),  P.O.  Box  1211  Baltimore,  MD 
21203. 

Notifkatioo  procedure:  Information  may  be  obtained  from; 
SYSMANAGERS 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to;  SYSMANAGERS 

Written  requests  for  information  should  contain  the  full  name  of 
the  requesting  individual,  current  address  and  telephone  number,  if 
known,  and  the  name  of  the  individual  that  appears  on  the  desired 
file.  Visits  are  limited  to:  SYSMANAGERS  offices 
For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  i.e.,  driver's  license  or  building  pass. 

Contesting  record  procedures:  The  agency's  rules  for  access  to 
records 'and  for  contesting  contents  and  appealing  initial  determina¬ 
tion  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information,  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314 
Record  source  categories:  Previous  employers,  references,  super¬ 
visors,  U.S.  Veterans  Administration,  U.S.  Civil  Service  Commis¬ 
sion,  DIS  Civilian  Personnel  Office,  DIS  Security  Officer,  other 
Federal  agencies. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
V4-02 

System  name:  V4-02  Optional  Persoimel  Management  Records 
(OPMR) 

System  location:  Primary  System  -  Director  of  Personnel  (DOISO) 
Defense  Investigative  Service,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314  and  Civilian  Persormel  Branch,  Defense  In¬ 
vestigative  ^rvice,  P.O.  Box  1211,  Baltimore,  MD  21203 
Decentralized  Segments  -  Partial  records  are  maintained  at  staff 
directorates,  district  headquarters,  operational  centers  and  field  of¬ 
fices.  (See  DoD  appendix  for  addresses.)  « 

Categories  of  individuals  covered  by  the  system:  Military  and 
civilian  personnel  assigned  or  attached  to  DIS  and  those  being  con¬ 
sidered  for  assigrunent  or  employment. 

Cat^ories  of  records  in  the  system:  File  contains  records  which 
may  include  working  documents,  copies  of  correspondence  and 
forms  processed  in  anticipation  of,  or  during,  tour  of  duty  with  DIS 
that  relate  to  assigrunent,  security  clearance,  promotion,  duty 
status,  training,  special  duty,  retirement,  separation,  reenlistment, 
performance  appraisals,  matters  pertaining  to  military  specialty 
qualification,  marmer  of  performance,  mornle  and  discipliM,  spe- 
personnel  maruigement  and  assigrunent  factors  and  other  jper- 
soruiel  actions  that  affect  the  individuid  or  his  assigrunent  with  DIS. 
(Qualification  records,  leave  and  firumcial  documents,  and  award 


recommendations  are  also  amot^  the  items  that  may  be  included  in 
the  records.  Decentralized  portions  also  contain  emergetKy  notifi¬ 
cation  arid  locator  information,  security  clearance  data,  individual 
workload  and  productivity  measurement  records  (e.g.,  DIS  Form 
45)  not  necessarily  retain^  by  DISHQ  Persormel  Division  activi¬ 
ties. 

Authority  for  maintenance  of  the  system:  Executive  Order  10561, 

S  use  301,  DOD  Directive  5105.42,  Charter  for  the  Defense  In¬ 
vestigative  Service  (DIS),  and  other  DIS,  DOD  and  CSC  directives 
on  records  maintenance  and  disposition  ^ 

Routine  uses  of  records  maintained  in  the  nstem,  iiKluding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  PURPOSES 

Records  are  used  in  fulfill^  military  and  civilian  personnel 
management  responsibilities  in  both  field  elements  and  DIS 
headquarters. 

USERS 

Records  are  used  by  directors,  comnumders  and  supervisors  at 
the  Field  Office,  District  and  DIS  headquarters  level. 

Primary  users  are  the  Director  of  Persormel,  the  Civilian  and 
Military  Personnel  Officers  and  their  staffs,  and  the  Director,  DIS. 

USES 

To  serve  as  basis  for  recommendations  for  employment,  selec¬ 
tion,  assigniiKnt,  promotion,  awards,  training,  relief  and  disciplina¬ 
ry  actions. 

To  record  appraisals  of  performance  and  performance  ratings. 

To  record  reenlistment,  retirement,  separation  and  relief  from  ac¬ 
tive  duty  or  employment. 

To  record  information  on  qualifications,  schooling,  training,  ex¬ 
perience  and  career  programs  affecting  persormel  actions. 

To  record  morale  and  disciplinary  actions. 

To  document  completed  actions,  as  basis  for  responding  to  inqui¬ 
ries,  and  for  use  in  substantiating  and  processing  subsequent  re¬ 
lated  persormel  actions. 

Polides  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records 

Retrievability:  Filed  alphabetically  by  last  name 

Safeguards:  Records  filed  in  security  containers  or  locked  file 
cabinets,  accessible  only  to  authorized  persormel  that  clearly  have  a 
need  to  krmw  the  information. 

Retention  and  disposal:  DocurtKnts  in  each  record  are  retained 
for  one  calendar  year  following  year  in  which  individual  dep^ed 
DIS  and  then  destroyed,  unless  earlier  destrtiction  is  prescribed. 
Manhour  documents  (DIS  Form  45)  are  maintained  for  four  months 
only. 

System  manager(s)  and  address:  Director  of  Personnel  (D0150), 
Defense  Investigative  Service,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Notification  procedure:  Information  may  be  obtained  from: 
SYSMANAGER 

Record  access  procedures;  Access  to  partial  decentralized  seg¬ 
ments  may  be  obtained  from  District/Field  Office  headquarters. 
Requests  from  an  individual  fw  information  pertaining  to  himself 
from  the  centralized  repository  should  be  addressed  to  the 
SYSMANAGER  at  the  above  address. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  grade,  SSN. 
unit  and  period  of  assignment  with  DIS.'  Visits  should  be  made  to 
the  SYSMANAGER. 

For  personal  visits,  a  check  of  personal  identification  will  be 
required. 

Contesting  record  procedures:  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information,  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314. 

Record  source  categories:  Sources  of  information  other  than  from 
the  individual  are  servicing  Civilian  Personnel  Offices  (CPO),  the 
Military  Departments  and  the  individual's  commander  or  super¬ 
visor. 

Systems  exempted  from  certain  provisions  of  the  act:  None 
V4-04 

System  anaw:  V4-04  Civilian  Applicant  Records 

System  locatfon:  Civilian  Personnel  Division  (DOISI),  Defense  In¬ 
vestigative  Service,  1000  Independence  Ave.  S.W.,  Washington, 
D.C.  20314 
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Civilian  Personnel  Branch  (D01S4),  Defense  Investigative  Ser¬ 
vice,  P.O.  Box  1211  Baltimore,  MD  21203. 

Categories  ol  iodlvlduab  covered  by  tbc  system:  Applicants  for 
positions  with  the  Defense  Investigative  Service. 

Categories  ol  records  ia  the  systm:  Temporary  record  of  appli¬ 
cants’  stated  interest  in  and/or  qualifications  for  employemnt. 
Aatbority  for  maiiitcnaiicc  of  tbc  system:  FPM  Chapter  333 
FPM  Chapter  332 
5USC301 

Routfoe  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  tbc  purposes  of  such  uses:  USES 
Identification  of  applicants,  and  determination  of  eligibility  for 
positions  with  C'IS  disclosure  to  other  agencies  for  verification. 
USERS 

Personnel  specialists  of  DIS  and  the  CSC 
Personnel  clerks 

Supervisors  with  a  clear  need  for  this  information 
Accredited  investigators. 

Policies  and  practices  tor  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  tbc  system: 

I  Storage:  Paper  records  in  files,  looseleaf  binders 
Paper  files  of  3  X  S  cards. 

Rctrievability:  Filed  by  type  of  position  for  which  the  applicant 
applied,  or 

Filed  alphabetically  by  last  name  of  applicant,  or 
Filed  numerically  by  Sequential  Control  Number. 

Safeguards:  Buildings  employ  security  guards.  Records  are  main¬ 
tained  in  files,  accessible  only  to  authorized  personnel  that  are 
properly  screened,  cleared,  and  trained. 

Retention  and  disposal:  Records  are  temporary,  and  are  destroyed 
in  accordance  with  DIS  Records  Disposition  Sch^ule. 

System  maaagerfs)  and  address:  Chief,  Civilian  Personnel  Officer 
(DOISI),  Civilian  Personnel  Division,  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314;  and.  Chief, 
Civilian  Personnel  Branch  (D01S4),  Defense  Investigative  ^rvice, 
P.O.  Box  1211,  Baltimore,  MD  21^3. 

Notification  proc^nre:  Information  may  be  obtained  from: 
SYSMANAGERS 

Record  accem  procedures:  Requests  from  individuals  should  be 
addressed  to:  SYSMANAGERS 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appears  on  the  desired  file.  Visits  are 
limited  to:  SYSMANAGERS  offices. 

For  personal  visits,  the  individual  should  be  able  to  provide  some 
acceptable  identification,  eg.,  driver’s  license  or  building  pass. 

Contesting  record  procedures:  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions'  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information,  (D0020)  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314 
Record  source  categories:  Civilian  Personnel  Officers 
Personnel  clerks 
Civilian  personnel  speciabsts 
U.S.  Civil  Service  Commission. 

Subject  Individual. 

Systems  exempted  from  certaiB  provWoos  of  tbe  act:  None 
V4-05 

System  name:  V4-05  Military  Personnel  Management  Information 
System  (MILPERS) 

System  location:  Primary  System-Information  Services  Division 
(D0830)  Personitel  Investigative  Center,  P.O.  Box  1211  Baltimore, 
MD  21203 

Decentralized  Segments-Military  Persoimel  Division  and  Security 
Division,  DIS  Headquarters;  Sinmrt  Services  Division,  PIC;  DIS 
District  Headquarters  and  Field  Offices. 

Categories  of  individnals  covered  by  the  system:  All  military  per¬ 
sonnel  currently  assigned  or  attached  to  DIS  and  those  projected 
for  assigiunent. 

Categories  of  records  in  the  system:  File  contains  computer 
records  consisting  of:  (a)  Identification  Data  on  the  individual;  (b) 
Assignment  Data;  (c)  l^ty  Information;  (d)  Bask  Personnel  Eiata; 
<e)  Personal  Data;  (0  Agent  qualifications. 


Authority  for  maintenance  of  the  system:  DOD  Directive  5103.42, 
Charter  for  the  Defense  Investigative  Service. 

5  use  301 

Routine  uses  of  records  maintained  in  tbe  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Personnel  Managers  in 
DlS:  To  monitor  manning  posture  of  DIS  elements,  statist!^  re¬ 
porting,  to  respond  to  requests  for  personnel  data  from  internal 
DIS,  DOD  and  Congressional  sources,  determine  qualification  and 
eligibility  for  specific  assignments,  training  or  reassignments  within 
DIS,  locator  reference,  strength  accountability,  verification  of 
manually  prepared  personnel  actions. 

Administrative  Personnel  in  DIS:  To  prep^  personnel  actions, 
i.e.,  award  recommendations,  retirement  applications,  etc.,  as  loca¬ 
tor  refereiKe  file,  mail  routing,  for  input  of  data  to  central  file  to 
produce  consolidated  reports  for  DISHQ  staff  elements. 

Commanders/Supervisors  in  DIS:  To  monitor  mannmg  situation 
for  unit  under  jurisdiction,  determine  qualification  of  personiml  for 
special  duty  assigi^ent  or  duty  in  selwted  areas,  meet  administra¬ 
tive  reporting  requirements. 

DIS  Security  Officer:  To  monitor  gains  and  losses  to  insure  cur¬ 
rency  of  files  and  security  briefing/debriefing,  determining  periodic 
revalidation  requirements,  respotid  to  queries  concerning  security 
clearatKe  or  access  information. 

DIS  Headquarters  Staff:  To  make  decisions  on  policy  and 
proceduraT matters,  determine  agent  qualifications,  security  access, 
and  complete  administrative  actions. 

In  the  event  that  records  maintained  in  this  system  indicate  a 
violation  or  potential  violation  of  law,  whether  civil,  criminal  or 
regulatory  in  nature,  and  whether  arising  by  general  statute  or  par¬ 
ticular  program  statute,  or  by  regulation,  tide  or  order  issued  pur¬ 
suant  thereto,  the  relevant  reorrds  in  the  system  of  records  may  be 
referred,  as  a  routine  use,  to  the  appropriate  ^ncy,  chmged  with 
the  responsibihty  of  investigating  or  prosecuting  such  violation  or 
charged  with  enforcing  or  implementing  the  statute,  or  rule,  regula¬ 
tion  or  order  issued  pursuant  thereto. 

A  record  from  this  system  of  records  may  be  disclosed  to  a 
federal  ageiKy,  in  response  to  its  request,  in  connection  with  the 
hiring  or  retention  of  an  employee,  the  issuance  of  a  security 
clearance,  the  reporting  of  an  investigation  of  an  employee,  or  the 
granting  of  benefits  by  the  requesting  agency,  to  the  extent  that  the 
information  is  relevant  and  necessary  to  the  requesting  agency’s 
decision  on  the  matter. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Computer  magnetk  tape  and  pjqier  output  in  folders  or 
binders 

Retrievability:  Filed  by  Social  Security  Number  (SSN) 

Safeguards:  Magnetk  tape  storage  is  within  a  secured  area  ac¬ 
cessible  only  to  authorized  personnel. 

Paper  products  are  secured  in  cabinets  and  only  personnel  with  a 
need  to  know  are  granted  access  to  these  documents. 

Retention  and  disposal:  Magnetk  tape  records  are  retained  on  ac¬ 
tive  file  until  individual’s  departure  from  DIS  and  then  on  historkal 
file  for  3  years.  After  3  years,  erased  from  computer  file  and  out¬ 
put  reports  reflecting  personnel  data  cm  the  individual  destroyed  by 
shredding  or  chemi^  decomposition.  Paper  products  are  retained 
for  one  year  following  the  departure  of  the  individual. 

System  managerfs)  and  address:  Director  of  Personnel  (DOISO), 
Defense  Investigative  Servfce,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

NoCttfcation  proccdore:  Information  may  be  obtained  from: 
SYSMANAGER 

Record  accem  procedures:  Access  to  partial  decentralized  seg¬ 
ments  may  be  obtained  from  Distrkt/Field  Office  headquarters. 
Requests  from  an  individual  for  information  pertaining  to  himself 
from  the  centralized  repository  should  be  addressed  to  the 
SYSMANAGER  at  the  above  address. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telqphone  number,  grade,  SSN, 
unit  and  period  td  assigmiKnt  with  DIS.  Visits  should  be  made  to 
the  office  of  the  SYSMANAGER 

For  personal  visits,  a  check  of  personal  identificatkHi  will  be 
required. 

Contesting  record  procednies;  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
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Assistant  for  Information,  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314. 

Record  aourcc  categories:  Sources  of  information  other  than  from 
the  individual  are  Military  Departments  and  the  individual’s  com¬ 
mander  or  supervisor. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
V4-06 

System  name:  V4-06  Civilian  Personnel  Management  Information 
System  (CPMIS) 

System  location:  Primary  System-Information  Services  Division 
(D0830),  Personnel  Investigations  Center,  P.O.  Box  1211,  Bal¬ 
timore,  MD  21203 

Decentralized  Segments-Civilian  Personnel  Division  and  various 
DIS  Headquarters  elements. 

Categories  of  individuals  covered  by  the  system:  Civilian  em¬ 
ployees  o^ the  DIS. 

Cat^ories  of  records  in  the  system:  Records  consisting  of: 
identification  and  employment  data;  special  qualifications  and  other 
information  found  in  the  Official  Personnel  Record 
Antbority  for  maintenance  of  the  system:  Title  5,  United  States 
Code 

Section  301  (Agency  Regulations) 

Section  1 302  (regulations) 

Section  29S1  (reports  to  the  Commission) 

Section  4118  (training) 

Section  4308  (performance  rating) 

Section  4506  (incentive  awards) 

Sections  5113,  5115,  and  5338  (classification) 

Section  6311  Oeave) 

Sections  8334(0,  8342(b),  8343(a),  and  8347  (retirement) 

Section  8716  (life  insurance) 

Section  8913  (health  insurance) 

Civil  Service  Rules,  sections  7.2,  5.1,  5.2  and  5.3 
Executive  Order  10561,  September  13,  1954 
Executive  Order  9830,  section  01 .2(e)  and  (0,  February  24,  1947 
as  amended 

Executive  Order  10800,  section  2(d),  January  15,  1959 
,  Executive  Order  10988,  section  14,  January  17,  1%2 
Executive  Order  11222,  section  405,  May  8,  1965 
Executive  Order  11246,  Section  104,  September  24,  1965  as 
amended 

DOD  Directive  5105.42,  Charter  for  the  Defense  Investigative 
Service 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Uses 
CSC,  DOD  and  internal  reports  oh  employment  characteristics  of 
civilian  employees 

The  identification  of  personnel  with  selected  characteristics  or 
special  qualifications. 

Users 

Personnel  Specialists  and  Clerks. 

DIS  Commanders  and  supervisors  with  a  need  to  know. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Computer  magnetic  tape  and  paper  output  in  folders  or 
binders. 

Retrievability:  Filed  by  date  of  listing,  organization  of  assign¬ 
ment,  name  or  Social  Security  Number  (SSN). 

Safegnards:  Magnetic  tape  storage  is  within  a  secured  area  ac¬ 
cessible  only  to  authorized  personnel. 

Paper  products  are  secured  in  cabinets  and  only  personnel  with  a 
need  to  know  are  granted  access  to  these  documents.  Personnel 
with  access  are  properly  screened,  cleared  and  trained. 

Rctcatioa  and  dispaaal:  Magnetic  tape  records  and  paper  products 
of  this  system  are  retained  until  in^vidual's  departure  from  DIS 
and  then  on  historical  file  for  90  days. 

System  managerfs)  and  address:  Chief,  Civilian  Personnel  Officer, 
(D0151),  Civilian  I^rsonnel  Division,  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314 
Notification  procednre:  Information  may  be  obtained  from: 
SYSMANAGER 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  SYSMANAGER 


Written  requests  for  information  should  contain  the  full  name  of 
the  individu^,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appears  on  the  desired  listing.  Visits  are 
limited  to  SYSMANAGER  or  Civilian  Personnel  Branch  (D0154), 
Bldg.  320,  Fort  Holabird,  Baltimore  Maryland 
For  personal  visits,  a  check  of  personal  identification  will  be 
required. 

Contesting  record  procedures:  The  agency's  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  D.  C.  20314. 

Record  source  categories:  Notifications  of  Personnel  Action,  SF- 
50  and  50a,  Payroll  Change  Notices,  SFH26,  Personnel  Qualifica¬ 
tions  Statements,  SF-171  and  certificates  of  training. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
V4-07 

System  luune:  V4-07  Adverse  Actions,  Grievance  Files  and  Ad¬ 
ministrative  Appeals 

System  locatioa:  Civilian  Personnel  Branch  (EMI  54),  Defense  In¬ 
vestigative  Service,  P.O.  Box  1211,  Baltimore,  MD  21203 
Civilian  Personnel  Division  (IM151),  Defense  Investigative  Ser¬ 
vice,  1000  Independence  Ave.  S.W.,  Washington,  D.  C.  20314 
Categories  of  individuals  covered  by  the  system:  Affected  civilian 
employees  of  the  Defense  Investigative  Service 

Categories  of  records  in  the  system:  Notifications  of  Personnel 
Actions 

Findings  of  inquiry  into  allegations  of  grievance  or  complaints 
Authority  for  nwintenance  of  the  system:  FPM  Chapter  751 
FPM  Chapter  752  and  5  U.S.C.  301. 

Routine  uses  of  records  nudntained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  USES 
Consideration  by  examiner  and  appellate  levels  of  the  specifics 
of  each  case  vnthin  and  outside  of  DIS. 

In  preparing  the  instant  case  and  subsequent  cases  for  considera¬ 
tion. 

USERS 

Personnel  Specialists  and  clerks. 

DIS  and  U.S.  Civil  Service  Commission  appeUate  personnel. 
Management  staff  of  DIS  with  a  clearly  demonstrable  need  to 
know  specifics  of  the  case. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 

Retrievability:  Filed  alphabetically  with  the  Official  Personnel 
Folder 

Filed  by  functional  code  in  persoiuiel  office  files 
Safeguards:  Buildings  employ  security  guards.  Records  are  main¬ 
tained  in  file  cabinets,  accessible  only  to  authorized  personnel  who 
are  properly  screened,  cleared  and  trained. 

Retentkm  and  disposal:  Records  are  both  permanent  and  tempora¬ 
ry.  Permanent  records  are  filed  in  the  Official  Personnel  Folder. 
Temporary  records  are  destroyed  when  the  individual  leaves  DIS, 
or  they  are  no  longer  needed.  Individual  records  may  be  retained 
indefinitely  in  subjective  reference  files. 

System  manager(s)  and  address:  Chief,  Civilian  Personnel  Officer 
(D015I),  Civilian  Personnel  Division,  Defense  Investigative  Service, 
10(X)  Independence  Ave.  S.W.,  Washington,  IXI!  20314;  and.  Chief, 
Civilian  Personnel  Branch  (EMI  54),  Defense  Investigative  ^rvice, 
P.O.  Box  1211,  Baltimore,  MD  21203. 

Notification  procedure:  Information  may  be  obtained  from: 
SYSMANAGERS 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  SYSMANAGERS 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appears  on  the  desired  file.  Visits  are 
limited  to  SYSMANAGERS  onices. 

For  personal  visits,  a  check  of  personal  identification  will  be 
required. 

Contesting  record  procedures:  The  a^ncy’s  rules  for  access  to 
records,  contesting  contents,  and  appeapng  initial  determinations  by 
the  individual  concerned  may  be  obtaii^  from  the  Assistant  for 
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Information  (D0020),  Defense  Investigative  Service,  1000  Indepen¬ 
dence  Ave.  S.W.,  Washington,  D.  C.  20314. 

Record  mmutc  catcgorict:  Supervisors,  complainants,  investiga¬ 
tors,  appropriate  law  enforcement  agencies,  servicing  civilian  per¬ 
sonnel  offices,  appellate  agencies. 

Systems  exempted  from  certain  provisioiis  of  the  act:  None 
V44W 

System  name:  V4-08  EEO  Complaints 
System  location:  Primary  System 

Civilian  Persoiuiel  Division  (D0131),  Defense  Investigative  Ser¬ 
vice,  1000  Independence  Ave.  S.W.,  Washington,  D.C.  20314 
Civilian  Persoiuiel  Branch  (D01S4),  Defense  Investigative  Ser¬ 
vice.  P.O.  Box  1211,  Baltimore.  MD  21203 
Decentrah/.ed  Segments  -  at  Districts,  DIS  Headquarters  and 
Centers  by  EEO  Counselors 

Category  of  individuals  covered  by  the  system:  Persons  involved 
in  complaints  aixl  DIS  civilian  employees  who  have  been  officially 
counselled.  •> 

Categories  of  records  in  the  system:  Temporary  records  pertaining 
to  the  individual's  complaint  of  discrimination. 

Anthority  for  maintenaiKe  of  the  system:  FPM  713 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  USES 
To  determine  effectiveness  of  EEO  Program. 

To  determine  validity  of  and  trends  in  complaints. 

As  a  basis  for  corrective  action  if  a  finding  of  discrimination  is 
made. 

USERS 
EEO  officials 

Personnel  Specialists  and  clerks 

EEO  Counselors  at  Headquarters.  Centers  and  Districts 
Policies  and  practices  for  storing,  retrieving,  accessing,  retafning, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 
Retrievahility:  Alphabetically  by  last  name  of  complainant 
Sategnards:  Records  are  maintained  in  locked  file  cabinets  ac¬ 
cessible  only  by  authorized  personnel  that  are  properly  screened, 
cleared  and  trained. 

Retentioo  and  dinosal:  Records  are  temporary  and  destroyed 
within  two  years  following  the  resrdution  of  the  comphunant.  Pri¬ 
mary  system  records  may  be  retained  in  subjective  reference  files. 

System  amaagerfs)  and  addrem:  Chief,  Civilian  Personnel  Officer 
(DOISI),  Civilian  Personnel  Division,  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  D.  C.  20314;  and  Chief, 
Civihan  PersoniKl  Branch,  Defense  Investigative  Service,  P.O.  Box 
1211  Baltimore,  MD  21203 

Notification  procednre:  Information  may  be  obtained  from: 
SYSMANAGERS 

Record  access  procedures:  Requests  from  individuals  for  access  to 
centralized  records  should  be  addressed  to  Defense  Investigative 
Service,  Civilian  Personnel  Division  (DOISI),  Rm  2H086,  Forrestal 
Building,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  iiKlividual,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appe^  on  the  desired  file.  Visits  are 
limited  to  Civilian  Personnel  Division,  Room  2H086,  Forrestal 
Bldg.,  1000  IndepeiKlence  Ave.  S.W.,  Washington,  D.  C.  20314 
For  personal  visits,  a  check  of  personal  identification  will  be 
required. 

Access  to  decentralized  segiitents  (counselling  records)  by  in¬ 
dividuals  coiKerned  iiuy  be  obtained  locally. 

'Contefltiiig  record  procedures:  DIS  rules  for  access  to  records  and 
for  contesting  contents  and  appeaJing  initial  determinations  by  the 
individual  concerned  may  be  obtained  from  the  Assistant  for  Infor- 
nution  (D0020),  Defense  Investigative  Service,  1000  Independence 
Ave.  S.W.,  Washington.  D.  C.  20314 
Record  source  categories:  Civilian  employees  of  this  agency 
Systeau  exempted  (ram  certain  provisions  of  the  act:  None 
V4-0» 

System  name:  V4-09  Merit  Promotion  Plan  Records 
System  locathm:  Civilian  Personnel  BraiKh,  (D01S4),  Defense  In¬ 
vestigative  Service,  P.O.  Box  1211,  Baltimore,  MD  21^3 
Civilian  Personnel  Division  (DOISI),  Defense  Investirotive  Ser¬ 
vice,  1000  Independence  Ave.  S.W.,  Washington,  D.  C.  ^314 


Categories  of  individuals  covered  hv  the  system:  Civilians  who 
have  appUed  for  certain  vacancies  witmn  the  Defense  Investigative 
Service 

Category  of  records  in  the  system:  Temporary  records  pertaining 
to  the  individual's  consideration  for  promotion 
Authority  for  maintenance  of  the  system:  FPM  (Chapter  33S 
Routine  uses  of  records  maintained  in  the  system,  hacluding  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  USES 
To  identify  ehgible  candidates  for  specific  promotion  opportuni¬ 
ties. 

USERS 

Personnel  specialists  and  clerks  of  this  agency. 

Supervisors  of  this  agency  with  interest  in  the  particular  promo¬ 
tion  action 

Accredited  investigators  with  a  clear  need  for  the  information. 

Policies  and  practices  for  storing,  retrieviag,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders 

Retrievahility:  Appraisals  filed  alphabeticaUy  by  employees  last 
name 

Promotion  panel  computations  filed  by  announcement  number 
Safeguards:  Buildii^  employ  security  guards.  Records  are  main¬ 
tained  in  locked  cabinets,  accessible  only  to  authorized  persoimel 
that  are  properly  screened,  cleared  and  trained. 

Retention  and  disposal:  Records  are  destroyed  two  years  after  the 
effective  date  of  the  establishment  of  the  promotion  register 
System  manager(s)  and  addrem:  Chief,  Civilian  Personnel  Officer 
(DOISI),  Civilian  Persoimel  Division,  Defense  Investigative  Service, 
1000  In^pendence  Ave.  S.W.,  Washington,  DC  20314;  and,  diief. 
Civilian  Personnel  BraiKh  (D0154),  P.O.  Box  1211,  Baltimore,  MD 
21203. 

Notifkation  procednre:  Information  may  be  obtained  from: 
SYSMANAGERS 

Record  acoem  procedures:  Requests  from  individuals  should  be 
addressed  to:  SYSMANAGERS 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appears  on  the  desired  file.  Visits  are 
limited  to  SYSMANAGES  offices. 

For  personal  visits,  a  check  of  personal  identification  wiU  be 
required. 

Contesting  record  proeednres:  The  agency’s  rules  for  access  to 
records  aiui  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  D.  C.  20314. 

Record  sonroc  categories:  Evaluation  of  ranking  panel  members, 
supervisory  appraisals,  appraisal  ol  potential  by  supervisor. 

Systems  exempted  from  certain  provWous  of  the  act:  None 
V4-10 

System  name:  V4-10  Incentive  Awards 
System  location:  Civilian  Personnel  Branch  (D01S4),  Defense  In¬ 
vestigative  Service,  P.O.  Box  1211,  Baltimore,  MD  21^3 
Categories  of  indivhtaals  covered  hy  the  system:  Civilian  and  mili- 
Uury  personnel  of  the  Defense  Investigative  Service  or  persons  out¬ 
side  of  DIS  making  suggestions  relating  to  DIS  functions. 

Categories  of  records  la  the  system:  Temporary  records  relating  to 
proposed  awards  and  si^gestions. 

Authority  (or  maintenance  of  the  system:  S  USC  301 
FPM  Chapter  451 

Routine  uses  of  records  maintained  in  the  qrstem,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  USES 
Records  are  used  to  provide  basis  for  recommending  action  on 
proposed  awards  including  but  not  limited  to  awards  for  length  of 
service,  quality  step  increases,  sustained  siqierior  performance, 
special  act  and  service,  meritorious  and  exceptional  service,  out¬ 
standing  performance,  and  similar  awards. 

USERS 

Executive  Secretary,  Incentive  Awards  Committee,  and  commit¬ 
tee  members  and  coordinators  of  suggestions. 

Personnel  specialists  and  clerks 

Accredited  mvestigators  of  the  U.  S.  Civil  Service  Commission 
Polidcs  and  practices  (or  storing,  rctrievhig,  accrsshig,  retaining, 
and  disposiiig  of  records  in  the  system: 
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Stonge:  Paper  records  in  file  folders 

Rctrievability:  Suggestions  filed  by  number. 

Award  actions  are  filed  alphabetically  by  last  name  of  individual. 

Safcgnards:  Building  employs  security  guards.  Records  are  main¬ 
tained  m  file  cabinets,  accessible  only  to  authorized  personnel  that 
are  properly  trained,  cleared  and  screened. 

Rctcntloa  and  disposal:  Records  are  temporary  and  are  destroyed 
when  no  longer  required  for  a  maximum  of  two  years. 

System  managerfs)  and  address:  Chief,  Civilian  Personnel  Officer 
(DOISI),  Civilian  Personnel  Division,  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314;  and.  Chief, 
Civilian  Personnel  BraiKh  (D0154).  Defense  Investigative  ^rvice, 
P.O.  Box  1211,  Baltimore.  MD  21203. 

Notification  procedure:  Information  may  be  obtained  from; 
SYSMANAGERS 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  SYSMANAGERS 

Written  requests  for  information  should  contain  the  full  name  of 
the  individu^,  current  address  and  telephone  number,  and  the 
name  of  the  individual  that  appears  on  the  desired  file.  Visits  are 
limited  to  SYSMANAGERS  ohices. 

For  personal  visits  a  check  of  personal  documents  will  be 
required. 

Contesting  record  procedures:  The  agency's  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
Assistant  for  Information  (D0020),  Defense  Investigative  Service, 
1000  Independence  Ave.  S.W.,  Washington,  DC  20314. 

Record  source  categories:  Reports  of  evaluating  officials,  conunit- 
tee  determinations. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 
V5-01 

System  name:  V5-0I  Investigative  Files  System 

System  location:  Defense  Investigative  Service  (DIS),  Investiga¬ 
tive  Files  Division,  (D0840)  P.O.  Box  1211,  Baltimore,  MD  21203 
has  primary  control  over  the  system  and  is  responsible  for  the 
maintenance  of  completed  investigative  records.  The  Special  In¬ 
vestigations  Center,  1000  Independence  Ave.  S.W.,  Washington, 
DC  20314  maintains  limited  categories  of  these  records.  DIS  opera¬ 
tional  centers;  District  Offices;  Field  Offices;  Resident  Agencies 
and  various  DIS  headquarters  staff  elements  originate  and  have 
temporary  control  over  portions  of  records. 

Categories  of  individuals  covered  by  the  system:  Military  persoimel 
who  are  on  active  duty,  applicants  for  e^stment  or  appointment 
and  reservists  and  Nation^  Guardsmen;  DoD  civilian  personnel 
who  are  paid  from  appropriated  funds;  industrial  or  contractor  per¬ 
sonnel  who  are  woridng  in  private  i^ustry  in  firms  which  have 
contracts  involving  access  to  classified  DoD  information  or  installa¬ 
tions;  Red  Cross  personnel  and  personnel  paid  from  nonap- 
propriated  funds  who  have  DoD  affiliation;  ROTC  cadets;  former 
military  personnel;  individuals  residing  on,  having  authorized  offi¬ 
cial  access  to,  or  conducting  or  operat^  any  business  or  other 
functions  at  any  DoD  installation  or  facility. 

Individuals  not  affiliated  with  the  Department  of  Defense  when, 
during  the  previous  year,  their  activities  have  directly  threatened 
the  functions,  property  or  personnel  of  the  DoD  or  ttey  have  en¬ 
gaged  in,  or  conspired  to  engage  in,  criminal  acts  on  DoD  installa¬ 
tions  or  directed  at  the  DcD. 

Categories  of  records  la  the  system:  Official  Reports  of  Investiga¬ 
tions  (ROI’s)  prepared  by  DIS  or  other  DoD,  Federal,  state  or  local 
officii  investigative  activities 

DIS  Information  Summary  Reports  (ISR’s)  which  record  unsol¬ 
icited  information  received  by  DIS  concerning  a  person  or  incident 
which  is  of  direct  interest  to  other  DoD  components  or  Federal 
agencies.  (When  such  information  is  received  by  DIS  it  is  reported 
as  it  was  received,  without  investi^tion  or  confirmation,  by  ISR 
and  transmitted  to  the  interested  activity.) 

Attachments  to  ROI's  or  ISR's  including  exhibits,  subjrot  or  in¬ 
terviewee  statements,  police  records,  medical  records,  fingerprint 
cards,  credit  bureau  reports,  employment  records,  education 
records,  release  statements,  summaries  of  or  extracts  from  other 
similiir  records  or  reports. 

Case  control  and  management  documents  which  are  not  reports 
of  investigation,  but  that  serve  as  the  basis  for  investimtion,  or 
serve  to  guide  and  facilitate  investigative  activity,  incltuung  docu¬ 


ments  providing  the  data  to  open  and  conduct  the  case,  such  as  the 
Personnel  Security  Investigation  Request;  documents,  initiated  by 
the  subject  such  as  personnel  history  documents,  and  fingerprint 
records;  and  documents  used  in  case  management  and  control,  such 
as  release  statements,  case  transfer  forms,  and  documents  directing 
the  inquiry. 

DIS  file  administration  and  management  documents  accounting 
for  the  disclosure,  control  and  access  to  a  file,  such  as  warning 
sheets,  separators,  forwarding  correspondence  and  accounting 
records  required  by  5  U.S.C.  552  and  552a. 

Cross  references  to  chronological  correspondence  files  disclosing 
unfavorable  and  administrative  action  taken  based  on  DIS  in¬ 
vestigations. 

Authority  for  maintenance  of  the  system:  Section  301  of  5  U.S.C. 
Departmental  Regulations 

Section  310  of  44  U.S.C.  Records  Management 

Sections  2,  3,  4,  5,  6,  8  and  9,  Executive  Order  10450,  Security 
Requirements  for  Government  Employment. 

Action  6(A),  Executive  Order  11652,  Classification  and  Declas¬ 
sification  of  National  Security  Information  and  Material. 

Sections  III  and  V,  DoD  Directive  5105.42,  Charter  for  the 
Defense  Investigative  Service. 

Section  IIIA,  DoD  Directive  5200.2b,  Defense  Investigative  Pro¬ 
gram. 

Section  IV  A  and  B,  DoD  Directive  5200.27,  Acquisition  of  In¬ 
formation  Concerning  Persons  and  Organizations  not  Affiliated 
with  the  Department  of  Defense. 

Section  IX,  DoD  Directive  5210.7,  Department  of  Defense 
Civilian  Applicant  and  Employee  Security  Program. 

Section  I,  DoD  Directive  5210.8,  Policy  on  Investigation  and 
Clearance  of  DoD  Personnel  for  Access  to  Classified  Defense  In¬ 
formation. 

Section  VD,  DoD  Directive  5210.9,  Military  Personnel  Security 
Program 

Section  V  A  2.,  DoD  Instruction  5210.25,  Security  Acceptability 
of  American  National  Red  Cross  Employees  at  Department  of 
Defense  Installations  and  Activities. 

Section  I,  DoD  Instruction  5210.26,  Investigation  of  American 
National  Red  Cross  Employees  on  Duty  at  Department  of  Defense 
Installations  and  Activities  in  the  Zone  of  Interior. 

Enel  3,  paragraphs  b  2  and  3,  DoD  Directive  5210.41,  Security 
Criteria  and  Standards  for  Protecting  Nuclear  Weapons. 

Section  III,  DoD  Directive  5210.45,  Personnel  Security  in  the  Na¬ 
tional  Security  Agency. 

Section  VII,  DoD  Directive  5210.55,  Selection  of  Department  of 
Defense  Military  and  Civilian  Personnel  for  Assignment  to  Pre¬ 
sidential  Support  Activities. 

Section  IV,  C,  DoD  Directive  5220.6,  Industrial  Personnel  Securi¬ 
ty  CHearance  Program. 

Section  V  B,  DoD  Instruction  5220.28,  Application  of  Special 
Eligibility  and  Clearance  Requirements  in  the  SIOP-ESI  Program 
for  Contractor  Employees. 

Srotion  1  (a)  and  2,  Executive  Order  10865,  Safeguarding  Clas¬ 
sified  Information  Within  Industry. 

Section  m,  DoD  Instruction  5030.34,  Agreement  between  the  De¬ 
partment  of  Defense  concerning  Protection  of  the  President  and 
Other  Officials. 

Paragraph  10,  Director  of  Central  Intelligence  Directive  No.  1/14, 
Uniform  ^rsonnel  Security  Standards  and  Practices  Governing  Ac¬ 
cess  to  Sensitive  Compartmented  Information  C. 

Section  11,  DSA  Regulation  5705.2,  Criminal  Investigative  Sup¬ 
port  to  the  Etefense  Supply  Agency. 

Roudne  uses  ol  records  maintaiiied  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Purpose  for  which  col¬ 
lected. 

Personnel  security  investigative  information  is  collected  to  insure 
that  the  acceptance  or  retention  of  persons  to  sensitive  DoD  posi¬ 
tions,  or  granting  individuals  access  to  classified  information,  in¬ 
cluding  tlmse  employed  in  defense  industry,  is  clearly  consistent 
with  lutional  security. 

Criminal  investigative  information  is  collected  on  request  to 
identify  offenders,  provide  facts  and  evidence  upon  which  to  base 
prosecution  and  effect  the  recovery  of  property  which  has  been 
wrongfully  appropriated. 

Information  contained  in  ISR’s  (see  description  in  RECORD- 
CATEGORY)  rq^arding  criminal,  personnel  security,  counterintel¬ 
ligence,  or  intelli^nce  matters,  when  received,  is  ^sseiruiuted  to 
appropriate  Fedend  agencies  or  other  DoD  compoirents. 
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Criminal  and  personnel  security  information  is  collected  during 
reciprocal  investigations  conduct^  for  other  DoD  and  federal  in¬ 
vestigative  elements  (or  in  limited  instances,  criminal  information 
for  local,  or  state  law  enforcement  agencies)  for  maintenance  and 
use  by  the  requesting  activity. 

Information  regarding  aUeged  security  violations  is  collected  on 
request  to  estabhsh  whether  or  not  a  compromise  occured  and  to 
identify  the  personnel  involved. 

Criminal  information  received  by  DIS  personnel  in  the  course  of 
their  duties  which  is  of  direct  interest  to  a  local  law  enforcement 
agency  and  therefore  furnished  to  that  agency  orally  or  by  letter. 

Users  of  DIS  investigative  information  are: 

(1)  DIS  personnel  in  the  course  of  their  official  duties. 

(2)  Other  accredited  DOD  investigative  components,  DOD  agen¬ 
cies,  elements  of  the  Military  Departments  designated  by  the  de¬ 
partments  and  representatives  of  the  Secretary  of  Defense  and  the 
Joint  Chiefs  of  Staff. 

(3)  Accredited  Federal  criminal  and  civil  law  enforcement  and  in¬ 
telligence  agencies. 

(4)  Slate  and  local  official  criminal  law  enforcement  agencies. 

(5)  Other  accredited  federal  agencies  conducting  investigations  to 
evaluate  suitability  for  employment  or  access  to  classified  informa¬ 
tion. 

(6)  Congressional  committees  and  the  Government  Accounting 
Office. 

Specific  uses  of  DIS  investigative  records  are: 

To  determine  the  loyalty,  suitability,  eligibility,  and  general  trust¬ 
worthiness  of  individuals  for  access  to  Defense  information  and 
facilities  by  the  first  two  categories  of  users,  above. 

To  determine  the  eligibility  and  suitability  of  individuals  for  entry 
into  and  retention  in  the  Armed  Forces  by  the  second  category  of 
users,  above. 

To  provide  information  pertinent  to  the  protection  of  persons 
under  the  provisions  of  18  U.S.C.  3056,  by  the  first  three  categories 
of  users,  above. 

For  use  in  criminal  law  enforcement  investigations  including 
statutory  violations,  counterintelligence,  as  well  as  coun- 
terespion^e  and  other  security  matters  by  the  first  through  fourth 
and  the  sixth  categories  of  users,  above. 

In  the  event  that  records  maintained  in  this  system  indicate  a 
violation  or  potential  violation  of  law,  whether  civil,  criminal  or 
regulatory  in  nature,  and  whether  arising  by  general  statute  or  par¬ 
ticular  program  statute,  or  by  regulation,  rule  or  order  issued  pur¬ 
suant  thereto,  the  relevant  records  in  the  system  of  records  may  be 
referred,  as  a  routine  use,  to  the  appropriate  agency  ch^ed  with 
the  responsibility  of  investigating  or  prosecuting  such  vioUtion  or 
charged  with  enforcing  or  implementing  the  statute,  or  rule,  regula¬ 
tion  or  order  issued  pursuant  thereto. 

To  provide  information  in  judicial  or  adjudicative  proceedings  in¬ 
cluding  Utigation,  or  in  accordance  with  a  court  order  by  the  first 
three  categories  of  users,  above. 

To  make  statistical  evaluations  of  DIS  investigative  activities  by 
the  first,  second  and  sixth  categories  of  users,  above. 

To  respond  to  Freedom  of  Information  and  Privacy  Act  access 
requests,  by  the  first  category  of  users,  above. 

To  provide  information  in  response  to  Inspector  General,  and 
EEO  or  other  complaint  investigations  and  Congressional  inquiries 
by  the  first,  second  and  sixth  categories  of  users,  above. 

To  determine  the  eligibility  and  suitability  of  an  individual  for 
personnel  actions  in  Um  Armed  Forces  of  the  United  States,  as 
deemed  appropriate  by  the  second  category  of  users,  above. 

A  record  such  as  identification  data,  from  this  system  of  records 
may  be  disclosed  as  a  routine  use  to  a  federal,  state  local  or  foreign 
agency  maintaining  relevant  information  or  to  business  enterprises 
to  obtain  employment  records  if  necessary  to  obtain  information 
relevant  to  an  assigned  investigation. 

A  record  from  this  system  of  records  may  be  disclosed  to  a 
federal  agency,  in  response  to  its  request,  in  connection  with  the 
hiring  or  retention  of  an  employee,  the  issuance  of  a  security 
cleannee,  the  reporting  of  an  investigation  of  an  emjdoyee,  or 
other  benefit  by  the  requesting  agency,  to  the  extent  that  the  infor- 
t  mation  is  relevant  and  necessary  to  the  requesting  agency’s  deci- 

f  skm  on  the  matter  by  any  agency  of  the  first,  second,  third  or  fifth 

categories  of  users,  above. 

Transfers  of  information  from  this  record  system  to  other  DoD 
components  is  a  routine  intra-agency  use  under  the  provisions  of  5 
U.S.C.  SS2a3(b)  (1). 

^  Polldes  and  nraetkea  lor  aloriiig,  retrieving,  nooearing,  retaining, 

f  and  dispoaing  of  recorda  in  the  ayali» 


Storage:  Paper  records  in  file  folders,  microfilm,  magnetic  tape  or 
supplementary  index  cards. 

Retrievability:  Investigations  are  centrally  retrievable  through  the 
DIS  Case  Control  System  (DCCS)  or  the  Defense  Central  Index  of 
Investigations  (DCII)  systems  described  separately  in  this  notice. 
Reciprocal  investigations  jurisdictions,  may  be  retrieved  only 
through  a  limited  manual  disclosure  accounting  system 

Safeguards:  Completed  investigative  records  are  maintained  and 
stored  in  power  files,  open  shelves  and  filing  cabinets  which  are 
housed  in  secured  areas  accessible  only  to  authorized  persotmel 
who  are  properly  screened  and  have  a  need  to  know.  Intormation 
contained  on  magnetic  tape  is  secured  in  the  same  manner  as  the 
DCII,  described  separately.  Recipients  of  investigative  information 
are  responsible  for  safeguarding  information  within  the  guidelines 
provided  by  DIS. 

Retentloa  and  disposal:  Retention  of  closed  DIS  investigative  files 
is  authorized  for  30  years  maximum,  except  as  follows:  (1)  Files 
which  have  resulted  in  adverse  action  against  an  individual  will  be 
retained  permanently,  (2)  Files  developed  on  persons  who  are  being 
consider^  for  affiliation  with  the  Department  of  Defense  will  be 
destroyed  within  one  year  if  the  affiliation  is  not  completed.  In 
cases  involving  a  pre-appointment  investigation,  if  the  appointment 
is  not  made  due  to  information  developed  by  investigation,  the  file 
will  be  retained  permanently.  If  the  appointment  is  not  made  for 
some  other  reasons  not  related  to  the  investigation,  the  file  will  be 
destroyed  within  one  year;  (3)  Information  within  the  purview  of 
the  Department  of  Defense  Directive  5200.27,  'Acquisition  of  Infor¬ 
mation  Concerning  Persons  and  Organizations  Not  Affiliated  with 
the  Department  of  Defense*,  is  destroyed  within  90  days  after 
acquisition  by  DIS  unless  its  retention  is  required  by  law  or  unless 
its  retention  has  been  specifically  authorized  by  the  Secretary  of 
Defense  or  through  the  Chairman,  DIRC. 

Getterally,  ISR’s  and  reciprocal  investigations  are  retained  for 
only  60  days. 

Partial  duplicate  records  of  personnel  security  investigations  are 
retained  for  60  days  by  DIS  field  elements.  Partial  duplicate  records 
in  criminal  and  special  investigations  are  retained  for  one  year. 

System  numagerfs)  and  address:  Director,  Defense  Investigative 
Service,  1000  Iidependence  Ave.  S.W.,  Washington,  DC  20314 

Notificadoa  procedure:  Requests  should  be  addressed  to  the 
Assistant  for  IMormation,  Defense  Investigative  ^rvice,  1000  In¬ 
dependence  Ave.  S.W.,  Washington,  DC  20314.  The  full  name,  date 
and  place  of  birth,  and  social  security  account  munber  are  necessa¬ 
ry  for  retrieval  of  information.  More  information  or  a  notarized 
statement  verifying  the  identity  of  requesters  may  be  required.  The 
Information  Office,  at  Room  2H043  1000  Independence  Ave., 
Washington,  20314  DC  may  be  visited  by  personnel  making  inqui¬ 
ries  regarding  this  system.  A  check  of  personal  identification  will 
be  required  of  all  visitors  making  such  inquiries. 

Record  acoem  procedures:  Access  may  be  obtained  through  the 
Information  Office  at  the  address  listed  above. 

Contesting  record  procedures:  DIS  rules  for  contesting  and  ap¬ 
pealing  initio  determinations  may  be  obtained  from  the  Assistant 
for  Information  at  the  address  listed  above 

Record  source  categories:  Categories  of  sources  of  records. 

Subjects  of  investigations. 

Records  of  other  DoD  activities  and  components. 

Federal,  state,  county  and  municipal  recr^s. 

Employment  Records  of  private  business  and  industrial  firms. 

Educational  and  discipliniary  records  of  schools,  colleges,  univer¬ 
sities,  technical  and  trade  schools. 

Hospital,  clinic  and  other  medical  records. 

Records  of  commercial  enterprises  such  as  teal  estate  agencies, 
credit  bureaus,  loan  companies,  credit  unions,  banks  arid  other 
financial  institutions  which  maintain  credit  information  on  in¬ 
dividuals,  transportation  companies,  (airlines,  railroad,  etc.) 

The  interview  of  individuals  who  are  thought  to  have  knowledge 
of  the  subject’s  background  and  activities. 

The  interview  of  witnesses,  victims  and  confidential  sources. 

The  interview  of  any  individuals  deemed  necessary  to  complete 
the  DIS  investigation. 

Miscellaneous  directories,  rosters  and  correspondence. 

Any  other  type  of  record  deemed  necessary  to  complete  the  DIS 
investigatioiL 

Systeow  exempted  from  certain  provWone  of  the  act:  In  ac¬ 
cordance  with  subsection  3j(2)  of  the  Act,  informatioo  maintained 
by  the  Special  Cases  Division  oi  DIS  may  be  exempted  from  the 
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provisions  of  subsections  (c)  (3)  and  (4);  (d);  (e)  (1),  (2)  and  (3);  (e) 
(S)  and  (8);  (^)  and  (o).  Information  maintained  by,  or  at  the 
direction  of,  this  unit  includes  criminal  investigations  for  which  the 
DIS  has  primary  responsibbty  and  certain  ISR’s  and  reciprocal  in- 
vestiutions,  and  security  or  counterintelligence  information  which 
may  M  used  in  criminal  prosecution.  The  withholding  of  this  infor¬ 
mation  will  be  to  allow  tne  DIS  Special  Cases  Division,  a  criminal 
law  enforcement  component,  to  conduct  effective  investigations 
into  alleged  unlawful  activity  or  crime  conductive  situations  without 
jeapordizing  such  investigations.  Knowledge  of  the  investigations  of 
the  Special  Cases  Division  could  enable  subjects  to  take  actions  to 
prevent  detection  of  criminal  activities,  conceal  evidence,  or  to 
escape  prosecution.  It  could  also  lead  to  intimidation  of  or  harm  to 
sources,  informants,  witnesses  and  their  families.  Information  from 
this  system  will  be  withheld  only  to  the  extent  that  its  release 
would  interfere  with  such  investigations. 

Under  subsection  3k(l)  of  the  Act,  properly  classified  material 
contained  in  DIS  investigatory  files  is  exempt  from  the  provisions 
of  subsection  (d).  This  exemption  will  protect  information,  the  dis¬ 
closure  of  which  would  have  an  adverse  effect  on  the  national 
defense  or  foreign  policy. 

Under  subsection  3k(2)  of  the  Act,  other  investigatory  material 
including  certain  reciprocal  investigations  and  counterintelligence 
information  is  exempt  from  subsection  (c)  (3),  (d),  (e)  (4)  (G.H 
andl)  and  (f)  until  such  time  as  action  is  taken  regard^  allegations, 
and  after  that  time  only  to  the  extent  that  the  information  would 
identify  a  confidential  source  who  furnished  information  under  an 
express  promise  that  the  identity  of  the  source  would  be  held  in 
confidence  (or  prior  to  the  effective  date  of  the  Act  under  an  im¬ 
plied  promise).  This  exemption  will  permit  the  DIS  to  conduct  cer¬ 
tain  law  enforcement  investigations  effectively  and  to  protect  the 
identities  of  sources  who  would  not  otherwise  provide  information. 

Protective  Service:  Under  subsection  3k(3)  of  the  Act,  DIS  in¬ 
vestigatory  material  maintained  in  connection  with  assistiiiig  the  US 
Secret  Service  (USSS)  to  provide  protective  services  to  the  Pre¬ 
sident  of  the  United  States  or  other  individuals  pursuant  to  section 
3036  of  Title  18  is  exempt  from  subsections  (c)  (3),  (d),  (e)  (1),  (e) 
(4),  (g,  h  and  i),  and  (f).  This  exemption  provision  will  enable  DIS 
to  continue  its  support  of  the  US  Secret  Service  without  com- 
primising  the  effectiveness  of  either  activity. 

Under  subsection  3k(S)  of  the  Act,  personnel  security  investiga¬ 
tory  material  from  subsections  (c)  (3),  (d)  and  (f),  is  exempt  to  the 
extent  that  the  disclosure  of  such  material  would  reveal  the  identity 
of  a  confidential  source  as  described  above.  This  exemption  provi¬ 
sion  will  allow  DIS  to  collect  information  from  certain  sources  who 
would  otherwise  be  unwilling  to  provide  information  necessary  to 
personnel  security  investigations. 

V54)2 

System  name:  VS-02  Defense  Central  Index  of  Investigations  (DCII) 

System  location:  Central  Facility: 

Information  Services  Division,  (D()830),  Personnel  Investigations 
Center,  PO  Box  11211,  Baltimore,  Maryland  21203. 

Remote  Terminal  Locations: 

Crime  Records  Directorate,  US  Army  Criminal  Investigations 
Command,  2301  Chesapeake  Avenue,  Baltimore,  Maryland  21222 

Air  Force  Office  of  Special  Investigations/SUD,  Fonestal  Build¬ 
ing,  Washington,  D.  C.  20314 

Naval  Investi^tive  Service  Headquarters,  Hoffman  Build^  1, 
2461  Eisenhower  Avenue.  ATTN:  C^ode  30,  Alexandria,  Virginia 
22331 

Defense  Industrial  Security  Ckarance  Office,  P.  O.  Box  2499, 
Ct^bus,  Ohio  43216  (DISCO) 

US  Army  Investigative  Records  Repository,  Building  4432,  Fort 
Meade  Maryland  20733 

DIS  Spe(^  Investigations  Center,  Forrestal  Building,  Washing¬ 
ton,  DC  %314 

DIS  Personnel  Investigations  Clenter,  D0810,  D0820,  and  D0842, 
P.O.  Box  1211  Baltimore,  Maryland  21203 

Categories  of  Indivhlaals  covered  by  the  system:  Any  person 
descrilM  as  a  subject,  a  victim,  or  a  cross-reference  m  an  in- 
vestigatioo  complied  by  or  for  a  DOD  investigative  organization 
when  that  investigatioo  is  retained  by  the  organization  and  the 
name  is  submitted  for  central  indexing. 

Categories  ol  reeseds  ia  the  system:  DCII  MASTER  INDEX 

Coomosed  of  locator  references  to  investigations  conducted  by 
or  for  DOD  investigative  organizations  and  retained  by  them.  Index 
records  contain  the  name  and  other  personal  identifying  informa- 
tioo  on  individuals  who  were  indexed. 

FILE  TRACING 


Reference  to  an  investigation  maintained  by  one  of  the  investiga¬ 
tive  records  repositories.  It  identifies  the  individual  by  name  and 
personal  identifiers,  the  custodian  of  the  file,  the  year  indexed  and 
the  number  used  by  the  repository  to  locate  the  file. 

OPEN  CASE  TRACINCj 

A  record  input  by  either  Army  investigative  activities  or  DIS 
reflecting  the  existence  of  an  investigation  in  progress.  It  identifies 
the  subject  individual  by  name  and  personal  identifiers,  the  location 
of  the  open  investigation,  the  year  indexed  and  the  number  used  to 
locate  the  investigative  file. 

NAC  PENDING  TRACING 

Record  of  a  National  Agency  Check  (NAC)  investigation  in 
progress.  It  identifies  the  subject  individual  by  name,  personal 
identifiers,  the  case  number,  the  category  of  the  requester  of  the 
NAC,  and  the  type  of  NAC  ^ing  run. 

NAC  HISTORY  TRACING 

A  record  of  completed  favorable,  or  incomplete,  national  agency 
checks.  It  identifies  the  individual  by  name  and  personal  identifiers, 
the  date  the  NAC  was  completed  and  the  agencies  that  were 
checked. 

DCII  NAME  ONLY  INDEX  (NOI) 

Composed  of  names  of  persons  who  are  referenced  but  not  fully 
identified  in  investigative  files.  A  Name  Only  Index  record  identi¬ 
fies  the  individual  by  name  and  lists  the  custodian  agency  of  the 
file,  year  indexed  and  the  number  used  by  the  repository  to  locate 
the  file.  Positive  identification  is  impossible  from  the  index  and 
may  well  be  impossible  from  the  case  file  itself.  DIS  has  placed  no 
records  in  this  index. 

Authority  for  maintenance  of  the  system:  3  U.S.C.  301  Departmen¬ 
tal  Regulations 

44U.S.C.  3101  Records  Management 

Memorandum,  Secretary  of  Defense,  May  27,  1963 

Memorandum,  Secretary  of  Defense,  De^mber  3,  1%3,  subject: 
Establishment  of  a  Central  Index  of  DOD  Investigations. 

DOD  Directive  No.  3103.42,  April  18,  1972,  subject:  Charter  for 
Defense  Investigative  Service  (DIS). 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  File  tracing  information 
is  collected  and  maintained  in  the  DCII  so  that  authorized  users 
may  determine  the  existence  and  location  of  DOD  investigative 
records. 

NAC  history  information  is  maintained  for  authorized  users  in 
granting  clearances,  access  to  defense  installations,  entry  into  mili¬ 
tary  service  or  employment  in  sensitive  civilian  positions. 

Categories  of  users: 

Components  listed  under  the  LOCATION  caption  are  the  prin¬ 
cipal  users  and  (with  the  exception  of  DISCO)  the  file  custodians. 
Listed  terminal  holders  (with  the  exception  of  DISCO)  may  release 
Kneral  DCII  information  to  users  of  their  investigative  records  or 
usted  in  their  investigative  records  systems  descriptions  in  this  re¬ 
gister. 

It  should  be  noted  that  information  contained  in  the  system  is  re¬ 
garded  as  the  property  of  the  submitting  activities.  DIS  can  neither 
monitor,  nor  assume  responsibility  for  Uie  propriety  or  accuracy  of 
the  data  in  the  system,  other  than  that  portion  belonging  to  DIS. 

Transfer  of  information  from  this  records  system  to  other  DOD 
components  is  a  routine  intra-agency  use  under  the  provisions  of  3 
U.S.C.  332a3(bXl).  The  use  of  the  DCII  by  terminal  holders  to  ad¬ 
vise  requesters  of  the  possible  location  of  information,  where  there 
is  DO  disclosure  of  personal  information  from  the  DCn,  does  not 
require  an  accounting. 

PoUdes  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Master  Index  data  is  maintained  in  direct  access  storage 
devices,  disk  and  data  cell.  It  is  also  contained  on  magnetic  tape  for 
continuity  of  operations  purposes  to  permit  processing  at  alternate 
locations  in  the  event  ai  computer  failure. 

Name  Only  Index  data  is  maintained  on  magnetic  tape  and 
microfiche.  Each  contributor  is  provided  his  portion  on  a  quarterly 
basis. 

RetrievaMHty:  Master  Index  records  are  accessed  throu^  name 
and  at  least  one  personal  identirier  (PID).  Personal  identifiers  are: 
date  of  birth,  place  of  birth,'  social  security  number  and  the  last 
four  (4)  digits  of  military  service  number.  Inquiries  may  enter  the 
system  in  card  form  or  by  being  keyed  in  at  remote  terminals.  A 
non-standard  retrieval  capability  also  exists  which  permits  retrieval 
'  without  PID,  or  on  parts  of  a  name,  and  produces  references  to  all 
individuals  by  that  name.  It  should  be  not^  that  in  many  cases,  the 
subject’s  SSAN  is  necessary  to  make  a  positive  identification. 
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Name  Only  Index  records  are  accessed  through  the  name  or 
some  portion  thereof.  Records  are  retrieved  bas^  on  an  exact 
match  with  the  name  submitted.  Inquiries  may  enter  the  system 
only  in  card  form. 

Safeguards:  Generalized  validation  is  provided  in  batch  retrieval 
through  program  edits  to  prevent  unauthorized  access. 

User  terminals  with  access  to  the  Master  Index  are  located  in 
controlled  access  areas.  Access  to  the  system  is  limi^  to  specified 
time  of  the  day.  Terminals  are  connected  via  dedicated  data  circuits 
which  prevent  access  from  standard  dial-up  telephones. 

Activities  must  be  a  part  of  DOD  and  accremted  on  the  basis  of 
authorized  requirements  before  a  new  terminal  is  established  or  be¬ 
fore  batch  requests  will  be  honored  and  processed.  Terminal  hol¬ 
ders,  and  organizations  authorized  access  by  other  means,  are 
responsible  for  insuring  that  individuals  and  organizations  to  whom 
they  disclose  index  information  have  appropriate  authority  and 
need  to  know. 

The  computer  room  is  located  within  a  building  controlled  by 
security  personnel  at  all  times.  Identification  badges  are  required 
for  enuance.  Access  to  the  computer  room  is  controlled  by  a  com¬ 
bination  UKk  on  the  entrance.  Critical  backup  files  are  stored  in 
locked  fireproof  data  safes. 

Retentioa  and  disposal:  Retained  for  as  long  as  files  are  retained. 
When  the  record  repository  disposes  of  the  file,  they  are  responsi¬ 
ble  to  delete  all  index  tracings  pertaining  thereto,  in  accordance 
with  estabhshed  procedures.  Processing  of  a  deletion  transaction 
flags  the  computer  record  which  precludes  it  being  given  out 
thereafter.  Such  flagged  records  are  eliminated  from  the  system 
during  periodic  file  restructuring  procedures. 

Open  Case  Tracings.  Retained  for  as  long  as  the  investigation  is 
open.  When  the  mvestigation  is  completed,  the  contributor  replaces 
the  open  case  tracing  with  a  file  tracing  as  described  above. 

NAC  History  Tracings.  Retained  for  a  period  of  four  (4)  years 
from  the  date  of  completion  and  then  automatically  deleted  unless 
specific  action  is  sooner  taken  to  delete  the  record.  Should  a  sub¬ 
sequent  favorable  NAC  be  completed,  the  entering  of  a  new  history 
record  will  delete  the  first  history  record. 

NAC  Pending  Tracings.  Retained  until  completion  of  the  NAC  at 
which  time  they  are  replaced  by  a  NAC  History  or  file  tracing,  un¬ 
less  sooner  deleted  by  the  originator. 

System  managerfs)  and  address:  Director,  Defense  Investigative 
Service,  1000  Inde^ndence  Ave.  SW,  Washington,  DC  20314 

Nodfication  procedure:  Information  may  be  obtained  from: 

Assistant  for  Information,  Defense  Investigative  Service  (D0020), 
Room  2H043,  Forrestal  Bldg.,  1000  Independence  Ave.  S.W., 
Washington,  IXT  20314. 

Information  Required:  Full  name  and  all  maiden  and  alias  names 
under  which  files  may  be  maintained  and  personal  identifiers  listed 
under  RETRIEV ABILITY.  Note,  Social  Security  Account  Num¬ 
bers  may  be  necessary  for  positive  identification  of  certain  records. 

Office  Which  May  be  Visited:  Information  Office,  Defense  In¬ 
vestigative  Service,  Room  2H043,  1000  Independence  Avenue, 
S.W.,  Washington,  DC  20314. 

Proof  of  Identity:  Check  of  personal  documents. 

Record  access  procedures:  Access  may  be  obtained  through  the 
Information  Office  at  the  address  previously  listed. 

Contesting  record  procedures:  The  a^ncy’s  rules  for  access  to 
records,  contesting  contents  and  appealing  initial  determinations  by 
the  subject  individual  may  be  obtam^  from  the  Assistant  for  Infor¬ 
mation,  at  the  above  address. 

Record  source  categories:  DOD  investigative  organizations  listed 
under  the  LOCATION  caption,  excluding  DISCO,  and  additionally: 

Defense  Supply  Agency,  ATTN:  DSAH-T  Cameron  Station, 
Alexandria,  Virginia  22314.  _ 

Director  of  &K:urity,  National  Security  Agency,  ATTN:  M-SS2 
Fort  Meade,  Maryland  207SS 

Assistant  Chief  of  Staff  of  IntelligeiKe,  Department  of  the  Army, 
ATTN:  Counterintelligence  Division,  Washington,  D.  C.  20313 
(ACSI) 

Systems  exempted  from  certain  provtsions  of  the  act:  In  ac¬ 
cordance  with  Subsection  3(jX2)  of  the  Act,  certain  references  from 
criminal  law  enforcement  components  contained  in  this  system  of 
index  records  may  be  exempted  from  the  provisions  of  subsections 
(cX3),  (cX4),  (d)  and  (eX8).  this  exemption  will  allow  the  contribut¬ 
ing  components  to  conduct  effective  investigations  into  alleged  un¬ 
lawful  activity  or  crime  conductive  situations  and  use  the  DCII 
without  jeopardiziiig  such  investigations.  Knowledge  of  investiga¬ 


tions  by  cnimnal  law  enforcement  components  would  enable 
suspects  and  subjects  to  take  actions  to  prevent  detection  of 
criminal  activities,  conceal  evidence  or  to  escape  prosecution.  It 
could  also  lead  to  intimidation  of  or  harm  to  informants,  witnesses, 
sources  and  their  families,  information  from  this  system  will  be 
withheld  only  to  the  extent  that  its  release  would  mterfere  with 
such  investigations. 

V5-03 

System  name:  V3-03  National  Agency  Check  (NAC)  Case  Control 
System  (NCCS) 

Systm  location:  Information  Services  Division  (IX)830)  Personnel 
Investigations  Center,  P.O.  Box  1211,  Baltimore,  Maryland  21203 

Categories  of  individuals  covered  by  the  system:  Any  person  the 
subject  of  an  active  or  recently  completed  National  A^ncy  Check 
conducted  by  DIS. 

Categories  of  records  in  the  system:  NCCS  MASTER  FILE 

Composed  of  records  of  NAC’s  which  are  being  conducted  for 
DOD  activities.  Records  contain  the  name  and  other  personal 
identifying  information,  the  type  of  NAC,  requester  category,  and 
case  number. 

NCCS  HISTORY  FILE 

Consists  of  records  of  completed  NAC’s.  Records  contain  the 
name  and  other  personal  identifying  information,  the  type  of  NAC, 
requester  category,  case  number  and  date  closed. 

Authority  for  maintenance  of  the  system:  3  U.S.C.  301,  Depart¬ 
mental  Regulation 

44  U.S.C.  3101,  Records  Management 

DOD  Dir  3210.8,  13  February  1%2,  Policy  on  Investigation  and 
Clearance  of  DOD  Personnel  for  Access  to  Classified  Defense  In¬ 
formation. 

DOD  Directive  3103.42,  18  April  1972,  Charter  for  the  Defense 
Investigative  Service  (DIS). 

Routiiie  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  PURPOSES  FOR 
WHICH  CXILLECTTED 

The  NCCS  Master  File  records  are  retained  to  aid  in  case 
management  and  for  the  production  of  statistical  reports. 

The  NCCS  History  File  is  used  to  obtain  case  management  data 
and  statistical  reports. 

CATEGORIES  OF  USERS 

DIS  (3ase  Control  Centers  and  the  Defense  Industrial  Security 
Clearance  Office 

SPECIFIC  USES 

To  determine  the  existence,  location  and  status  of  the  case  file. 

Control  of  workload  and  prepare  statistical  reports. 

AUTOMATED  INTERFACES 

The  Defense  Central  Index  of  Investigations  (DCII)  System  as 
described  separately  in  this  notice. 

Polides  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  The  NCCS  Master  File  is  maintained  on  magnetic  tape. 

Retrievability:  Records  may  be  accessed  through  name  or  case 
control  number.  Queries  may  enter  the  system  in  either  card  or 
tape  form  or  indirectly  through  the  DCII. 

Safeguards:  As  described  in  the  DCII  system  description,  this 
notice. 

Retention  and  disposal:  Monthly  history  tapes  are  retained  for 
two  years. 

System  maiu^erfs)  and  address:  Director,  Defense  Investigative 
Service,  KXK)  Independence  Ave.  S.W.,  Washington,  DC  20314 

Notification  procedure:  Information  may  be  obtained  from: 

Assistant  for  Information,  Defense  Investigative  Service,  Room 
2H043,  Forrestal  Bldg,  KXK)  Independence  Ave.  S.W.,  Washington, 
DC  20314 

INFORMATION  REQUIRED 

Full  name  and  all  maiden  or  alias  names  under  which  files  may 
be  maintained. 

Personal  Identifiers  which  include  date  and  place  of  birth,  social 
security  number,  and  last  four  digits  of  military  service  number. 

OFFICES  WHICH  MAY  BE  VISITED 
..  Assistant  for  Information,  Defense  Investigative  Service,  Room 
2H043,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314 

PROOF  OF  IDENTTrY 

Routine  check  of  personal  documents. 

Record  aceem  procedures:  Inf<»mation  Office  at  above  address. 
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PRIVACY  ACT  ISSUANCES 


CoatcftiiM  record  proccdurct:  The  agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  retained  from  the 
Assistant  for  Information  at  the  address  listed  above. 

Record  aoorce  categories:  DIS  Case  Control  Centers. 

Systenu  exempted  from  certaia  proviskNis  of  the  act:  None 
V5-04 

System  name:  VS-04  Defense  Case  Control  System  (DCCS) 

System  location:  Information  Services  Division.  (D0830),  Person¬ 
nel  Investigation  Center,  P.O.  Box  1211,  Baltimore,  Marylwd  21203 
Categories  of  individuals  covered  by  the  system:  Any  person  or  ac¬ 
tivity  the  subject  of  an  ongoing  or  recently  completed  Defense  In¬ 
vestigative  Service  (DIS)  investigation. 

Categories  of  records  in  the  system:  The  DCCS  Master  file  is  com¬ 
posed  of  records  of  investigations  which  are  being  or  have  been 
conducted  for  DOD  activities.  Records  contain  the  name  and  other 
personal  identifying  information  on  individuals  who  are  in¬ 
vestigated. 

The  DCCS  History  File  consists  of  records  of  investigations  that 
have  been  closed.  Records  contain  the  name  and  other  personal 
identifying  information  on  individuals  who  have  been  investigated. 

The  DCCS  Investigative  Assignment  File  (lAF)  consists  of 
records  of  leads  assigned  to  DIS  field  elements  for  those  investiga¬ 
tions  in  progress  as  reflected  in  the  DCCS  Master  file.  Records 
contain  the  name,  social  security  number,  case  control  number,  the 
investigative  leads  assigned  and  their  status. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  301,  Depart¬ 
mental  Regulations 
44  U.S.C.  3101,  Records  Management 

DOD  Directive  No.  5105.42,  April  18,  1972,  Charter  for  the 
Defense  Investigative  Service  (DIS). 

Routfne  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  PURPOSES 
The  DCCS  Master  File  contains  open  cases  and  cases  closed  dur¬ 
ing  the  prior  15  days  to  aid  in  case  management  and  for  the  produc¬ 
tion  of  statistical  reports. 

The  DCCS  History  File  contains  a  record  of  all  closed  cases  to 
obtain  case  mana^ment  data  and  statistical  reports. 

The  DCCS  assignment  files  are  used  by  DIS  field  elements  to 
control  local  aspects  of  the  investigation. 

CATEGORIES  OF  USERS 

DIS  case  control  centers  and  field  elements. 

The  Defense  Industrial  Security  Clearance  Office 
SPECIFIC  USES 

To  determine  the  existence,  location  and  status  of  the  cases. 

To  control  workload  and  prepare  statistical  reports. 

To  inform  federal  agencies  or  requesters  of  investigations  regard¬ 
ing  the  status  of  on-going  cases. 

AUTOMATED  INTERFACES 

The  DCII  System  as  described  separately  in  this  notice. 

Polidcs  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  The  DCCS  Master  File  in  Direct  Access  Storage  Devices 
(DASD).  A  copy  of  the  Master  File  is  also  contained  on  magnetic 
tape  for  continuity  of  operations  to  permit  processing  at  alternate 
loutions  in  the  event  of  computer  failure. 

The  DCCS  History  File  is  contained  in  magnetic  tape. 

DCCS  Investigative  Assignment  Files  are  retained  in  paper  form. 
Rctrfevability:  Master  and  History-  File  Records  are  accessed 
primarily  through  the  case  control  number.  Records  can  also  be  ac¬ 
cessed  throuf^  Military  Service  Number  or  Social  Security 
Number.  Queries  may  enter  the  system  in  card  form  and  from  mag¬ 
netic  tape  or  indirectly  through  the  DCII. 

Lead  assignment  (lAF)  data  is  retrievable  by  name  of  individual 
or  case  control  number. 

Safeguards:  For  the  Master  and  History  Files  as  described  in  the 
DCni  system  descrqition,  this  notice. 
lAF  documents. 

Retentkm  and  disposal:  Monthly  history  tapes  are  retained  for 
two  years.  LAF  rec^r  are  retaiiied  one  year  after  completion  of 
field  leads. 

System  managert's)  and  address:  Director,  Defense  Investigative 
Service,  1000  Independence  Ave.  S.W.,  Washington,  DC  20314 
Nsllfh  Blliin  proeedare:  InftMmation  may  be  obtained  from: 


Assistant  for  Information,  Defense  Investigative  Service  (D0020), 
Room  2H043,  Fonestal  Bldg.,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

INFORMATION  REQUIRED: 

FuU  name  and  all  maiden  or  alias  names  under  which  files  may 
be  maintained. 

Personal  Identifiers  which  include  date  and  place  of  birgh,  social 
security  number,  and  last  four  digits  of  military  service  number. 

OFFICES  WHICH  MAY  BE  VISITED 

Assistant  for  Information,  Defense  Investigative  Service,  Room 
2H043,  Forrestal  Bldg.  1000  Independence  Ave.  S.W.,  Washington, 
DC  20314 

PROOF  OF  IDENTITY: 

Routine  check  of  personal  documents. 

Record  ucccm  procedures:  Information  Office,  at  above  address. 

Contesting  record  procedures:  The  agency's  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  i^tained  from  the 
Assistant  for  Information. 

Record  source  categories:  DIS  Case  Control  Centers 

Systems  exempted  from  certain  provWooa  of  the  act:  In  ac¬ 
cordance  with  Subsection  3(jK2)  of  the  Act,  certain  references  con¬ 
tained  in  this  system  of  case  control  records  may  be  exempted 
from  the  provisions  of  subsections  (c)(3),  (cK4),  (d)  and  (eK8).  This 
exemption  will  allow  the  DIS  Sp^ial  Cases  Division,  a  criminal  law 
enforcement  component,  to  conduct  effective  investigations  into  al¬ 
leged  imlawful  activity  or  crime  conductive  situations  and  use  the 
DCCS  without  jeapordizing  such  investigations.  Knowledge  of  the 
investigations  of  the  Special  Cases  Divisions  could  enable  subjects 
to  take  actions  to  prevent  detection  of  criminal  activitites,  conceal 
evidence,  or  to  escape  prosecution.  It  could  also  lead  to  intimida¬ 
tion  of  or  harm  to  sources,  informants,  witnesses  and  their  families. 
Information  from  this  system  will  be  withheld  only  to  the  extent 
that  its  release  would  int^ere  with  such  investigations. 

V6-01 

System  name:  V6-01  Personnel  Security  Files 

System  location:  Primary  System  •  Security  Division,  (D0146), 
Defense  Investigative  Service,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Decentralized  System  -  Partial  records  are  maintained  at  working 
locations  as  k  part  of  the  Optional  Personnel  Management  Record 
System  describe  separately  m  this  notice. 

Categories  of  individuals  covered  by  the  system:  Every  DIS  em¬ 
ployee,  civilian  and  military,  without  exception. 

Categories  of  records  in  the  system:  Individual’s  Certificate  of 
Security  Clearance,  Security  Briefing  Statement,  Certificates  of 
Clearance  from  other  Services,  Defense  Ontral  Investigations 
Index  (DCn)  check  results,  summaries  of  adverse  information, 
debriefing  statements,  and  similar  related  documents  varying  in  cer¬ 
tain  cases.  Sufficient  individual  identifying  data  to  confirm  identi¬ 
ties  is  also  contained  in  this  system. 

Authority  for  maintenance  of  the  system:  Requesting  agency,  to 
the  extent  that  the  information  is  relevant  and  5  U.S.C.  301 
(Departmental  Regulations)  and  DoD  Directive  5210.7,  Department 
of  Defense  Civilian  Applicant  and  Employee  Security  Program  and 
DoD  Directive  5210.8,  Policy  on  Investi^tions  and  CTlearances  of 
DoD  Personnel  for  Access  to  C!lassified  Defense  Information. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purpoaes  of  such  uses:  Uses 

Files  are  to  provide  a  basis  for  granting  security  clearances. 

Files  are  also  used  to  provide  information  of  security  clearances 
for  individuals  attending  official  activities  of  other  offices  on  clas- 
stfied  matters. 

They  also  are  used  to  provide  security  clearances  information  to 
other  governmental  offices  where  chan^  of  employment  is  being 
considered. 

In  the  event  that  records  maintained  in  this  system  indicate  a 
violation  or  potential  violatioa  of  law,  whether  civil,  criminal  or 
regulatory  in  nature,  and  whether  arising  by  general  statute  or  par¬ 
ticular  program  statute,  or  by  regulation,  riile  or  order  issued  pur¬ 
suant  thereto,  the  relevant  retards  in  the  system  of  records  may  be 
referred,  as  a  routine  use,  to  the  appropriate  agency,  charged  with 
the  responsibility  of  investigating  or  prosecuting  such  violation  or 
charged  with  enforcing  or  implementing  the  statute,  or  rule,  regula- 
tioo  or  order  issued  pursuant  thereto. 
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A  record  from  this  system  of  records  may  be  disclosed  as  a 
’routine  use’  to  a  federal,  state  or  local  agency  maintaining  civil, 
criminal  or  other  relevant  enforcement  information  or  other  per¬ 
tinent  information,  such  as  employment  records,  if  necessary  to  ob¬ 
tain  information  relevant  to  an  agency  decision  concerning  the  hir¬ 
ing  or  retention  of  an  employee,  the  issuance  of  a  security 
clearance,  or  other  benefit. 

Users 

Director  of  Personnel  and  his  office. 

DIS  Security  officer  and  his  office. 

All  Supervisors,  Commanders,  and  Office  Chiefs,  but  only  for 
confirm^  clearance  level  information. 

Security  officials  of  other  DoD  elements  or  governmental  agen¬ 
cies  when  required  for  clearance  verification  or  pre-employment 
consideration,  consideration. 

Felidcs  and  practices  for  storing,  retrieving,  accessing,  retaiiiing, 
and  disposing  at  records  in  the  system:  Individual  files  are 
established  wnen  an  application  for  employment  or  assigiunent  to 
the  DIS  is  first  received.  As  an  investigation  is  completed  and  adju¬ 
dicated,  a  clearance  certificate  is  filed.  If  the  file  is  unfavorable  and 
the  individual  is  not  accepted,  the  file  is  placed  in  the  ’dead'  file 
section  and  retained  for  one  year. 

Storage:  Paper  records  in  file  folders. 

Retrievability:  Filed  alphabeUcally  by  last  name. 

Safeguards:  For  the  primary  system  building  employs  security 
guards  (Federal  Protective  Service).  Records  are  maintained  in 
locked  containers  in  areas  accessible  only  to  authorized  personnel 
who  have  a  need  to  know. 

Retention  and  dkpaaal:  Records  are  maintained  for  the  period  of 
time  an  individual  is  assigned  to  the  DIS  and  for  one  year  after¬ 
wards.  Disposal  is  as  classified  waste. 

System  manages)  and  address:  diief.  Security  Division  (D0146), 
Defense  Investigative  Service,  1000  Indepen^nce  Ave.  S.W., 
Washington,  DC  20314 

Notification  procedure:  Information  regarding  the  primary  system 
may  be  obtained  from:  Security  Officer  (D0146),  Defense  Investiga¬ 
tive  Service,  Room  3F087,  FoiresUd  Building,  KMO  Independence 
Ave.  S.W.,  Washington,  DC  20314 

Record  aceem  procedures:  Access  to  the  decentralized  records 
may  be  obtained  at  any  time.  Requests  for  access  to  the  primary 
system  from  individuals  should  be  addressed  to:  The  Assistant  for 
Monnation,  Defense  Investigative  Service,  ATTN:  D0020,  1000  In¬ 
dependence  Ave.  S.W.,  Washington,  DC  20314 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number.  Visits  are 
limited  to  the  Office  of  The  Assistant  for  Information,  Defense  In¬ 
vestigative  Service,  Room  2H043,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

For  personal  visits,  a  check  of  peronal  documents  will  be  con¬ 
ducted. 

Contesting  record  procedures:  The  Agency’s  rules  for  contesting 
contents  and  appeali^  initial  determinations  may  be  obtained  from 
the  Assistant  for  Information  Office  at  the  above  address. 

Record  source  categories:  Application  and  related  forms  from  the 
individual,  summaries  of  information  from  background  investiga¬ 
tions  of  the  individual 

Systems  eiempted  from  certain  provietons  of  the  act:  None 
Vh4)2 

System  name:  V6-02  Special  Compartmented  Intelligence  (SCD  Ac¬ 
cess  file. 

System  location:  Security  Division,  (D0146),  Defense  Investiga¬ 
tive  Service,  1000  Indepen^nce  Ave.  S.W.,  Washington,  DC  20314 

Categories  of  iadhrMuaU  covered  by  the  system:  DIS  personnel 
who  have  been  granted  Special  Access  to  SCI  information. 

Categories  of  records  in  the  system:  A  roster  is  maintained  of  per¬ 
sonnel  bolding  access  clearances  and  a  certificate  ot  clearance  for 
each  such  individual. 

Authority  lor  maintenance  of  the  system:  DIAM  SO-1  (C). 

Routine  naes  of  records  nufaitahied  in  the  system,  including  catego¬ 
ries  of  users  and  the  pnrposm  of  such  uses:  USES 

The  SCI  Access  FBe  is  used  to  determine  who  in  DIS  has  an  SCI 
clearance. 

Data  is  used  also  to  monitor  the  program  within  DIS. 

USERS 

DIS  Security  Officer,  and  his  office. 


Chief,  DIS  Special  Investigations  Center,  to  determine  SCI 
clearance  for  assignment  of  investigative  duties  entailing  access. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposi^  of  records  in  the  system:  AO  data  is  maintained  in  one 
file  folder,  '^e  roster  is  provid^  by  DIA.  Copies  of  clearance  cer¬ 
tificates  are  maintained  for  each  individual  having  the  special  ac¬ 
cess.  When  a  person  is  taken  off  this  access  and  has  been 
debriefed,  this  is  noted  in  the  file. 

Storage:  Paper  records  in  file  folder. 

Retrievabi^:  Roster  is  in  alphabetical  order;  clearances  are  filed 
in  chronological  order. 

Safeguuds:  Files  are  maintained  in  an  authorized  security  con¬ 
tainer  within  a  locked  room.  The  Federal  Protective  Service  con¬ 
trols  entrance  to  the  building. 

Rctentioo  and  disposal:  Records  are  maintained  for  the  period 
that  the  individual  is  granted  the  special  access  and  then  for  one 
year  thereafter. 

System  manages)  and  adifavs:  Chief,  Security  Division  (D0146), 
Defence  Investigation  Service,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Notificadoa  procedure:  Information  may  be  obtained  from: 

SYSMANAGER,  Chief,  Security  Division,  Defense  Investigative 
Service,  Room  3F087,  Foirestal  Building,  1000  Independence  Ave. 
S.W.,  Washington,  DC  20314,  Telephone:  Area  Code  202/693-0720 

Record  access  procedures:  Requests  from  individuals  should  be 
addressed  to:  Assistant  for  Information,  Defense  Investigative  Ser¬ 
vice,  ATTN:  D0020,  Room  2H043,  Forrestal  Building,  1000  Inde¬ 
pendence  Ave.  S.W.,  Washington,  DC  20314. 

Written  requests  for  information  should  contain  the  full  name  of 
the  individual,  current  address  and  telephone  number.  Visits  are 
limited  to  Office  of  Information,  Defense  Investigative  Service, 
Room  2H043,  Forrestal  Building,  1000  Independence  Ave.  S.W., 
Washington,  DC  20314 

Coutesthig  record  procedures:  The  agency’s  rules  for  contesting 
contents  and  appealing  initial  determinations  may  be  obtained  from 
the  Assistant  for  Information,  at  the  above  listed  address 

Record  source  categories:  Personnel  Security  Ffle  on  the  in¬ 
dividual. 

Systems  exempted  from  certain  provisioas  of  the  act:  None 


UNIFORMED  SERVICES  UNIVERSITY  OF 
HEALTH  SCIENCES 


REQUESTING  RECORDS 

Records  are  retrieved  by  name  or  by  some  other  personal  identi¬ 
fier.  It  is  therefore  especially  important  for  expe^tious  service 
when  requesting  a  recoil  that  particular  attention  be  provided  to 
the  Notification  and/or  Access  Procedures  of  the  particular  record 
system  involved  so  as  to  furnish  the  required  personal  identifiers, 
or  any  other  pertinent  personal  information  as  may  be  required,  to 
locate  and  retrieve  the  record. 

BLANKET  ROUTINE  USES 

Certain  blanket  ’routine  uses’  of  the  records  have  been 
established,  that  are  applicable  to  every  record  system  maintained 
within  the  Department  of  Defense,  unless  specifk^y  stated  other¬ 
wise  within  a  particular  record  system.  Ttese  additional  blanket 
routine  uses  of  the  records  are  published  below,  only  once  in  the 
interest  of  simidicity,  economy  and  to  avoid  r^undaiKy,  before 
the  individual  record  system  notices  begin  rather  than  repeating 
them  in  every  individual  record  system. 

ROUTINE  USE  -  LAW  ENFORCEMENT 

In  the  event  that  a  system  of  records  maintained  by  this  com¬ 
ponent  to  carry  out  its  fimctions  indicates  a  violation  or  potential 
violation  of  law,  whether  civil,  criminal  or  regulatory  in  nature,  and 
whether  arising  by  general  statute,  or  by  regulation,  rule  or  order 
issued  pursuant  thereto,  the  relevant  records  in  the  system  of 
records  may  be  referred,  as  a  routirw  use,  to  the  appropriate  agen¬ 
cy,  whether  federal,  state,  local  or  foreign,  charged  with  the 
responsibility  of  investigating  or  prosecuting  such  violation  or 
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chaffed  with  enforcing  or  implementing  the  statute,  rule,  regulation 
or  omr  issued  pursuant  thereto. 

ROUTINE  USE  -  DISCLOSURE  WHEN 
REQUESTING  INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  a  federal,  state  or  local  agency 
maintaining  civil,  criminal  or  other  relevant  enforcement  informa¬ 
tion  or  o^r  pertinent  information,  such  as  current  licenses,  if 
necessary  to  obtain  information  relevant  to  a  component  decision 
concerning  the  hiring  or  retention  of  an  employee,  the  issuance  of  a 
security  clearance,  the  ktti^  of  a  contract,  or  the  issuance  of  a 
license,  grant  or  other  benefit. 

ROUTINE  USE  -  DISCLOSURE  OF  REQUESTED 
INFORMATION 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  to  a  federal  agency,  in  response  to  its  request,  in 
connection  with  the  hiring  or  retention  of  an  employee,  the  is¬ 
suance  of  a  security  clearance,  the  reporting  of  an  investigation  of 
an  employee,  the  letting  of  a  contract,  or  the  issuance  of  a  license, 
grant,  or  other  benefit  by  the  requesting  agency,  to  the  extent  that 
the  information  is  relevant  and  necessary  to  the  requesting  agency’s 
decision  on  the  matter. 

ROUTINE  USE  ;  CONGRESSIONAL  INQUIRIES 

Disclosure  from  a  system  of  records  maintained  by  this  com¬ 
ponent  may  be  made  to  a  congressional  office  from  the  record  of 
an  individual  in  response  to  an  inquiry  from  the  congressional  of¬ 
fice  made  at  the  request  of  that  individual. 

ROUTINE  USE  WITHIN  THE  DEPARTMENT  OF 
DEFENSE 

A  record  from  a  system  of  records  maintained  by  this  component 
may  be  disclosed  as  a  routine  use  to  other  components  of  the  De¬ 
partment  of  Defense  if  necessary  and  relevant  for  the  performance 
of  a  lawful  function  such  as,  but  not  limited  to,  personnel  actions, 
personnel  security  actions  and  criminal  investigations  of  the  Com¬ 
ponent  requesting  the  record. 

ROUTINE  USE  -  PRIVATE  RELIEF  LEGISLATION 

Relevant  information  contained  in  all  systems  of  records  of  the 
Department  of  Defense  published  on  or  before  August  22,  1975, 
will  be  disclosed  to  the  Office  of  Management  and  Budget  in  con¬ 
nection  with  the  review  of  private  relief  legislation  as  set  forth  in 
OMB  Circular  A-19  at  any  sta^  of  the  legislative  coordination  and 
clearance  process  as  set  forth  in  that  Circular. 

ROUTINE  USE  -  DISCLOSURES  REQUIRED  BY 
INTERNATIONAL  AGREEMENTS 

A  record  from  a  system  of  records  maintained  by  this  Com¬ 
ponent  may  be  disclos^  to  foreign  law  enforcement,  security,  in- 
vesti^tory,  or  administrative  authorities  in  order  to  comply  with 
rMiuirements  imposed  by,  or  to  claim  rights  conferred  in  interna¬ 
tional  agreements  and  arrai^menu  including  those  regulating  the 
stationing  and  status  in  foreign  countries  of  Department  Defense 
military  and  civilian  personnel. 

ROUTINE  USE  -  DISCLOSURE  TO  STATE  AND 
LOCAL  TAXING  AUTHORITIES 

Any  information  normally  contained  in  IRS  Form  W-2  which  is 
maintmned  in  a  recmd  from  a  system  of  records  maintained  by  this 
Component  may  be  disclosed  to  State  and  local  taxing  authorities 
with  which  the  Secretary  of  the  Treasury  has  entered  into  agree¬ 
ments  pursuant  to  Title  5,  U.S.Code,  Sections  5516,  5517,  5520,  and 
only  to  those  State  and  local  taxing  authorities  for  which  an  em¬ 
ploy  or  military  member  is  or  was  sub^t  to  tax  regardless  of 
whether  tax  is  or  was  withheld.  This  routine  use  is  in  accordance 
with  Treasury  Fiscal  Requirements  Manual  Bulletin  Nr.  76-07. 

ROUTINE  USE  -  DISCLOSURE  TO  THE  U^.  CIVIL 
SERVICE  COMMISSION 

A  record  from  a  system  of  records  subject  to  the  Privacy  Act 
and  maintained  by  this  component  may  be  disclosed  to  the  Civil 
Service  Commission  concerning  information  on  pay  and  leave, 
benefits,  retirement  deductions,  and  any  other  information  necessa¬ 
ry  for  the  Commissioa  to  carry  out  its  legally  authorized  Govern¬ 
ment-wide  personnel  management  functions  arid  studies. 


ROUTINE  USE  •  DISCLOSURE  OF  INFORMATION 
TO  NARS  (GSA) 

A  record  from  a  system  of  records  maintained  by  this  com¬ 
ponent  may  be  disclosed  as  a  routine  use  to  the  National  Archives 
and  Records  Service  of  the  General  Services  Administration  in 
records  management  inspections  conducted  under  authority  of  44 
U.S.C.  2904  and  2906. 


WDSUOl 

System  name:  USUHS  Personnel  Files 

System  location:  A  central  personnel  record  file  will  be  main¬ 
tained  at  the  USUHS  personnel  office,  6917  ArUn^on  Road, 
Bethesda,  Maryland  20014.  A  supplemental  file  consisting  of  sum¬ 
mary  data  on  each  employee  vvill  be  stored  in  the  computer  at 
Bolling  AFB,  Washington,  D.C. 

Categories  of  individuals  covered  by  the  system:  Records  will  be 
maintained  on  all  personnel  assigned  to  USUHS  -  full-time  and 
part-time. 

Categories  of  records  in  the  system:  The  type  of  information 
which  will  be  maintained  on  employees  is  as  follows:  Identity  and 
demographic  information  (e.g.,  SSAN,  name,  sex,  address,  birth 
date,  minority  status,  etc.).  Academic  and  experience  back^und 
data  consisting  of:  (1)  Schools  attended;  (2)  Degrees  earned;  (3) 
Work  experience,  awards,  etc.;  (4)  Letters  of  reference,  per¬ 
formance  evaluations,  etc. 

Authority  for  maintenance  of  the  system:  Title  10,  United  States 
Code,  Section  136. 

Routine  uses  of  records  maintained  in  the  system,  iiKluil^  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  llie  System  will  be  used 
for  documenting  the  work  experience  of  USUHS  personnel. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Material  stored  in  file  folders 

Rctrievahility:  The  system  will  be  indexed  by  name  and  SSAN. 
Records  will  be  available  to:  The  individual  concerned.  Employees 
of  USUHS  on  a  need  to  know  basis.  Other  agencies  of  the  Govern¬ 
ment  to  satisfy  requests  for  routine  reports. 

Safeguards:  The  file  will  be  maintained  in  securable  file  cabinets 

Rctentkm  and  disposal:  Indefinite  files  that  are  retained  while  the 
individual  is  employed  and  then  retired. 

System  manager(s)  and  address:  The  personnel  officer  of  the 
University  will  be  the  custodian  of  this  file  (business  address:  6017 
Arlington  Road,  Bethesda,  Maryland  20014). 

Notification  procedure:  Inquiries  regarding  the  personnel  files 
should  be  directed  to  the  SYSMANAGER. 

^Record  access  procedures:  Information  on  the  procedures  for 
gaining  access  to  and  contesting  records  will  be  furnished  each  em- 
^oyee  by  the  Personnel  Office  upon  entry  into  duty  with  USUHS. 

Contesting  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesting  contents  and  appealing  initial  determina¬ 
tions  may  be  obtained  from  the  USUHS  Adnunistrative  Office, 
6917  Allison  Road,  Bethesda,  Maryland  20014. 

Record  source  categories:  Information  contained  in  the  file  is 
furnished  by  the  employee,  supervisors  and  references  supplied  by 
the  employee. 

Systems  exempted  from  certain  proviskms  of  the  act:  NONE 
WUSU02 

System  name:  USUHS  Payroll  System 

System  location:  Central  files  are  maintained  at  Bolling  Air  Force 
Base  Accounting  and  Finance  Office,  Civilian  Pay  Branch.  Satellite 
file  maintained  at  USUHS  Administrative  Offices  at  6917  Aiiington 
Road,  Bethesda,  Maryland  20014 

Categories  of  individnals  covered  by  the  system:  All  civilian  per¬ 
sonnel  paid  by  the  USUHS. 

Categories  of  records  in  the  system:  Information  contained  in  the 
system  includes:  Name,  SSAN,  Pay  Grade,  Number  of  Withh<8ding 
exemptions.  Gross  and  Net  Pay,  Other  Pay  Information. 

Aidhoffity  for  maintenance  of  the  system:  Title  10,  United  States 
Code,  Section  136 

Rondne  uses  of  records  maintained  in  the  mtem,  inclnd^  catego- 
rim  of  nsers  and  file  purposes  of  such  uses:  Ine  system  will  produce 
data  for  budget  purposes  and  as  backup  information  for  audits. 
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Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  sjrstem: 

Storage:  The  information  will  be  stored  as  computer  print-out. 

Rctrievahility:  The  system  will  be  indexed  by  name. 

Safegoards:  The  information  will  be  available  for  personnel  in  the 
PersonneiyManpower  Division  of  the  USUHS  or  other  personnel 
who  have  a  demonstrated  need  to  know,  e.g.,  auditors.  Congress, 
etc.  The  material  will  be  stored  in  metal  fUe  containers. 

Retention  and  disposal:  The  records  will  be  maintained  for  one 
year  and  then  destroyed  by  burning. 

Svsteni  nuuagerfs)  and  address:  The  responsible  official  in  the 
USlIHS  for  the  Civilian  Pay  System  is  Mrs.  Vera  T.  Bumbak, 
Chief,  Personnel/Manpower  Division,  6917  Arlington  Road, 
Bethesda,  Maryland  20014. 

Notification  procedure:  Any  inquireies  should  be  directed  to  the 
Personnel/Manpower  Division  at  ^e  above  address. 

Record  access  procedures:  Information  may  be  accessed  in  person 
at  the  above  address.  Requests  for  change  to  the  information  must 
be  made  in  writing  at  the  above  address. 

Contesting  record  procedures:  The  Agency’s  rules  for  access  to 
records  and  for  contesUng  contents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  may  be  obtained  from  the 
SYSMANAGER. 

Record  source  categories:  Computerized  pay  records  from  Bolling 
Air  Force  Base  Accounting  and  Finance  Office. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
WUSU03 

System  name:  USUHS  Student  Record  System 

System  location:  The  file  will  be  maintained  in  the  Registrar’s  Of¬ 
fice,  USUHS,  6917  Arlington  Road,  Bethesda,  Maryland  20014. 

Categories  of  individuals  covered  by  the  system:  Records  will  be 
maintained  on  all  students  who  matriculate  to  the  University. 

Categories  of  records  in  the  system:  Grade  reports  and  instructor 
evaluations  of  performance/achievement;  transcripts  summarizing 
by  course  title,  grade,  and  credit  hours;  records  of  disciplinary  ac¬ 
tion;  records  of  awards,  honors,  or  distinctions  earned  by  students; 
and  data  carried  forward  from  the  Applicant  File  System. 

Authority  for  maintenance  of  the  system:  Public  Law  92-426,  Ch 
104,  Section  21 14. 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  llie  System  will  be  used 
for  documenting  the  acadenuc  achievement  of  students. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders. 

Rctrievahility:  The  system  will  be  indexed  by  name  and  SSAN. 

Safeguards:  Records  will  be  maintained  in  metal  file  cabinets  in  a 
securaole  area. 

Retention  and  disposal:  Records  will  be  maintained  permanently. 

System  managerfs)  and  address:  The  Registrar  of  the  University, 
6917  Arlington  Road,  Bethesda,  Maryland  20014. 

Notificathm  procedure:  Information  may  be  obtained  from: 
USUHS 
Registrar  Office 
6917  Arlington  Road 
Bethesda,  Maryland  20014 

Record  accem  procedures:  Requests  to  review  individual  student’s 
records  may  be  made  by  telephone  or  visit  to  the  Registrar  Office, 
USUHS,  6917  Arlington  Road,  Bethesda,  Maryland  20014. 

Written  requests  should  include  name,  SSAN,  and  dates  at¬ 
tended. 

Contestiag  record  procedures:  Information  on  the  procedures  for 
gaining  access  to  and  contesting  records  will  be  furnished  each  stu¬ 
dent  by  the  Registrar  at  time  of  matriculation. 

Record  sonree  categories:  Information  is  furnished  by  instructor 
personnel. 

Systems  exempted  from  certain  provisioas  of  the  act:  NONE 
WUSU04 

System  name:  USUHS  Applicant  Record  System 

System  locatioo:  A  central  applicant  record  file  will  be  maintained 
at  the  USUHS  Admission  Office,  6917  Arlington  Road,  Bethesda, 
Maryland  20014. 


A  supplemental  file  consisting  of  summary  data  on  each  aroli- 
cant,  to  be  derived  from  data  collected  in  the  central  file,  will  be 
stored  on  magnetic  tape  and  maintained  at  the  Pentagon  Computer 
Center,  Washington,  D.  C. 

Categories  of  indlviduab  covered  by  the  syslein:  Reemds  will  be 
maintamed  on  all  individuals  applying  for  admission. 

Categories  of  records  in  the  system:  Identity  and  denoographic  in¬ 
formation  (e.g.,  SSAN,  name,  sex,  minority  status,  address,  birth 
date,  citizenship,  etc.);  Academic  and  aptitudinal  background  data 
consisting  of:  (1)  schc^s  attended,  (2)  Degrees  earned,  (3)  GPA  for 
college  graduate  work,  (4)  course  hours  completed  in  college 
and  graduate  school,  (S)  Mescal  College  Adminission  Test  scores 
and  percentiles;  information  regarding  work  exMiience, 
socioeconomic  background,  hobbies,  extracurricular  involvements 
in  college,  community/  service  activities,  honors  and  awards 
achieved,  and  professional  and/or  societal  contributions;  Letters  of 
reference;  personal  statements  (autobiognqihical  in  nature);  service 
preference  statement;  interview  evaluations;  test  results  and  per¬ 
sonality  inventory  scores  on  instruments  js^  to  assess  noncogni- 
tive  potential  and  aptitude;  official  college  transcripts  and  health 
data.  Unsolicited  information  provided  by  applicants  will  also  nor¬ 
mally  be  retained  when  such  information  pertains  to  the  matters 
described  above. 

Authority  for  maintenance  of  the  system:  Public  Law  92-426,  (Ch 
104,  SecUon2114) 

Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  The  system  will  be  used 
for  selecting  students  to  USUHS. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposiiig  of  records  in  the  system: 

Storage:  Paper  records  in  file  folders  and  magnetic  tape. 

Retrievability:  The  central  file  will  be  indexed  by  name.  The  com¬ 
puter  file  will  be  sequenced  by  SSAN,  with  data  retrievable  by  any 
single  or  combination  of  variables  stored,  e.g.,  sex,  minority  status, 
rarucing  by  academic  performance,  ranking  by  test  achievement, 
state  of  residence,  college  attended,  etc. 

Safeguards:  All  material  will  be  maintained  in  metal  rotary  files  in 
a  securable  office;  the  satellite  file  on  disks,  securabley  stored  at 
the  Pentagon  Computer  Center. 

Retentioa  and  disposal:  Records  of  applicants  who  matriculate  to 
the  school  will  be  converted  to  student  records  and  maintained  per¬ 
manently.  Records  of  applicants  who  do  not  matriculate  will  be 
retained  for  five  years  arid  then  destroyed  by  burning. 

System  manager(s)  and  address:  The  USUHS  officer  who  win  be 
responsible  for  the  Applicant  Record  System  is  the  Assistant  Dean 
for  Academic  Support  (business  address:  6917  Arlington  Road, 
Bethesda,  Marylaiid  20014). 

Nodficatfon  procedure:  Inquiries  regarding  the  system  should  be 
directed  to  the  Assistant  Dean  for  Academic  Support,  6917  Arling¬ 
ton  Road,  Bethesda,  Maryland  20014. 

Record  accem  procedures:  Request  for  access  for  an  iixlividual’s 
file  should  be  m^e  by  either  writing  or  calling  the  Assistant  Dean 
for  Academic  Support. 

For  written  requests  the  information  should  contain  the  fuU  name 
of  the  individual,  current  address  and  telephone  number. 

CoDtestli^  record  procedures:  The  AgeiKy’s  rules  for  access  and 
for  contesting  contents  and  appeali^  initial  determinations  may  be 
obtained  from  the  USUHS  Administration  Office,  6917  Arlington 
Road,  Bethesda,  Maryland  20014. 

Record  source  categories:  The  bulk  of  the  information  in  the 
system  will  be  furnished  by  the  iqiplicants.  It  will  be  either 
prepared  by  them  personaUv,  or  submitted  by  other  in¬ 
dividuals/agencies  in  thdr  behan  at  their  (the  applicants’)  specific 
request.  1^  remaining  elements  of  the  systems,  the  data  not 
furnished  by  the  applicants,  will  consist  of  evaluative  records 
prepared  aiui  develqi^  by  admissions  personnel  based  on  inter¬ 
views,  school  administered  tests,  and  analyses  of  applicant  records. 

Systems  exempted  from  certain  provisions  of  the  act:  NONE 
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CHAPTER  I— OFFICE  OF  THE 
SECRETARY  OF  DEFENSE 

PART  286a— PERSONAL  PRIVACY 
AND  RIGHTS  OF  INDIVIDUALS  RE¬ 
GARDING  THEIR  PERSONAL  RE¬ 
CORDS 

Sec. 

286a.  1  Purpose. 

286a.2  Applicability  and  scope. 

286a.3  Policy. 

286a.4  Authority  and  responsibilities. 
286a.5  Annual  report. 

686a.6  Definitions. 

286a.7  Access  by  the  individual. 

286a.8  Disclosure  to  others. 

286a.9  Collection  of  personal  information 
from  individuals. 

286a.  10  Exemptions 
286a.  11  System  of  records. 

286a.  12  Instructions  for  preparation  of 
record  system  notices. 

286a.  13  Effective  date  and  implementation. 

Authority;  Privacy  Act  of  1974,  Pub.  L. 
93-579,  88  SUt.  1896  (5  U.S.C.  552a). 

§  286a.l  Purpose. 

This  Part  implements  5  U.S.C.  552a, 
P.L.  93-579  by  prescribing: 

(a)  The  procedures  whereby  an  indi¬ 
vidual  can  be  notified  in  response  to 
his  request  if  any  system  of  records 
named  by  the  individual  contains  a 
record  pertaining  to  him. 

(b)  The  requirements  for  verifying 
the  identity  of  an  individual  who  re¬ 
quests  his  record  or  information  per¬ 
taining  to  him  before  the  record  or  in¬ 
formation  shall  be  made  available  to 
him. 

(c)  The  procedures  for  granting 
access  to  an  individual  upon  his  re¬ 
quest  of  his  record  or  information  per¬ 
taining  to  him. 

(d)  The  procedures  for  reviewing  a 
request  from  an  individual  concerning 
the  amendment  of  any  record  or  infor¬ 
mation  pertaining  to  him.  for  making 
a  determination  on  the  request,  and 
for  an  appeal  of  an  initial  adverse  de¬ 
termination. 

(e)  The  procedures  and  policies  gov¬ 
erning  the  collection,  safeguarding, 
maintenance,  public  notice,  use  and 
dissemination  of  personal  information. 

(f)  The  conditions  under  which  dis¬ 
closure  of  personal  information  may 
be  made  and  procedures  for  exempting 
systems  of  records  from  certain  re¬ 
quirements  of  the  Privacy  Act  of  1974. 


§  28€a.2  Applicability  and  scope. 

(a)  The  provisions  of  this  Part  apply 
without  restrictions  to  the  Office  of 
the  Secretary  of  Defense,  the  Military 
Departments,  the  Organization  of  the 
Joint  Chiefs  of  Staff,  and  the  Defense 
Agencies  (hereinafter  referred  to  sin¬ 
gularly  as  a  “Component”  or  collec¬ 
tively  as  “DOD  Components”)  except 
for  The  National  Security  Agency;  it  is 
applicable  to  all  National  Security 
Agency  official  records  and  systems  of 
records  except  those  maintained  pur¬ 
suant  to  Public  Law  86-36  and  Public 
Law  88-290. 

(b)  Its  provrisions  govern  the  collec¬ 
tion.  maintenance,  use  and  dissemina¬ 
tion  of  personal  information  by  the 
Department  of  Defense  in  accordance 
with  5  U.S.C.  552a.  Requests  for  infor¬ 
mation  under  the  Freedom  of  Infor¬ 
mation  Act  (5  U.S.C.  552)  by  an  indi¬ 
vidual  about  another  individual  are 
governed  by  the  provisions  of  DoD  Di¬ 
rective  5400.7  (32  cm  286).  Requests 
for  personal  information  from  the 
General  Accoimting  Office  are  gov¬ 
erned  by  DoD  Directive  7650.1,*  re¬ 
quests  for  personal  information  from 
the  Congress  are  governed  by  DoD  Di¬ 
rective  5400.4*  and  from  other  agen¬ 
cies  and  the  courts  by  DoD  Directive 
5400.7  (32  CFR  286)  as  well  as  the  pro¬ 
visions  of  this  Part. 

§  286a.3  Policy. 

The  policy  of  the  Department  of  De¬ 
fense  is  to: 

(a)  Preserve  the  personal  privacy  of 
individuals,  permitting  an  individual 
to  know  what  records  pertaining  to 
him  are  collected,  maintained,  used,  or 
disseminated  in  the  Department  of 
Defense,  and  to  have  access  to  and 
have  a  comprehensible  copy  made  of 
all  or  any  portion  of  such  records,  and 
to  correct  or  amend  such  records. 

(b)  Collect,  maintain,  use,  or  dissemi¬ 
nate  any  record  of  identifiable  person¬ 
al  information  In  a  manner  that  as¬ 
sures  that  such  action  is  for  a  neces¬ 
sary  and  lawful  purpose;  that  the  in¬ 
formation  is  timely  and  accurate  for 
its  intended  use;  and  that  adequate 
safeguards  are  provided  to  prevent 
misuse  of  such  information. 

S  286a.4  Authority  and  Responsibilities. 

(a)  Defense  Privacy  Board.  A  De¬ 
fense  Privacy  Board  is  hereby  estab- 


*  Piled  as  part  of  original.  Copies  available 
from  the  U.S.  Naval  Publications  and  Forms 
Center,  5801  Tabor  Avenue,  Philadelphia. 
Pennsylvania  19120,  Attn:  Code  300. 


lished  for  the  purpose  of  ensuring  the 
preservation  of  individual  privacy 
within  the  Department  of  Defense. 
Privacy  programs  and  procedures  shall 
be  developed  and  coordinated  by  the 
Board  under  the  chairmanship  of  the 
Deputy  Assistant  Secretary  of  Defense 
( Administration ). 

(1)  Membership  of  the  Board  shall 
consist  of  representatives  designated 
by  the  Secretaries  of  the  Military  De¬ 
partments;  Director,  Defense  Supply 
Agency;  Assistant  Secretary  of  De¬ 
fense  (Manpower  and  Reserve  Af¬ 
fairs);  Assistant  Secretary  of  Defense 
(Comptroller);  and  the  General  Coun¬ 
sel. 

(2)  The  Board  shall  ensure  active 
participation  by  all  DoD  Components 
in  the  development  and  operation  of 
the  Privacy  Program,  and  shall  ensure 
that  each  DoD  Component: 

(i)  Identify  all  DoD  systems  of  re¬ 
cords  affected  by  the  Privacy  Act. 

(ii)  Obtain  all  data  required  by  the 
Act  concerning  each  record  system  so 
identified. 

(iii)  Revdew  policies,  practices  and 
procedures  relating  to  each  identified 
system  of  records  to  ensure  they  are  in 
conformity  with  the  Act. 

(iv)  Review  for  conformity  with  the 
Act,  all  procedures,  including  forms, 
which  require  an  individual  to  furnish 
Information,  and  formulate  corrective 
or  supplementary  provisions,  as  neces¬ 
sary. 

(V)  Supervise  the  preparation  for 
publication  in  the  Federal  Register  of 
all  required  information  on  systems  of 
records  affected  by  the  Act. 

(vi)  In  conjunction  with  the  Office 
of  the  Assistant  Secretary  of  Defense 
(Manpower  and  Reserve  Affairs) 
(OASD  (M&RA)).  ensure  development 
within  each  DoD  Component  of  an  ap¬ 
propriate  training  program  for  all  per¬ 
sonnel  whose  duties  involve  responsi¬ 
bilities  for  systems  of  records  affected 
by  the  Act. 

(vil)  Refer  to  the  Office  of  General 
Counsel.  Department  of  Defense  for 
resolution,  any  requirement  for  infor¬ 
mation  from  an  individual  which  dof» 
not  appear  to  be  clearly  authorized  by 
law  or  Executive  Order. 

(viii)  Review  proposed  DoD  Direc¬ 
tives  and  related  issuances  pertaining 
to  the  Privacy  Act.  as  well  as  draft  im¬ 
plementing  regulations  of  the  DoD 
Components,  in  order  to  provide  the 
comprehensive  guidance  necessary  for 
uniform  compliance  with  the  Act  by 
all  elements  of  the  Department  of  De¬ 
fense. 
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(ix)  Serve  as  the  focal  point  on  pri¬ 
vacy  matters  for  the  Department  of 
Defense  in  communications  with  the 
Office  of  Management  and  Budget, 
the  Privacy  Protection  Study  Commis¬ 
sion,  and  the  Office  of  the  Federal 
Register  for  publication  of  system  no¬ 
tices. 

(b)  DoD  Components.  The  Head  of 
each  DoD  Component  shall; 

(1)  Designate  a  Privacy  Act  officer  to 
serve  as  the  principal  point  of  contact 
on  privacy  matters; 

(2)  Establish  and  maintain  an  effec¬ 
tive  internal  Privacy  Program, 
through  all  echelons,  as  prescribed 
herein. 

(3)  Cause  to  review  all  directives  to 
ensure  compliance  with  the  Privacy 
Act  of  1974. 

(c)  The  Assistant  Secretary  of  De¬ 
fense  tManpoioer  and  Reserve  Affairs). 
In  conjunction  with  the  Defense  Pri¬ 
vacy  Board,  the  ASD  (M&RA)  shall 
ensure  that  the  various  DoD  Compo¬ 
nents  instruct  all  personnel  involved 
in  the  design,  development,  operation, 
or  maintenance  of  any  system  of  re¬ 
cords,  or  in  maintaining  any  record,  in 
the  rules  and  requirements  of  the  Pri¬ 
vacy  Act  and  in  the  penalties  for  non- 
compliance. 

(d)  The  Asstsfanf  Secretary  of  Defense 
(Comptroller).  The  ASD  (Comptroller) 
shall  formulate  DoD  policies  to  ensure 
that  ADP  systems  contain  appropriate 
safeguards  to  protect  both  personal  pri¬ 
vacy  and  national  security,  in  accord¬ 
ance  with  DoD  directive  5100.40.' 

§  286a.5  Annual  report 

(a)  Each  DoD  Component  shall  pre¬ 
pare  an  aiuiual  repoit  for  the  preced¬ 
ing  calendar  year  on  its  implementa¬ 
tion  of  the  Privacy  Act  of  1974. 

(b)  Six  copies  of  the  report  shall  be 
furnished  to  OASD(C)  by  March  31  of 
each  year  for  transmittal  to  the  Office 
of  Management  and  Budget. 

(c)  The  annual  report  shall  contain 
the  following: 

(1)  Summary.  A  brief  management 
summary  of  the  status  of  actions 
taken  to  comply  with  the  Act,  the  re¬ 
sults  of  these  efforts,  any  problems  en¬ 
countered  and  recommendations  for 
any  changes  in  legislation,  policies  or 
procedures. 

(2)  Accomplishments.  A  summary  of 
major  accomplishments;  i.e..  improve¬ 
ments  in  agency  information  practices 
and  safeguards. 

(3)  Plans.  A  summary  of  major  plans 
for  activities  in  the  upcoming  year, 
e.g.,  area  of  emphasis,  additional  se¬ 
curing  of  facilities  planned. 

(4)  Exemptions.  A  list  of  systems 
which  are  exempted  during  the  year 


'  Filed  as  part  of  original.  Copies  available 
from  the  U.S.  Naval  Publications  and  Forms 
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from  any  of  the  operative  provisions 
of  this  law  permitted  under  the  terms 
of  subsections  (j)  and  (k)  of  the  Priva¬ 
cy  Act,  whether  or  not  the  exemption 
was  obtained  during  the  year,  the 
number  of  records  in  each  system 
exempted  from  each  specific  provision 
and  reasons  for  invoking  the  exemp¬ 
tion. 

(5)  Number  of  systems.  A  brief  sum¬ 
mary  of  changes  to  the  total  Inventory 
of  personal  data  systems  subject  to 
the  provisions  of  the  Act,  including 
reasons  for  major  changes;  e.g.  the 
extent  to  which  review  of  the  rel¬ 
evance  of  and  necessity  for  records  has 
resulted  in  elimination  of  all  or  por¬ 
tions  of  systems  of  records  or  any  re¬ 
duction  in  the  number  of  individuals 
on  whom  records  are  maintained. 

Operational  experiences.  A  general 
description  of  operational  experiences 
including  estimates  of  the  number  of 
individuals  (in  relation  to  the  total 
number  of  records  in  the  system)  re¬ 
questing  information  on  the  existence 
of  records  pertaining  to  them,  refusing 
to  provide  information,  requesting 
access  to  their  records,  appealing  ini¬ 
tial  refusals  to  amend  records,  and 
seeking  redress  through  the  courts. 

7.  Costs.  Any  available  data,  or  esti¬ 
mates,  of  the  costs  of  administering  the 
Privacy  Act  of  1974. 

(d)  This  reporting  requirement  is  as¬ 
signed  Report  Control  Symbol  DD(A) 
1379. 

1 286a.6  Derirtitions. 

(a)  Individual  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence.  A 
legal  guardian  or  the  parent  of  a 
minor  have  the  same  rights  as  the  in¬ 
dividual  and  may  act  on  behalf  of  the 
individual. 

(b)  Maintain  (records  on  individ¬ 
uals).  Collect,  use,  or  disseminate. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  information  about  an  indl- 
vidu^  that  is  maintained  by  a  compo¬ 
nent  or  element  thereof,  including, 
but  not  limited  to,  his  education,  fi¬ 
nancial  transactions,  medical  history, 
and  criminal  or  employment  history 
and  that  contains  his  name,  or  the 
identifying  number,  symbol,  or  other 
identifying  particular  assigned  to  the 
individual,  such  as  a  finger  or  voice 
print  or  a  photograph. 

(d)  System  of  records.  A  group  of  any 
records  under  the  control  of  any  com¬ 
ponent  or  element  thereof  from  which 
information  Is  retrieved  by  the  name 
of  an  individual  or  by  some  identifying 
number,  symbol  or  other  identifying 
particular  assigned  to  the  individual. 

(e)  Routine  use.  With  respect  to  the 
disclosure  of  a  record,  or  the  use  of 
such  record  for  a  purpose  which  is 
compatible  with  the  puipose  for  which 
it  was  collected.  Routine  use  encom¬ 
passes  not  only  common  or  ordinary 
uses,  but  also  all  the  proper  and  neces¬ 


sary  uses  of  the  record,  even  if  such 
use  occurs  infrequently. 

S  286a.7  AcceM  by  the  individuaL 

(a)  Upon  request,  an  individual  shall 
be  informed  whether  or  not  a  system 
of  records  contains  a  record  pertaining 
to  him,  and  accompanied  by  a  person 
of  his  own  choosing,  if  he  so  desires, 
shall  be  permitted  to  review  his  re¬ 
cords,  and  to  obtain  a  copy  of  such  re¬ 
cords  in  a  form  that,  is  comprehensible 
to  him  at  a  reasonable  cost  unless 
exempted  in  accordance  with  }  286a.  10 
or  subsection  5  of  this  paragraph.  This 
Part  does  not  require  that  a  record  be 
created  or  that  an  Individual  be  given 
access  to  records  which  are  not  re¬ 
trieved  by  name  or  other  individual 
identifier.  Only  costs  of  reproduction, 
as  set  forth  in  DoD  Directive  5400.7 
(32  CPR  286)  may  be  charged;  howev¬ 
er,  if  copying  is  the  only  means  where¬ 
by  the  record  can  be  made  available  to 
the  individual,  reproduction  fees  will 
not  be  assessed  (i.e.  when  a  copy  must 
be  made  in  order  to  delete  information 
contained  on  the  record  pertaining  to 
another  individual). 

(1)  The  granting  of  access  to  a 
record  containing  personal  informa¬ 
tion  shall  not  be  conditioned  upon  any 
requirement  that  the  individual  state 
a  reason  or  otherwise  justify  the  need 
to  gain  access. 

(2)  Prior  to  being  granted  access  to 
personal  information,  an  individual 
may  be  required  to  provide  reasonable 
verification  of  his  identity. 

(i)  No  verification  of  identity  shall 
be  required  of  an  individual  seeking 
access  to  records  which  are  otherwise 
available  to  any  member  of  the  public 
under  DoD  Directive  5400.7  (40  FR 
2208). 

(ii)  For  the  individual  who  seeks 
access  in  person,  verification  of  identi¬ 
ty  will  normally  be  made  by  those  doc¬ 
uments  which  an  individual  is  likely  to 
have  readily  available,  such  as  employ¬ 
ee  or  military  identification  card, 
driver’s  license,  or  medical  card. 

(iii)  When  access  is  requested  by 
mail,  verification  of  identity  may  con¬ 
sist  of  the  individual  providing  certain 
minimum  identifying  data,  such  as, 
name  and  date  of  birth  or  such  other 
information  deemed  necessary  by  the 
DoD  Component  having  custody  of 
the  record.  If  the  sensitivity  of  the 
data  warrants,  a  signed  notari:^ 
statement  of  identity  may  be  required. 

(iv)  An  individual  shall  not  he  denied 
access  to  his  record  for  refusing  to  dis¬ 
close  his  Social  Security  Number 
(SSN)  unless  disclosure  of  his  SSN  is 
required  by  statute  or  by  regulation 
adopted  before  January  1, 1975. 

(V)  Individuals  may  not  be  denied 
access  to  a  record  pertaining  to  them¬ 
selves  because  those  records  are 
exempted  from  disclosiu'e  under  the 
provisions  of  DoD  Directive  5400.7  (32 
CFR  286). 
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(3)  Access  to  a  record  or  a  copy 
thereof  will  not  be  denied  solely  be¬ 
cause  the  record’s  physical  presence  is 
not  readily  available  (Le.,  on  magnetic 
tape)  or  because  the  context  of  the 
record  may  disclose  sensitive  informa¬ 
tion  about  another  individual.  To  i»t>- 
tect  the  personal  privacy  of  other  Indi- 
vldxials  who  may  be  identified  in  a 
record,  an  extract  shall  be  prepared 
deletiiig  only  that  information  which 
would  not  be  released  to  the  request¬ 
ing  individual  under  DoD  Directive 
5400.7  (32  CFR  286). 

(4)  A  medical  record  shall  be  dis¬ 
closed  to  the  individual  to  whom  it 
pertains  unless,  in  the  Judgment  of  a 
physician,  access  to  such  record  could 
have  an  adverse  effect  upon  the 
individual’s  physical  or  mental  health. 
When  it  has  been  determined  that  the 
disclosure  of  medical  information 
could  have  an  adverse  effect  upon  the 
individual  to  whom  it  pertains,  the  in- 
formati'«n  may  be  transmltt^  to  a 
physician  named  by  the  requesting  in¬ 
dividual. 

(5)  ’This  Part  does  not  entitle  an  in¬ 
dividual  to  have  access  to  any  informa¬ 
tion  compiled  in  reasonable  anticipa¬ 
tion  of  a  civil  action  or  proceeding. 

(6)  A  DoD  Component  may  require 
an  individual  who  wishes  to  be  accom¬ 
panied  by  another  person  when  reveiv- 
ing  access  to  his  records  to  furnish  a 
written  statement  authorizing  discus¬ 
sion  of  the  records  in  the  presence  of 
the  accompanying  person. 

(7)  Any  requests  from  an  individual 
for  access  to  a  sj'stem  of  records  shall 
be  processed  in  accordance  with  this 
Part  and  not  the  Freedom  of  Informa¬ 
tion  Act  (5  U.S.C.  552).  Normally,  re¬ 
quests  for  access  to  records  should  be 
acknowledged  within  10  workdays  of 
receipt  and  access  provided  within  30 
workdays. 

(8)  Copies  of  investigatory  records 
compiled  by  any  investigative  organi¬ 
zation,  but  in  the  temporary  custody 
of  an  element  requesting  the  record 
for  purposes  of  adjudication  or  other 
personal  action,  are  the  records  of  the 
originating  investigative  organization. 
Individuals  seeking  access  to  such  re¬ 
cords  shall  be  directed  to  the  originat¬ 
ing  investigative  organization  and 
should  be  instructed  to  direct  all  re¬ 
quests  submitted  under  the  Privacy 
Act  of  1874  to  that  organization.  Re¬ 
cords  concerning  the  adjudication,  or 
other  personnel  actions  based  on  the 
investi^tive  records,  originated  by  the 
organization  using  the  investigation, 
are  the  records  of  the  using  organiza¬ 
tion  which  shall  respond  to  all  other 
requests  under  the  Privacy  Act  of  1974 
concerning  them. 

(b)  Amendment  of  personal  infor¬ 
mation.  (1)  An  in^vidual  shall  be 
given  the  opportunity  to  request  either 
in  person  or  through  the  mail  that 
his  record  be  amended.  The  com¬ 
ponent  may.  however,  require  that 
such  request  be  made  in  writing. 


PRIVACY  ACT  ISSUANCES 

Instructions  for  the  preparation  of  a 
request  and  any  forms  employed 
should  be  as  brief  and  as  simple  as 
possible.  Requests  should  contain  as  a 
minimum,  identifying  information  to 
locate  the  record,  a  description  of  the 
items  to  be  amended  and  the  reason 
amendment  is  being  requested.  A  re¬ 
quest  shall  not  be  rejected  or  required 
to  be  resubmitted  unless  additional  in¬ 
formation  is  essential  to  process  the 
request.  Incomplete  or  inaccurate  re¬ 
quests  shall  not  be  rejected  categori¬ 
cally;  the  individual  shall  be  asked  to 
clarify  the  request  as  needed.  Individ¬ 
uals  shall  be  required  to  provide  verifi¬ 
cation  of  identity  as  in  (aX2)  of  this 
section,  to  assure  that  the  requester  is 
seeking  to  amend  records  pertaining  to 
him  and  not,  inadvertently  or  inten¬ 
tionally.  the  records  of  another  indi¬ 
vidual. 

(2)  A  written  acknowledgment  of  the 
receipt  of  a  request  for  amendment  of 
a  record  must  be  provided  to  the  indi¬ 
vidual  within  10  working  days  (exclud¬ 
ing  Saturdays.  Sundays,  and  legal 
public  holidays)  after  rectdpt  by  the 
proper  office.  ’The  acknowledipnent 
shall  (dearly  identify  the  request  and 
advise  the  individual  when  he  may 
expect  to  be  advised  of  action  taken  on 
the  request.  Whenever  practicable  the 
decision  shall  be  made  within  30  work¬ 
ing  days.  No  separate  acknowledgment 
of  re<»ipt  is  necessary  if  the  request 
can  be  either  approved  or  denied,  and 
the  individual  advised  within  the  10- 
day  period  For  requests  presented  in 
person,  written  acknowledgment  may 
be  provided  at  the  time  the  request  is 
presented 

(3)  If  the  DoD  Component  agrees 
with  any  portion  or  all  of  the 
individual’s  request  to  amend  a  re<x)rd. 
it  shall  promptly  advise  the  individual 
and  amend  the  record  accordingly.  If  a 
(UsclOBure  accounting  has  been  made, 
the  component  shall  advise  all  previ¬ 
ous  recipients  of  the  re(x>rd  that  the 
amendment  has  been  made  and  the 
substance  of  the  correction. 

(4)  If  the  DoD  Component  disagrees 
with  all  or  any  portion  of  a  request  to 
amend  a  re<x)rd.  it  shall  promptly; 

(i)  Advise  the  individual  of  its  refus¬ 
al  and  the  reasons  therefor. 

(ii)  Inform  the  individual  that  he 
may  request  a  further  review  by  the 
Head  of  the  DoD  Component,  or  his 
designee;  and 

(iii)  Des<u1be  the  procedures  for  re¬ 
questing  such  a  review,  including  the 
name  and  address  of  the  official  to 
whom  the  request  should  be  directed. 

(5)  A  review  of  the  initial  refusal  to 
amend  a  record  shall  be  made  if  re¬ 
quested  by  the  individual. 

(i)  ’The  Head  of  the  DoD  Compo¬ 
nent.  or  his  official  designee,  shall 
make  a  review  of  the  intitial  determi¬ 
nation. 

(ii)  If.  after  conducting  the  review, 
the  reviewing  official  also  refuses  to 


amend  the  record  in  accordance  with 
the  individual’s  request,  the  individual 
shall  be  notified: 

(A)  Of  the  refusal  and  the  reasons 
therefor. 

(B)  Of  the  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision  of  the  agency; 

(C)  Of  the  pr(x:edure8  for  filing  a 
statement  of  disagreement;  and  that 
such  statement  will  be  made  available 
to  anyone  to  whom  the  re<x>rd  is  sub¬ 
sequently  disclosed. 

(D)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement  to  the 
extent  that  an  accounting  of  disclo- 
susres  is  maintained; 

(E)  Of  his  right  to  seek  judicial 
review  of  the  agency’s  refusal  to 
amend  a  re<x>r(L 

(iii)  If  the  reviewing  official  deter¬ 
mines  that  the  record  should  be 
amended  in  ac(x>rdan<^  with  the  re¬ 
quest.  the  DoD  Component  shall 
amend  the  re<x>rd,  advise  the  individ¬ 
ual.  and  inform  previous  recipients 
where  an  accounting  of  disclosure  has 
been  maintained. 

(iv)  A  final  determination  on  the 
individual’s  request  for  a  review  of  an 
initial  refusal  to  amend  a  record  must 
be  completed  within  30  working  days 
after  re<»ipt  by  the  proper  office 
unless  the  Head  of  the  DoD  Compo¬ 
nent  determines  that  a  fair  and  equi¬ 
table  review  cannot  be  completed  in 
that  time.  If  additional  time  is  re¬ 
quired,  the  individual  shall  be  in¬ 
formed  in  writing  of  the  reasons  for 
the  delay  and  of  the  approximate  date 
on  which  the  review  is  expected  to  be 
completed. 


(i)  ’The  individual’s  statement  of  dis¬ 
pute  need  not  be  filed  as  an  integral 
part  of  the  record  to  which  it  pertains. 
It  shall,  however,  be  maintained  in 
such  a  manner  as  to  permit  ready  re¬ 
trieval  whenever  the  disputed  portion 
of  the  record  is  to  be  disclosed.  When 
information  which  is  the  subject  of  a 
statement  of  dispute  is  subsequently 
disclosed,  the  DoD  Component  shall 
note  which  information  is  disputed 
and  provide  a  copy  of  the  individual’s 
statement. 

(ii)  A  DoD  Component  may  include  a 
brief  summary  of  its  reasons  for  not 
making  an  amendment  when  disclos¬ 
ing  disputed  information.  Summaries 
normally  will  be  limited  to  the  reasons 
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stated  to  the  Individual.  The 
Component’s  summary  will  be  treated 
as  part  of  the  individual’s  record;  how¬ 
ever.  it  wili  not  be  subject  to  the 
amendment  procedures. 

9  286a.8  Disclosure  to  others. 

(a)  Except  as  prescribed  in  9286a.7. 
this  Part  does  not  require  disclosure  of 
records  to  anyone  other  than  the  indi¬ 
vidual  to  whom  the  records  pertain. 

(b)  No  record  contained  in  a  system 
of  records  maintained  within  the  De¬ 
partment  of  Defense  shall  be  disclosed 
by  any  means  of  communication  to 
any  person,  or  to  any  agency  outside 
the  Department  of  Defense,  except 
pursuant  to  a  written  request  by.  or 
with  the  prior  written  consent  of.  the 
individual  to  whom  the  record  per¬ 
tains,  unless  disclosure  of  the  record 
will  be: 

(1)  To  those  officials  and  employees 
of  the  Department  of  Defense  who 
have  a  need  for  the  record  in  the  per¬ 
formance  of  their  duties  and  the  use  is 
compatible  with  the  purpose  for  which 
the  record  is  maintained.  This  in¬ 
cludes,  for  example,  transfer  of  infor¬ 
mation  between  components  when  ci¬ 
vilians  or  military  personnel  assigned 
or  affiliated  with  one  component  are 
processed  by  an  activity  of  another 
component  such  as  Armed  Forces  Ex¬ 
amination  and  Entrance  Stations 
(AFEES).  Air  Terminals,  or  Defense 
Investigative  Service  (DIS). 

(2)  Required  to  be  disclosed  to  a 
member  of  the  public  by  the  Freedom 
of  Information  Act  (5  U.S.C.  552). 
Some  examples  of  personal  informa¬ 
tion  pertaining  to  military  personnel, 
which  normally  are  released  without 
an  unwarranted  invasion  of  privacy 
are:  name.  rank,  date  of  rank,  salary, 
present  and  past  duty  assignments, 
future  assignments  which  have  been 
finalized,  office  phone  number,  source 
of  commission,  military  and  civilian 
educational  level,  and  promotion  se¬ 
quence  number.  Disclosure  of  personal 
information  pertaining  to  civilian  em¬ 
ployees  shall  be  made  in  accordance 
with  the  Federal  Personnel  Manual. 

(3)  For  a  routine  use  as  defined  in 
9  286a.6  and  described  in  9  286a.l2. 

(4)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  au¬ 
thorized  by  law. 

(5)  To  a  recipient  who  has  provided 
the  Department  of  Defense  or  Comi^- 
nent  with  advance  adequate  written 
assurance  that  (i)  the  record  will  be 
used  solely  as  a  statistical  research  or 
reporting  record;  (ii)  the  record  is  to 
be  transferred  in  a  form  that  is  not  in¬ 
dividually  Identifiable  (i.e.  the  identity 
of  the  individual  cannot  be  determined 
by  combining  various  statistical  re¬ 
cords);  and  (iii)  will  not  be  used  to 
make  any  decisions  about  the  rights, 
benefits  or  entitlements  of  an  individ¬ 
ual. 


(6)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of 
General  Services  or  his  designee  to  de¬ 
termine  whether  the  record  has  such 
value.  A  record  transferred  to  a  Feder¬ 
al  records  center  for  safekeeping  or 
storage  does  not  fall  within  this  cate¬ 
gory  since  Federal  records  center  per¬ 
sonnel  act  on  behalf  the  Department 
of  Defense  in  this  instance  and  the  re¬ 
cords  remain  under  the  control  of  the 
DoD  Component.  No  disclosure  ac¬ 
counting  record  of  the  transfer  of  re¬ 
cords  to  Federal  records  centers  need 
be  maintained. 

(7)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  imder  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  if 
the  activity  is  authorized  by  law,  and 
if  the  head  of  the  agency  or  instru¬ 
mentality  has  made  a  written  request 
to  the  DoD  Component  which  main¬ 
tains  the  record  specifying  the  par¬ 
ticular  portion  desired  and  the  law  en¬ 
forcement  activity  for  which  the 
record  is  sought.  Blanket  requests  for 
all  records  pertaining  to  an  individual 
will  not  be  accepted.  A  record  may  also 
be  disclosed  to  a  law  enforcement 
agency  at  the  initiative  of  the  DoD 
Component  which  maintains  the 
record  when  criminal  conduct  is  sus¬ 
pected,  provided  that  such  disclosure 
has  b€^n  established  in  advance  as  a 
"routine  use.’’ 

(8)  To  a  person  pursuant  to  a  show¬ 
ing'  of  compelling  circumstances  af¬ 
fecting  the  health  or  safety  of  an  indi¬ 
vidual  if  upon  such  disclosiire  notifica¬ 
tion  is  transmitted  to  the  last  known 
address  of  the  individual  to  whom  the 
record  pertains. 

(9)  To  either  House  of  Congress,  or, 
to  the  extent  of  matter  within  its  Ju¬ 
risdiction.  any  committee  or  subcom¬ 
mittee  thereof,  or  any  Joint  commit¬ 
tee. 

(10)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives, 
in  the  course  of  the  performance  of 
the  duties  of  the  General  Accoimting 
Office. 

(11)  Pursuant  to  the  order  of  a  court 
of  competent  Jurisdiction. 

(i)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  when 
the  issuance  of  that  order  or  subpoena 
is  made  public  by  the  court  which 
issued  it,  make  reasonable  efforts  to 
notify  the  individual  to  whom  the 
record  pertains.  This  may  be  accom¬ 
plished  by  notifying  the  individual  by 
mall  at  his  most  recent  address  as  con¬ 
tained  in  the  DoD  Component’s  re¬ 
cords. 

(ii)  Upon  being  served  with  an  order 
to  disclose  a  record,  the  DoD  Compo¬ 
nent  shall  endeavor  to  determine 


whether  the  Issuance  of  the  order  is  a 
matter  of  public  record  and,  if  it  is 
not.  seek  to  be  advised  when  it  be¬ 
comes  public.  An  accounting  of  the 
disclosure  shall  be  made  at  the  time 
the  Component  complies  with  the 
order  or  subpoena. 

(c)  Each  DoD  Component,  with  re¬ 
spect  to  each  system  of  records  under 
its  control,  shall: 

(1)  Except  for  disclosures  made 
under  (b)  (1)  and  (2)  of  this  section, 
keep  an  acciirate  accounting  of  the 
date,  nature,  and  purpose  of  each  dis¬ 
closure  of  a  record  to  any  person  or  to 
another  agency;  and  the  name  and  ad¬ 
dress  of  the  person  or  agency  to  whom 
the  disclosure  is  made.  A  DoD  Compo¬ 
nent  need  not  make  a  notation  on  a 
single  document  of  every  disclosure  of 
a  particular  record,  provided  it  can 
construct  from  its  system  the  required 
accounting  information  (i)  when  re¬ 
quired  by  the  individual;  (ii)  when  nec¬ 
essary  to  inform  previous  recipients  of 
any  amended  records  or  (iii)  when  pro¬ 
viding  a  cross  reference  to  the  Justifi¬ 
cation  or  basis  upon  which  the  disclo¬ 
sure  was  made  (including  any  written 
documentation  as  required  in  the  case 
of  the  release  of  records  for  statistical 
or  law  enforcement  purposes). 

(2)  Retain  the  accounting  made 
under  subsection  (1)  of  this  para¬ 
graph,  for  at  least  5  years  after  the 
last  disclosure  or  the  life  of  the  record, 
whichever  is  longer.  No  record  of  the 
disclosure  of  this  accounting  need  be 
maintained. 

(3)  Upon  request  of  the  individual  to 
whom  the  record  pertains,  make  avail¬ 
able  to  that  individual  all  information 
in  its  accounting  of  disclosures  except 
that  pertaining  to  disclosures  for  law 
enforcement  purposes  pursuant  to 
(bK7),  this  section. 

(d)  Names  and  addresses.  (1)  An 
individual’s  name  and  address  may  not 
be  sold  or  rented  by  a  Component 
unless  such  action  is  specifically  au¬ 
thorized  by  law.  ’This  provision  shall 
not  be  construed  to  require  the  with¬ 
holding  of  names  and  addresses  other¬ 
wise  permitted  to  be  made  public. 

(2)  Lists  or  compilations  of  names 
and  home  addresses,  or  single  home 
addresses  will  not  be  disclosed,  with¬ 
out  the  consent  of  the  individual  in¬ 
volved.  to  the  public  including,  but  not 
limited  to,  individual  Congressmen, 
creditors,  and  commercial  and  finan¬ 
cial  institutions.  Requests  for  home 
addresses  may  be  referred  to  the  last 
known  address  of  the  individual  for 
reply  at  his  discretion  and  the  request¬ 
er  will  be  notified  accordingly.  This 
prohibition  may  be  waived  when  cir¬ 
cumstances  of  a  case  indicate  compel¬ 
ling  and  overriding  interests. 

9286a.9  (Collection  of  pereonal  informa¬ 
tion  from  individuals. 

(a)  Collection  directly  from  individ¬ 
ual  Personal  information  shall  be  col- 
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lected  to  the  greatest  extent  practica¬ 
ble  directly  from  the  individual  when 
the  information  may  result  in  adverse 
determinations  about  an  individual’s 
rights,  benefits,  and  privileges  imder 
Federal  programs.  The  collection  of 
information  from  third  parties  shall 
be  minimised.  Exceptions  to  this 
policy  may  be  made  under  certain  cir¬ 
cumstances.  such  as  the  following: 

(1)  There  is  a  need  to  ensure  accura¬ 
cy  of  information  supplied  by  an  indi¬ 
vidual  by  verifying  with  a  third  party, 
such  as  in  the  case  of  verifying  infor¬ 
mation  for  a  security  clearance. 

(2)  The  nature  of  the  information  is 
such  that  it  can  only  be  obtained  from 
a  third  party,  such  as  an  employee’s 
performance  in  a  previous  Job  or  as¬ 
signment. 

(3)  Obtaining  the  Information  from 
the  individual  would  present  excep¬ 
tional  practical  difficulties  or  would 
result  in  unreasonable  cost. 

(b)  informing  individuals  from 
tbhom  information  is  requested.  Each 
individual  who  is  asked  to  supply  per¬ 
sonal  information  must  be  told  of  (1) 
the  authority  (statute  or  executive 
order)  which  authorizes  its  solicita¬ 
tion;  (2)  the  principal  purpose  or  pur¬ 
pose  for  which  it  is  to  be  used;  (3)  the 
routine  uses  to  be  made  of  it;  (4) 
whether  furnishing  such  information 
is  mandatory  or  voluntanr,  and  (5)  the 
effects  on  him.  if  any.  of  not  providing 
it.  ’This  notice  to  the  individual  may  be 
made  on  the  form  which  the  DoD 
Component  uses  to  collect  the  infor¬ 
mation  or  on  a  separate  form  which 
can  be  retained  by  the  individual.  ’This 
advice  must  be  given  regardless  of  the 
media  used  in  requesting  information, 
whether  it  is  a  "form”  in  the  usual 
sense  (Le..  a  preprinted  document  with 
a  control  number  and  an  edition  date) 
or  a  format,  questionnaire,  survey 
sheet,  or  report  rendered  on  a  blank 
sheet. 

(i)  “Forms”  in  use  prior  to  Septem¬ 
ber  27,  197S.  Forms  in  use  before  Sep¬ 
tember  27,  1975  which  are  to  be  used 
on  and  after  that  date,  must  meet  the 
notice  requirements  by  use  of  a  sepa¬ 
rate  statement  to  accompany  each 
form  subject  to  the  provisions  of  the 
Privacy  Act  of  1974.  ’The  statement 
will  be  assigned  the  identifying 
number  used  in  collecting  the  informa¬ 
tion  and  the  suffix  “Privacy  Act  State¬ 
ment”.  as  follows: 

(A)  For  forms  in  regularly  issued, 
numbered  series,  the  Privacy  Act 
Statement  shall  bear  the  same  number 
as  the  form  to  which  it  pertains. 

Ezamflc  For  DD  Form  S98.  Statement  of 
Penooal  History,  the  applicable  notice  to 
each  Individual  asked  to  complete  the  form 
will  be  identified  as  “DD  Form  39S— Privacy 
Act  Statemoit". 

(B)  For  unnumbered  formats,  ques¬ 
tionnaires.  survey  forms  and  reports, 
the  Privacy  Act  Statement  will  bear 
the  report  ocmtrol  sirmbol  or  OMB  Ap¬ 


proval  Number  under  the  authority  of 
which  the  information  if  applicable. 

Examfis:  For  the  Air  Force  Junior  ROTC 
Survey  for  AFJROTC  Cadets  (Format  A), 
the  applicable  notice  to  each  individual 
asked  to  complete  the  questionnaire  will  be 
identified  as  “OlfB  Approval  No.  21- 
ROlsa— Privacy  Act  Statement". 

(li)  "Forms"  initiated  or  Revised  On 
and  After  September  27,  1975.  As  forms 
are  revised  or  new  ones  issued  the  Pri¬ 
vacy  Act  Statement  shall  be  incorpo¬ 
rated,  if  practical,  in  the  body  of  each 
form,  format,  questionnaire,  survey 
sheet  or  report  initiated  or  revised 
which  is  used  to  collect  personal  infor¬ 
mation  on  or  after  September  27,  1975. 
Where  feasible  the  Privacy  Act  State¬ 
ment  when  incorporated  on  a  form, 
format,  etc.  should  be  positioned  in 
such  a  manner  that  the  individual  will 
be  informed  of  the  Information  re¬ 
quired  by  the  Act  before  he  begins  to 
furnish  any  of  the  information  re¬ 
quested. 

(ill)  Responsibilities.  (A)  ’The  propo¬ 
nent  (Le.,  the  initiator)  has  the  final 
responsibility  for  determining  whether 
a  form,  format,  questionnaire,  survey, 
or  report  requires  a  Privacy  Act  State¬ 
ment.  Statements  should  be  sufficient¬ 
ly  complete  and  specific  but.  at  the 
same  time,  be  concise  and  couched  in 
easily  understood  language. 

(B)  Forms  and  information  manage¬ 
ment  officers  at  all  echelons  within 
DoD  Components  must  assure  that 
Privacy  Act  Statements  are  available 
and  that  new  forms  contain  the  Priva¬ 
cy  Act  statements,  if  required. 

(C)  No  component  may  deny  any  in¬ 
dividual  any  right,  benefit,  or  privilege 
movided  by  law  because  of  such 
individual’s  .efusal  to  disclose  his 
(SSN),  unless  such  disclosure  is  (f )  re¬ 
quired  by  Federal  statute  or  (.2)  to  any 
cmnponent  maintaining  a  system  of 
records  in  existence  and  operating 
before  January  1,  1975,  if  such  disclo¬ 
sure  was  required  under  statute  or  reg¬ 
ulation  adopted  prior  to  such  date  to 
verify  the  identity  of  an  individual. 
Executive  Order  No.  9397,  November 
22, 1943,  authorizes  components  to  use 
SSN  as  a  ssrstem  of  numerical  identifi- 
cati(m  of  individuals. 

(D)  Any  DoD  Cmnponent  which  re¬ 
quests  an  Individual  to  disclose  his 
SSN  must  Inform  that  individual  (i) 
whether  that  disclosure  is  mandatory 
or  voluntary;  (J)  by  what  statutory  or 
other  authority  such  number  is  solicit¬ 
ed;  and  (J)  what  uses  will  be  made  of 
it. 

(E)  If  disclosure  of  the  SSN  is  not  re¬ 
quired  by  Federal  statute  or  is  not  for 
a  system  of  records  in  existence  and 
operating  prior  to  January  1,  1975, 
DoD  Cmnponents  are  not  precluded 
from  requesting  it  from  individuals 
concerned.  However,  the  separate  Pri¬ 
vacy  Act  Statement  for  the  SSN  alone, 
or  a  merged  Privacy  Act  Statement, 
covering  not  only  the  SSN  but  also 


other  items  of  personal  information, 
must  make  clear  that  the  disclosure  of 
the  SSN  is  voluntary.  If.  in  such  in¬ 
stances,  the  individual  refuses  to  dis¬ 
close  it.  the  DoD  Component  con¬ 
cerned  must  be  prepared  to  Identify 
him  by  alternate  means. 

9  28te.l0  ExempUom. 

The  Head  of  the  Component  shall 
designate  the  Component  systems  of 
records  which  are  to  be  exempted 
from  certain  provisions  of  the  Privacy 
Act  of  1974,  and  they  shall  cause  to  be 
published  in  the  Fedkral  Rxgistkr,  in¬ 
formation  specifying  the  name  of  each 
designated  system,  the  specific  provi¬ 
sions  of  the  act  from  which  each 
system  is  to  be  exempted,  and  the  rea¬ 
sons  for  each  exemption  of  the  record 
system. 

(a)  Qeneral  Exemptions.  To  qualify 
for  a  general  exemption,  as  defined  in 
the  Privacy  Act  of  1974,  Component  or 
element  thereof  which  performs  as  its 
principal  function  any  activity  per¬ 
taining  to  the  enforcement  of  criminal 
laws,  including  police  efforts  to  pre¬ 
vent.  control,  or  reduce  crime  or  to  ap¬ 
prehend  criminals,  and  the  activities 
of  prosecutors,  courts,  correctional, 
probation,  pardon,  or  parole  authori¬ 
ties.  Such  system  of  records  must  con¬ 
sist  of: 

(1)  Information  compiled  for  the 
purpose  of  identifying  individual 
criminal  offenders  and  alleged  offend¬ 
ers  and  containing  only  identifying 
data  and  notations  of  arrests,  the 
nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  re¬ 
lease,  and  parole  and  probation  status; 

(2)  Information  compiled  for  the 
purpose  of  a  criminal  investigation,  in¬ 
cluding  reports  of  informants  and  in¬ 
vestigators,  and  associated  with  an 
identifiable  individual;  or 

(3)  Reports  identifiable  to  an  indi- 
vrldual  compiled  at  any  stage  of  the 
process  of  enforcement  of  the  criminal 
laws  from  arrest  or  indictment 
through  release  from  supervision. 

(b)  Specific  Exemptions.  To  qualify 
for  a  specific  exemption,  as  defined  by 
the  Privacy  Act  of  1974  the  system  of 
records  must  be: 

(1)  Specifically  authorized  under  cri¬ 
teria  established  under  an  Executive 
Order  to  be  kept  classified  in  the  in¬ 
terest  of  national  defense  or  foreign 
policy  and  are  in  fact  properly  classi¬ 
fied  pursuant  to  such  Executive  Order; 

(2)  Investigatory  material  compiled 
for  law  enf(Hoement  purposes,  other 
than  material  covered  under  a  general 
exemption;  however,  an  indivridual 
shall  not  be  denied  access  to  informa¬ 
tion  which  has  been  used  to  deny  him 
a  right  or  privilege  unless  disclosure 
would  reveal  a  confidential  source. 
Components  shall  establish  proce¬ 
dures  governing  the  granting  of  confi¬ 
dentiality; 

(3)  Maintained  in  connection  with 
provriding  protective  sendee  to  the 
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President  of  the  United  States  or 
other  individuals  protected  pursuant 
to  18  U.S.C.  section  3056; 

(4)  Used  only  to  generate  aggregate 
data  or  for  other  similarly  evaluative 
or  analytic  purposes  and  which  are  not 
used  to  make  decisions  on  the  rights, 
benefits,  or  entitlements  of  individuals 
except  for  the  disclosure  of  a  census 
record  permitted  by  13  U.S.C.  section 
8; 

(5)  Investigatory  material  compiled 
solely  for  the  purpose  of  determining 
suitability,  eliiiibility.  or  qualifications 
for  Federal  civilian  employment,  mill- 
tary  service.  Federal  contracts,  or 
access  to  classified  information,  but 
only  to  the  extent  that  the  disclosure 
of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  express  promise  that  the  identity 
of  the  source  would  be  held  in  confi¬ 
dence,  or  prior  to  September  27,  1975, 
under  an  implied  promise  that  the 
identity  of  the  source  would  be  held  in 
confidence.  Components  shall  estab¬ 
lish  procedures  governing  the  granting 
of  confidentiality; 

(6)  Testing  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  Federal  service  the  dis¬ 
closure  of  which  would  compromise 
the  objectivity  or  fairness  of  the  test¬ 
ing  or  examination  process;  or 

(7)  Evaluation  material  used  to  de¬ 
termine  potential  for  promotion  in  the 
Armed  Services,  but  .only  to  the  extent 
that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  source 
who  would  reveal  the  identity  of  a 
source  who  furnished  information  to 
the  Government  under  an  express 
promise  that  the  identity  of  the  source 
would  be  held  in  confidence  or  prior  to 
September  27,  1975,  under  an  implied 
promise  that  the  identity  of  the  source 
would  be  held  in  confidence.  DoD 
Components  shall  specify  those  cate¬ 
gories  of  individuals  for  whom  pledges 
of  confidentiality  may  be  made  when 
obtaining  information  on  an 
individual’s  suitability  for  promotion. 

9  286a.ll  Systems  of  records. 

(a)  Contents,  (1)  Each  DoD  Compo¬ 
nent  or  element  thereof  shall  main¬ 
tain  in  its  records  systems  only  such 
personal  information  as  is  relevant 
and  necessary  to  accompish  a  purpose 
or  mission  required  by  statute  or  Ex¬ 
ecutive  Order  of  the  President. 

(2)  Components  shall  identify  the 
specific  provision  of  law,  or  Executive 
Order,  which  provides  authority  for 
the  maintenance  of  information  in 
each  system  of  records. 

(3)  Statutory  or  regulatory  author¬ 
ity  to  establish  and  maintain  a  system 
of  records  does  not  convey  unlimited 
authority  to  collect  and  maintain  all 
information  which  may  be  useful  or 
convenient  to  have.  The  proponent  of 


each  system  of  records  will  evaluate 
each  category  of  information  in  a 
system  for  both  necessity  and  rel¬ 
evance.  In  performing  this  evaluation 
the  following  points  will  be  considered: 

(i)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  purpose  for  which  the  system  is 
maintained. 

(ii)  Specific  adverse  consequence  of 
not  collecting  each  category  of  infor¬ 
mation. 

(ill)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of  in¬ 
formation  not  individually  identifiable 
or  through  sampling  techniques. 

(iv)  Length  of  time  that  the  informa¬ 
tion  is  needed  and,  where  appropriate, 
techniques  for  purging  parts  of  the 
record. 

(V)  Financial  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

(vi)  Necessity  and  relevance  of  this 
information  to  all  individuals  included 
in  the  system. 

(4)  Collection  will  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion  which  after  the  above  evaluation 
does  not  appear  to  be  reasonably  justi¬ 
fiable.  Moreover,  such  information 
will  be  withdrawn  and  destroyed  pro¬ 
vided  it  can  be  economically  segregat¬ 
ed  from  necessary  and  relevant  infor¬ 
mation. 

(5)  The  evaluation  prescribed  above 
will  be  performed  by  each  proponent 
of  a  ssrstem  of  records: 

(i)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  an  ex¬ 
isting  system  of  records. 

(ii)  Annually,  prior  to  the  republica¬ 
tion  of  all  system  notices  in  the  Fedeb- 
AL  Register. 

(b)  Publication  of  record  system  no¬ 
tices. 

(1)  OeneraL  The  Privacy  Act  of  1974 
requires  that  a  notice  of  the  existence 
oi  each  system  of  records,  be  pub¬ 
lished  in  the  Federal  Register. 

(2)  Record  system  notices.  DoD 
Components  proposing  new  systems 
shall  prepare  system  notices  according 
to  9  286a.l2  at  least  30  days  before  the 
proposed  system  change  may  be  legal¬ 
ly  implemented.  Initial  system  notices 
will  be  submitted  to  the  OASD(C). 

(3)  Change  to  existing  systems  re¬ 
quiring  advanced  public  notice. 

(i)  The  following  proposed  changes 
to  an  existing  system  must  be  pub¬ 
lished  in  the  Federal  Register  for 
public  comment  at  least  30  dasrs  before 
the  changes  are  implemented: 

(A)  Those  which  expand  the  catego¬ 
ries  of  individuals  on  whom  records 
are  maintained. 

(B)  Those  which  add  new  categories 
of  records  to  the  system. 

(C)  Those  which  add  new  categories 
of  sources. 

(D)  New  or  changed  routine  uses 
which  involve  disclosure  to  a  new  cate¬ 
gory  of  recipient. 


(E)  Changes  in  procedures  governing 
accesss. 

(ii)  Notices  of  proposed  changes  to 
existing  systems  will  be  subnoltted  to 
OASIXC). 

(4)  Changes  to  existing  systems  not 
requiring  advanced  public  notice. 
Changes  in  records  systems  not  stated 
in  (3),  above,  do  not  require  advance 
publication,  but  must  be  submitted  for 
inclusion  in  the  annual  consolidated 
listing  of  records  systems.  Accordingly, 
each  DoD  Component  shall  establish 
procedures  to  ensure  that  all  such 
changes  are  forwarded  for  submission 
to  OASD(C)  by  May  31  of  each  year 
for  annual  publication  in  the  Federal 
Register. 

(5)  Reports  concerning  new  and 
changed  systems.  Concurrently  with 
(2)  and  (3).  above,  OASD(C)  shall  pro¬ 
vide  the  Office  of  Management  and 
Budget  and  Privacy  Protection  Study 
Commission  advanced  notice  of  pro¬ 
posals  to  establish  new  systems  or  to 
change  routine  uses  of  existing  sys¬ 
tems. 

(8)  DoD  component  issuances.  Each 
DoD  Component  shall  ensure  that  in¬ 
formation  contained  in  each  system 
notice,  as  published  in  the  Fei«ral 
Register,  is  incorportated  or  other¬ 
wise  published  in  DoD  Component 
issuance(s)  to  ensure  uniform  system 
use  and  maintenance.  DoD  Compo¬ 
nents  shall  take  immediate  action  to 
either  publish  a  system  notice,  or  dis¬ 
continue.  any  sjrstem  of  records  not 
contained  in  an  internal  issuance. 

(c)  Standards  of  accuracy.  (1)  Re¬ 
cords  used  by  a  DoD  Component  in 
making  determinations  about  an  indi¬ 
vidual  will  be  maintained  With  such  ac¬ 
curacy,  relevance,  timeliness  and  com¬ 
pleteness  as  is  reasonably  necessary  to 
ensure  fairness  to  the  individual  in 
any  determination. 

(2)  Prior  to  disseminating  any  record 
about  an  individual  to  any  person 
other  than  a  Federal  agency  unless 
the  dissemination  is  made  pursuant  to 
the  Freedom  of  Information  Act.  rea¬ 
sonable  efforts  will  be  made  to  ensure 
that  such  records  are  accurate,  com¬ 
plete.  timely,  and  relevant  for  agency 
purposes. 

(d)  Restriction  on  maintenance  of 
certain  records.  Maintenance  of  a 
system  of  records  describing  how  indi¬ 
viduals  exercise  rights  guaranteed  by 
the  First  Amendment  are  prohibited 
unless  expressly  authorized  by  Federal 
Statute  or  by  the  individual  con¬ 
cerned,  unless  pertinent  to  and  within 
the  scope  of  an  authorized  law  en¬ 
forcement  activity.  The  exercise  of 
these  rights  includes,  but  is  not  limit¬ 
ed  to.  religious  and  political  beliefs, 
freedom  of  speech  and  the  press,  and 
the  right  of  assembly  and  to  petition. 

(e)  Rules  of  conduct  The  head  of 
each  DoD  Component  shall  assure 
that  persons,  including  government 
contractors  or  their  employees,  in- 
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volved  In  the  design,  development,  op- 
eratlcn.  maintenance  or  control  of  any 
system  of  records,  as  defined  in 
S286a.4,  are  informed  of  all  require¬ 
ments  to  protect  the  privacy  of  the  in¬ 
dividuals  who  are  subjects  of  the  re¬ 
cords.  The  following  sanctions  should 
be  emphasized  to  personnel: 

(1)  There  are  criminal  p>enalties  for 
knowingly  and  willfully  disclosing  a 
record  about  an  individual  without  the 
written  consent  or  the  written  request 
of  that  individual,  or  unless  disclosure 
is  for  one  of  the  reitsons  listed  in 
S  286a.  10. 

(2)  The  DoD  Component  may  be 
subject  to  civil  suit  for  failure  to 
comply  with  the  Privacy  Act. 

(f)  Safeguarding  personal  informa¬ 
tion  in  records  systems.  (1)  Each  DoD 
Component  shall  establish  administra¬ 
tive  and  physical  safeguards  to  protect 
each  system  of  records  from  unautho¬ 
rized  or  unintentional  access,  disclo¬ 
sure.  modification  or  destruction. 
These  safeguards  shall  apply  to  sys¬ 
tems  of  records,  in  whatever  medium 
in  which  personal  information  is  pro¬ 
cessed  or  stored.  Such  safeguards  shall 
be  tailored  to  the  requirements  of 
each  system  of  records. 

(2)  Access  to  personal  information 
shall  be  restricted  to  those  persons 
whose  official  duties  require  access 
and  the  individual  concerned  and  in 
accordance  with  $  286a.8. 

(3)  Each  DoD  Component  shall 
ensure  that  all  persons  whose  official 
duties  require  access  to  or  processing 
and  maintenance  of  personal  informa¬ 
tion  are  trained  in  the  proper  safe¬ 
guarding  and  use  of  such  information. 

(4)  Personal  records  and  documents 
shall  be  stored  so  as  to  reasonable  pre¬ 
clude -unauthorized  disclosure. 

(5)  Disposal  of  records  containing 
personal  information  which  are  no 
longer  required  will  be  accomplished 
in  such  a  manner  that  will  prevent  the 
contents  from  being  disclosed  (E.O. 
tearing  or  shredding  the  record  into 
pieces  or  burial  or  in  the  case  of  mag¬ 
netic  tapes  by  degaussing). 

S  286a.  12  Iiutnictions  for  preparation  of 
record  syitem  notices. 

(а)  General  instructions.  (1)  For 
each  system  of  records  submit  infor¬ 
mation  in  the  sequence  as  shown  in 
(b).  below.  Show  in  this  sequence  even 
through  an  entry  may  not  be  required 
for  all  items. 

(2)  Use  keywords  shown  below  (i.e., 
sysname,  record-category,  etc.).  Expla¬ 
nations  of  keirwords  are  shown  in  pa¬ 
rentheses.  but  do  not  use. 

(3)  Do  not  use  paragraph  or  subpara¬ 
graph  numbers  or  letters. 

(4)  Do  not  underline  any  part  of  the 
text. 

(5)  Do  not  use  hirphenatlon  at  the 
end  of  a  line  or  subdivide  a  word  at 
the  end  of  a  line. 

(б)  Do  not  reference  information 
from  other  parts  within  the  system  of 
records  being  described. 


(7)  Use  all  standard  typewriter  char¬ 
acters  except  for  the  following  which 
will  be  used  as  indicated: 

(i)  Use  to  precede  each  major 
group  keyword  (e.g..  plus  'sysname, 
etc.). 

<1I)  Use  to  precede  each  major 
subgroup  kesrword  (e.g.  *  safeguards, 
etc.).  The  used  in  original  Privacy 
Act  submission  instructions  is  no 
longer  valid. 

(ill)  Use  “$”  to  precede  the  text  fol¬ 
lowing  each  major  group  or  subgroup 
headings.  Do  not  use  subparagraphs. 

(iv)  Use  to  precede  each  line 
entry  when  names,  addresses,  etc.,  re¬ 
quire  a  column  or  list  format.  Multiple 
addresses  or  listings  within  a  single 
column  are  not  permitted.  In  instances 
where  more  than  one  address  or  list  is 
required,  enter  all  addresses  or  lists  in 
paragraph  form,  from  left  to  right 
across  the  page. 

(V)  Do  not  use  “>=”  character.  It  is 
reserved  for  other  purposes. 

(8)  All  information  will  be  typed 
flush  with  the  left  margin,  using  the 
characters  indicated  in  (7)  above  to 
distinguish  between  major  groupings 
of  information  and  paragraphs. 

(6)  Refer  to  paragraph  (c)  of  this 
section  for  systems  which  may  qualify 
for  emption. 

(10)  Number  the  pages  separately 
for  each  draft  system  notice. 

(11)  New  and  revised  system  notices 
shall  be  prepared  in  accordance  with 
the  initial  Privacy  Act  submission 
instructions  as  modified  by  this  sec¬ 
tion.  All  notices  are  to  be  submitted  in 
full  (l.e.  no  partial  system  notices  shall 
be  accepted). 

(b)  Sequence  of  submissions  and 
instructions.  (1)  Manual  or  Automat¬ 
ed.  Indicate  whether  the  system  is 
manual  or  automated.  An  automated 
system  would  include  records  pro¬ 
cessed.  maintained,  or  both,  in  a  ma¬ 
chine  readable  medium,  such  as  EAM 
Cards,  computer  tapes,  or  disks,  word 
processing  tapes  and  cards,  etc.  A 
manual  system  would  include  records 
processed,  maintained,  or  both,  in  a 
hmnan  readable  medium  such  as 
paper  records  in  file  folders,  visible  or 
vertical  file  cards,  microfiche,  roll  mi¬ 
crofilm,  photographs,  etc.  A  mecha¬ 
nized  file  which  requires  substantial 
human  intervention  for  processing  or 
maintenance  is  considered  to  be 
manual,  rather  than  automated. 

(2)  System  name  (.sysname).  When¬ 
ever  applicable,  identify  the  system  by 
number  and  title  prescribed  in  your 
files  or  records  disposition  manual. 
Use  locally  originated  titles  for  files 
which  are  not  described  specifically 
and  adequately  in  the  manual  or 
which  are  otherwise  unique  to  the  re¬ 
porting  office.  If  more  than  one 
system  is  covered  by  a  file  description, 
identify  each  system.  If  several  files 
(separately  described  in  your  manual) 
are  a  part  of  a  single  system  identify 


the  system  only  (see.  below,  for  identi¬ 
fication  of  separate  files  which  form  a 
system).  Provide  system  and  file  title 
in  unclassified  form.  Do  not  use  abbre¬ 
viations.  nicknames,  or  acronyms 
unless  spelled  out  the  first  time  used. 
Place  acronyms  in  parentheses  imme¬ 
diately  following  the  title. 

(3)  Security.  Specify  the  Defense  or 
other  security  classification  tor  the 
system  of  records  if  classified  pursu¬ 
ant  to  the  provisions  of  DOD  5200. 1-P 
(32  CFR,  159),  and  implementing  dir¬ 
ectives.  Do  not  cite  as  a  classification 
"Internal  Working  Paper,  Eyes  Only." 
or  similar  marking  used  for  internal 
control  or  other  handling  purposes.  If 
unclassified,  including  FOR  OFTI- 
CIAL  USE  ONLY,  state  unclassified. 

(4)  Location.  If  the  system  is  main¬ 
tained  in  a  single  location,  provide  the 
exact  name  of  the  office,  organization, 
and  correspondence  or  routing  symbol. 
On  the  other  hand,  if  it  is  geographi¬ 
cally  or  organizationally  decentralized, 
specify  each  type  of  organization  or 
element  that  maintains  a  segment  of 
the  system.  For  example,  if  the  system 
was  comprised  of  clinical  records,  then 
medical  centers  and  hospitals,  and  the 
National  Personnel  Records  Center 
would  be  listed  as  locations.  Where 
automated  data  systems  encompass  a 
central  computer  facility,  with  input/ 
output  terminals  at  several  geographi¬ 
cal  locations,  list  by  category  each  lo¬ 
cation  under  this  heading.  In  all  in¬ 
stances  where  multiple  locations  are 
referred  to  by  type  of  organization, 
state  that  official  mailing  addresses 
are  in  the  Department  of  Defense  Di¬ 
rectory  in  the  appendix  to  the 
Component’s  systems  notice.  However, 
in  all  cases,  give  the  official  mailing 
address  if  the  office  maintaining  the 
system  is  not  listed  in  the  Fedkral 
Rsoister.  If  the  address  is  classified, 
so  state.  Be  sure  to  list  each  type  of  or¬ 
ganization  maintaining  a  segment  or 
duplicate  of  the  system,  since  mainte¬ 
nance  by  a  type  of  organization  not  re¬ 
ported  herein  will  constitute  a  viola¬ 
tion  of  the  Privacy  Act  of  1974.  When 
indicating  domestic  addresses,  use  the 
United  States  Postal  Service  two  letter 
State  abbreviation  and  the  Zip  Code. 

(5)  Individual  category.  (Categories 
of  individuals  covered  by  the  system). 
The  purpose  of  this  requirement  is  to 
permit  an  individual  to  determine 
whether  or  not  information  on  him 
might  be  in  the  system  of  records.  Cat¬ 
egories  of  individuals,  therefore, 
should  be  stated  in  easily  understood, 
non-technical  terms  and  include  all 
categories  of  individuals  on  whom  re¬ 
cords  are  maintained.  Avoid  using 
broad  general  descriptions,  such  as 
"all  military  personnel.”  vuiless  the 
system  applies  to  all  military  person¬ 
nel.  For  example,  the  Joint  Uniform 
Military  Pay  System  (JUMPS)  applies 
to  all  military  personnel  on  active 
duty,  while  a  system  of  absentee  case 
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flies  would  apply  only  to  deserters  and 
escaped  prisoners.  All  categories  of  in¬ 
dividuals  included  in  the  system  must 
be  listed,  regardless  of  the  frequency 
of  inclusion  or  the  number  of  records 
Involved.  (All  future  changes  to  the 
system,  which  broaden  or  increase  the 
categories  of  individuals  covered,  will 
require  preparation  and  publication  of 
a  revised  public  notice  in  the  Federal 
Register.) 

(6)  Record  category.  {Categories  of 
records  in  the  system).  Briefly  describe 
in  non-technical  terms  all  types  of  re¬ 
cords  in  the  system.  For  example, 
under  JUMPS,  the  types  of  records 
will  Include,  but  not  be  limited  to.  indi¬ 
vidual  military  pay  records  and  sub¬ 
stantiating  documents,  such  as  certifi¬ 
cates  for  deductions  and  retained  mili¬ 
tary  pay  orders  and  records  of  travel 
payments;  financial  record  data  fold¬ 
ers;  miscellaneous  military  vouchers; 
laundry  and  dry  cleaning  statement; 
copies  of  morning  or  strength  reports 
or  other  rosters;  and  personal  finan¬ 
cial  Records.  For  automated  systems, 
do  not  list  source  documents  unless 
they  are  retained  and  filed  by  name. 
SSN.  or  other  individual  Identifier.  In¬ 
stead,  list  the  categories  of  informa¬ 
tion  stored  in  the  system.  Be  sure  to 
include  all  types  of  records  in  the 
system,  regardless  of  their  frequency 
or  volume  of  accumulation,  since 
future  additions  of  new  types  of  re¬ 
cords  will  require  preparation  and 
publication  of  revised  public  notices  in 
the  F^eral  Register. 

(7)  Authority.  {Authority  for  mainte¬ 
nance  of  the  system).  Cite  the  specific 
provision  of  a  Federal  statute  or  Ex¬ 
ecutive  Order  of  the  President,  includ¬ 
ing  the  title  thereof,  which  authorizes, 
or  provides  a  legal  basis  for,  mainte¬ 
nance  of  the  system.  Do  not  cite  regu¬ 
lations.  In  this  connection,  authority 
for  a  system  may  be  derived  from  a 
statute  or  Executive  Order  which: 

(i)  Explicitly  authorizes  or  directs 
the  component  to  maintain  a  system 
of  records. 

(ii)  Authorizes  or  directs  the  compo¬ 
nent  to  perform  a  function,  the  dis¬ 
charge  of  which  requires  maintenance 
of  the  system  of  records. 

Note  Check  with  the  appropriate  Judge 
advocate  or  legal  officer  for  assistance  in  de¬ 
termining  the  statutory  or  regulatory  basis 
for  the  system. 

(8)  Routine-uses.  {Routine  uses  of  re¬ 
cords  maintained  in  the  system,  in¬ 
cluding  categories  of  users  and  the 
purposes  of  such  uses.) 

(i)  Essentially,  this  requirement  calls 
for  the  following  information  in  non¬ 
technical  terms: 

(a)  The  purposets)  for  which  infor¬ 
mation  in  the  system  is  collected. 

(b)  Each  category  of  user. 

(c)  The  specific  use(s)  made  of  the 
information  by  each  user. 

(ii)  Each  category  of  user  and  each 
use  must  be  reported.  Any  proposed 


new  use  or  category  of  user,  or  change 
in  an  existing  use,  which  has  the 
effect  of  expanding  the  availability  of 
the  information  in  the  system,  will  re¬ 
quire  publication  of  a  revised  notice  in 
the  Federal  Register.  Any  such  pro¬ 
posed  change  in  a  routine  use  must 
also  be  described  in  an  advanced 
notice  in  the  Federal  Register  to 
permit  30  days  for  public  comment 
before  it  is  implemented.  As  defined 
by  5  U.S.C.  552a,  the  term  "routine 
use"  means  with  respect  to  the  disclo¬ 
sure  of  a  record,  the  use  of  such  record 
for  a  purpose  which  is  compatible  with 
the  purpose  for  which  it  was  collected. 

(iii)  "Uses”  can  be  distinguished 
from  "purposes”  In  that  "purposes” 
describe  the  objectives  for  collecting 
or  maintaining  information.  "Uses” 
are  the  specific  ways  or  processes  in 
which  the  information  is  employed,  in¬ 
cluding  the  [>ersons  or  organizations  to 
whom  the  record  may  be  disclosed. 
For  example,  the  purposes  for  collect¬ 
ing  information  may  be  to  evaluate  an 
application  for  a  veteran’s  benefit  and 
to  issue  checks.  Uses  may  include  ver¬ 
ification  of  certain  information  with 
the  appropriate  Military  Service  and 
release  of  check  data  to  the  Treasury 
Department.  List  under  routine  uses  if 
contractors  are  engaged  to  perform  a 
service,  such  as  key  punch,  optical 
scan,  or  telecommunications  in  con¬ 
nection  with  the  operation  of  an  auto¬ 
mated  data  system.  List  also  Federal 
agencies  to  which  personal-type  infor¬ 
mation  is  disclosed,  including  automat¬ 
ed  system  Interfaces,  and  the  purposes 
for  which  the  disclosures  are  made. 

(iv)  Each  proponent  of  a  system  (i.e., 
that  office  or  organization  proposing, 
directing,  or  otherwise  responsible  for 
the  system)  must  prescribe  the  "rou¬ 
tine”  uses  of  the  records.  Routine  use 
does  not  merely  encompass  the 
common  and  ordinary  uses  to  which 
records  are  put,  but  also  includes  all  of 
the  proper  and  necessary  uses  regard¬ 
less  of  frequency.  For  example,  indi¬ 
vidual  income  tax  returns  are  routine¬ 
ly  used  by  the  Internal  Revenue  Ser¬ 
vice  to  audit  the  amount  of  tax  due 
and  for  assistance  on  coUection  of 
such  tax  by  civil  proceedings.  They  are 
used  less  often,  however,  for  referral 
to  the  Department  of  Justice  for  possi¬ 
ble  criminal  prosectuion  of  fraud  or 
tax  evasion.  Therefore,  the  “routine” 
use  of  such  records  will  include  refer¬ 
rals  to  the  Department  of  Justice.  In 
addition,  description  of  "routine  use” 
shall  include  the  fact  that  any  individ¬ 
ual  records  in  a  system  of  records  may 
be  transferred  to  any  component  of 
the  Department  of  Defense.  It  shall  be 
expected  normally  that  "routine  use” 
will  include  disclosure  to  law  enforce¬ 
ment  or  investigatory  authorities  for 
investigation  and  possible  criminal 
prosecution,  civil  court  action,  or  regu¬ 
latory  order. 

(9)  Policy-practice.  {Policies  and 
practices  for  storing,  retrieving,  ac¬ 


cessing,  retaining,  and  disposing  of  re¬ 
cords  in  the  system).  Describe  how  re¬ 
cords  in  the  system  are  managed 
during  their  life-cycle.  When  feasible, 
extract  pertinent  Information  from 
your  files  or  records  disposition 
manual. 

(i)  Storage.  In  describing  records 
storage,  specify  the  medium  in  which 
they  are  maintained,  such  as  paper  re¬ 
cords  in  file  folders,  visible  or  vertical 
file  cards,  computer  magnetic  tapes,  or 
disks,  computer  paper  printouts,  aper¬ 
ture  cards,  microfiche,  roll  microfilm, 
photographs,  video-tape,  etc. 

(ii)  Retrievability.  Specify  how  infor¬ 
mation  is  accessed  and  retrieved,  such 
as  by  name,  social  security  account 
number  (SSAN),  military  service 
number  or  other  identification 
number,  classification  or  personal 
characteristics,  such  as  fingerprint 
classification,  voice  print  identifier, 
etc.  Indicate  further  whether  conven¬ 
tional  or  computerized  indices  are  re¬ 
quired  to  retrieve  individual  records 
from  the  system. 

(iii)  Safeguards.  Describe  what  mea¬ 
sures  are  taken  to  prevent  unautho¬ 
rized  disclosure  of  the  records  and 
state  the  categories  of  individuals  au¬ 
thorized  access  to  the  records.  Specify 
system  safeguards,  such  as  safes, 
vaults,  locked  cabinets  or  rooms, 
guards,  personnel  screening,  visitor 
registers,  computer  "failsafe”  systems 
software,  etc. 

Note  Do  not  describe  security  safeguards 
in  such  detail  as  to  Increase  the  risk  of  un¬ 
authorized  access  to  the  records. 

(iv)  Retention,  {retention  and  dispos¬ 
al).  State  rules  on  how  long  the  re¬ 
cords  are  to  be  maintained:  if  and 
when  they  are  moved  to  Federal  Re¬ 
cords  Centers  or  the  National  Archives 
or  other  designated  depository:  and  if, 
when,  and  how  they  are  destroyed  or 
otherwise  disposed  of.  Changes  in  this 
item  will  not  normally  require  immedi¬ 
ate  publication  of  a  revised  public 
notice  unless  Xhey  reflect  an  expan¬ 
sion  in  the  availability  of  or  access  to 
the  system  of  records. 

(10)  Systems  manager  {Sysmanager). 
(Title  and  duty  address  of  the  agency 
officials  responsible  for  the  system). 
In  all  cases,  enter  the  title  of  the  offi¬ 
cial  who  is  responsible  for  policies  and 
procedures  governing  the  system,  i.e., 
DCS  Personnel.  Hq..  USA  and  USAF; 
Chief  of  Naval  Personnel;  etc.  If  the 
title  of  the  official  is  unknown  (such 
as  for  locally  evolved  systems),  specify 
the  cmnmander  or  office  head  as  the 
responsible  official.  In  addition,  for 
geognqjhically  or  organizationally  de¬ 
centralized  systems,  where  individuals 
may  deal  directly  with  agency  officials 
at  each  location  to  exercise  their 
rights  undei  the  Privacy  Act  of  1974. 
give  the  position  or  duty  title  of  each 
category  of  official  responsible  for  the 
system  or  a  segment  thereof.  For  ex- 
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ample.  In  the  case  of  clinical  records, 
the  entries  would  be:  The  Surgeon 
General,  USA  or  USAP,  or  Chief. 
Bureau  of  Medicine  and  Surgery 
(USN),  commanders  of  medical  centers 
and  hospitals,  and  the  Director.  Na¬ 
tional  Personnel  Records  Center.  Ill 
Winnebago  St.,  St.  Louis  MO  63118. 
Do  not  include  the  duty  address  if  al¬ 
ready  listed  in  organizational  directo¬ 
ries  mentioned  in  (b)  (4)  of  this  sec¬ 
tion. 

(11)  Notification.  {Procedure  where¬ 
by  individuals  can  be  notified  at  their 
request  if  the  system  contains  records 
pertaining  to  them). 

(i)  Indicate  whether  or  not  requests 
from  individuals  should  be  addressed 
to  the  above  SYSMANAOER,  as  in 
(10)  of  this  paragraph.  If  requests  are 
to  be  addressed  to  any  other  officials, 
list  them  by  duty  or  position  titles. 

(ii)  Specify  what  information  will  be 
required  from  the  requesting  individ¬ 
ual  to  determine  whether  or  not  the 
system  contains  a  record  about  him 
such  as  full  name,  military  status,  SSN 
or  service  number,  resident  or  nonresi¬ 
dent.  etc. 

(iii)  List  by  specific  name,  or  catego¬ 
ries,  those  offices  which  the  requestor 
may  visit  to  obtain  information  on 
whether  or  not  the  system  contains  re¬ 
cords  pertaining  to  him. 

(iv)  For  personal  visits,  specify  what 
data  the  requestor  must  present  as 
proof  of  identity,  such  as  a  combina¬ 
tion  of  full  name,  date  and  place  of 
birth,  parents’  names,  driver’s  license, 
medicare  card.  etc.  Do  not  require  ver¬ 
ification  of  identity  for  records  which 
are  disclosable  under  the  Freedom  of 
Information  Act. 

(12)  Access.  {Procedures  whereby  an 
individual  can  be  notified  at  his  re¬ 
quest  how  he  can  gain  access  to  any 
record  pertaining  to  himself  contained 
in  the  system  of  records).  Include  the 
title  or  category  of  officials  who  can 
provide  assistance,  if  those  officials 
are  other  than  the  SYSMANAOER.  If 
the  mailing  addresses  are  listed  in  the 
organizational  directory,  state  that  of¬ 
ficial  mailing  addresses  are  in  the  De¬ 
partment  of  Defense  Directory  in  the 
appendix  to  the  Component’s  systems 
notice.  Specific  locations  and  tele¬ 
phone  numbers  of  offices  may  be  indi¬ 
cated  for  unique  or  centralized  sys¬ 
tems. 

(13)  Contest  {Rules  for  access  and 
contesting  contents  of  records).  To 
comply  with  this  requirement,  merely, 
state:  "’The  agency’s  rules  for  access  to 
records  and  for  contesting  contents 
and  appealing  initial  determinations 
by  the  individual  concerned  may  be 
obtained  from  the  Sysmanager.” 

(14)  Source.  {Categories  of  sources  of 
records  in  the  system).  List  by  tjrpe 
each  source  of  information  in  the 
system.  e.g.,  previous  employers,  finan¬ 
cial  institutions,  educational  institu¬ 
tions.  trade  associations,  automated 


system  interfaces,  etc.  Specific  individ¬ 
uals  or  institutions  need  not  be  identi¬ 
fied  by  name.  Also,  do  not  list  as  a 
source  individuals  who  provided  infor¬ 
mation  on  themselves.  Again,  be  sure 
to  include  all  types,  since  collection  of 
information  from  typ'a  of  sources 
other  than  those  listed  will  require 
publication  of  a  revised  public  notice 
in  the  Federal  Register— before  any 
information  is  collected  from  those 
sources. 

(c)  Systems  qualified  and  proposed 
for  promotion. 

(1)  Generally,  the  following  records 
may  be  exempted  from  the  provisions 
of  (b)  (11).  (12),  (13).  and  (14)  of  this 
section  (subsection  (eK4)  (G),  (H)  and 
(I)  of  the  Privacy  Act  of  1974)  records 
maintained  by  the  Central  Intelli¬ 
gence  Agency;  records  compiled  to 
ensure  protection  of  the  President  or 
other  officials,  classified  records,  re¬ 
cords  required  by  statute  to  be  main¬ 
tained  and  used  solely  as  statistical  re¬ 
cords;  investigatory  records  compiled 
solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications 
for  Federal  civilian  employment,  mili¬ 
tary  service.  Federal  contracts,  or 
access  to  classified  information,  but 
only  to  the  extent  as  outlined  in  sub¬ 
section  (kK5)  of  the  Privacy  Act  of 
1974;  certain  testing  and  examination 
material;  and  certain  material  used  to 
evaluate  potential  for  promotion  in 
the  Armed  Services.  All  items  in  para¬ 
graph  (b)  of  this  section  will  be  com¬ 
pleted  for  systems  proposed  for  ex¬ 
emption.  except  for  (b)  (11),  (12),  (13) 
and  (14)  of  this  section. 

(2)  Ci^ite  the  system  name  and  specif¬ 
ic  provisions  of  the  Privacy  Act  of 
1974,  from  which  the  system  is  to  be 
exempted  and  the  reasons  therefore. 
Consult  with  the  legal  staff  for  de¬ 
tailed  guidance  for  systems  which  may 
be  eligible  for  exemption.  Proponents 
of  systems  dealing  with  the  above 
types  of  records  should  contact  the 
Departmental  Records  Management 
staff  (HQ  DAAG-AMR;  HQ  USAF/ 
DAD;  Chief  of  Naval  Operations  (OP- 
09B1));  or  appropriate  comparable  De¬ 
fense  component  records  management 
staff  for  additional  guidelines,  if  nec¬ 
essary,  for  preparing  exemption  no¬ 
tices  for  publication  in  the  Federal 
Register.  (Note:  No  system  of  records 
is  exempted  from  the  public  notice  re¬ 
quirements  of  the  Privacy  Act  of 
1974.)  Failure  to  publish  such  a  notice 
constitutes  a  criminal  violation. 

§286a.l3  Effective  date  and  implementa¬ 
tion. 

(a)  This  Part  is  effective  September 
27, 1975. 

(b)  DoD  Components  shall  issue  reg¬ 
ulations  to  carry  out  the  policies  set 
forth  in  this  Part.  ’Two  copies  of  the 
implementing  regulations  shall  be  for¬ 
warded  to  the  Assistant  Secretary  of 
Defense  (Comptroller). 


PART  286b~PERSONAL  PRIVACY 
AND  RIGHTS  OF  INDIVIDUALS  RE- 
6ARDIN0  THEIR  PERSONAL  RE- 
CORDS 

Sec. 

286b.  1  Purpose. 

286b.2  Applicability  and  scope. 

286b.3  Policy. 

286b.4  Responsibilities  and  functions. 
288b.5  Procedures. 

286b.6  Reports  required  and  submission 
dates. 

286b.7  Definitions. 

286b.8  Systems  of  records. 

286b.9  Instruction  for  preparation  of  re¬ 
cords  system  notices. 

286b.  10  Format  of  four  points  required  on 
forms  requesting  personal 
Information. 

286b.  11  Procedures  for  exemptions. 

286b.l2  Effective  date  and  implementation. 

Autboritt:  Pub.  L.  03-576,  U.S.C.  S52a. 

S  28€b.l  Purpose. 

This  part: 

(a)  Implements  the  Privacy  Act  of 
1974  (PubUc  Law  No.  93-579,  5  U.S.C. 
552a),  and  supplements  the  OMB 
Guidelines,  C^ular  A-108,  July  1, 
1975,  and  DoD  Directive  5400.11  (32 
CFR  286a)  which  require  the  Offices 
of  the  Secretary  of  Defense  and  those 
organizations  assigned  to  OSD  for  ad¬ 
ministrative  support  to: 

(1)  Assure  that  personal  information 
about  individuals  collected  in  OSD 
Components  is  limited  to  that  which  is 
legally  authorized  and  necessary,  and 
is  maintained  in  a  manner  which  as¬ 
sures  its  confidentiality; 

(2)  Establish  polici^  and  procedures 
for  effective  administration  of  the  Pri¬ 
vacy  Act  program; 

(3)  Establish  procedures  for  review¬ 
ing  a  denial  for  access  to  records  or  for 
the  corr^ion  of  a  record. 

9  28€b.2  Applicability  and  scope. 

The  provisions  of  this  Part  iqiply  to 
the  Office  of  the  Secretary  of  Defense, 
The  Organization  of  the  Joint  Chiefs 
of  Staff,  and  other  activities  assigned 
to  OSD  for  administrative  support 
(hereinafter  referred  to  collectively  as 
“OSD  Components”).  It  covers  all 
record  systems  maintained  by  OSD 
Components;  and  governs  the  collec¬ 
tion,  maintenance,  use,  dissemination, 
access,  change  and  release  of  informa¬ 
tion  contained  in  OSD  Components’ 
records  systems  which  involve  or  con¬ 
cern  any  individual. 

9  286b.3  Policy. 

(a)  The  policy  of  the  Department  of 
Defense  is  to  protect  the  privacy  of  in¬ 
dividuals  involved  in  any  phase  of  the 
personnel  management  process  and  to 
permit  any  individual  to  know  what 
records  exist  pertaining  to  him  In  the 
Office  of  the  Secretary  of  Defense,  as 
well  as  in  those  organizations  assigned 
to  the  OSD  for  administrative  sup¬ 
port. 

(b)  Each  office  maintaining  records 
and  information  about  an  individual 
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will  ensure  that  the  privacy  of  any  In¬ 
dividual  concerned  is  protected  from 
unauthorized  disclosure,  and  permit 
each  Individual  to  have  access  to.  and 
have  a  copy  made  of.  all  or  any  por¬ 
tion  of  such  records  which  pertain  to 
him.  (except  those  referred  to  In  para¬ 
graphs  8  286b.5(cK16)  and  f286b.lt). 
and  to  have  an  opportunity  to  request 
that  such  records  be  amended  as  pro¬ 
vided  by  the  Privacy  Act  of  1974. 

(c)  The  Heads  of  (^D  Components 
shall  collect,  maintain,  use.  or  dissemi¬ 
nate  any  record  of  an  Identifiable  per¬ 
sonal  nat\u%  In  a  manner  which  as¬ 
sures  that  such  action  Is  necessary  and 
lawful;  that  any  Information  collected 
is  as  accurate,  relevant,  timely,  and 
complete  as  is  reasonably  necessary  to 
assure  fairness  to  the  Individual;  and 
that  adequate  safeguards  are  provided 
to  prevent  misuse  or  unauthorized  re¬ 
lease  of  such  information. 

f  286b.4  Rcsponaibilitiet  and  functions. 

(a)  The  Deputy  Assistant  Secretary 
of  Defense  (Administration)  shall: 

(1)  Direct  and  administer  the  De¬ 
partment  of  Defense  Privacy  Act  pro¬ 
gram  for  OSD  Components. 

(2)  Establish  standards  and  proce¬ 
dures  to  assure  compliance  with  and 
implementation  of  the  Privacy  Act  of 
1974  and  DoD  Directive  5400.11  (32 
C7FR  286a). 

(3)  Be  responsible  for  serving  as  the 
appellate  level  within  OSD  in  those  in¬ 
stances  In  which  a  requester  seeks  re¬ 
consideration  of  a  previously  denied 
request  or  initiates  legal  action  to 
compel  the  release  or  correction  of  a 
record. 

(4)  Evaluate  and  decide,  in  coordina¬ 
tion  with  the  General  Counsel,  ap¬ 
peals  resulting  from  denials  of  records 
from  OSD  Components. 

(5)  Designate  the  Records  Manage¬ 
ment  Branch.  Office  of  the  Deputy 
Assistant  Secretary  of  Defense  (Ad¬ 
ministration).  OASD(C),  as  the  office 
of  record  and  the  central  point-of-con- 
tact  for  all  matters  pertaining  to  the 
Privacy  Act  program  both  for  OSD 
Components  and  individuals  request¬ 
ing  Information  and  access  to  records 
under  the  provisions  of  the  Act.  As 
such,  the  Records  Management 
Branch  shall: 

(I)  Forward  requests  received  from 
individuals  to  the  appropriate  OSD 
Component  having  primary  responsi¬ 
bility  for  the  Information  requested, 
and  maintain  suspenses  to  ensure  that 
replies  are  made  within  time  limits  es¬ 
tablished  in  DoD  Directive  5400.11  (32 
CFR  286a). 

(II)  Collect  any  fees  entailed  in  re¬ 
producing  requested  materials. 

(III)  Provide  guidance  and  training  to 
organizational  entities  as  required  by 
the  Privacy  Act  and  OMB  Guidelines. 
Circular  A-108,  July  1.  1975.  and  DoD 
Directive  5400.11  (32  CFR  286a). 

(Iv)  Collect  and  consolidate  data 
from  OSD  Components  and  submit  an 


Annual  Report  to  the  Office  of  Man¬ 
agement  and  Budget  (OMB),  as  re¬ 
quired  by  the  Privacy  Act,  OMB 
Guidelines,  Circular  A-108,  July  1, 
1975,  and  DoD  Directive  5400.11  (32 
CFR  286a). 

(V)  Coordinate  and  consolidate  infor¬ 
mation  for  reporting  all  records  sys¬ 
tems,  as  well  as  changes  to  approved 
systems,  to  the  OMB.  Congress,  and 
Federal  Register,  as  required  by  the 
Privacy  Act  and  OMB  Guidelines,  Cir¬ 
cular  A-108.  July  1.  1975,  and  DoD  Di¬ 
rective  5400.11  (32  cm  286a). 

(vl)  Collect  information  from  OSD 
Components  and  prepare  consolidated 
reports  required  by  the  Privacy  Act 
and  DoD  Directive  5400.11  (32  C^FR 
286a). 

(b)  The  General  Counsel  shall: 

(1)  Coordinate,  as  appropriate,  with 
the  Department  of  Justice  all  final 
denials  of  appeals  for  requests  for  re¬ 
cords  when  litigation  is  likely. 

(2)  Provide  advice  and  assistance  to 
the  DASD(A)  as  may  be  required  in 
the  discharge  of  his  appellate  respon- 
sibUities. 

(3)  Provide  advice  and  assistance  to 
OSD  Components,  as  necessary,  in 
legal  matters  pertaining  to  the  Privacy 
Act  of  1974. 

(c)  The  Head  of  each  OSD  Compo¬ 
nent  shall: 

(1)  Designate  an  individual  as  the 
point-of-contact  for  Privacy  Act  mat¬ 
ters:  designate  an  official  authorized 
to  deny  initial  requests  for  an 
individual’s  records  or  changes  to  re¬ 
cords;  and  advise  the  DASEKA)  of 
names  of  officials  so  designated. 

(2)  Identify  all  systems  of  records  in 
his  organization,  as  required  by  the 
Act,  and  submit  the  data  as  indicated 
in  f  286b.5(a).  to  the  DASD(A)  no  later 
than  30  April  of  each  year. 

(3)  Report  any  new  records  systems, 
or  changes  to  an  existing  record 
system  as  indicated  in  286b.5(aK3),  to 
the  DASIXA)  at  least  90  days  prior  to 
the  intended  use  of  the  system. 

(4)  Review  all  contracts  which  pro¬ 
vide  for  the  maintenance  of  systems  of 
records  by  or  on  behalf  of  his  office  to 
assure— where  appropriate  and  within 
his  authority— that  language  is  includ¬ 
ed  which  provides  that  such  .systems 
will  be  maintained  in  a  manner  consis.- 
tent  with  the  Act. 

(5)  Revise  procurement  f^dance  to 
incorporate  language  consistent  with 
the  Act.  i.e.,  to  provide  that  any  con¬ 
tract  which  provides  for  the  mainte¬ 
nance  of  a  system  of  records  by  or  on 
behalf  of  his  office  includes  language 
which  assures  that  such  system  will  be 
maintained  in  conformance  with  the 
Act. 

(6)  Revise  computer  and  telecom¬ 
munications  procurement  policies  to 
provide  that  agencies  must  review  all 
proposed  contracts  for  equipment  and 
services  to  assiire  compliance  with  ap¬ 
plicable  provisions  of  the  Act,  e.g.. 
Report  on  New  Systems. 


(7)  Review  all  directives  which  re¬ 
quire  forms  or  other  methods  used  for 
the  collection  of  information  about  in¬ 
dividuals  to  ensure  compliance  with 
the  Privacy  Act  of  1974.  (Refer  to 
f  286b.5(e).) 

(8)  Instruct  employees  who  deal 
with  Privacy  Act  matters  in  the  provi¬ 
sions  of  this  Part  and  DoD  Directive 
5400.11  (32  CFR  286a). 

(9)  Establish  administrative  systems 
in  his  organization  to  comply  with  the 
procedures  as  listed  in  f  286b.5  of  this 
Part. 

(10)  Provide  to  the  OSD  Records  Ad¬ 
ministrator  a  copy  of  the  record  re¬ 
quested  and  a  statement  of  reproduc¬ 
tion  charges  when  the  request  for  a 
record  is  approved.  (References 
fi  286b.5(eK14)  and  f  286b.5(f). 

(11)  Coordinate  with  the  Office  of 
the  General  Counsel  on  all  proposed 
denials  of  records. 

(12)  Provide  the  DASIXA),  when  a 
record  is  denied  in  whole  or  in  part, 
the  Justification  for  such  denial.  (Ref¬ 
erence  f  286b.5(dK6).) 

(13)  Provide  the  record  to  the 
DASIXA),  when  initial  denial  of  a  re¬ 
quest  for  such  record  has  been  ap¬ 
pealed  by  the  requester,  or  at  the  time 
of  initial  denial  when  appeal  seems 
likely. 

(14)  Maintain  a  complete  and  accu¬ 
rate  record  of  the  administrative  pro¬ 
cedure  involved  in  any  denial  for 
access  to  a  record  or  for  the  correc¬ 
tion.  This  record  should  be  maintained 
so  that  it  can  be  readily  certified  as 
the  complete  administrative  record  of 
the  proceedings  as  a  basis  for  possible 
use  in  litigation.  (Refer  to  f  286b.5(f).) 

(15)  Refer  cases  to  the  DASIXA)  for 
review  and  evaluation  when  issues 
raised  are  of  unusual  significance,  pre¬ 
cedent  setting,  or  otherwise  require 
special  attention  or  guidance. 

(16)  Establish  rules  of  conduct  to 
assure  that  persons  Involved  in  the 
design,  development.  Implementation, 
operation  and  maintenance  of  any 
system  of  records,  as  defined  in 
f286b.7:  (i)  are  cognizant  of  all  re¬ 
quirements  to  protect  the  privacy  of 
the  individuals  to  whom  the  records 
pertain;  and  (ii)  are  aware  that  there 
are  civil  and  criminal  penalties  for 
knowingly  and  willfully  disclosing  a 
record  about  an  individual  without  the 
written  consent  or  written  request  of 
that  individual,  unless  such  disclosure 
falls  under  provisions  outlined  in  Ex¬ 
emptions.  (Refer  to  f  286b.5(f ).) 

(17)  Forward  any  request  received 
directly  from  an  indivldiud  to  the  OSD 
Records  Administrator  for  appropriate 
suspense  control  and  recording. 

(d)  The  Director  for  Space  Manage¬ 
ment  and  Services.  DASIXA)  shall: 

Upon  request  of  the  OSD  Records 
Administrator  provide  the  necessary 
automated  services  through  the  Word 
Processing  Center  for  publication  of 
data  in  the  Federal  Register  as  re¬ 
quired  by  the  Privacy  Act  of  1974. 
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(e)  The  Requester  is  responsible  for: 

(1)  Submittinc  his  request  in  person 
at.  or  by  writing  to.  the  Office  of  the 
Records  Administrator.  Office  of  the 
Secretary  of  Defense.  Room  5C315. 
The  Pentagon.  Washington.  D.C. 
20301. 

(2)  Establishing  his  identity  as  out¬ 
lined  in  S  286b.5(c)(S). 

(3)  Describing  the  record  sought  and 
providing  sufficient  information  to 
enable  the  material  to  be  located  with 
a  reasonable  amoimt  of  effort.  i.e..  ap¬ 
proximate  date  it  was  initiat*^  origi¬ 
nating  organization:  type  of  document. 

(4)  Complying  with  the  procedures, 
as  provided  for  in  this  Instruction,  for 
inspecting  and/or  obtaining  copies  of 
requested  records. 

(5)  Paying  all  costs  associated  with 
reproducing  copies  of  requested  infor¬ 
mation  materials,  if  appropriate.  (See 
S  286b.5(g).) 

S  284b.5  Procedures. 

(a)  Publication  of  annual  notices  in 
the  “Federal  Register."  (1)  a  notice  of 
the  existence  of  any  records  system 
which  meets  the  definition  of  a  system 
of  records  as  defined  in  S286b.7  shall 
be  published  annually  in  the  Federal 
Register. 

(2)  Each  OSD  Component  will 
submit  a  report  of  its  records  systems 
to  the  DASEKA)  by  30  April  of  each 
year.  This  data  will  be  consolidated  by 
the  DASD(A)  and  published  annually 
in  the  Federal  Register.  Instructions 
on  its  content  and  format  are  at 
S  286b.8  and  5  286b.9. 

(3)  New  or  revised  records  systems. 
Each  OSD  Component  shall  provide 
the  DASD(A)  with  90  days  advance 
notice  of  any  anticipated  new  or  re¬ 
vised  system  of  records.  This  material 
will  be  submitted  to  the  OMB  and 
Congress  at  least  60  days  prior  to  use. 
and  to  the  Federal  Register  at  least  30 
days  prior  to  being  put  into  use  in 
order  to  provide  an  opportunity  lor  in¬ 
terested  persons  to  submit  written 
data,  views,  or  arguments  to  the  OSD 
Component.  Instructions  on  its  con¬ 
tent  and  preparation  are  at  S  286b.8  (2) 
and  (3).  and  8  286b.0.  respectively. 

(b)  Annual  report  (1)  Each  OSD 
Component  shall  submit  in  six  copies 
an  annual  report  by  March  31  of  each 
year,  to  the  DASIXA).  covering  its  ac¬ 
tivities  for  the  preceding  calendar  year 
as  required  by  the  Privacy  Act  of  1974. 
These  reports  will  be  consolidated  by 
the  DASDtA)  and  an  overall  report 
submitted  to  the  Office  of  Manage¬ 
ment  and  Budget. 

(2)  The  annual  report  will  consist  of 
the  following: 

(1)  Overall  summary.  A  brief  man¬ 
agement  summary  of  the  status  of  ac¬ 
tions  implementing  the  Act.  the  re¬ 
sults  of  these  efforts,  any  problems  en¬ 
countered.  and  recommendations  for 
^  changes  in  legislation,  policies  or  pro¬ 
cedures. 


(11)  Accomplishments  and  projec¬ 
tions.  A  summary  of  major  accom¬ 
plishments.  i.e..  improvements  in  the 
OSD  Component’s  information  prac¬ 
tices.  safeguards,  and  any  future  plans 
for  Improving  the  records  ssrstems. 

(ill)  Exemptions.  A  list  of  records 
sjrstems  which  were  exempt  during  the 
year  from  any  of  the  operative  provi¬ 
sions  of  this  law  as  permitted  imder 
the  terms  of  subsections  (J)  and  (k)  of 
the  Privacy  Act.  and  whether  or  not 
the  exemptions  were  obtained  during 
the  year,  the  number  of  records  in 
each  system  exempted  from  each  spe¬ 
cific  provision,  and  reasons  for  invok¬ 
ing  the  exemption. 

(iv)  Number  of  systems.  A  brief  sum¬ 
mary  of  changes  to  the  total  inventory 
of  records  systems  subject  to  the  pro¬ 
visions  of  the  Act.  Including  reasons 
for  major  changes;  e4i.,  the  extent  to 
which  review  of  the  relevance  of  and 
necessity  for  records  has  resulted  in 
elimination  of  all  or  portions  of  sys¬ 
tems  of  records,  or  any  reduction  in 
the  number  of  individuals  on  whom  re¬ 
cords  are  maintained. 

(iv)  Operational  experiences.  A  gen¬ 
eral  description  of  operational  experi¬ 
ences  to  Include: 

ia)  The  number  of  individuals— com¬ 
pared  to  the  number  of  records  in  the 
system— exercising  their  rights  under 
the  Privacy  Act. 

(b)  The  number  of  requests  for  in¬ 
formation  received; 

(c)  The  number  of  requests  refused; 

(d)  The  number  of  appeals; 

(e)  The  number  of  those  seeking  re¬ 
dress  through  the  courts. 

(vi)  Costs.  Any  available  data,  or  es¬ 
timates,  of  the  cost  of  administering 
the  Privacy  Act  program  will  be  re¬ 
ported.  (DoD  Directive  5000.22)* 

(c)  Access  to  information  on  records 
systems. 

(1)  Upon  request,  and  as  provided  Jby 
the  Privacy  Act.  records  shall  be  dis¬ 
closed  to  the  individual  to  whom  they 
pertain  and  under  whose  individual 
name  or  identifier  they  are  filed, 
unless  exempted  by  provisions  stated 
in  8286b.5(16)  and  8286b.ll.  There  is 
no  requirement  that  a  record  be  cre¬ 
ated  or  that  an  individual  be  given 
access  to  records  which  are  not  re¬ 
trieved  by  name  or  other  individual 
identifier. 

(1)  The  granting  of  access  to  a  record 
containing  personal  Information  shall 
not  be  conditioned  upon  any  require¬ 
ment  that  the  individual  state  a 
reason  or  otherwise  Justify  the  need  to 
gain  access. 

(il)  No  verification  of  identity  shall 
be  required  of  an  individual  seeking 
access  to  records  which  are  otherwise 
available  to  the  public. 


*  Filed  ss  part  of  orlglnaL  Copies  available 
from  the  UB.  Naval  PubUcations  and  Forms 
Center.  5801  Tabor  Ave..  Philadelphia,  Pa. 
19120,  Attn:  Code  300. 


(ill)  Individuals  may  not  be  denied 
access  to  a  record  in  a  system  of  re¬ 
cords  pertaining  to  themselves  because 
those  records  are  exempted  from  dis- 
cl08iu%  under  the  provisions  of  DoD 
Directive  5400.7  (32  CFR  286.6(b)) 
which  states:  *••  •  •  An  exempted 
record  or  reasonable  segregable  por¬ 
tion  of  a  record,  however,  should  be 
made  available  upon  request  of  any 
member  of  the  public  when,  in  the 
Judgment  of  the  releasing  component 
or  higher  authority,  no  significant,  le¬ 
gitimate  governmental  purpose  would 
be  served  by  withholding  it  under  an 
applicable  exemption." 

(iv)  Individuals  will  not  be  denied 
access  to  their  records  for  refusing  to 
disclose  their  Social  Security  Number, 
unless  disclosure  of  the  SSN  is  re¬ 
quired  by  statute  or  by  regulation 
adopted  before  January  1,  1975,  or  if 
the  record’s  filing  identifier  and  the 
only  method  of  retrieval  is  by  SSN. 

(2)  Any  individual  may  request 
access  to  a  record  pertaining  to  him  in 
person  or  by  mail  in  accordance  with 
the  procedures  outlined  below: 

(3)  The  type  of  information  consid¬ 
ered  necessary  to  identify  a  record  is: 
the  individual’s  name,  date  of  birth, 
place  of  birth,  identification  of  the  re¬ 
cords  system  as  listed  in  the  Federal 
Register;  or  sufficient  information  to 
identify  the  type  of  records  being 
sought  and  approximate  date  the  re¬ 
cords  might  have  been  created. 

(i)  Any  individual  making  a  request 
in  person  shall  present  himself  at  the 
Office  of  the  Records  Administrator. 
Office  of  the  Secretary  of  Defense, 
Room  5C315.  The  Pentaigon,  Washing¬ 
ton.  D.C.  20301  and  shall: 

(A)  Provide  personal  identification 
acceptable  to  the  Records  Administra¬ 
tor  to  verify  the  individual’s  identity, 
e.g.,  driver’s  license,  employees  identi¬ 
fication  card,  or  medicare  card; 

(B)  Complete  and  sign  the  appropri¬ 
ate  form  provided  by  the  Records  Ad¬ 
ministrator. 

(4)  Any  individual,  when  reviewing  a 
record  in  person,  may  be  accompanied 
by  another  individual  of  his  or  her 
choosing.  The  Records  Administrator 
will  require  a  written  statement  autho¬ 
rizing  the  accompanying  individual’s 
presence. 

(5)  An  individual’s  records  may  also 
be  released  to  his  or  her  authorized 
representative  provided  that  notarized 
written  consent  of  the  individual  Is 
furnished. 

(6)  Any  individual  making  a  request 
for  access  by  mail  shall  address  such 
request  to  the  Records  Administrator, 
Office  of  Secretary  of  Defense,  ’The 
Pentagon.  Room  5C315,  Washington. 
D.C.  20301,  and  shall  include  therein  a 
signed  notarized  statement  to  verify 
his  identity. 

(7)  Any  requests  from  an  individual 
for  access  to  or  copies  of  his  own  re¬ 
cords  shall  be  processed  in  accordance 
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with  this  Part  and  not  the  Freedom  of 
Information  Act. , 

(8)  Normally,  i^uests  for  access  to 
records  should  be  acknowledged 
within  10  woiiLlng  days  of  receipt  and 
access  provided  within  30  working 
days. 

(0)  The  following  procedures  will 
apply  to  requests  for  access  to  investi¬ 
gatory  records: 

(I)  Copies  of  Investigatory  records 
compiled  by  any  investigative  organi¬ 
sation,  but  in  the  temporary  custody 
of  an  element  requesting  the  record 
for  purposes  of  adjudication  or  other 
personnel  actions,  are  considered  re¬ 
cords  of  the  originating  investigative 
organization. 

(ii)  Individuals  seeking  access  to 
such  records  shall  be  directed  to  the 
originating  investigative  organization 
and  should  be  instructed  to  direct  all 
requests  submitted  under  the  Privacy 
Act  of  1974  to  that  organization. 

(ill)  Records  concerning  adjudica¬ 
tion.  or  other  personnel  actions  based 
on  the  Investigative  records  which  are 
originated  by  the  organization  using 
the  Investigative  records,  are  consid¬ 
ered  records  of  the  using  organization, 
and  that  organization  shall  respond  to 
requests  for  access  to  these  records 
under  the  Privacy  Act  of  1974  concern¬ 
ing  them. 

(10)  Access  to  a  record  or  a  copy 
thereof  will  not  be  denied  solely  be¬ 
cause  the  record’s  physical  presence  is 
not  readily  available,  e.g.,  on  magnetic 
tape,  or  because  the  context  of  the 
record  may  contain  sensitive  informa¬ 
tion  about  another  individual.  To  pro¬ 
tect  the  privacy  of  other  individuals 
who  may  be  identified  in  a  record,  an 
extract  shall  be  prepared  deleting  only 
that  information  which  would  not  be 
released  to  the  requesting  individual 
under  DoD  Directive  5400.7  (32  C7FR 
Part  286). 

(II)  Medical  records  shall  be  dis¬ 
closed  to  the  individual  to  whom  they 
pertain,  unless  a  determination  is 
made,  in  consultation  with  a  medical 
doctor,  that  the  disclosure  of  medical 
information  could  have  adverse  effect 
upon  the  individual’s  physical  or 
mental  health.  Such  information  may 
be  transmitted  to  a  medical  doctor 
named  by  the  individual  concerned. 

(12)  Test  material,  and  copies  of  cer¬ 
tificates,  and  any  lists  of  eligible  indi¬ 
viduals.  will  be  removed  from  the  re¬ 
cords  prior  to  exposure  to  the  request¬ 
er.  and  shall  not  be  disclosed. 

(13)  Information  contained  in  inves¬ 
tigative  reports  may  be  disclosed  to 
the  individual  to  whom  they  pertain 
provided  the  information  released 
does  not  divulge  the  source  of  the  in¬ 
formation  (Refer  to  S  286b.ll) 

(14)  ’The  individual  may  not  be 
charged  for  search  or  review  if  they 
are  a  necessary  part  of  the  process  of 
m^Vng  the  record  available.  Only 
costs  of  reproduction,  as  outlined  in 
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9  286b.5(g)  may  be  charged;  however, 
if  copying  is  the  only  means  whereby 
the  record  can  be  made  available  to 
the  individual,  reproduction  fees  will 
not  be  assessed  (e.g.,  when  a  copy 
must  be  made  in  order  to  exclude  in¬ 
formation  on  the  record  pertaining  to 
another  individual.) 

(15)  If  the  individual  can  provide  no 
suitable  document  for  identification, 
the  OSD  Records  Administrator 
should  request  a  signed  notarized 
statement  asserting  his  or  her  identity 
which  stipulates  that  the  individual 
understands  that  knowingly  or  willful¬ 
ly  seeking  or  obtaining  access  to  re¬ 
cords  about  another  person  under 
false  pretenses  is  punishable  by  a  fine 
up  to  $5,000.  (Refer  to  9  286b.5(f). 

(16)  ’The  requirements  of  this  section 
do  not  entitle  an  individual  the  right 
to  access  to  any  information  compiled 
in  reasonable  anticipation  of  a  civil 
action  or  proceeding. 

(d)  Request  to  amend  personal  infor¬ 
mation  in  records  systems  and  dis- 
putes.(l)  OSD  Components  shall  allow 
individuals  to  request  amendment  to 
their  records  to  the  extent  that  such 
amendment  does  not  violate  existing 
stature,  regulation,  or  administrative 
procedure.  Requests  should  be  as  brief 
and  as  simple  as  possible  and  should 
contain,  as  a  minimum,  identifying  in¬ 
formation  to  locate  the  record,  a  de¬ 
scription  of  the  items  to  be  amended 
and  the  reason  for  the  change.  A  re¬ 
quest  shall  not  be  rejected  or  required 
to  be  resubmitted  unless  additional  in¬ 
formation  is  essential  to  process  the 
request.  Incomplete  or  inaccurate  re¬ 
quests  shall  not  be  rejected  categori¬ 
cally;  the  individual  shall  be  asked  to 
clarify  the  request  as  needed.  Individ¬ 
uals  shall  be  required  to  provide  verifi¬ 
cation  of  identity  as  in  (cK3)  of  this 
section,  to  ensure  that  the  requester  is 
seeking  to  amend  records  pertaining  to 
him  and  not,  inadvertently  or  inten¬ 
tionally.  the  records  of  another  indi¬ 
vidual. 

(2)  Requests  to  amend  the  personnel 
records  of  former  Federal  employees 
which  are  located  at  the  Federal  Per¬ 
sonnel  Records  Center  must  be  sub¬ 
mitted  to:  Director.  Bureau  of  Man¬ 
power  Information  Systems,  U.S.  Civil 
Service  Commission.  1900  E  Street. 
NW,  Washington.  D.C.  20415. 

(3)  OSD  Records  Administrator  shall 
mail  a  written  acknowledgement  of  an 
individual’s  request  to  amend  his  or 
her  record  within  10  days  after  re¬ 
ceipt,  excluding  Saturday,  Sundays, 
and  legal  public  holidays.  Such  ac¬ 
knowledgement  shaU  identify  the  re¬ 
quest  and  may,  if  necessary,  request 
any  additional  information  needed  to 
make  a  determination.  No  acknowl¬ 
edgement  is  necessary  if  the  request 
can  be  reviewed,  processed,  and  the  in¬ 
dividual  notified  of  compliance  or 
denial  within  the  10-day  period. 
Whenever  practicable,  the  decision 
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shall  be  made  within  30  working  days. 
For  requests  presented  in  person,  writ¬ 
ten  acknowle^ement  may  be  provided 
at  the  time  the  request  is  presented. 

(4)  The  Head  of  an  OSD  Compo¬ 
nent.  or  his  designated  official,  shall 
take  promptly  one  of  the  following  ac¬ 
tions  on  requests  to  amend  the  re¬ 
cords: 

(i)  If  he  agrees  with  any  portion  or 
all  of  the  individual’s  request,  he  will 
proceed  to  amend  the  records  in  accor¬ 
dance  with  existing  statutes,  regula¬ 
tions.  or  administrative  procedures, 
and  inform  the  requester  of  the  action 
taken.  ’The  Head  of  the  OSD  Compo¬ 
nent  concerned,  or  his  designated  offi¬ 
cial,  shall  also  advise  all  previous  hold¬ 
ers  of  the  record  that  the  amendment 
has  been  made  and  the  substance  of 
the  correction. 

(il)  If  he  disagrees  with  all  or  any 
portion  of  a  request,  he  shall  promptly 
inform  the  individual  of  his  refusal  to 
amend  a  record  in  accordance  with  the 
individual’s  request,  the  reason  for  the 
refusal,  and  the  procedure  established 
by  OSD  for  an  appeal  as  outlined  in 
subsection  (7)  of  this  paragraph. 

(iii)  If  the  request  for  amendment 
pertains  to  a  record  controlled  and 
maintained  by  another  Federal 
Agency,  refer  the  request  to  the  ap¬ 
propriate  Agency,  and  advise  the  re¬ 
quester  thereof. 

(5)  ’The  following  procedures  will  be 
used  when  reviewing  records  under 
dispute: 

(i)  In  response  to  a  request  for  an 
amendment  to  records  officials  shall 
determine  the  accuracy,  relevance, 
timeliness,  or  completeness  of  the 
record  requested.  ’The  Head  of  an  OSD 
Component,  or  his  designated  official, 
shall  develop  tolerances  for  accuracy, 
relevance  and  timeliness  by  giving  con¬ 
sideration  U>  whether  such  tolerances 
could  result  in  consequences  adverse 
-to  the  individual. 

(il)  The  Head  of  an  OSD  Component 
or  his  designated  official,  will  limit  the 
review  of  a  record  to  those  items  of  in¬ 
formation  which  clearly  bear  on  any 
determination  to  amend  the  records 
and  assure  that  all  those  elements  are 
present  before  such  determination  is 
made. 

(6)  If  the  Head  of  an  OSD  Compo¬ 
nent,  or  his  designated  official,  after 
an  initial  review  of  a  request  to  amend 
a  record  disagrees  with  all  or  any  por¬ 
tion  of  it.  he  will: 

(i)  Advise  the  individual  of  the 
denial  and  the  reason  therefor. 

(11)  Inform  the  individual  that  he  or 
she  may  request  a  further  review. 

(iii)  Describe  the  procedures  for  re¬ 
questing  such  review  including  the 
name  and  address  of  the  official  to 
whom  the  request  should  be  directed. 
The  procedtires  should  be  as  brief  and 
simple  as  possible  and  shovild  indicate 
where  the  individual  can  seek  advice 
or  assistance  in  obtaining  such  review. 
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PRIVACY  ACT  ISSUANCES 


(Iv)  Furnlih  a  copy  of  the  Justifica¬ 
tion  of  any  denial  to  amend  a  record 
to  the  DASIXA).  (Reference  286b.4(c) 
(12)  and  (13).) 

(7)  If  an  Individual  disagrees  with 
the  initial  OSD  determination,  he  or 
she  may  file  a  request  for  further 
review  of  that  determlnatl<m. 

(1)  He  should  send  the  request  to: 
Deputy  Assistant  Secreary  of  Defense 
(Administration).  Department  of  De¬ 
fense,  The  Pentagon,  Washington. 
D.C.  20301,  if  the  record  is  created  and 
maintained  by  an  OSD  Component. 

(il)  If  the  record  is  contained  in  one 
of  the  personnel  records  si^tems 
which  have  been  retired  and  forward¬ 
ed  to  the  Persotmel  Records  Center. 
St.  Louis.  Missouri,  the  request  for 
review  should  be  sent  to  the  IMrector. 
Bureau  of  Manpower  Information  Sys¬ 
tems.  UJS.  C^vU  Service  Commission. 
Washington.  D.C.  20415. 

(8)  If.  after  review,  the  DASD(A) 
further  refuses  to  amend  the  records 
as  requested  the  DASD(A)  should 
advise  the  individual; 

(i)  Of  the  refusal  and  the  reason 
thereof: 

(ii)  Of  his  or  her  right  to  file  a  con¬ 
cise  statement  of  the  reason  for  the 
disagreement  with  the  DASD(A)*s  de¬ 
cision; 

(ill)  Of  the  procedures  for  filing  a 
statement  of  disagreement: 

(iv)  That  the  statement  which  is 
filed  will  be  made  available  to  anyone 
to  whom  the  record  is  subsequently 
disclosed,  together  with  a  brief  state¬ 
ment,  at  the  discretion  of  the  OSD 
CcHnponent,  summarizing  its  reasons 
for  refusing  to  amend  the  records. 

(V)  That  prior  recipients  of  copies  of 
disputed  records  will  be  provided  a 
copy  of  any  statement  of  dispute  to 
the  extent  that  an  accounting  of  dis¬ 
closure  is  maintained. 

(Vi)  Of  his  or  her  right  to  seek  jusdi- 
cial  review  of  the  DASD(A)’8  refusal 
to  amend  a  record. 

(9)  If  after  the  review  the  DASIXA) 
determines  that  the  record  should  be 
amended  in  accordance  with  the 
individual’s  request,  the  OSD  Cmnpo- 
nent  shall  amrad  the  record,  advise 
the  individual,  and  inform  previous  re¬ 
cipients  where  an  accounting  of  disclo¬ 
sure  has  been  maintained. 

(10)  A  final  OSD  determination  on 
the  Individual’s  request  for  a  review  of 
the  DASD(A)’s  refusal  to  amend  the 
record  must  be  concluded  within  80 
days  (excluding  Saturdays,  Sundays 
and  legal  holidays)  after  receipt  by  the 
proper  office.  If  the  DASIXA)  deter¬ 
mines  that  a  fair  and  equitable  review 
cannot  be  made  within  that  time,  the 
individxial  will  be  Informed  in  writing 
of  reasons  for  the  delay  and  of  the  ap¬ 
proximate  date  on  which  the  review  is 
expected  to  be  completed. 

(e)  DisdoMure  of  di$puted  informa¬ 
tion.  (1)  After  the  DASIXA)  has  re¬ 
fused  to  amend  a  record  and  the  indi¬ 


vidual  has  filed  a  statement  under 
paragnqjh  (d"  of  this  section,  the  OSD 
Componoik.  snail  clearly  annotate  the 
record  so  that  the  proceeding  is  appar¬ 
ent  to  any  authorized  person  to  whom 
the  record  is  disclosed.  ’The  notation 
itself  shall  be  integral  to  the  record. 
Where  an  accounting  of  disclosure  has 
been  made,  the  Component  shall 
advise  previous  recipients  that  the 
record  has  been  disputed  and  shall 
provide  a  copy  of  the  individual’s 
statement. 

(1)  ’This  statement,  however,  need 
not  be  filed  as  an  integral  part  of  the 
record  to  which  it  pertains.  It  shall  in¬ 
stead  be  maintained  in  a  manner  so  as 
to  permit  ready  retrieval  whenever  the 
disputed  portion  of  the  record  is  to  be 
disclosed. 

(ii)  When  information  which  is  the 
subject  of  a  statement  of  dispute  is 
subsequently  disclosed,  the  OSD  Com¬ 
ponent  shall  note  which  information  is 
di^Tuted  and  provide  a  copy  of  the 
individual’s  statement.  n 

(2)  ’The  OSD  Component  shall  in¬ 
clude  a  brief  summary  of  its  reasons 
for  not  making  a  correction  when  dis¬ 
closing  disputed  information.  Such 
statement  will  normally  be  limited  to 
the  reasons  given  to  the  Individual  for 
not  amending  the  record. 

(3)  Copies  of  the  OSD  Component’s 
summary  will  be  treated  as  part  of  the 
individual’s  record;  however,  it  will  not 
be  subject  to  the  amendment  proce¬ 
dure. 

it)  Penalties— il)  Civil  action.  (1)  An 
individual  may  file  civil  suit  against 
the  United  States,  for  (A)  refusal  to 
amend  the  records;  (B)  Improper 
denial  of  the  individual’s  access  to  a 
record;  and/or  (C)  for  failure  to  main¬ 
tain  a  record  accurately. 

(il)  An  individual  may  also  file  suit 
against  the  United  States,  for  failure 
to  implement  a  provision  of  the  Priva¬ 
cy  Act  when  sudi  failure  leads  to  an 
adverse  determ^tion  against  him  or 
her. 

(ill)  If  the  individual’s  suit  is  upheld, 
the  court  may  direct  the  United  States 
to  take  necessary  corrective  action;  to 
pay  the  court  costs,  and  lawyer's  fees. 

(iv)  Where  the  individual  can  show 
that  personal  damage  was  done  be¬ 
cause  an  OSD  officer  or  employee 
failed  to  comply  with  the  provisions  of 
the  Privacy  Act.  the  United  States 
may  be  assessed  damages  by  the  court 
at  a  minimum  of  $1,000. 

(2)  Criminal  actioru  (i)  Criminal 
penalties  may  be  imposed  against  an 
OSD  officer  or  employee  for  willful 
unauthorized  disclosure  of  informa¬ 
tion  in  the  records;  or  for  failure  to 
publish  a  notice  of  the  existence  of  a 
records  system  in  the  I^deral  Rzgis- 
Tza;  or  for  gaining  access  to  the 
individual’s  record  under  false  pre¬ 
tenses.  Le.,  against  any  person  who 
knowingly  and  willfully  requests  or  ob¬ 
tains  any  record  ccmceming  another 
individual  without  legal  authorization. 


(ii)  For  a  violation  of  the  above,  an 
OSD  offflcer  or  employee  may  be 
fined  up  to  $5,000. 

(g)  Fees.  (1)  An  individual  will  be 
charged  fees  tor  requested  copies  of 
his  (»-  her  records,  excluding  the  cost 
of  any  search  for  and  review  of  re¬ 
cords.  at  the  following  rates; 

(1)  Certification  and  validation  of 
copies  with  the  Department  of  De¬ 
fense  seal,  each  page^3.00 

(ii)  Office  copy  reproductions,  each 
page— $.05 

(2)  If  the  requestor  requires  the 
OSD  Component  to  perform  addition¬ 
al  services  not  specifically  covered 
under  the  Privacy  Act.  the  charging  of 
fees  will  be  determined  by  the  rates 
contained  in  DoD  Directive  5400.11  (32 
CFR  Part  286). 

(h)  Written  consent  for  authorized 
disclosures.  (1)  An  OSD  Component 
may  disclose  personal  information 
from  records  systems  to  persons  or 
Agencies  only  if  it  has  or  acquires  ex¬ 
press  written  consent  of  the  individual 
to  whom  the  record  pertains. 

(2)  Written  consent  is  not  required  if 
the  disclosure  is: 

(1)  To  those  officials  and  employees 
of  OSD  who  have  a  need  for  the 
record  in  the  performance  of  their 
duties  and  the  use  is  c<Hnpatible  with 
the  purpose  for  which  the  record  is 
maintained.  ’This  includes  transfer  of 
information  between  components 
when  civilians  or  military  persoimel 
assigned  or  affiliated  with  one  compo¬ 
nent  are  processed  by  an  activity  of 
another  Component. 

(ii)  Required  to  be  disclosed  to  a 
member  of  the  public  by  the  Freedom 
of  Information  Act.  Some  examples  of 
personM  Information  pertaining  to 
military  personnel,  which  normally 
are  released  without  an  unwarranted 
invasion  of  privacy  are:  name.  rank, 
date  of  rank,  salary,  present  and  past 
duty  assignments,  futiu«  assigmnents 
which  have  been  finalized,  office 
phone  number,  source  of  commission, 
military  and  civilian  educational  level, 
and  promotion  sequence  number.  Dis¬ 
closure  of  personal  information  per¬ 
taining  to  civilian  employees  shall  be 
made  in  accordance  with  the  Federal 
Personnel  Manual. 

(ill)  For  a  routine  use  as  defined  in 
S286h.7.  (The  routine  uses  shall  be 
published  in  the  Federal  Register 
prior  to  being  used  by  an  OSD  Compo¬ 
nent.) 

(iv)  To  the  Bureau  of  the  Census  for 
the  purpose  of  planning  or  carrying 
out  a  census  or  survey  or  related  activ¬ 
ity  authorized  by  law. 

(V)  To  a  recipient  who  has  provided 
the  OSD  Component  srlth  advance 
adequate  written  assurance  that  (A) 
the  record  will  be  used  solely  as  a  sta¬ 
tistical  research  or  reportli^  record; 
(B)  the  record  Is  to  be  transferred  in  a 
fonn  that  is  not  individually  identifi¬ 
able  (LeM  the  idtetlty  of  the  individual 
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cannot  be  determined  by  combining 
various  statistical  records);  and  (C) 
will  not  be  used  to  make  any  decisions 
about  the  rights,  benefits  or  entitle¬ 
ments  of  an  Individual. 

(Vi)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  Its  continued  preservation  by 
the  United  States  Oovemment. 

(vil)  To  another  agency  or  to  an  In¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  imder  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  if  the 
activity  is  authorized  by  law.  and  If 
the  head  of  the  agency  or  Instrumen¬ 
tality  has  made  a  written  request  to 
the  OSD  Component  which  maintains 
the  record  specifying  the  particular 
portion  desired  and  the  law  enforce¬ 
ment  activity  for  which  the  record  is 
sought.  Blanket  requests  for  all  re¬ 
cords  pertaining  to  an  Individual  will 
not  be  accepted.  A  record  may  also  be 
disclosed  to  a  law  enforcement  agency 
at  the  Initiative  of  the  OSD  Compo¬ 
nent  which  maintains  the  record  when 
criminal  conduct  is  suspected,  pro¬ 
vided  that  such  disclosure  has  been  es¬ 
tablished  in  advance  as  a  "routine 
use.” 

(viil)  To  a  person  showing  compel¬ 
ling  circumstances  affecting  the 
health  or  safety  of  an  Individual  If, 
upon  such  disclosure,  notification  is 
transmitted  to  the  last  known  address 
of  the  Individual  to  whom  the  record 
pertains. 

(lx)  To  either  the  Senate  or  the 
House  of  Representatives  if  the  sub¬ 
ject  matter  comes  within  Its  Jurisdic¬ 
tion.  any  committee  or  subcommittee 
thereof,  or  any  Joint  committee.  This 
does  not  authorize  the  disclosure  of 
any  record  referred  to  In  this  Part  to 
members  of  Congress  acting  in  their 
individual  capacities  or  on  behalf  of 
their  constituents,  rinless  the  Individ¬ 
ual  concerned  gives  his  consent  In 
writing. 

(X)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives, 
in  the  course  of  the  performance  of 
the  duties  of  the  General  Accounting 
Office. 

(xl)  Pursiumt  to  the  order  of  a  court 
of  competent  Jurisdiction. 

(A)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  when 
the  issuance  of  that  order  or  subpoena 
Is  made  public  by  the  court  wlilch 
issued  it,  the  OSD  Component  will 
miJce  reasonable  efforts  to  notify  the 
individual  to  whom  the  record  per¬ 
tains.  This  may  be  accomplished  by 
notifying  the  individual  by  mall  at  his 
most  recent  address  as  contained  in 
the  OSD  Component’s  record. 

(B)  Upon  being  served  with  a  court 
order  to  disclose  a  record,  the  OSD 
Component  should  determine  whether 
the  Ismance  of  the  order  Is  a  matter  of 
public  record  and.  if  it  is  not.  ask  to  be 


advised  by  the  court  when  it  becomes 
public.  An  accounting  of  the  disclosure 
shall  be  made  at  the  time  the  OSD 
Component  complies  with  the  order  or 
subpoena. 

(1)  Accounting  for  the  disclosures  of 
records.  All  disclosures  of  records  cov¬ 
ered  by  this  subsection  shall  be  ac¬ 
counted  for  by  keeping  a  written 
record  of  the  following  information; 

(1)  The  date,  nature,  and  purpose  of 
each  disclosure  of  a  record  to  any 
person  or  to  another  Agency  unless 
made  in  accordance  with  (h)(2)  of  this 
section.  In  addition,  the  name  and  ad¬ 
dress  of  the  person  to  whom  the' dis¬ 
closure  is  made  shall  be  recorded. 
Moreover,  this  disclosure  record  must 
be  retained  for  the  life  of  the  personal 
record  to  which  it  pertains,  or  for  five 
years,  whichever  is  longer. 

(2)  *1116  accounting  of  the  disclosure 
may  be  recorded  in  any  manner  an 
office  determines  sufficient  for  this 
piUDOse.  However,  the  official  respon¬ 
sible  must  be  able  to  reconstruct  from 
its  system  the  required  accounting  in¬ 
formation  (1)  when  required  by  the  in¬ 
dividual;  (11)  when  necessary  to  Inform 
previous  recipients  of  any  amended  re¬ 
cords.  The  accounting  should  provide 
a  cross-reference  for  the  Justification 
or  basis  upon  which  the  disclosure  was 
made.  Including  any  written  documen¬ 
tation  required  when  records  are  re¬ 
leased  for  statistical  or  law  enforce¬ 
ment  purposes. 

(3)  The  system  of  accounting  of  dis¬ 
closure  Is  not  considered  a  system  of 
records  under  definitions  listed  on 
S286b.7.  No  record  of  accounting  for 
dlsclosiu*e  need  be  maintained.' 

(4)  Upon  request  of  the  individual  to 
whom  the  record  pertains,  make  avail¬ 
able  to  that  individual  all  Information 
in  its  accounting  of  disclosures  except 
that  pertaining  to  disclosures  for  law 
enforcement  purposes  pursuant  to 
S  286b.ll(bK2). 

(J)  Names  and  addresses.  (1)  An 
indivl(hial’s  name  and  address  may  not 
be  sold  or  rented  by  an  OSD  Compo¬ 
nent  unless  such  action  Is  specifically 
authorized  by  law.  This  provision  shall 
not  be  construed  to  require  the  with¬ 
holding  of  names  and  addresses  other¬ 
wise  permitted  to  be  made  public. 

(2)  Usts  or  compilations  of  names 
and  home  addresses,  or  single  home 
addresses  will  not  be  disclosed  to  the 
public,  without  the  consent  of  the  in¬ 
dividual  involved.  This  Includes,  but  is 
not  limited  to.  Individual  congressmen, 
creditors,  and  commercial  and  finan¬ 
cial  institutions.  Requests  for  home 
addresses  may  be  forwarded  by  OSD 
Components  to  the  last  known  address 
of  the  individual  for  reply  at  his  dis¬ 
cretion.  and  the  requester  notified  ac- 
cordlni^.  This  prohibition  may  be 
waived  when  circumstances  of  a  case 
indicate  CQDm>elling  and  overriding  in¬ 
terests. 

(k)  CoOection  of  personal  informa¬ 
tion  from  individuals.  Personal  infor¬ 


mation  shall  be  collected,  to  the  great¬ 
est  extent  practicable,  directly  from 
the  individual  when  the  information 
may  result  in  adverse  determinations 
about  an  individual’s  rights,  benefits, 
or  privileges  under  Federal  programs. 
The  collection  of  information  from 
third  parties  shall  be  minimized.  Ex¬ 
ceptions  to  this  policy  may  be  made 
under  certain  circumstances,  such  as 
the  following; 

(1)  The  nature  of  the  information  is 
such  that  there  is  need  to;  (1)  Obtain  it 
from  a  third  party.  e.g..  an  employee’s 
performance  (hiring  a  previous  assign¬ 
ment;  or  (11)  verify  it  by  a  third  party, 
e.g.,  information  for  a  security  clear¬ 
ance. 

(2)  Collecting  the  information  from 
the  individual  would  be  exceptionally 
difficult  or  result  in  unreasonable  cost. 

(3)  Provisions  are  made  to  ensure 
that  there  Is  no  risk  in  collecting  the 
information  from  third  parties  which, 
if  inaccurate,  could  result  in  an  ad¬ 
verse  determination  to  the  individual 
concemecL 

(1)  Forms  administration  and  in¬ 
forming  individuals  on  uses  of  infor¬ 
mation.  Each  OSD  Component  that 
coUerts  Information  from  an  Individ¬ 
ual  shall; 

(1)  Ensure  that  individuals  from 
whom  information  is  collected  about 
themselves  are  informed  of  (1)  the  au¬ 
thority  which  authorizes  its  solicita¬ 
tion.  e.g.,  statute.  Executive  Order,  (11) 
the  principal  purposes  for  which  it  is 
to  be  used;  (ill)  the  routine  use  to  be 
made  of  it;  (Iv)  whether  fiunlshlng 
such  information  is  mandatory  or  vol¬ 
untary  and  the  effect  on  the  individ¬ 
ual  of  not  providing  information. 

(A)  This  includes  requests  for  Social 
Se<mrity  Numbers.  Ebce<nitive  Order 
No.  9397,  November  22.  1943,  autho¬ 
rizes  Components  to  use  SSN’s  as  a 
system  of  numerical  Identification  of 
individuals.  If,  however,  disclosure  of 
the  SSN  is  not  required  by  E.  O.  or 
Federal  statute,  or  is  not  for  a  system 
of  re(X)rds  in  existence  and  operating 
prior  to  January  1.  1975,  OSD  Compo¬ 
nents  are  not  precluded  from  request¬ 
ing  it  from  individuals  concemecL 

(B)  The  separate  Privacy  Act  State¬ 
ment  for  the  SSN  alone,  or  merged 
Privacy  Act  Statement,  covering  not 
only  the  SSN.  but  also  other  items  of 
personal  information,  must  make  clear 
that  the  disclosure  of  the  SSN  is  vol¬ 
untary.  If,  in  such  instances,  the  indi¬ 
vidual  refuses  to  disclose  it.  the  Com¬ 
ponent  concerned  must  be  prepared  to 
Identify  him  by  alternate  means. 

(2)  These  four  points  (Sec.  (1)  of  this 
paragnqjh)  may  be  made  on  the  form, 
or  on  a  separate  statement  that  can  be 
retained  by  the  individual.  The  word 
"form’’  should  be  interpreted  to  in¬ 
clude  any  preprinted  document  with  a 
control  number  and  edition  date,  a 
format,  questionnaire,  survey  sheet,  or 
any  report  requiring  personal  informa- 
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tion  which  prescribes  no  standard 
format  or  preprinted  answer  blanks,  or 
a  report  rendered  on  a  blank  sheet. 

(3)  Forms  in  use  prior  to  September 
27,  1975.  Since  it  seems  impracticable 
to  revise  each  existing  from  to  meet 
the  requirement  of  the  four  points 
mentioned  in  (1)  of  this  paragraph,  it 
will  be  necessary  to  devise  a  separate 
form  as  an  alternative  during  the  in¬ 
terim  implementation  period.  A  sug¬ 
gested  standardized  format  is  at 
§  286b.  10. 

(4)  OSD  Components’  forms  man¬ 
agement  officers  in  each  office  will 
tentatively  identify  from  their  lists  of 
authorized  forms  and  reports  those 
which  might  fall  within  the  provisions 
of  the  Act.  Such  tentatively  identified 
forms  and  reports  will  then  be  for¬ 
warded  to  the  initiators  (or  propo¬ 
nents)  of  the  form  for  final  determina¬ 
tion  as  to  which  meet  the  criteria  of 
this  provision  of  the  Act.  (Refer  to 
3(e)(3)  and  section  7(b)  of  the  Privacy 
Act  of  1974.) 

(i)  Upon  final  determintion  as  to 
which  form  or  report  falls  under  the 
four  point  provision,  the  proponent 
will,  (A)  refer  it  to  the  appropriate 
General  Counsel  for  validation  of  Item 
1  “Authority”  and  confirmation  that 
statutory  authority  is  properly  stated; 
(B)  furnish  the  forms  officer  the  indi¬ 
vidualized  statement  applicable,  using 
the  format  §  286b.l0. 

(5)  OSD  Component’s  forms  man¬ 

agement  officers  will  assign  to  each 
statement  the  same  number  as  the 
form  or  report  to  which  it  applies,  to¬ 
gether  with  the  suffix  “—Privacy  Act 
Statement.”  For  example,  for  DD 
Form  398,  “Statement  of  Personal  His¬ 
tory,”  the  required  statement  would 
carry  in  the  lower  left  hand  comer  the 
number  “DD  Form  398— Privacy  Act 
Statement.”  For  applicable  reports  In 
which  no  form  is  Involved,  the  report 
control  symbol  or  OMB  Approval 
Number  should  be  used  in  lieu  of  a 
form  number.  . 

(6)  OSD  Components’  forms  officers 
will  ensure  that  sufficient  copies  of 
Privacy  Act  Statements  as  shown  at 
286b.  10  are  printed  and  distributed  so 
that  each  individual  furnishing  per¬ 
sonal  information  will  receive  a  copy 
of  the  statement  with  the  form  or 
report  he  completes. 

(7)  Forms  Initiated  or  Revised  on 
and  after  September  27,  1975.  As 
forms  are  revised,  or  new  ones  issued, 
the  Privacy  Act  Statement  shall  be  in¬ 
corporated,  if  practical,  in  the  body  of 
each  form,  format,  questionnaire, 
survey  sheet  or  report  initiated  or  re¬ 
vised  which  is  used  to  collect  personal 
information  on  or  after  September  27, 
1975.  Where  feasible,  the  Privacy  Act 
Statement  when  Incorporated  on  a 
form,  format,  etc.,  should  be  posi¬ 
tioned  in  such  a  manner  as  to  inform 
the  individual  of  the  4-point  provisions 
required  by  the  Act  before  he  begins 


to  furnish  any  of  the  information  re¬ 
quested  in  the  form. 

(8)  OSD  components  will  ensure 
that: 

(i)  Once  determination  is  made 
which  forms  and  reports  require  a  Pri¬ 
vacy  Act  Statement,  a  listing  of  such 
forms  and  reports  is  made  to  Include 
(A)  form  or  report  number;  (B)  edition 
date;  and  (C)  complete  title.  This  list 
will  be  kept  current. 

(il)  A  consolidated  list  shall  be  main¬ 
tained  by  each  OSD  Component  to  in¬ 
clude  all  forms  and  reports  of  its  sub¬ 
ordinate  offices,  and  updated  at  least 
monthly. 

(ill)  A  copy  of  this  consolidated  list 
of  forms  and  reports  and  its  updates  is 
furnished  to  the  OSD  Records  Man¬ 
agement  Branch.  DASEKA),  within  5 
days  after  the  end  of  each  month. 
Negative  reports  will  be  submitted. 

(Iv)  A  one-time  report  is  made,  to 
reach  the  OSD  Records  Management 
Branch,  DASD(A)  by  October  10,  1975, 
for  consolidation  and  submission  to 
the  director  of  Information  Oper¬ 
ations  and  Control.  OASEXC).  by  Oc¬ 
tober  20,  1975,  giving  the  following 
summary  information; 

(Organizational  Name  of  OSD 
Component) 

Number  of  forms  for  which  a  Priva¬ 
cy  Act  Statement  was  issued 

Number  of  reports  for  which  a  Pri¬ 
vacy  Act  Statement  was  issued 

S  286b.6  Reports  required  and  submission 
dates. 


Report 

Relerenoe 

Date  due  (forward 
to  the  OSD  Kecordt 
Administrator) 

Annual  notices  In 
the  Fbdsral 
RcouTsm. 

Sec.  286b.5 
(a)  (1) 
and 

Apr.  30  (annually). 

New  or  revised 

Sec.  286bA 

90  d  prior  to 

records  systems. 

Ofaaniree  toeiist- 
int  records 
systems  not 
requtrtnK  ad¬ 
vance  pubUo 
notice. 

(•)(S). 

implementation. 
Apr.  80  (annually). 

Annual  report . 

Sec.  286b.» 
(b). 

Star.  31  (annually). 

Listing  o(  (arms.... 

Sec.  2Mb.5 
(1)  (8) (a). 

Monthly  (within  5  d 
after  the  end  of 
■each  month). 

1-tlme  report  o' 
ionoM. 

Sac.  »«b.S 
«s)CB){lv). 

Oct.  10, 197S. 

S  28€b.7  Definitions. 

(a)  Individual.  A  person  who  is  a 
citizen  of  the  United  States  or  an  alien 
lawfully  admitted  for  permanent  resi¬ 
dence. 

(b)  Maintain.  The  collection,  use, 
maintenance,  or  dissemination  of  re¬ 
cords. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  an  OSD 
Component,  including,  but  not  limited 
to  his  education,  financial  transac¬ 


tions,  medical  history,  and  employ¬ 
ment  or  criminal  history,  and  that 
contains  his  name,  or  an  identifying 
number.  s3mibol,  or  other  Identifying 
particular  assigned  to  the  individual, 
such  as  finger  or  voice  print  or  a  pho¬ 
tograph. 

(d)  System  of  records.  A  group  of  re¬ 
cords  under  the  control  of  any  OSD 
Component  from  which  information  is 
retrieved  by  the  name  of  an  individual 
or  by  some  identifying  number, 
symbol  or  other  identifying  particular 
assigned  to  an  individual. 

(e)  Routine  use.  The  disclosure  of  a 
record,  or  the  use  of  such  record  for 
corollary  purposes  compatible  with 
the  purpose  for  which  the  information 
was  collected  and  that  are  appropriate 
and  necessary  for  the  efficient  con¬ 
duct  of  Government.  “Routine  Use" 
encompasses  not  only  common  or  ordi¬ 
nary  uses,  but  also  all  the  proper  and 
necessary  uses  of  the  record,  even  if 
such  use  occurs  infrequently. 

(f)  Disclosure.  Either  the  transfer  of 
a  record  or  the  granting  of  access  to  a 
record  to  any  person,  or  to  another 
Agency. 

(h)  Statistical  record.  A  record  in  a 
system  of  records  maintained  for  sta¬ 
tistical  research  or  reporting  purposes 
only  and  not  used  in  whole  or  in-  part 
in  making  any  determination  about  an 
identifiable  individual. 

9  28€b.8  Systems  of  records. 

(a)  Contents.  (1)  Each  OSD  Compo¬ 
nent  shall  maintain  in  its  records  sys¬ 
tems  only  such  personal  information 
as  is  relevant  and  necessary  to  accom¬ 
plish  a  purpose  or  mission  required  by 
statute  or  Executive  Order  of  the 
President. 

(2)  Components  shall  identify  the 
specific  provision  of  law.  or  Executive 
Order,  which  provides  authority  for 
the  maintenance  of  information  in 
each  system  of  records. 

(3)  Statutory  or  regulatory  author¬ 
ity  to  establish  and  maintain  a  system 
of  records  does  not  convey  unlimited 
authority  to  collect  and  maintain  all 
information  which  may  be  useful  or 
convenient  to  have.  The  proponent  of 
each  system  of  records  will  evaluate 
each  category  of  information  in  a 
system  for  both  necessity  and  rel¬ 
evance.  In  performing  this  evaluation 
the  following  points  will  be  considered: 

(i)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  purpose  for  which  the  system  is 
maintained. 

(ii)  Specific  adverse  consequences  of 
not  collecting  each  category  of  infor¬ 
mation.  - 

(ill)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of  in¬ 
formation  not  individually  identifiable 
or  through  sampling  techniques. 

(Iv)  Length  of  time  that  the  informa¬ 
tion  is  needed,  and.  where  appropriate, 
techniques  for  purging  pajrts  of  the 
record. 
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(V)  FinanclAl  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequences  of  not  maintaining 
It. 

(vi)  Necessity  and  relevance  of  this 
Information  to  all  individuals  included 
tn  the  system. 

(4)  Collection  will  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion  which  after  the  above  evaluation 
does  not  appear  to  be  reasonably  Justi¬ 
fiable.  Moreover,  such  information 
will  be  withdrawn  and  destroyed  pro¬ 
vided  it  can  be  economically  segregat¬ 
ed  from  necessary  and  relevant  infor¬ 
mation. 

(5)  The  evaluation  prescribed  above 
will  be  performed  by  each  proponent 
of  a  system  of  records: 

(1)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  an  ex¬ 
isting  sirstem  of  records. 

(li)  Annually,  prior  to  the  republica¬ 
tion  of  all  sjrstem  notices  in  the  Feder¬ 
al  RMisnat 

(b)  Publication  of  record  system  no¬ 
tices— (1)  QeneraL  The  Privacy  Act  of 
1974  requires  that  a  notice  of  the  exis¬ 
tence  of  each  system  of  records,  as  de¬ 
fined  in  f286b.7  be  published  in  the 
Federal  Rbqister  (reference  S386b.5 
(a)  (1)  and  (2)). 

(2)  New  record  system  notices.  OSD 
Components  proposing  new  systems 
shall  prepare  system  notices  in  the 
format  shown  in  928<R>.9  at  least  90 
days  before  the  proposed  system 
change  nmy  be  legally  Implemented  as 
outlined  in  1 286b.5(aK8). 

(3)  Changes  to  existing  systems  re¬ 
quiring  advanced  public  notice,  (i) 
The  following  proposed  changes  to  an 
existing  system  must  be  published  in 
the  Federal  Rboister  for  fdbuc  oom- 
MEIfT  (REFER  TO  9  286(aK3). 

(A)  Those  which  expand  the  catego¬ 
ries  of  individuals  on  whom  records 
are  maintained. 

(B)  Those  which  add  new  categories 
of  records  to  the  ssrstem. 

(C)  Those  which  add  new  categories 
of  sources. 

(D)  New  or  changed  routine  uses 
which  involve  disclosure  to  a  new  cate¬ 
gory  of  recipient. 

(E)  Chan^  in  procedures  governing 
access. 

(ii)  Notices  of  proposed  changes  to 
existing  sirstems  will  be  subotiltted  to 
the  DASD(A)  at  least  90  dajrs  prior  to 
the  Intended  use  of  the  sjrstem  (refer¬ 
ence  9  286b.5(aX3)). 

(4)  Changes  to  existing  systems  not 
requiring  advance  public  notice. 
Changes  in  records  systems  not  stated 
in  (bK3)  of  this  section  do  not  require 
advance  publication,  but  must  be  sub¬ 
mitted  for  inclusion  in  the  annual  con¬ 
solidated  listing  of  records  ssrstems. 
Accordingly,  each  OSD  Component 
shall  establish  procedures  to  ensure 
that  all  such  chimges  are  forwarded  to 
the  DASD(A)  by  April  30  of  each  year 
for  annual  publication  in  the  Federal 
Register. 


(5)  Reports  concerning  new  and 
changed  systems.  Concurrently  with 
(b)  (2)  and  (3).  of  this  section. 
DASD(A)  shall  provide  the  Defense 
Privacy  Board  advanced  notice  of  pro¬ 
posals  to  establish  new  systems  or  to 
change  routine  uses  of  existing  sys¬ 
tems. 

(6)  OSD  Component  issuances.  Each 
OSD  Component  shall  ensure  that  in¬ 
formation  contained  in  each  record 
system  notice,  as  published  in  the  Fed¬ 
eral  Register,  is  Incorporated  or  oth¬ 
erwise  published  in  its  own  instruc¬ 
tions  to  ensure  uniform  system  use 
and  maintenance.  OSD  Components 
shall  take  Immediate  action  either  to 
publish  a  notice  of  its  records  system, 
or  discontinue  any  system  of  records 
not  published  in  the  Federal  Regis¬ 
ter.  All  record  system  notices  will  be 
submitted  to  the  DASD(A)  for  for¬ 
warding  to  the  Federal  Register. 

(c)  Standards  of  accuracy.  (1)  Re¬ 
cords  used  by  an  OSD  Component  in 
making  determinations  about  an  indi¬ 
vidual  will  be  maintained  with  such  ac¬ 
curacy,  relevance,  timeliness  and  com¬ 
pleteness  as  is  reasonably  necessary  to 
ensure  fairness  to  the  individual  in 
any  determination. 

(2)  Prior  to  disseminating  any  reixird 
about  an  individual  to  any  person 
other  than  a  Federal  agency,  reason¬ 
able  efforts  will  be  made  to  ensure 
that  such  records  are  accurate,  com¬ 
plete.  timely,  and  relevant  for  agency 
purposes. 

(d)  Restriction  on  maintenance  of 
certain  records.  No  records  will  be 
kept  which  describe  how  individuals 
exercise  rights  guaranteed  by  the  First 
Amendment,  unless  specifically  autho¬ 
rized  by  statute,  or  by  the  individual 
concerned,  or  unless  pertinent  to  and 
within  the  scope  of  an  authorized  law 
enforcement  activity.  The  exercise  of 
these  rights  includes,  but  is  not  limit¬ 
ed  to.  religious  and  political  beliefs, 
freedom  of  speech  and  the  press,  and 
freedom  of  assembly  and  freedom  to 
petition. 

(e)  Safeguarding  personal  informa¬ 
tion  in  Manual  and  Automated  Re¬ 
cords  Systems.  (1)  Each  OSD  Compo¬ 
nent  shall  establish  administrative 
procedures  and  physical  controls  to 
protect  information  in  records  sjrstems 
against  any  threats  or  hazards  to  their 
security  or  integrity  which  could 
result  in  substantial  harm  embarrass¬ 
ment,  inconvenience,  or  unfairness  to 
any  individual  on  whom  Information  is 
maintained  These  safeguards  shall 
iq>ply  to  systems  of  records  in  what¬ 
ever  medium  in  which  personal  infor¬ 
mation  is  processed  or  storeiL  Such 
safeguards  shall  be  tailored  to  the  re¬ 
quirement  of  each  syst^  of  records. 

(2)  Access  to  personal  information 
shall  be  restricted  to  those  persons 
whose  official  duties  require  access 
and  the  individual  concerned  and  in 
accordance  with  9  286b.5(c). 


(3)  Each  OSD  Component  maintain¬ 
ing  or  storing  records  shall  designate 
an  individual  who  shall  be  responsible 
for  providing  protection  and  account¬ 
ability  for  the  records  involved  at  all 
times,  and  for  ensuring  that  such  re¬ 
cords  are  secured  in  appropriate  (x>n- 
talners  when  not  in  use  or  under  direct 
control  of  authorized  persons. 

(4)  Records  may  be  used.  held,  or 
stored  only  where  facilities  or  condi¬ 
tions  are  adequate  to  prevent  unau¬ 
thorized  access. 

(5)  Personal  records  and  documents 
shall  be  stored  so  as  to  preclude  unau¬ 
thorized  disclosure. 

(6)  Proper  control  of  records  systems 
will  be  maintained  at  all  times,  includ¬ 
ing  an  accounting  of  their  removal 
from  the  authorized  area. 

(7)  OSD  Components  shall  assure 
that  all  persons  whose  official  duties 
require  access  to  and  use  of  records 
systems  are  adequately  trained  to  pro¬ 
tect  the  security  and  privacy  of  the  re¬ 
cords. 

(8)  The  disposal  and  destruction  of 
records  system  shall  be  in  accordance 
with  the  General  Schedule  No.  I 
issued  by  the  General  Services  Admin¬ 
istration.  (Copies  available  from  the 
OSD  Records  Administrator.) 

9  286b.9  Instructions  for  Preparation  of 
Record  System  notices. 

(а)  General  instructions.  (1)  For 
each  system  of  records  submit  infor¬ 
mation  in  the  sequence  as  shown  in 
paragraph  (b).  of  this  section.  Show  in 
this  sequmce  even  though  an  entry 
may  not  be  required  for  all  items. 

(2)  Use  keywords  shown  below  (i.e.. 
SYSNAME,  RECORD-CATEGORY, 
etc.)  Explanations  of  keywords  are 
shown  in  parentheses,  but  do  not  use. 

(3)  Do  not  use  paragnqih  or  subpara¬ 
graph  numbers  or  letters. 

(4)  Do  not  underline  any  part  of  the 
text. 

(5)  Do  not  use  hyph*.>nation  at  the 
end  of  a  line  or  subdivide  a  word  at 
the  end  of  a  line. 

(б)  Do  not  reference  information 
from  other  parts  within  the  system  of 
records  being  described. 

(7)  Use  all  standard  typewriter  char¬ 
acters  except  for  the  following  which 
will  be  used  as  indicated: 

(i)  Use  “-t-”  to  precede  each  major 
group  keyword  (e.g.,  plus  SYSNAME, 
etc.). 

(ii)  Use  to  precede  each  major 
subgroup  keyword  (e.g.  *safeguards. 
etc.).  The  “c”  used  in  original  Privacy 
Act  submission  instructions  is  no 
longer  valid. 

(iii)  Use  to  precede  the  test  fol¬ 
lowing  each  major  group  or  subgroup 
headings.  Do  not  use  subparagraphs. 

(iv)  Use  to  precede  each  line 
entry  when  names,  addresses,  etc.  re¬ 
quire  a  column  or  list  format.  Multiple 
addresses  or  listings  within  a  single 
column  are  not  permitted.  In  instances 
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where  more  than  one  address  or  list  is 
required,  enter  all  addresses  or  lists  in 
paragraph  form,  from  left  to  right 
across  the  page. 

(V)  Do  not  use  character.  It  is 
reserved  for  other  purposes. 

(8)  All  information  will  be  typed 
flush  with  the  left  margin,  using  the 
characters  indicated  in  (aK7)  of  this 
section  to  distinguish  between  major 
groupings  of  information  and  para- 
gr^hs. 

(9)  Refer  to  paragraph  (c)  of  this 
section  for  systems  which  may  qualify 
for  exemption. 

(10)  Number  the  pages  separately 
for  each  draft  system  notice. 

(11)  New  and  revised  system  notices 
shall  be  prepared  in  accordance  with 
the  initial  Privacy  Act  submission 
instructions  as  modified  by  this  Part. 
All  notices  are  to  be  submitted  in  full 
(i.e.  no  partial  system  notices  shall  be 
accepted). 

(b)  Sequence  of  submissions  and 
instructions— (.1)  Manual  or  automat¬ 
ed.  Indicate  whether  the  ssrstem  is 
manual  or  automated.  An  automated 
system  would  include  records  pro¬ 
cessed.  maintained,  or  both,  in  a  ma¬ 
chine  readable  medium,  such  as  EAM 
Cards,  computer  tapes,  or  disks  word 
processing  tapes  and  cards,  etc.  A 
manual  system  would  include  records 
processed,  maintained,  or  both,  in  a 
human  readable  medium  such  as 
paper  records  in  file  folders,  visible  or 
vertical  file  cards,  mlcroflche,  roll  mi¬ 
crofilm.  photognq>hs,  etc.  A  mecha¬ 
nized  file  which  requires  substantial 
human  intervention  for  processing  or 
maintenance  is  considered  to  be 
manual,  rather  than  automated. 

(2)  System  name  iSYSNAME).  When¬ 
ever  applicable,  identify  the  sjrstem  by 
number  and  title  prescribed  in  your 
files  or  records  disposition  manual. 
Use  locally  originated  titles  for  files 
which  are  not  described  specifically 
and  adequately  in  the  manual  or 
which  are  otherwise  unique  to  the  re¬ 
porting  office.  If  more  than  one 
system  is  covered  by  a  file  description, 
identify  each  system.  If  several  files 
(separately  described  in  your  manual) 
are  a  part  of  a  single  system  identify 
the  system  only  (see  (bK6)  of  this  sec¬ 
tion.  for  identification  of  separate  files 
which  form  a  system).  Provide  system 
and  file  title  in  imclassified  form.  Do 
not  use  abbreviations,  nicknames,  or 
acronyms  unless  spelled  out  the  first 
time  used.  Place  acronyms  in  paren¬ 
theses  immediately  following  the  title. 

(3)  Security.  Specify  the  Defense  or 
other  security  classification  for  the 
system  of  records  if  classified  pursu¬ 
ant  to  the  provisions  of  DoD  5200.  IR 
(32  CFR  Part  159)  and  Implementing 
directives.  Do  not  cite  as  a  classifica¬ 
tion  “Internal  Working  Paper.  Eyes 
Only,”  or  similar  marking  used  for  in¬ 
ternal  control  or  other  handling  pur¬ 
poses.  If  unclassified,  including  “For 
Official  Use  Only,”  state  unclassified. 


(4)  Location.  If  the  system  is  main¬ 
tained  in  a  single  location,  provide  the 
exact  name  of  the  office,  organization, 
and  correspondence  or  routing  symbol. 
On  the  other  hand  if  it  is  geographi¬ 
cally  or  organizationally  decentralized 
specify  each  type  of  organization  or 
element  that  maintains  a  segment  of 
the  system.  For  example,  if  the  system 
was  comprised  of  clinical  records,  then 
medical  centers  and  hospitals,  and  the 
National  Personnel  Records  Center 
would  be  listed  as  locations.  Where 
automated  data  systems  encompass  a 
central  computer  facility,  with  input/ 
output  terminals  at  several  geographi¬ 
cal  locations,  list  by  category  each  lo¬ 
cation  under  this  heading.  In  all  in¬ 
stances  where  multiple  locations  are 
referred  to  by  type  of  organization, 
state  that  official  mailing  addresses 
are  in  the  Department  of  Defense  Di¬ 
rectory  In  the  appendix  to  the 
Component’s  systems  notice.  However, 
in  all  cases,  give  the  official  mailing 
address  if  the  office  maintaining  the 
system  is  not  listed  in  the  Federal 
Register.  If  the  address  is  classified, 
so  state.  Be  sure  to  list  each  type  of  or¬ 
ganization  maintaining  a  segment  or 
duplicate  of  the  system,  since  mainte¬ 
nance  by  a  type  of  organization  not  re¬ 
ported  herein  will  constitute  a  viola¬ 
tion  of  the  Privacy  Act  of  1974.  When 
Indicating  domestic  addresses,  use  the 
United  States  Postal  Service  two-letter 
State  abbreviation  and  the  Zip  Code. 

(5)  Individual  category:  {categories 
of  individuals  covered  by  the  system). 
'The  purpose  of  this  requirement  is  to 
permit  an  individual  to  determine 
whether  or  not  information  on  him 
might  be  in  the  system  of  records.  Cat¬ 
egories  of  individuals,  therefore, 
should  be  stated  in  easily  understood, 
non-technlcal  terms  and  include  all 
categories  of  individual  on  whom  re¬ 
cords  are  maintained.  Avoid  using 
broad  general  descriptions,  such  as 
“all  military  personnel.”  unless  the 
system  applies  to  all  military  person¬ 
nel.  For  example,  the  Joint  Uniform 
BiUitary  Pay  System  (JUMPS)  applies 
to  all  military  personnel  on  active 
duty,  while  a  system  of  absentee  case 
files  would  apply  only  to  deserters  and 
escaped  prisoners.  All  categories  of  in¬ 
dividuals  included  in  the  system  must 
be  Usted.  regardless  of  the  frequency 
of  inclusion  or  the  number  of  records 
involved.  (All  future  changes  to  the 
system,  which  broaden  or  increase  the 
categories  of  individuals  covered,  will 
require  preparation  and  publication  of 
a  revised  public  notice  in  the  Federal 
Register.) 

(6)  Record  category:  (categories  of  re¬ 
cords  in  the  System).  Briefly  describe 
in  non-technical  terms  all  types  of  re¬ 
cords  in  the  system.  For  example, 
under  JUMPS,  the  types  of  records 
will  include,  but  not  be  limited  to.  indi¬ 
vidual  military  pay  records  and  sub¬ 
stantiating  documents,  such  as  certifi¬ 


cates  for  deductions  and  retained  mili¬ 
tary  pay  orders  and  records  of  travel 
payments;  financial  record  data  fold¬ 
ers;  miscellaneous  military  vouchers; 
laimdry  and  dry  cleaning  statements, 
copies  of  morning  or  strength  reports 
or  other  rosters;  and  personal  finan¬ 
cial  records.  For  automated  systems, 
do  not  list  source  documents  unless 
they  are  retained  and  filed  by  name, 
SSN,  or  other  individual  identifier.  In¬ 
stead,  list  the  categories  of  informa¬ 
tion  stored  in  the  system.  Be  sure  to 
include  all  types  records  in  the  system, 
regardless  of  their  frequency  or 
volume  of  accmnulation,  since  future 
additions  of  new  types  of  records  will 
require  preparation  and  publication  of 
revised  public  notices  in  the  Federal 
Register. 

(7)  Authority:  (authority  for  mainte¬ 
nance  of  the  System).  CTite  the  specific 
provision  of  a  Federal  statute  or  Ex¬ 
ecutive  Order  of  the  President,  includ¬ 
ing  the  title  thereof,  which  authorizes, 
or  provides  a  legal  basis  for,  mainte¬ 
nance  of  the  system.  Do  not  cite  regu¬ 
lations.  In  this  connection,  authority 
for  a  system  may  be  derived  from  a 
statute  or  Executive  Order  which: 

(i)  Explicitly  authorizes  or  directs 
the  component  to  maintain  a  system 
of  records. 

(11)  Authorizes  or  directs  the  compo¬ 
nent  to  perform  a  function,  the  dis¬ 
charge  of  which  requires  maintenance 
of  the  system  of  records. 

Note  Check  with  the  appropriate  Judge 
advocate  or  legal  officer  for  assistance  in  de¬ 
termining  the  statutory  or  regulatory  basis 
for  the  system. 

(8)  Routine-uses:  (routine  uses  of  re¬ 
cords  maintained  in  the  System,  in¬ 
cluding  categories  of  users  and  the 
purposes  of  such  uses).  (1)  Essentially, 
this  requirement  calls  for  the  follow¬ 
ing  information  in  nontechnical  terms; 

(A)  The  purpose(s)  for  which  infor¬ 
mation  in  the  system  Is  collected. 

(B)  Each  category  of  user. 

(C)  The  specific  use(s)  made  of  the 
information  by  each  user. 

(11)  Each  category  of  user  and  each 
use  must  be  reported.  Any  proposed 
new  use  or  category  of  user,  or  change 
in  an  existing  use,  which  has  the 
effect  of  expanding  the  availability  of 
the  information  in  the  system,  will  re¬ 
quire  publication  of  a  revised  notice  in 
the  Federal  Register.  Any  such  pro¬ 
posed  change  in  a  routine  use  must 
also  be  described  in  an  advanced 
notice  in  the  Federal  Register  to 
permit  30  days  for  public  comment 
before  it  is  Implemented.  As  defined 
by  5  UB.C.  552a.  the  term  “routine 
use”  means  with  respect  to  the  disclo¬ 
sure  of  a  record,  the  use  of  such  record 
for  a  purpose  which  is  compatible  with 
the  purpose  for  which  it  was  collected. 

(ill)  “Uses”  can  be  distinguished 
from  “purposes"  in  that  “purposes” 
describe  the  objectives  for  collecting 
or  maintaining  information.  “Uses” 
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are  the  specific  ways  or  processes  in 
which  the  information  is  employed,  in¬ 
cluding  the  persons  or  organizations  to 
whom  the  record  may  be  disclosed. 
For  example,  the  purposes  for  collect¬ 
ing  information  may  be  to  evaluate  an 
application  for  a  veteran’s  benefit  and 
to  issue  checks.  Uses  may  include  ver¬ 
ification  of  certain  information  with 
the  appropriate  Military  Service  and 
release  of  check  data  to  the  Treasury 
Department.  List  imder  routine  uses  if 
contractors  are  engaged  to  perform  a 
service,  such  as  key  punch,  optical 
scan,  or  telecommunications  in  con¬ 
nection  with  the  operation  of  an  auto¬ 
mated  data  system.  List  also  Federal 
agencies  to  which  personal-type  infor¬ 
mation  is  disclosed,  including  automat¬ 
ed  system  interfaces,  and  the  purposes 
for  which  the  disclosures  are  made. 

(iv)  Each  proponent  of  a  system  (i.e., 
that  office  or  organization  proposing, 
directing,  or  otherwise  responsible  for 
the  system)  must  prescribe  the  “rou¬ 
tine”  uses  of  the  records.  Routine  use 
does  not  merely  encompass  the 
common  and  ordinary  uses  to  which 
records  are  put,  but  also  includes  all  of 
the  proper  and  necessary  uses  regard¬ 
less  of  frequency.  For  example,  indi¬ 
vidual  income  tax  returns  are  routine¬ 
ly  used  by  the  Internal  Revenue  Ser¬ 
vice  to  audit  the  amount  of  tax  due 
and  for  assistance  on  collection  of 
such  tax  by  civil  proceedings.  They  are 
used  less  often,  however,  for  referral 
to  the  Department  of  Justice  for  possi¬ 
ble  criminal  prosecution  of  fraud  or 
tax  evasion.  Therefore,  the  "routine” 
use  of  such  records  will  include  refer¬ 
rals  to  the  Department  of  Justice.  In 
addition,  description  of  “routine  use” 
shall  Include  the  fact  that  any  individ¬ 
ual  records  in  a  system  of  records  may 
be'  transferred  to  any  component  of 
the  Department  of  Defense.  It  shall  be 
expected  normally  that  “routine  use” 
will  include  disclosure  to  law  enforce¬ 
ment  or  Investigating  authorities  for 
investigation  and  possible  criminal 
prosecution,  civil  court  action,  or  regu¬ 
latory  order. 

(9)  Policy-practice  (.policies  and 
practices  for  storing,  retrieving,  ac¬ 
cessing,  retaining,  and  disposing  of  re¬ 
cords  in  the  Systems.  Describe  how  re¬ 
cords  in  the  system  are  managed 
during  their  life-cycle.  When  feasible, 
extract  pertinent  information  from 
your  files  or  records  disposition 
manual. 

(i)  Storage.  In  describing  records 
storage,  specify  the  medium  in  which 
they  are  maintained,  such  as  paper  re¬ 
cords  in  file  folders,  visible  or  vertical 
file  cards,  computer  magnetic  tapes,  or 
disks,  computer  paper  printouts,  aper¬ 
ture  cards,  microfiche,  roll  microfilm, 
photographs,  video-tape,  etc. 

(U)  Retrievability.  Specify  how  infor¬ 
mation  is  accessed  and  retrieved,  such 
as  by  name,  social  security  account 
number  (SSAN),  military  service 


number  or  other  identification 
number,  classification  or  personal 
characteristics,  such  as  fingerprint 
classification,  voice  print  identifier, 
etc.  Indicate  further  whether  conven¬ 
tional  or  computerized  indices  are  re¬ 
quired  to  retrieve  individual  records 
from  the  system. 

(ill)  Safeguards.  Describe  what  mea¬ 
sures  are  taken  to  prevent  unautho¬ 
rized  disclosure  of  the  records  and 
state  the  categories  of  individuals  au¬ 
thorized  access  to  the  records.  Specify 
system  safeguards,  such  as  safes, 
vaults,  locked  cabinets  or  rooms, 
guards  personnel  screening,  visitor 
registers,  computer  “failsafe”  systems 
software,  etc. 

Note  Do  not  describe  security  safeguards 
In  such  detail  ss  to  increase  the  risk  of  un¬ 
authorized  access  to  the  records. 

(iv)  Retention;  (retention  and  dispos¬ 
al).  State  rules  on  how  long  the  re¬ 
cords  are  to  be  maintained;  if  and 
when  they  are  moved  to  Federal  Re¬ 
cords  Centers  or  to  the  National  Ar¬ 
chives  or  other  designated  depository, 
and  if.  when,  and  how  they  are  de¬ 
stroyed  or  otherwise  disposed  of. 
Changes  in  this  item  will  not  normally 
require  immediate  publication  of  a  re¬ 
vised  public  notice  unless  they  reflect 
an  expansion  in  the  availability  of  or 
access  to  the  system  of  records. 

(10)  Systems  Manager  (SYSMAN- 
AGER);  (title  and  duty  address  of  the 
Agency  officials  responsible  for  the 
System).  In  all  cases,  enter  the  title  of 
the  official  who  is  responsible  for  poli¬ 
cies  and  procedures  governing  the 
system.  Le.,  Director,  Personnel, 
DASIXA),  Pentagon,  Washington, 
D.C.  20301.  If  the  tiUe  of  the  offldai  is 
unknown  (such  as  for  locally  evolved 
systems),  specify  the  office  head  as 
the  responsible  offlciaL  In  addition, 
for  geographically  or  organizationally 
decentralized  sjrstems.  where  Individ¬ 
uals  may  deal  directly  with  agency  of¬ 
ficials  at  each  location  to  exercise 
their  rights  under  the  Privacy  Act  of 
1974,  give  the  position  or  duty  title  of 
each  category  of  official  responsible 
for  the  system  or  a  segment  thereof. 
For  example,  in  the  case  of  clinical  re¬ 
cords,  the  entries  would  be:  The  Sur¬ 
geon  General,  USA  or  USAF,  Chief. 
Bureau  of  Medicine  and  Surgery 
(USN),  commanders  of  medical  centers 
and  hospitals,  and  the  Director.  Na¬ 
tional  Personnel  Records  Center,  111 
Winnebago  St..  St.  Louis,  Missouri 
63118.  Do  not  Include  the  duty  address 
if  already  Usted  in  organizational  di¬ 
rectories  mentioned  In  (bK4).  of  this 
section. 

(11)  Notification;  (procedure  where¬ 
by  individuals  can  be  notified  at  their 
request  if  the  System  contains  records 
pertaining  to  them), 

(1)  Indicate  whether  or  not  requests 
from  individuals  should  be  addressed 
to  the  above  SYSMANAGER,  as  in 


(bXlO)  of  this  section.  If  requests  are 
to  be  addressed  to  any  other  officials, 
list  them  by  duty  or  position  titles. 

(11)  Specify  what  information  will  be 
required  from  the  requesting  Individ¬ 
ual  to  determine  whether  or  not  the 
system  contains  a  record  about  him 
such  as  full  name,  military  status,  SSN 
or  service  number,  resident  or  non 
resident,  etc. 

.  (ill)  List  by  specific  name,  or  catego¬ 
ries.  those  offices  which  the  requester 
may  visit  to  obtain  information  on 
whether  or  not  the  system  contains  re¬ 
cords  pertaining  to  him. 

(iv)  For  personal  visits,  specify  what 
data  the  requester  must  present  as 
proof  of  Identity,  such  as  a  combina¬ 
tion  of  full  name,  date  and  place  of 
birth,  parents’  names,  driver’s  license, 
medicare  card.  etc.  Do  not  require  ver¬ 
ification  of  identity  for  records  which 
are  dlsclosable  under  the  Freedom  of 
Information  Act. 

(12)  Access;  (procedures  whereby  an 
individual  can  be  notified  at  his  re¬ 
quest  how  he  can  gain  access  to  any 
record  pertaining  to  himself  contained 
in  the  System  of  Records).  Include  the 
title  or  category  of  officials  who  can 
provide  assistance,  if  those  officials 
are  other  than  the  SYSMANAGER.  If 
the  mailing  addresses  are  Usted  in  the 
organizational  directory,  state  that  of¬ 
ficial  mailing  addresses  are  in  the  De¬ 
partment  of  Defense  Directory  in  the 
appendix  to  the  Component’s  ssrstems 
notice.  Specific  locations  and  tele¬ 
phone  numbers  of  offices  may  be  indi¬ 
cated  for  unique  or  centralized  sys¬ 
tems. 

(13)  Contest;  (rules  for  access  and 
contesting  contents  of  records).  To 
comply  with  this  requirement,  merely, 
state:  ‘"The  agency’s  rules  for  access  to 
records  and  for  contesting  contents 

.and  iq>peallng  initial  determinations 
by  the  individual  concerned  my  be  ob¬ 
tained  from  the  SYSMANAGER.” 

(14)  Source;  (categories  of  sources  of 
records  in  the  system).  List  by  type 
each  source  of  information  in  the 
system.  e.g.,  previous  employers,  finan¬ 
cial  institutions,  educational  institu¬ 
tions,  trade  associations,  automated 
sirstems  Interfaces,  etc.  Specific  Indi¬ 
viduals  or  institutions  need  not  be 
Identified  by  name.  Also,  do  not  list  as 
a  source  individuals  who  provided  in¬ 
formation  on  themselves.  Again,  be 
sure  to  Include  aU  types,  since  coUec- 
tion  of  information  from  t3q;>es  of 
sources  other  than  those  listed  will  re¬ 
quire  pubUcation  of  a  revised  pubUc 
notice  in  the  Federal  Register  before 
any  information  is  coUected  from 
those  sources. 

(c)  Systems  qualified  and  proposed 
for  exemption.  (1)  Generally,  the  fol¬ 
lowing  records  may  be  exempted  from 
the  provisions  of  (b)  (11).  (12).  (13). 
and  (14)  of  this  section  (subsection 
(eK4)  (G).  (H)  and  (I)  of  the  Privacy 
Act  of  1974);  records  maintained  by 
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the  Central  Intelligence  Agency:  re¬ 
cords  compiled  to  ensure  protection  of 
the  President  or  other  officials,  classi¬ 
fied  records,  records  required  by 
statue  to  be  maintained  and  used 
solely  as  statistical  records;  investiga¬ 
tory  records  compiled  solely  for  the 
purpose  of  determining  suitability,  eli¬ 
gibility,  or  qualifications  for  F^eral 
civilian  employment,  military  service. 
Federal  contracts,  or  access  to  classi¬ 
fied  information,  but  only  to  the 
extent  as  outlined  in  subsection  (kK5) 
of  the  Privacy  Act  of  1974:  certain 
testing  and  examination  material:  and 
certain  material  used  to  evaluate  po¬ 
tential  for  promltlon  in  the  Armed  ser¬ 
vices.  All  items  in  (b)  of  this  section 
will  be  completed  for  systems  pro¬ 
posed  for  exemption,  except  for  (b) 
(11),  (12),  (13),  and  (14)  of  this  section. 

(2)  Cite  the  system  name  and  specif¬ 
ic  provisions  of  the  Privacy  Act  of  1974 
from  which  the  system  is  to  be 
exempted  and  the  reasons  therefor. 
Consult  with  the  legal  staff  for  de¬ 
tailed  guidance  for  systems  which  may 
be  eligible  for  exemption.  Proponents 
of  systems  dealing  with  the  above 
types  of  records  should  contact  the 
OSD  Records  Management  Branch, 
DASD(A),  Room  5C315,  Pentagon. 
Washington,  D.C.  20301,  or  appropri¬ 
ate  comparable  Defense  component  re¬ 
cords  mamagement  staff  for  additional 
guidelines,  if  necessary,  for  preparing 
exemption  notices  for  publication  in 
the  Federal  Register. 

Note  No  system  of  records  is  exempted 
from  the  public  notice  requirements  of  the 
Privacy  Act  of  1974.  Failure  to  publish  such 
a  notice  constitutes  a  criminal  violation. 

§  286b.l0  Format  of  For  Points  Required 
on  Forms  Requesting  Personal  Infor¬ 
mation. 

Privacy  Act  of  1974 

STATEMENT 

(a)  Authority. 

Note  If  the  social  security  number  is  re¬ 
quested  among  other  items  of  personal  in¬ 
formation.  the  authority  for  requesting 
such  number  is  different  from  the  authority 
for  the  other  items,  should  also  be  shown  in 
this  block. 

(b)  Principal  purpose  or  purposes. 

(c)  Routine  uses. 

(d)  Whether  disclosure  is  mandatory 
or  voluntary  and  effect  on  individual 
of  not  providing  information 

(Refer  to  }  286b.5(e)  of  this  Part.) 

§286.11  Procedures  for  exemptions. 

(a)  General  information.  (1)  The 
Secretary  of  Defense  proposes  to 
exempt  under  the  specific  provisions 
of  the  Privacy  Act  of  1974  Pub.  L.  93- 
579)  those  systems  of  records  listed  in 
this  part. 

(2)  Any  person  interested  in  the  ex¬ 
emptions  proposed  herein  may  partici¬ 
pate  in  this  proposed  rulemaking  by 


submitting  either  in  person  or  through 
the  mail,  written  date,  views,  or  argu¬ 
ments  on  the  proposed  exemptions  to 
the  Deputy  Assistant  Secretary  of  De¬ 
fense  (Administration),  Room  3£;827. 
The  Pentagon,  Washington,  D.C, 
20330,  on  or  before  September  25. 
1975. 

(3)  All  systems  of  records  main¬ 
tained  by  the  Office  of  the  Secretary 
of  Defense  shall  be  exempt  from  the 
requirements  of  5  U.S.C.  552a(d)  pur¬ 
suant  to  5  U.S.C.  552a(3KkKl)  to  the 
extent  that  the  system  contains  any 
information  properly  classified  under 
Executive  Order  11652,  “Classification 
and  Declassification”  of  National  Se¬ 
curity  Information  and  Material, 
“dated  March  8.  1972  (37  FR  10053, 
May  19.  1972).  and  which  is  required 
by  the  Executive  Order  to  be  kept 
secret  in  the  interest  of  national  de¬ 
fense  or  foreign  policy.  This  exemp¬ 
tion.  which  may  be  applicable  to  parts 
of  all  systems  of  records,  is  necessary 
because  certain  record  systems  not 
other  wise  specifically  designated  for 
exemptions  may  contain  isolated  in¬ 
formation  which  has  been  properly 
classified. 

(b)  Specific  exemptions,  (i)  Protec¬ 
tive  Services  Pile 

(A)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  5  U.S.C.  Section  552a: 
(CK3Xd),  (eXl),  (eX4XG).  (eX4XH), 
(eX4XI).  and  (f). 

(B)  Authority.  5  U.S.C.  552a(kX2) 
and  (3). 

(C)  Reasons.  The  above  exemptions, 
authorized  by  5  UB.C.  552a(kX2).  are 
necessary  to  protect  the  information 
contained  in  this  system  of  records  be¬ 
cause  the  information  is  used  to  iden¬ 
tify  individual  criminal  offenders  and 
alleged  offenders:  is  compiled  for  the 
purpose  of  criminal  investigation  and 
includes  reports  of  informants  and  in¬ 
vestigators.  The  above  exemptions,  au¬ 
thorized  by  5  n.S.C.  552a(kX3).  are 
necessary  to  protect  the  information 
contained  in  this  system  of  records  be¬ 
cause  some  of  the  information  is  main¬ 
tained  in  connection  with  providing 
protective  services  to  the  President  of 
the  United  States  and  other  individ¬ 
uals  pursuant  to  18  n.S.C.  3056. 

(c)  Specific  exemptions.  (1)  Industri¬ 
al  Personnel  Seinirity  Clearance  Case 
PUes: 

Exemption.  This  system  of  records  is 
exempt  from  those  provisions  of  title 
5,  U.S.  Code,  section  552a,  which 
would  require  the  disclosure  of  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  expressed  promise  that  the  identity 
of  the  source  would  be  held  in  confi¬ 
dence  or  prior  to  the  effective  date  of 
this  section,  under  an  implied  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence.  A  determination 
will  be  made  at  the  time  of  the  request 
for  a  record  concerning  the  specific  in¬ 


formation  which  would  reveal  the 
identity  of  the  source. 

12)  Authority.  5  U.S.C.  5S2a(kXS). 

(3)  Reasons  This  exemption  is  re¬ 
quired  in  order  to  protect  the  confi¬ 
dentiality  of  the  sources  of  informa¬ 
tion  compiled  for  the  purpose  of  deter¬ 
mining  access  to  classified  informa¬ 
tion.  This  confidentiality  helps  main¬ 
tain  the  Government’s  continued 
access  to  information  from  persons 
who  would  otherwise  refuse  to  give  it. 

(d)  Specific  exemptions.  (1)  'The 
Office  of  the  Secretary  of  Defense 
Clearance  Pile; 

(A)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  those  provisions 
of  title  5.  U.S.  Code,  section  552a, 
which  would  require  the  disclosure  of 
the  identity  of  a  source  who  furnished 
information  to  the  Government  under 
an  expressed  promise  that  the  identity 
of  the  source  would  be  held  in  confi¬ 
dence  or  prior  to  the  effective  date  of 
this  section,  under  an  implied  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence.  A  determination 
wil  be  made  at  the  time  of  the  request 
for  a  record  concerning  the  specific  in¬ 
formation  which  would  reveal  the 
identity  of  the  source. 

(B)  Authority.  5  U.S.C.  552a(k)(5). 

(C)  Reasons.  This  exemption  is  re¬ 
quired  in  order  to  protect  the  confi¬ 
dentiality  of  the  sources  of  informa¬ 
tion  compiled  for  the  purpose  of  deter¬ 
mining  access  to  classified  informa¬ 
tion.  This  confidentiality  helps  main¬ 
tain  Government’s  continued  access  to 
information  from  persons  who  would 
otherwise  refuse  it. 

§286b.l2  Effective  date  and  implementa¬ 
tion. 

’The  effective  date  and  implementa¬ 
tion  of  this  Part  shall  be  September 
27, 1975. 

PART  286c— OFFICE  OF  JOINT  CHIEFS 
OF  STAFF,  PRIVACY  ACT  OF  1974 


S  286c.l  Source  of  regnlalion*. 

The  Office  of  the  Joint  Chiefs  of  Stall 
Is  governed  by  the  Privacy  Act  implemen¬ 
tation  regulations  of  the  Office  of  the 
Secretary  of  Defense,  32  CFR  Part  286b. 


PART  286<l— DEFENSE  ADVANCED 
RESEARCH  PROJECTS  AGENCY, 
PRIVACY  ACT  OF  1974 

§  286d.l  Source  of  regulations. 

The  Defense  Advanced  Research  Proj¬ 
ects  Agency  is  governed  by  the  Privacy 
Act  Implementation  regulations  of  the 
Office  of  the  Secretary  of  Defense,  32 
CFR  Part  286b. 
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PART  M6>  UNFORMED  SERVIdS 
UNIVIRSITY  OF  HfALTN  SOENCCS, 
PRIVACY  Aa  OF  1974 

1 28CC.1  Source  of  regulutioiu. 

The  Uniformed  Services  University 
of  the  Health  Sciences,  is  governed  by 
the  Privacy  Act  implemenation  regula¬ 
tions  of  the  Office  of  the  Secretary  of 
Defense.  32  CFR  Part  286b. 

PART  287a— PERSONAL  PRIVACY 
AND  RIGHTS  OF  INDIVIDUALS  RE- 
GARDINO  THEIR  PERSONAL  RE¬ 
CORDS 

Sec. 

287s.  1  Purpose. 

2875.2  AppUcsbUlty. 

2875.3  Authority. 

2875.4  Definitions. 

2875.5  PoUcy. 

2875.6  Procedures  snd  responsibilities. 

2875.7  Questions.  . 

2875.8  Exemptions. 

Aotroritt:  Pub.  L.  93-579.  5  UB.C.  552s. 
S  287a.l  Purpose. 

This  Part  delineates  responsibility 
and  provides  guidance  for  the  Imple¬ 
mentation  of  Pub.  L.  93-579  (Privacy 
Act  of  1974.) 

S  287a.2  Applicability. 

This  Part  applies  to  Headquarters. 
DCA  and  DCA  field  activities. 

S  287a3  Authority. 

This  Part  is  published  In  accordance 
with  the  authority  contained  in  32 
CFR  286a.  August  1975. 

i  287S.4  Definitions. 

Add  to  the  definitions  contained  in 
32  CFR  286a.6  the  foUowlng: 

System  Manager  The  DCA  official 
who  is  responsible  for  policies  and  pro¬ 
cedures  governing  a  DCA  System  of 
Record.  His  title  and  duty  address  will 
be  found  in  the  paragraph  entitled 
Sysmanager  In  DCA’s  Record  Sjrstem 
Notices  which  are  published  in  the 
Fedebal  Register  in  compliance  with 
provisions  of  the  Privacy  Act  of  1974. 

itmmJi  PoUcy. 

It  is  the  policy  of  DCA: 

(a)  To  preserve  the  personal  privacy 
of  individuals,  to  permit  an  Individual 
to  know  what  records  exist  pertaining 
to  him  in  the  DCA.  and  to  have  access 
to  and  have  a  copy  made  of  all  or  any 
portion  of  such  records  and  to  correct 
or  amend  such  records. 

(b)  To  collect,  maintain,  use.  or  dis¬ 
seminate  any  record  of  identifiable 
personal  information  in  a  manner  that 
assiures  that  such  action  is  for  a  neces¬ 
sary  and  lawful  purpose;  that  the  in¬ 
formation  is  timely  and  accurate  for 
its  intended  use;  and  that  adequate 
safeguards  are  provided  to  prevent 
misuse  of  such  information. 


1 287a6  Procedures  and  responsibiUties. 

(a)  The  counsel.  DCA.  is  hereby  des¬ 
ignated  the  Privacy  Act  Officer  for 
DCA  and  is  responsible  for  insuring 
that  an  internal  DCA  Privacy  Program 
is  established  and  maintained.  He  will 
also  insure  that  all  echelons  of  DCA 
effectively  comply  with  and  imple¬ 
ment  32  CFR  286a. 

(b)  The  Civilian  Assistant  to  the 
Chief  of  Staff  will  be  responsible  for 
the  annual  >  reporting  requirements 
contained  in  32  CFR  286a.5. 

(c)  DCA  System  Managers  and  other 
appropriate  DCA  officials  will; 

(1)  Insure  compliance  with  the  pro¬ 
visions  of  32  CFR  286a.9. 

(2)  Comply  with  the  provisions  of  32 
286a.ll.  In  this  area  the  Assis¬ 
tant  to  the  Director  for  Administra¬ 
tion  will  provide  assistance. 

(3)  Adhere  to  the  following; 

(i)  Within  DCA.  the  System  Man¬ 
ager  of  any  record  system  will  assure 
that  records  pertaining  to  an  individ¬ 
ual  will  be  dlk:losed.  upon  request,  to 
the  individual  to  whom  the  record  per¬ 
tains.  The  individual  need  not  state  a 
reason  or  otherwise  Justify  the  need  to 
gain  access.  A  person  of  the 
Individual’s  choosing  may  accompany 
the  individual  when  the  record  is  dis¬ 
closed.  The  System  Manager  may  re¬ 
quire  the  individual  to  furnish  a  writ¬ 
ten  statement  authorizing  discussion 
of  the  individual’s  records  in  the  pres¬ 
ence  of  the  accompanying  person.  If 
requested.  ’The  System  Manager  will 
have  a  copy  made  of  all  or  any  portion 
of  the  record  pertidning  to  the  individ¬ 
ual  in  a  form  comprehensible  to  the 
requester. 

(11)  The  System  Manager  may  re¬ 
lease  records  to  the  individual’s  repre¬ 
sentative  who  has  the  written  consent 
of  the  Individual.  ’The  System  Man¬ 
ager  will  require  reasonable  identifica¬ 
tion  of  individuals  to  assure  that  re¬ 
cords  are  disclosed  to  the  proper 
person.  No  verification  of  identity  will 
be  required  of  an  individual  seeking 
access  to  records  which  are  otherwise 
available  to  any  member  of  the  public 
under  the  Freedom  of  Information 
Act.  Identifcatlon  requirements  should 
be  consistent  with  the  nature  of  the 
records  being  disclosed.  For  disclosure 
of  records  to  an  individual  in  person, 
the  System  Manager  will  require  that 
the  individual  show  some  form  of  iden¬ 
tification.  For  records  disclosed  to  an 
individual  in  person  or  by  mail,  the 
System  Manager  may  require  what¬ 
ever  identifying  information  is  needed 
to  locate  the  record;  i.e..  name,  social 
security  number,  date  of  birth.  If  the 
sensitivity  of  the  data  warrants,  the 
System  Manager  may  require  a  signed 
notarized  statement  of  identity.  The 
System  Manager  may  compare  the  sig¬ 
natures  of  the  requester  with  those  in 
the  records  to  verify  identity.  An  indi¬ 
vidual  will  not  be  denied  access  to  his 
record  for  refusing  to  disclose  his 


social  security  number  imless  disclo¬ 
sure  is  required  by  statute  or  by  regu¬ 
lation  adopted  before  1  January  1975. 
An  individual  will  not  be  denied  access 
to  records  pertaining  to  him  because 
the  records  are  exempted  from  disclo¬ 
sure  under  the  provisions  of  the  Free¬ 
dom  of  Information  Act. 

(ill)  ’The  System  Manager  will  not 
deny  access  to  a  record  or  a  copy 
thereof  to  an  individual  solely  because 
its  physical  presence  Is  not  readily 
available  (i.e.  on  magnetic  tape)  or  be¬ 
cause  the  context  of  the  record  may 
disclose  sensitive  information  about 
another  individual.  To  protect  the  per¬ 
sonal  privacy  of  other  individuals  who 
may  be  identified  in  a  record,  the 
System  Manager  shall  prepare  an  ex¬ 
tract  to  delete  only  that  information 
which  would  not  be  releasable  to  the 
requesting  individual  under  the  Free¬ 
dom  of  Information  Act. 

(iv)  When  the  System  Manager  is  of 
the  opinion  that  the  disclosure  of 
medical  information  could  have  an  ad¬ 
verse  effect  upon  the  individual  to 
whom  it  pertains,  the  System  Manager 
will  promptly  request  the  individual  to 
submit  the  name  and  address  of  a 
doctor  who  will  determine  whether 
the  medical  record  may  be  disclosed 
directly  to  the  individual.  ’The  System 
Manager  will  then  request  the  opinion 
of  the  doctor  named  by  the  individual 
on  whether  a  medical  record  may  be 
disclosed  to  the  individual.  The 
System  Manager  shall  disclose  the 

medical  record  to  the  individual  to 
whom  it  pertains  unless,  in  the  Judg¬ 
ment  of  the  doctor,  access  to  the 
record  could  have  an  adverse  effect 
upon  the  individual’s  physical  or 
mental  health.  In  this  event  the 

System  Manager  will  transmit  the 

record  to  the  doctor  and  immediately 
inform  the  individual. 

(V)  ’The  fees  to  be  charged,  if  any,  to 
an  Individual  for  making  copies  of  his 
record,  excluding  the  cost  of  any 

search  for  and  review  of  the  record, 
will  be  in  accordance  with  the  “Sched- 
ule  of  Fees”  as  set  forth  in  32  CFR 
S  286.5  and  S  286.10. 

(vl)  ’The  System  Manager  of  the 
record  will  permit  an  individual  to  re¬ 
quest  amendment  of  a  record  pertain¬ 
ing  to  the  individual.  Requests  to 
amend  records  shall  be  in  person  or  in 
writing  and  shall  be  submitted  to  the 
System  Manager  who  maintains  the 
records.  Such  request  should  contain 
as  a  mlnimiim,  identifying  information 
needed  to  locate  the  record,  a  brief  de¬ 
scription  of  the  item  or  items  of  infor¬ 
mation  to  be  amended,  and  the  reason 
for  the  requested  change. 

(vii)  ’The  System  Manager  will  pro¬ 
vide  a  written  acknowledgment  of  the 
receipt  of  a  request  to  amend  a  record 
to  the  individual  who  requested  the 
amendment  within  10  days  (excluding 
Saturdasrs.  Simdays,  and  legal  public 
holidays)  after  the  date  of  receipt  of 
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•uch  request  Such  an  aeknowledt* 
ment  may.  if  necessary,  request  any 
additional  Information  needed  to 
make  a  determination.  No  a^nowledg- 
ment  is  required  if  the  request  can  be 
reviewed  and  processed  and  the  indi¬ 
vidual  notified  of  compliance  or  denial 
within  the  10  day  period. 

(vill)  The  System  Manager  will 
promptly  take  one  of  the  following  ac¬ 
tions  on  requests  to  amend  records: 

(A)  Refer  the  request  to  the  agency 
or  offloe  that  has  control  of  and  main¬ 
tains  the  record  in  those  Instances 
where  the  record  requested  remains 
the  pitq^erty  of  the  controlling  office 
or  agency. 

(B)  In  accordance  with  existing  stat¬ 
ute.  regulation,  or  administrative  pro¬ 
cedure,  make  any  correction  of  any 
portion  thereof  which  the  individual 
believes  is  not  accurate,  relevant, 
timely  or  complete,  or 

(C)  Inform  the  individiud  of  the 
Sjrstem  Manager’s  refusal  to  amend 
the  record  in  accordance  with  the 
individual’s  request,  the  reason  for  the 
refusal,  and  the  individual’s  right  to 
request  a  review  of  the  refusal  by  the 
Director.  DCA,  through  the  DCA  Pri¬ 
vacy  Act  Board. 

(lx)  The  DCA  Privacy  Act  board  will 
be  comprised  of  the  DCA  Counsel,  as 
Chairman:  the  Assistant  to  the  Direc¬ 
tor  for  Administration,  and  the  Assis¬ 
tant  to  the  Director  for  Personnel;  or 
in  their  absence,  their  authorized  rep¬ 
resentatives.  The  individual  who  dis¬ 
agrees  with  the  refusal  of  the  System 
Idanager  to  amend  his  record  may  re¬ 
quest  a  review  of  this  refusal  by  the 
DCA  Privacy  Act  Board.  The  request 
for  the  review  may  be  made  orally  or 
in  writing  and  shall  be  made  to  the 
System  Manager.  The  System  Man¬ 
ager  will  promptly  forward  the  request 
for  review  to  the  Chairman  of  the 
Board  to  make  a  proper  review.  The 
Board  will  promptly  review  the 
matter.  If,  after  review,  the  Board  is 
unanimous  in  its  decision  that  the 
record  be  amended  in  accordance  with 
the  request  of  the  individual  then  the 
Chairman  of  the  Board  shall  so  notify 
the  System  Manager.  The  System 
Manager  will  Immediately  make  the 
necessary  corrections  to  the  record 
and  will  promptly  notify  the  individ¬ 
ual.  The  System  Manager  will,  if  an 
accounting  of  disclosure  of  the  record 
has  been  made,  advise  all  previous  re¬ 
cipients  of  the  record,  which  was  cor¬ 
rected.  of  the  correction  and  its  sub¬ 
stance.  This  will  be  done  in  all  in¬ 
stances  when  a  record  is  amended.  If, 
after  review,  the  Board  decides  that 
the  request  for  amendment  should  be 
denied,  it  will  promptly  forward  its 
recommendation  to  the  Director,  DCA. 
A  majority  vote  of  the  members  of  the 
Board  will  constitute  a  recommenda¬ 
tion  to  the  Director. 

(x>  The  Director.  DCA.  up(m  receipt 
of  the  Board’s  recommendation,  will 


complete  the  review  and  make  a  final 
determination. 

(xl)  If  the  Director,  DCA,  after  his 
review,  agrees  with  the  individual’s  re¬ 
quest  to  amend  the  record,  he  will, 
through  the  DCA  Counsel,  so  advise 
the  individual  in  writing.  The  System 
Manager  will  receive  a  copy  of  the 
Director’s  decision  and  will  assiire  that 
the  record  is  corrected  accordingly  and 
that  if  an  accounting  of  disclosure  of 
the  record  has  been  made  made,  advise 
all  previous  recipients  of  the  record 
which  was  corrected  of  the  correction 
and  its  substance. 

(xii)  If.  after  his  review,  the  Director 
refuses  to  amend  the  records  as  the  in¬ 
dividual  requested,  he  will,  through 
the  DCA  Counsel,  advise  the  individ¬ 
ual  of  his  refusal  and  the  reasons  for 
it;  of  the  individual’s  right  to  file  a 
concise  statement  setting  forth  the 
reasons  for  the  individual’s  disagree¬ 
ment  with  the  decision  of  the  Direc¬ 
tor,  DCA:  that  the  statement  which  is 
filed  will  be  made  available  to  anyone 
to  whom  the  record  is  subsequently 
disclosed  together  with,  at  the  discre¬ 
tion  of  the  Agency,  a  brief  statement 
by  the  Agency  summarizing  its  reasons 
for  refusing  to  amend  the  record;  that 
prior  recipients  of  the  disputed  record 
will  be  provided  a  copy  of  any  state¬ 
ment  of  dispute  to  the  extent  that  an 
accounting  of  disclosures  was  main¬ 
tained;  and  of  the  individual’s  right  to 
seek  Judicial  review  of  the  Agency’s  re¬ 
fusal  to  amend  a  record. 

(xiii)  The  Director’s  final  determina¬ 
tion  on  the  individual’s  request  for  a 
review  of  the  System  Manager’s  initial 
refusal  to  amend  the  record  must  be 
concluded  within  30  days  (excluding 
Saturdays.  Simdays,  and  legal  public 
holidays)  from  the  date  on  which  the 
individual  requested  such  review 
unless  the  Director  determines  that  a 
fair  and  equitable  review  cannot  be 
made  within  that  time.  If  additional 
time  is  required,  the  individual  will  be 
informed  in  writing  of  reasons  for  the 
delay  and  of  the  approximate  date  on 
which  the  review' is  expected  to  be 
completed. 

(xiv)  After  the  Director,  DCA  has  re¬ 
fused  to  amend  a  record  and  the  indi¬ 
vidual  has  filed  a  statement  setting 
forth  the  reasons  for  the  individual’s 
disagreement  with  the  decision  of  the 
Director,  the  System  Manager  will 
clearly  note  any  portion  of  the  record 
which  is  disputed.  The  System 
Manager’s  notation  should  make  clear 
that  the  record  is  disputed  and  this 
should  be  apparent  to  anyone  who 
may  subsequently  have  access  to,  use 
or  disclose  the  record.  When  the 
System  Manager  has  previously  dis¬ 
closed  or  will  subsequently  disclose 
that  portion  of  the  record  which  is  dis¬ 
puted  he  will  note  that  that  portion  of 
the  record  is  disputed  and  will  provide 
the  recipients  of  the  record  with  a 
copy  of  the  individual’s  statement  set¬ 


ting  forth  the  reasons  for  the 
individual’s  disagreement  with  the  de> 
cision  of  the  Director  not  to  amend 
the  record.  The  System  Manager  will 
also  provide  recipients  of  the  diluted 
record  with  a  brief  summary  of  the 
Director’s  reasons  for  not  mining  the 
requested  amendments  to  the  record. 

(XV)  Nothing  herein  shall  allow  an 
individual  access  to  any  information 
compiled  in  reasonable  anticipation  of 
a  civil  action  or  proceeding. 

(xvl)  Any  requests  by  an  individual 
for  access  to  or  copies  of  his  records 
shall  be  processed  in  accordance  with 
this  Part  and  32  CFR  286a. 

(d)  DCA  System  Managers  will  be; 

(1)  Responsible  for  complying  with 
the  provisions  contained  in  32  CFR 
286a.8  relating  to  the  disclosure  to 
others  of  personal  records,  obtaining 
the  written  consent  of  individuals  to 
whom  the  record  pertains,  and  for 
keeping  an  accurate  accoimting  of 
each  disclosure  of  a  record. 

(2)  Responsible  for  providing  to  the 
Civilian  Assistant  to  the  Chief  of  Staff 
the  information  requested  in  32  CFR 
286a.5.  However,  the  information  will 
be  reported  on  a  quarterly  basis  with 
the  first  report  due  to  the  Civilian  As¬ 
sistant  to  the  Chief  of  Staff  by  31  De¬ 
cember  1975. 

(e)  The  Assistant  to  the  Director  for 
Administration,  Headquarters,  DCA 
will: 

(1)  Be  responsible  for  fiunishing 
written  guidelines  to  assist  System 
Managers  and  other  DCA  officials  in 
evaluating  and  implementing  paper¬ 
work  management  procedures  re¬ 
quired  under  the  Privacy  Act  of  1974. 
In  this  regard  it  should  be  noted  that 
the  Act  establishes  a  niunber  of  re¬ 
quirements.  Among  these  are  the  re¬ 
quirements:  (i)  to  disclose  records  con¬ 
tained  in  a  system  of  records  only 
under  conditions  specified  in  the  law. 
(il)  to  maintain  an  accounting  of  such 
disclcwures,  (ill)  to  establish  proce¬ 
dures  for  the  disclosiire  to  an  individ¬ 
ual  of  his  record  or  information  per¬ 
taining  to  him,  (Iv)  for  reviewing  a  re¬ 
quest  concerning  the  amendment  of 
such  record,  and  (v)  for  permitting  in¬ 
dividuals  to  file  a  statement  of  dis¬ 
agreement  which  will  be  forwarded 
with  subsequent  disclosures.  The 
guidelines  will  cover  those  portions  of 
the  Privacy  Act  which  requires  paper¬ 
work  systems  for  implementation.  In 
preparing  those  guidelines  the  Assis¬ 
tant  to  the  Director  for  Administra¬ 
tion  will  make  iise  of  the  “Records 
Management  System  for  Implement¬ 
ing  the  Privacy  Act’’  as  provided  by 
the  CISA  National  Archives  and  Re¬ 
cords  Service,  Office  of  Records  Man¬ 
agement.  The  OSA  procedures  and 
guidelines  will  be  adapted  and  modi¬ 
fied  as  required  to  meet  DCA  needs. 

(2)  Be  responsible  for  providing  the 
“Forms’’  which  are  required  to  comply 
with  32  CFR  286a.9(b). 
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(f)  The  Aesist&nt  to  the  Director  for 
Personnel,  Headquarters,  DCA  will: 

(1)  be  responsible  for  development, 
within  DCA.  of  an  appropriate  train¬ 
ing  program  for  all  DCA  personnel 
whose  duties  involve  responsibilities 
for  systems  of  records  affected  by  the 
Privacy  Act. 

(2)  Assure  that  DCA  personnel  In¬ 
volved  In  the  design,  development,  op¬ 
eration.  or  maintenance  of  any  system 
of  records,  as  defined  In  32  CFR  286a.6 
are  Informed  of  all  requirements  to 
protect  the  privacy  of  the  Individuals 
who  are  subjects  of  the  records.  The 
criminal  penalties  and  civil  suit  as¬ 
pects  of  the  Privacy  Act  will  be  em¬ 
phasized. 

(3)  Assure  that  within  DCA  adminis¬ 
trative  and  physical  safeguards  are  es¬ 
tablished  to  protect  Information  from 
unauthorized  or  unintentional  access, 
disclosure,  modification  or  destruction 
and  to  ensure  that  all  persons  whose 
official  duties  require  access  to  or  pro¬ 
cessing  and  maintenance  of  personal 
information  are  trained  in  the  proper 
safeguarding  and  use  of  such  informa¬ 
tion. 

S  287a7  Qucstiona 

Questions  on  both  the  substance  and 
procedure  of  the  Privacy  Act  and  the 
DCA  implementation  thereof  should 
be  addressed  to  the  DCA  Counsel  by 
the  most  expeditious  means  possible, 
including  telephone  calls. 

S  287a8  Exemptions. 

Section  5  U.S.C.  552a  (3Kj)  and  (3) 
(k)  authorize  an  agency  head  to 
exempt  certain  systems  of  records  or 
parts  of  certain  systems  of  records 
from  some  of  the  requir«nents  of  the 
act.  This  part  reserves  to  the  Director, 
DCA.  as  head  of  an  agency,  the  right 
to  create  exemptions  pursuant  to  the 
exemption  provisions  of  the  act.  All 
systems  of  records  maintained  by  DCA 
shall  be  exempt  from  the  require¬ 
ments  of  5  Ub.C.  552a(d)  pursuant  to 
5  UJ3.C.  552a(3KkXl)  to  the  extent 
that  the  system  contains  any  informa¬ 
tion  properly  classified  under  Execu¬ 
tive  Order  11652,  “Classification  and 
Declassification  of  National  Security 
Information  and  Bfaterlal,’’  dated 
March  8.  1972  (37  FR  10053,  May  19. 
1972)  and  which  is  required  by  the  Ex¬ 
ecutive  Order  to  be  kept  secret  in  the 
interest  of  national  defense  or  foreign 
policy.  This  exemption,  which  may  be 
applicable  to  parts  of  all  systems  of  re¬ 
cords  is  necessary  because  certain 
record  systems  not  otherwise  specifi¬ 
cally  designated  for  exemptions  may 
contain  isolated  information  which 
has  been  properly  classified. 
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AoTHoamr.  5  U.S.C.  552a 
S  290a.l  Purpose. 

This  part  Implements  the  Privacy 
Act  of  1974  by  prescribing: 

(a)  The  procedures  whereby  individ¬ 
uals  can  be  notified  in  response  to 
their  requests  if  any  system  of  records 
named  by  the  individuals  contains  a 
record  pertaining  to  them. 

(b)  The  requirements  for  verifying 
the  identity  of  Individuals  who  request 
their  records  or  Information  pertain¬ 
ing  to  them  before  the  record  or  infor¬ 
mation  shall  be  made  available  to 
them. 

(c)  The  procedures  for  granting 
access  to  individuals  upon  their  re¬ 
quest  of  their  records  or  information 
pertaining  to  them. 

(d)  The  procedures  for  reviewing  a 
request  from  Individuals  concerning 
the  amendment  of  any  record  or  Infor¬ 
mation  pertaining  to  them,  for  making 
a  determination  on  the  request,  and 
for  an  appeal  of  an  initial  adverse  de¬ 
termination. 

(e)  The  procedures  and  policies  gov¬ 
erning  the  collection,  safeguarding, 
maintenance,  public  notice,  use  and 
disemlnatlon  of  personal  Information. 

(f)  The  conditions  under  which  dis¬ 
closure  of  personal  information  may 
be  made  and  procedures  for  exempting 
systems  of  records  from  certain  re¬ 
quirements  of  the  Privacy  Act  of  1974. 

9  29(hL2  Applicability  and  scope. 

(a)  The  provisions  of  this  part  apply 
to  all  offices  of  DCAA,  hereinafter  re¬ 
ferred  to  singularly  as  “element”  or 
collectively  as  “elements." 

(b)  Its  provisions  govern  the  collec¬ 
tion.  maintenance,  use,  and  dissemina¬ 
tion  of  personal  information  by  DCAA 
in  accordance  with  5  XJJ5.C.  552a.  Re¬ 
quests  for  information  under  the  Free¬ 
dom  of  Information  Act,  5  U.S.C.  552, 
by  an  individual  about  another  indi¬ 
vidual  are  governed  by  the  provisions 
of  32  CFR  Part  290.  Requests  for  per¬ 
sonal  information  from  the  General 
Accounting  Office  are  governed  by 
DoD  Directive  7650.1.  “General  Ac¬ 
counting  Office  Comprehensive 
Audits.”  Requests  foV  personal  infor¬ 
mation  from  the  Congress  are  gov¬ 
erned  by  DoD  Directive  5400.4,  “Provi¬ 
sion  of  Information  to  Congress.”  Re¬ 
quests  from  other  agencies  and  the 
courts  are  governed  by  DoD  Directive 
5400.7,  “Availability  to  the  Public  of 
Department  of  Defense  Information.” 
as  well  as  the  provisions  of  this  part. 


1 290a.3  Policy. 

The  policy  of  DCAA  is  to: 

(a)  Preserve  the  personal  privacy  of 
individuals,  permitting,  individuals  to 
know  what  records  pertaining  to  them 
are  collected,  maintained,  used,  or  dis¬ 
seminated  in  DCAA.  and  to  have 
access  to  and  have  a  comprehensible 
copy  made  of  all  or  any  portion  of 
such  records,  and  to  correct  or  amend 
such  records. 

(b)  Collect,  maintain,  use,  or  dissemi¬ 
nate  any  record  of  identifiable  person¬ 
al  information  in  a  manner  that  as¬ 
sures  that  such  action  is  for  a  neces¬ 
sary  and  lawful  purpose;  that  the  in¬ 
formation  is  timely  and  accurate  for 
its  intended  use;  and  that  adequate 
safeguards  are  provided  to  prevent 
misuse  of  such  information. 

S  290a4  Authority  and  rcsponsibiliUes. 

(a)  A  DCAA  Privacy  Board  is  hereby 
established  for  the  purpose  of  ensur¬ 
ing  the  preservation  of  individual  pri¬ 
vacy  within  DCAA.  Privacy  programs 
and  procedures  shall  be  develt^d  and 
coordinated  by  the  Board  under  the 
Chairmanship  of  the  Assistant  Direc¬ 
tor.  Resources. 

(1)  Membership  of  the  Board  shall 
consist  of  the  Records  Administrator, 
who  shall  serve  as  the  Executive  Sec¬ 
retary  and  Privacy  Act  Coordinator; 
and  representatives  designated  by  the 
Assistant  Director.  Operations  and 
Professional  Development;  Counsel; 
Director  of  Personnel;  Security  Offi¬ 
cer;  and  Chief.  Information  Systems 
and  Services. 

(2)  The  Board  shall: 

(i)  Identify  all  DCAA  ssrstems  of  re¬ 
cords  affected  by  the  Privacy  Act. 

(11)  Obtain  all  data  required  by  the 
act  concerning  each  record  system  so 
identified. 

(ill)  Review  policies,  practices,  and 
procedures  relating  to  each  identified 
sjrstem  of  records  to  ensure  they  are  in 
conformity  with  the  act. 

(iv)  Supervise  the  preparation  for 
publication  in  the  Federal  Register  of 
all  required  information  on  systems  of 
records  affected  by  the  act. 

(V)  Review  for  conformity  with  the 
act.  all  procedures,  including  forms, 
which  require  an  individual  to  furnish 
information,  and  formulate  corrective 
or  supplementary  provisions  as  neces¬ 
sary. 

(vl)  Recommend  establishment  of 
DCAA  policies  which  wUl  provide  safe¬ 
guards  to  protect  personal  privacy. 

(vil)  Refer  to  the  DoD  Privacy  Board 
for  resolution,  any  requirement  for  in¬ 
formation  from  an  individual  which 
does  not  iqDpear  to  be  clearly,  autho¬ 
rized  by  law  or  Executive  Order. 

(vlii)  Review  proposed  DCAA  imple¬ 
menting  instructions  and  related  is¬ 
suances  pertaining  to  the  Privacy  Act. 
as  well  as  draft  Implementing  instruc¬ 
tions  of  the  DCAA  Regional  Offices  in 
order  to  provide  the  comprehensive 
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guidance  necessary  for  uniform  com¬ 
pliance  with  the  act  by  all  elements  of 
DCAA. 

(ix)  Serve  as  the  focal  point  on  pri¬ 
vacy  matters  for  DCAA  in  communica¬ 
tions  with  the  DoD  Privacy  Board, 
which  serves  as  the  focal  point  in  com¬ 
munications  with  the  Office  of  Man¬ 
agement  and  Budget,  the  Privacy  Pro¬ 
tection  Study  Commission,  and  the 
Office  of  the  Federal  Register  for  pub¬ 
lication  systems  notices. 

(b)  The  Assistant  Director,  Re¬ 
sources,  in  conjunction  with  the 
DCAA  Privacy  Board  shall: 

(i)  Formulate  DCAA  policies  to 
ensure  that  both  manual  and  ADP 
record  systems  contain  appropriate 
safeguards  to  protect  personal  privacy. 

(il)  Ensure  development  throughout 
DCAA  of  an  wproprlate  training  pro¬ 
gram  for  all  personnel  whose  duties  in¬ 
volve  responsibilities  for  systems  of  re¬ 
cords  affected  by  the  act. 

(c)  Regional  Managers,  the  Chief  of 
Detachment  A,  and  the  Manager  of 
the  Defense  Contract  Audit  Institute 
shall: 

(i)  Designate  a  Privacy  Act  Coordin¬ 
ator  to  serve  as  the  principal  point  of 
contact  on  privacy  matters. 

(il)  Establish  and  maintain  an  effec¬ 
tive  internal  Privacy  Program, 
through  all  echelons,  as  prescribed 
herein. 

i  290a.5  DcflnitioM. 

(a)  Individual:  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence.  A 
legal  guardian  or  the  parent  of  a 
minor  has  the  same  rights  as  the  indi¬ 
vidual  and  may  act  on  behalf  of  the  in¬ 
dividual. 

(b)  Maintain  (records  on  individ¬ 
uals):  Collect,  use.  or  disseminate. 

(p)  Record:  Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  an  ele¬ 
ment.  including,  but  not  limited  to.  his 
education,  financial*  transactions, 
medical  history,  and  criminal  or  em¬ 
ployment  history  and  that  contains 
his  name,  or  the  identifying  number, 
symbol,  or  other  identifsring  particular 
assigned  to  the  individual,  such  as  a 
finger  or  voice  print  or  a  photograph. 

(d)  System  of  records:  A  group  of 
any  records  under  the  control  of  any 
element  from  which  information  is  re¬ 
trieved  by  the  name  of  an  individual 
or  by  some  identifsring  number, 
symbol  or  other  identifying  particular 
assigned  to  the  individual. 

(e)  Routine  use:  With  respect  to  the 
disclosure  of  a  record,  the  use  of  such 
record  for  a  pupose  which  is  comiwti- 
ble  with  the  purpose  for  which  it  was 
collected.  Routine  use  encompasaes 
not  only  common  or  ordinary  uses,  but 
also  all  the  proper  and  necessary  uses 
of  the  record  even  if  such  use  occurs 
infrequently. 


§  290a.<  Acccm  by  the  indiTidual. 

(a)  Upon  request,  individuals  shall 
be  informed  whether  or  not  a  system 
of  records  contains  a  record  pertaining 
to  them.  Accompanied  by  a  person  of 
their  own  choosing,  if  so  desired,  they 
shall  be  permitted  to  review  their  re¬ 
cords,  and  to  obtain  a  copy  of  such  re¬ 
cords  in  a  form  that  is  comprehensible 
to  them  imless  exempted  in  accor¬ 
dance  with  H290a.9  or  290a.6(a)5. 
below.  This  part  does  not  require  that 
a  record  be  created  or  that  an  individ¬ 
ual  be  given  access  to  records  which 
are  not  retrieved  by  name  or  other  in¬ 
dividual  identifier.  Only  costs  of  repro¬ 
duction  may  be  charged;  however,  the 
first  copy  of  a  personnel  record  main¬ 
tained  by  a  Personnel  Office  should  be 
provided  without  charge.  If  copying  is 
the  only  means  whereby  the  record 
can  be  made  available  to  the  individ¬ 
ual,  reproduction  fees  will  not  be  as¬ 
sessed;  i.e.,  when  a  copy  must  be  made 
in  order  to  delete  information  con¬ 
tained  on  the  record  pertaining  to  an¬ 
other  individual. 

(1)  The  granting  of  access  to  a 
record  containing  personal  informa¬ 
tion  shall  not  be  conditioned  upon  any 
requirement  that  the  individual  state 
a  reason  or  otherwise  Justify  the  need 
to  gain  access. 

(2)  Prior  to  being  granted  access  to 
personal  information,  an  individual 
may  be  required  to  provide  reasonable 
verification  of  identity. 

(i)  No  verification  of  identity  shall 
be  required  of  an  individual  seeking 
access  to  records  which  are  otherwise 
available  to  any  member  of  the  public 
under  the  Freedom  of  Information 
Act. 

(ii)  For  the  individual  who  seeks 
access  in  person,  verification  of  identi¬ 
ty  will  normally  be  made  by  those  doc¬ 
uments  which  an  individual  is  likely  to 
have  readily  available,  such  as  an  em¬ 
ployee  identification  card,  driver’s  li¬ 
cense,  or  medical  card. 

(ill)  When  access  is  requested  by 
mail,  verification  of  identity  may  con¬ 
sist  of  the  individual  providing  certain 
minimum  identifying  data,  such  as 
name  and  date  of  birth  or  such  other 
information  deemed  necessary  by  the 
element  having  custody  of  the  record. 
If  the  sensitivity  of  the  data  warrants, 
a  signed  notarized  statement  of  inden- 
tity  may  be  required. 

(iv)  An  individual  shall  not  be  denied 
access  to  his  record  for  refusing  to  dis¬ 
close  his  S(x;ial  Security  Number 
(SSN)  unless  disclosure  of  his  SSN  is 
required  by  statute  or  by  regulation 
adopted  before  January  1, 1975. 

(V)  Individuals  may  not  be  denied 
access  to  a  record  pertaining  to  them¬ 
selves  because  those  records  are 
exempted  from  disclosxire  under  the 
provisions  of  the  Freedom  of  Informa¬ 
tion  Act. 

(3)  Access  to  a  record  or  a  copy 
thereof  will  not  be  denied  solely  be- 
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cause  the  record’s  physical  presence  Is 
not  readily  available,  i.e.,  on  magnetic 
tape,  or  because  the  context  of  the 
record  may  disclose  sensitive  informs-  : 
tion  about  another  individual.  To  pro¬ 
tect  the  personal  privacy  of  other  indi-  | 
vlduals  who  may  be  identified  in  a  ’ 
record,  an  extract  shall  be  prepared  i 
deleting  only  that  Information  which 
would  not  be  released  to  the  request¬ 
ing  individual  under  the  Freedom  of  i 
Information  Act.  < 

(4)  A  medical  record  shall  be  dis-  | 
closed  to  the  individual  to  whom  it  i 
pertains  unless,  in  the  Judgment  of  a  , 
physician,  access  to  such  record  could 
have  an  adverse  effect  upon  the  ] 
individual’s  physical  or  mental  health. 
When  it  has  been  determined  that  the 
disclosure  of  medical  information 
could  have  an  adverse  effect  upon  the 
individual  to  whom  it  pertains,  the  in¬ 
formation  may  be  transmitted  to  a 
physician  named  by  the  requesting  in¬ 
dividual. 

(5)  This  part  does  not  entitle  an  indi¬ 
vidual  to  have  access  to  any 'informa¬ 
tion  compiled  in  reasonable  anticipa¬ 
tion  of  a  civil  action  or  proceeding. 

(6)  An  element  may  require  an  indi¬ 
vidual  who  wishes  to  be  accompanied 
by  another  person  when  receiving 
access  to  his  records  to  furnish  a  writ¬ 
ten  statement  authorizing  discussion 
of  the  records  in  the  presence  of  the 
accompanying  person. 

(7)  Any  requests  from  individuals  for 
access  to  or  copies  of  their  own  records 
shall  be  processed  in  accordance  with 
this  part  and  not  the  Freedom  of  In¬ 
formation  Act.  Normally,  requests  for 
access  to  records  should  be  acknowl¬ 
edged  within  10  working  days  of  re¬ 
ceipt  and  access  provided  within  30 
working  days. 

(8)  Copies  of  investigatory  records 
compiled  by  an  investigative  organiza¬ 
tion.  but  in  the  temporary  custody  of 
an  element  requesting  the  record  for 
piirposes  of  adjudication  or  other  per¬ 
sonnel  action,  are  the  records  of  the 
originating  investigative  agency.  Indi¬ 
viduals  seeking  access  to  such  records 
shall  be  directed  to  the  orglnating  in¬ 
vestigative  organization  and  should  be 
instructed  to  direct  all  requests  sub¬ 
mitted  imder  the  Privacy  Act  of  1974 
to  that  organization.  Records  concern¬ 
ing  the  adjudication,  or  other  person¬ 
nel  actions  based  on  the  investigative 
records,  are  originated  by  DCAA  and 
are  the  records  of  DCAA.  All  requests 
for  these  records  shall  be  referred  to 
the  Security  Officer.  DCAA  who  shall 
respond  under  this  part  concerning 
them. 

(b)  Amendment  of  personal  informa¬ 
tion. 

(1)  Individuals  shall  be  given  the  op¬ 
portunity  to  request  either  in  person 
or  through  the  mail  that  their  records 
be  amended;  however,  all  requests  for 
such  amendment  must  be  made  in 
writing.  Instructions  for  the  prepara- 
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tton  of  a  request  and  any  forms  em¬ 
ployed  should  be  as  brief  and  as 
simple  as  possible.  Requests  should 
contain  as  a  minimum.  Identifying  In¬ 
formation  to  locate  the  record,  a  de¬ 
scription  of  the  Items  to  be  amended 
and  the  reason  amendment  Is  being  re¬ 
quested.  A  request  shall  not  be  reject¬ 
ed  or  required  to  be  resubmitted 
unless  additional  information  Is  essen¬ 
tial  to  process  the  request.  Incomplete 
or  inaccurate  requests  shall  not  be  re¬ 
jected  categorically:  the  individual 
shall  be  asked  to  clai^y  the  request  as 
needed-  Individuals  shall  be  required 
to  provide  Identification  of  Identity  as 
in  1 290a.6<aX2)  of  this  part  to  assure 
that  the  requester  is  seeking  to  amend 
records  pertaining  to  him  and  not  In¬ 
advertently  or  Intentionally,  the  re¬ 
cords  of  another  individual. 

(2)  A  written  acknowledgment  of  the 
receipt  of  a  request  for  amendment  of 
a  record  must  be  provided  to  the  indi¬ 
vidual  within  10  working  days  (exclud¬ 
ing  Saturdays,  Sundays,  and  legal 
public  holidays)  after  receipt  by  the 
proper  office.  The  acknowledgment 
shall  clearly  identify  the  request  and 
advise  the  Individual  when  he  may 
expect  to  be  advised  of  action  taken  on 
the  request.  Whenever  practicable  the 
decision  shall  be  made  within  30  work¬ 
ing  da]rs.  No  separate  acknowledgment 
of  receipt  is  necessary  If  the  request 
can  be  either  approved  or  denied,  and 
the  Individual  advised  within  the  10- 
day  period.  For  requests  presented  in 
person,  written  acknowledgment  may 
be  provided  at  the  time  the  request  is 
presented. 

(3)  If  the  element  agrees  with  any 
portion  or  all  of  the  Individual's  re¬ 
quest  to  amend  a  record.  It  shall 
promptly  advise  the  individual  and 
amend  the  record  accordingly.  If  a  dis¬ 
closure  accounting  has  been  made,  the 
element  shall  advise  all  previous  re¬ 
cipients  of  the  record  that  the  amend¬ 
ment  has  been  made  and  the  sub¬ 
stance  of  the  correction. 

(4)  If  the  element  disagrees  with  all 
or  any  portion  of  a  request  to  amend  a 
record.  It  shall  promptly: 

(I)  Advise  the  individual  of  Its  refus¬ 
al  and  the  reasons  therefor; 

(II)  Inform  the  Individual  that  he 
may  request  a  further  review  by  the 
Assistant  Director,  Resources;  and 

(III)  Describe  the  procedures  for  re¬ 
questing  such  a  review.  Including  the 
name  and  address  of  the  Assistant  Di¬ 
rector.  Resources. 

(5)  A  review  of  the  Initial  refusal  to 
amend  a  record  shall  be  made  If  re¬ 
quested  by  the  Individual. 

(I)  The  Assistant  Director,  Re¬ 
sources.  shall  make  a  review  of  the  Ini¬ 
tial  determination. 

(II)  If.  after  conducting  the  review, 
the  Assistant  Director.  Resources,  also 
refuses  to  amend  the  record  In  accor¬ 
dance  with  the  Individual's  request, 
the  individual  shall  be  notified: 
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(A)  Of  the  refusal  and  the  reasons 
therefor. 

(B)  Of  the  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision  of  the  agency; 

(C)  Of  the  procedures  for  filing  a 
statement  of  disagreement;  and  that 
such  statement  will  be  made  available 
to  anyone  to  whom  the  record  is  sub¬ 
sequently  disclosed; 

(D)  'That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement  to  the 
extent  that  an  accounting  of  disclo¬ 
sures  is  maintained; 

(E)  Of  his  right  to  seek  judicial 
review  of  the  agency's  refusal  to 
amend  a  record. 

(Ill)  If  the  Assistant  Director,  Re¬ 
sources  determines  that  the  record 
should  be  amended  In  accordance  with 
the  request,  the  element  shall  amend 
the  record,  advise  the  Individual  and 
Inform  previous  recipients  where  an 
accounting  of  disclosures  has  been 
maintained. 

(iv)  A  final  determination  on  the 
Individual's  request  for  review  of  an 
Initial  refusal  to  amend  a  record  must 
be  c(»npleted  within  30  working  days 
after  receipt  by  the  proper  office 
unless  the  Director.  DCAA  determines 
that  a  fair  and  equitable  review  cannot 
be  completed  In  that  time.  If  addition¬ 
al  time  is  required,  the  individual  shall 
be  Informed  in  writing  of  the  reasons 
tor  the  delay  and  of  the  iq>proxlmate 
date  on  which  the  review  is  expected 
to  be  completed. 

(6)  When  an  individual  files  a  state¬ 
ment  of  dispute,  the  element  shall 
clearly  annotate  the  record  so  that  the 
dispute  is  apparent  to  anyone  who 
may  subsequently  grant  access  to,  use, 
or  discloee  the  record.  The  notation 
itself  shall  be  Integral  to  the  record. 
Where  an  accounting  of  disclosure  has 
been  made,  the  element  shall  advise 
previous  recipients  that  the  record  has 
been  disputed  and  shall  provide  a  copy 
of  the  lixlividual's  statraient. 

(1)  The  individual's  statement  of  dis¬ 
pute  need  not  be  flled  as  an  integral 
part  of  the  record  to  which  it  pertains. 
It  shall,  however,  be  maintained  in 
such  a  manner  as  to  permit  ready  re¬ 
trieval  whenever  the  disputed  portion 
of  the  record  is  to  be  disclosed.  When 
Information  which  is  the  subject  of  a 
statement  of  dispute  is  subsequently 
disclosed,  the  element  shall  note 
which  information  is  disputed  and  pro¬ 
vide  a  copy  of  the  individual's  state¬ 
ment. 

(li)  An  element  may  include  a  brief 
summary  of  its  reasons  for  not  making 
an  amendment  when  disclosing  disput¬ 
ed  information.  Summaries  normally 
will  be  limited  to  the  reasons  stated  to 
the  individual.  The  element's  sum¬ 
mary  will  be  treated  as  part  of  the 
individual's  record;  however,  it  will  not 
be  subject  to  the  amendment  proce¬ 
dures. 


5146.3 

1 290S.7  Dtoekwore  to  others. 

(a)  Except  as  prescribed  in  §290a.6, 
this  part  does  not  require  disclosure  of 
records  to  anyone  other  than  the  indi¬ 
vidual  to  whom  the  records  pertain. 

(b)  No  record  contained  in  a  system 
of  records  maintained  within  DCAA 
shall  be  disclosed  by  any  means  of 
communication  to  any  person,  or  to 
any  agency  outside  DCAA.  except  pur¬ 
suant  to  a  written  request  by,  or  with 
the  prior  written  consent  of,  the  indi¬ 
vidual  to  whom  the  record  pertains, 
unless  disclosure  of  the  record  will  be: 

(1)  To  those  officials  and  employees 
of  DCAA  who  have  a  need  for  the 
record  in  the  performance  of  their 
duties  and  the  use  is  compatible  with 
the  purpose  for  which  the  record  is 
maintained.  'This  includes,  for  exam¬ 
ple.  transfer  of  information  between 
DoD  components  when  personnel  as¬ 
signed  to  DCAA  are  processed  by  an 
activity  of  another  component  such  as 
the  Defense  Investigative  Service,  the 
Defense  Supply  Agency,  or  one  of  the 
Military  Departments. 

(2)  Required  to  be  disclosed  to  a 
member  of  the  public  by  the  Freedom 
of  Information  Act.  Some  examples  of 
personal  information  pertaining  to  ci¬ 
vilian  employees  which  are  normally 
released  without  an  unwarranted  inva¬ 
sion  of  privacy  are:  name,  present  and 
past  positions,  office  phone  number, 
and  grade.  However,  disclosure  of  per¬ 
sonal  information  pertaining  to  civil¬ 
ian  employees  shall  be  made  in  accor¬ 
dance  with  the  Federal  Personnel 
Manual  and.  therefore,  all  requests  for 
such  information  should  be  referred  to 
the  appropriate  Personnel  Office. 

(3)  For  a  routine  use  as  defined  in 
9  290a.5  and  described  in  DCAA  record 
system  notices. 

(4)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  au¬ 
thorized  by  law. 

(5)  To  a  recipient  who  has  provided 
DCAA  with  advance  adequate  written 
assurance  that:  the  record  will  be  used 
solely  as  a  statistical  research  or  re¬ 
porting  record;  the  record  is  to  be 
transferred  in  a  form  that  is  not  indi¬ 
vidually  identifiable.  Le.  the  identity 
of  the  individual  cannot  be  determined 
by  combining  various  statistical  re¬ 
cords;  and  will  not  be  used  to  make 
any  decisions  about  the  rights,  bene¬ 
fits,  or  entitlements  of  an  individual. 

(6)  To  the  Natlmial  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  jneservatlon  by 
the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of 
General  Services  or  his  designee  to  de¬ 
termine  whether  the  record  has  such 
value.  A  record  transferred  to  a  Feder¬ 
al  records  center  for  safekeeping  or 
storage  does  not  fall  within  this  cate- 
goiy  since  Federal  records  center  per¬ 
sonnel  act  on  behalf  of  DCAA  in  this 
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instance  and  the  records  remain  under 
the  control  of  DCAA.  No  di^losure  ac¬ 
counting  record  of  the  transfer  of  re¬ 
cords  to  Federal  records  centers  need 
be  maintained. 

(7)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  under  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  if 
the  activity  is  authorized  by  law,  and 
if  the  head  of  the  agency  or  intrumen- 
tality  has  made  a  written  request  to 
the  element  which  maintains  the 
record  specifying  the  particular  por¬ 
tion  desired  and  the  law  enforcement 
activity  for  which  the  record  is  sought. 
Blanket  requests  for  all  records  per¬ 
taining  to  an  individual  will  not  be  ac¬ 
cepted.  A  record  may  also  be  disclosed 
to  a  law  enforcement  agency  at  the 
initiative  of  the  Counsel,  DCAA  when 
criminal  conduct  is  suspected,  pro¬ 
vided  that  such  disclosure  has  been  es¬ 
tablished  in  advance  as  a  routine  use. 

(8)  To  a  person  pursuant  to  a  show¬ 
ing  of  compelling  circumstances  af¬ 
fecting  the  health  or  safety  of  an  indi¬ 
vidual  if  upon  such  disclosure  notifica¬ 
tion  is  transmitted  to  the  last  known 
address  of  the  individual  to  whom  the 
record  pertains. 

(9)  To  either  House  of  Congress,  or, 
to  the  extent  of  matter  within  its  Ju¬ 
risdiction,  any  committee  or  subcom¬ 
mittee  thereof,  or  any  Joint  commit¬ 
tee.  This  does  not  authorize  the  disclo¬ 
sure  of  any  record  subject  to  this  part 
to  Members  of  Congress  acting  in 
their  individual  capacities  or  on  behalf 
of  their  constituents  unless  the  indi¬ 
vidual  consents. 

(I)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives, 
in  the  course  of  the  performance  of 
the  duties  of  the  General  Accounting 
Office. 

(II)  Pursusint  to  the  order  of  a  court 
of  competent  Jurisdiction. 

(i)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  when 
the  issuance  of  that  order  or  subpoena 
is  made  public  by  the  court  which 
issued  it,  make  reasonable  efforts  to 
notify  the  individual  to  whom  the 
record  pertains.  This  may  be  accom¬ 
plished  by  notifying  the  individual  by 
mail,  at  his  most  recent  address  as  con¬ 
tained  in  the  element’s  records. 

(ii)  Upon  being  served  with  an  order 
to  disclose  a  record,  the  element  shall 
endeavor  to  determine  whether  the  is¬ 
suance  of  the  order  is  a  matter  of 
public  record  and,  if  it  is  not.  seek  to 
be  advised  when  it  becomes  public.  An 
accounting  of  the  disclosure  shall  be 
made  at  the  time  the  element  complies 
with  the  order  or  subpoena. 

(c)  Each  DCAA  element,  with  re¬ 
spect  to  each  system  of  records  under 
its  control  shall: 

(1)  Except  for  disclosures  made 
under  (bKl)  and  (bK2),  above,  keep  an 
accurate  accounting  of  the  date. 


nature,  and  purpose  of  each  disclosure 
of  a  record  to  any  person  or  to  another 
agency:  and  the  name  and  address  of 
the  person  or  agency  to  whom  the  dis¬ 
closure  is  made.  A  DCAA  element  need 
not  make  a  notation  on  a  single  docu¬ 
ment  of  every  disclosure  of  a  particu¬ 
lar  record,  provided  it  can  construct 
from  its  system  the  required  account¬ 
ing  information  when  required  by  the 
individual;  when  necessary  to  inform 
previous  recipients  of  any  amended 
record:  or  when  providing  a  cross  ref¬ 
erence  to  the  Justification  or  basis 
upon  which  the  disclosure  was  made, 
including  any  written  documentation 
as  required  in  the  case  of  the  release 
of  records  for  statistical  or  law  en¬ 
forcement  purposes. 

(2)  Retain  the  accounting  made 
under  (cKl),  above,  for  at  least  5  years 
after  the  last  disclosure  or  the  life  of 
the  record,  whichever  is  longer.  No 
record  of  the  disclosure  of  this  ac¬ 
counting  need  be  maintained. 

(3)  Upon  request  of  the  individual  to 
whom  the  record  pertains,  make  avail¬ 
able  to  that  individual  all  information 
in  its  accounting  of  disclosures  except 
that  pertaining  to  disclosures  for  law 
enforcement  purposes  pursuant  to 
$  290a.7(bK7)  of  this  part. 

(dKl)  An  individual’s  name  and  ad¬ 
dress  may  not  be  sold  or  rented  by  an 
element  unless  such  action  Is  specifi¬ 
cally  authorized  by  law.  ’This  provision 
shall  not  be  construed  to  require  the 
withholding  of  names  and  addresses 
otherwise  permitted  to  be  made 
public. 

(2)  Lists  or  compilations  of  names 
and  home  addresses,  or  single  home 
addresses  will  not  be  disclosed,  with¬ 
out  the  consent  of  the  individual  in¬ 
volved,  to  the  public  including,  but  not 
limited  to,  individual  congressmen, 
creditors,  and  commercial  and  finan¬ 
cial  institutions.  Requests  for  home 
addresses  may  be  referred  to  the  last 
known  address  of  the  individual  for 
reply  at  his  discretion  and  the  request¬ 
er  will  be  notified  accordingly.  This 
prohibition  may  be  waived  when  cir¬ 
cumstances  of  a  case  indicate  compel¬ 
ling  and  overriding  interests. 

S  290a.8  Collection  of  personal  informa¬ 
tion  from  individuals. 

(a)  Personal  information  shall  be 
collected  to  the  greatest  extent  practi¬ 
cable  directly  from  the  individual 
when  the  information  may  result  in 
adverse  determinations  about  an 
individual’s  rights,  benefits,  and  privi¬ 
leges  under  Federal  programs.  ’The 
collection  of  information  from  third 
parties  shall  be  minimized.  Exceptions 
to  this  policy  may  be  made  under  cer¬ 
tain  circumstances,  such  as  the  follow¬ 
ing: 

(1)  ’There  is  a  need  to  ensure  accura¬ 
cy  of  information  supplied  by  an  indi¬ 
vidual  by  verifying  with  a  third  party, 
such  as  in  the  case  of  verifying  infor¬ 
mation  for  a  security  clearance. 
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(2)  The  nature  of  the  information  is 
such  that  it  can  only  be  obtained  from 
a  third  party,  such  as  an  employee’s 
performance  in  a  previous  Job  or  as¬ 
signment. 

(3)  Obtaining  the  information  from 
the  individusd  would  present  excep¬ 
tional  practical  difficulties  or  would 
result  in  unreasc  liable  cost. 

(b)  Each  individual  who  is  asked  to 
supply  personal  information  must  be 
told  of  the  authority  (statute  or  Ex¬ 
ecutive  Order)  which  authorizes  its  so¬ 
licitation;  the  principal  piupose  or 
purposes  for  which  it  is  to  be  used;  the 
routine  uses  to  be  made  of  it;  whether 
furnishing  such  information  is  mainda- 
tory  or  voluntary;  and  the  effects  on 
him.  if  any,  of  not  providing  it.  This 
notice  to  the  individual  may  be  made 
on  the  form  used  to  collect  the  infor¬ 
mation  or  on  a  separate  form  which 
can  be  retained  by  the  individual.  This 
advice  must  be  given  regardless  of  the 
media  used  in  requesting  Information, 
whether  it  Is  a  "form”  in  the  usual 
sense,  i.e.,  a  preprinted  document  with 
a  control  number  and  an  edition  date, 
or  a  format,  questionnaire,  survey 
sheet,  or  report  rendered  on  a  blank 
sheet. 

(I)  Forms  in  use  before  September 
27,  1975,  which  sue  to  be  used  on  and 
after  that  date  must  meet  the  notice 
requirements  by  use  of  a  separate 
statement  to  accompany  each  form 
subject  to  the  provisions  of  the  Priva¬ 
cy  Act  of  1974.  ’The  statement  will  be 
assigned  the  identifying  number  used 
in  collecting  the  information  and  the 
suffix  "Privacy  Act  Statement,”  as  fol¬ 
lows: 

(1)  For  forms  in*  regularly  issued, 
numbered  series,  the  Privacy  Act 
Statement  shall  bear  the  same  niunber 
as  the  form  to  which  It  pertains. 

(II)  For  unnumbered  formats,  ques- 
tioimaires,  survey  forms,  and  reports, 
the  Privacy  Act  Statement  will  bear 
the  report  control  symbol  or  OMB  Ap¬ 
proval  Number  imder  the  authority  of 
which  the  information  is  collected  if 
applicable. 

(2)  As  forms  are  revised  or  new  ones 
issued,  the  Privacy  Act  Statement 
shall  be  incorporated,  if  practical,  in 
the  body  of  each  form,  format,  ques¬ 
tionnaire,  survey  sheet,  or  report  initi¬ 
ated  or  revised  on  or  sifter  ^ptember 
27,  1975.  Where  feasible,  the  Privacy 
Act  Statement  when  incorporated  on  a 
form,  format,  etc.  should  be  positioned 
in  such  a  manner  that  the  individual 
will  be  informed  of  the  information  re¬ 
quired  by  the  act  before  he  begins  to 
furnish  any  of  the  information  re¬ 
quested. 

(3Ki)  ’The  proponent,  Le..  the  initia¬ 
tor,  has  the  final  responsibility  for  de¬ 
termining  whether  a  form,  format, 
questionnaire,  survey,  or  report  re¬ 
quires  a  Privacy  Act  Statement.  State¬ 
ments  should  be  sufficiently  complete 
and  specific,  but,  at  the  same  time,  be 


28,  1977 


DEPARTMENT  OF  DEFENSE  51465 


oondae  and  couched  in  easily  under¬ 
stood  langiiage. 

(il)  Forms  and  information  manage¬ 
ment  officers  at  all  echelons  of  DCAA 
must  assure  that  Privacy  Act  State¬ 
ments  are  available  and  that  new 
forms  contain  the  Statement,  if  re¬ 
quired. 

(ill)  No  element  may  deny  any  indi¬ 
vidual  any  right,  benefit,  or  privilege 
provided  by  law  because  of  such 
individual’s  refusal  to  disclose  his 
SSN,  unless  such  disclosure  is  required 
by  Federal  statute  or  to  any  element 
maintaining  a  system  of  records  in  ex¬ 
istence  and  operating  before  January 
1.  1975,  if  such  disclosure  was  required 
under  statute  or  regulation  adopted 
prior  to  such  date  to  verify  the  identi¬ 
ty  of  an  individual.  Executive  Order 
No.  9397,  November  23.  1943.  autho¬ 
rizes  elements  to  use  the  SSN  as  a 
system  of  numerical  identification  of 
individuals. 

(Iv)  Any  DCAA  element  which  re¬ 
quests  an  individual  to  disclose  the  ssn 
must  inform  that  individual  whether 
disclosure  is  mandatory  or  voluntary, 
by  what  statutory  or  other  authority 
such  number  is  solicited,  and  what 
uses  will  be  made  of  it. 

(c)  If  disclosure  of  the  SSN  is  not  re¬ 
quired  by  Federal  statute  or  is  not  for 
a  system  of  records  in  existence  and 
operating  prior  to  January  1,  1975, 
E>CAA  elements  are  not  precluded 
from  requesting  it  from  the  individ¬ 
uals  concerned.  However,  the  separate 
Privacy  Act  Statement  for  the  SSN 
alone,  or  a  merged  Privacy  Act  State¬ 
ment,  covering  not  only  the  SSN  but 
also  other  items  of  personal  informa¬ 
tion.  must  make  clear  that  the  disclo¬ 
sure  of  the  SSN  is  voluntary.  If.  in 
such  instances,  the  individual  reftises 
to  disclose  it.  the  element  concerned 
must  be  prepared  to  identify  him  by 
alternate  means. 

S  290a.9  Exemptions. 

(a)  The  Director,  DCAA  reserves  the 
right  to  designate  the  systems  of  re¬ 
cords  maintained  by  this  agency  which 
are  to  be  exempted  from  certain  provi¬ 
sions  of  the  Privacy  Act  of  1974,  and 
shall  publish  in  the  Federal  Register 
information  speclfidng  the  name  of 
each  designated  sjrstem,  the  specific 
provisions  of  the  act  from  which  each 
system  is  to  be  exempted,  and  the  rea¬ 
sons  for  each  exemption  of  the  record 
system. 

(b)  To  qualify  for  a  general  exemp¬ 
tion.  as  defined  in  the  Privacy  Act  of 
1974,  the  system  of  records  must  be 
maintained  by  an  agency  or  compo¬ 
nent  thereof  which  performs  as  its 
principal  function  any  activity  per¬ 
taining  to  the  enforcement  of  criminal 
laws,  including  police  efforts  to  pre¬ 
vent,  control,  or  reduce  crime  or  to  ap¬ 
prehend  criminals,  and  the  activities 
of  prosecutors,  courts,  correctional, 
probation,  pardon,  or  parole  authori¬ 


ties.  Such  system  of  records  must  con¬ 
sist  of: 

(1)  Information  compiled  for  the 
purpose  of  identifjrlng  individual 
criminal  offenders  and  alleged  offend¬ 
ers  and  containing  only  Identifying 
data  and  notations  of  arrests,  the 
nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  re¬ 
lease.  and  parole  and  probation  status; 

(2)  Information  compiled  for  the 
purpose  of  a  criminal  investigation,  in¬ 
cluding  reports  of  informants  and  in¬ 
vestigators,  and  associated  with  an 
identifiable  individual;  or 

(3)  Reports  identifiable  to  an  indi¬ 
vidual  compiled  at  any  state  of  the 
process  of  enforcement  of  the  criminal 
laws  from  arrest  or  indictment 
through  release  from  supervision. 

(c)  To  qualify  for  a  specific  exemp¬ 
tion,  as  defined  by  the  Privacy  Act  of 
1974,  the  system  of  records  must  be: 

(1)  Specifically  authorized  under  cri¬ 
teria  established  imder  an  Executive 
Order  to  be  kept  classified  in  the  in¬ 
terest  of  national  defense  or  foreign 
policy  ^d  are  in  fact  properly  classi¬ 
fied  pursuant  to  such  Executive  Order. 

(2)  Investigatory  material  compiled 
for  law  enforcement  purposes,  other 
than  material  covered  under  a  general 
exemption;  however,  and  individual 
shall  not  be  denied  access  to  informa¬ 
tion  which  has  been  used  to  deny  him 
a  right  or  privilege  unless  disclosure 
would  reveal  a  confidential  source. 
The  Security  Officer.  DCAA.  shall  es¬ 
tablish  procedures  governing  the 
granting  of  confidentiality; 

(3)  Maintained  in  connection  with 
providing  protective  service  to  the 
President  of  the  United  States  or 
other  individuals  protected  pursuant 
to  18  U.S.C.  3056. 

(4)  Used  only  to  generate  aggregate 
data  or  for  other  similarly  evaluative 
or  analytic  purposes  and  which  are  not 
used  to  make  decisions  on  the  rights, 
benefits,  or  entitlements  of  individuals 
except  for  the  disclosure  of  a  census 
record  permitted  by  13  UJ3.C.  8. 

(5)  Investigatory  material  compiled 
solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications 
for  Federal  Civilian  employment,  mili¬ 
tary  service.  Federal  contracts,  or 
access  to  classified  information,  but 
only  to  the  extent  that  the  dlsclusure 
of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  express  promise  that  the  identity 
of  the  source  would  be  held  in  confi¬ 
dence,  or  prior  to  September  27.  1975, 
under  an  implied  promise  that  the 
identity  of  the  source  would  be  held  in 
confidence.  The  Security  Officer. 
DCAA,  shall  establish  procedures  gov¬ 
erning  the  granting  of  confidentiality; 

(6)  Testing  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  Federal  service,  the  dis¬ 


closure  of  which  would  compromise 
the  objectivity  of  fairness  of  the  test¬ 
ing  or  examination  process;  or 

(7)  Evaluation  material  used  to  de¬ 
termine  potential  for  promotion  in  the 
Armed  Services,  but  only  to  the  extent 
that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  source 
who  furnished  information  to  the 
Government  under  an  express  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence  or  prior  to  Sep¬ 
tember  27,  1975,  under  an  implied 
promise  that  the  identity  of  the  source 
would  be  held  in  confidence. 

(d)  Section  5  UJ3.C.  552a  (J>  and  (k) 
authorize  an  agency  head  to  exempt 
certain  systems  of  records  or  parts  of 
certain  systems  of  records  from  some 
of  the  requirements  of  the  act.  All  sys¬ 
tems  of  records  maintained  by  the  De¬ 
fense  Contract  Audit  Agency  shall  be 
exempt  from  the  requirements  of  5 
U.S.C.  552a(d)  pursuant  to  5  U.S.C. 
552a(kKl)  to  the  extent  that  the 
system  contains  any  information  prop¬ 
erly  classified  under  Executive  Order 
11652.  “Classification  and  Declassifica¬ 
tion  cf  National  Security  Information 
and  Material,”  dated  March  8. 1972  (37 
FR  10053,  May  19.  1972)  and  which  is 
required  by  the  Executive  Order  to  be 
kept  secret  in  the  interest  of  national 
defense  or  foreign  policy.  This  exemp¬ 
tion,  which  may  be  applicable  to  parts 
of  all  systems  of  records,  is  necessary 
because  certain  record  systems  not 
otherwise  specifically  designated  for 
exemptions  may  contain  isolated  in¬ 
formation  which  has  been  properly 
classified. 

S  290a.l0  Syatenu  of  records. 

(aXl)  Each  DCAA  element  shall 
maintain  in  its  records  systems  only 
such  personal  information  as  is  rel¬ 
evant  and  necessary  to  accomplish  a 
purpose  or  mission  required  by  statute 
or  Executive  Order  of  the  President. 

(2)  Each  element  shall  identify  the 
specific  provision  of  law  or  Executive 
Order,  which  provides  authority  for 
the  maintenance  of  information  in 
each  system  of  records. 

(3)  Statutory  or  regulatory  author¬ 
ity  to  establish  and  maintain  a  system 
of  records  does  not  convey  unlimited 
authority  to  collect  and  maintain  all 
Information  which  may  be  useful  or 
convenient  to  have.  The  proponent  of 
each  system  of  records  will  evaluate 
each  category  of  information  In  a 
system  for  both  necessity  and  rel¬ 
evance.  In  performing  this  evaluation 
the  following  points  will  be  considered: 

(I)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  purpose  for  which  the  system  is 
maintained. 

(II)  Specific  adverse  consequences  of 
not  collecting  each  category  of  infor¬ 
mation. 

(ill)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of  In- 
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fomuition  not  Individually  Identifiable 
or  through  sampling  techniques. 

(Iv)  Length  of  time  that  the  informa¬ 
tion  is  needed  and.  where  appropriate, 
techniques  for  purging  psjts  of  the 
record. 

(V)  Financial  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

(vl)  Necessity  and  relevance  of  this 
Information  to  all  individuals  inluded 
in  the  system. 

(4)  Collection  will  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion  which  after  the  above  evaluation 
does  not  appear  to  be  reasonably  Justi¬ 
fiable.  Moreover,  such  Information 
will  be  withdrawn  and  destroyed  pro¬ 
vided  it  can  be  economically  segregat¬ 
ed  from  necessary  and  relevant  infor¬ 
mation. 

(5)  The  evaluation  described  above 
will  be  performed  by  each  proponent 
of  a  system  of  records: 

(1)  During  the  design  phase  of  a  new 
sjrstem  of  records  or  a  change  in  an  ex¬ 
isting  system  of  records. 

(11)  Annually,  prior  to  republication 
of  all  system  notices  in  the  Federal 
Register. 

(bXl)  The  Privacy  Act  requires  that 
a  notice  of  the  existence  of  each 
system  of  records,  as  defined  in 
929(>a.5  of  this  part,  be  published  in 
the  Federal  Register.  Initial  system 
notices  will  be  submitted  to  the  Office 
of  the  Assistant  Secretary  of  Defense 
(Comptroller)  (OASIXO)  by  the  Re¬ 
cords  Administrator. 

(2)  Notices  for  new  systems  must  be 
published  in  the  Federal  Register  for 
public  comment  at  least  30  days  before 
the  system  may  be  legally  implement¬ 
ed.  The  proposed  notices  shall  be  sub¬ 
mitted  to  the  Records  Administrator 
at  least  90  days  before  the  proposed 
Implementing  date.  The  Records  Ad¬ 
ministrator  shall  submit  the  proposed 
system  notices  to  OASIXO  60  days 
before  the  proposed  implementing 
date. 

(3X1)  The  following  proposed 
changes  to  an  existing  system  must  be 
published  in  the  Federal  Register  for 
public  comment  at  least  30  days  before 
the  changes  are  implemented: 

(A)  Those  which  expand  the  catego¬ 
ries  of  individuals  on  whom  records 
are  maintained. 

(B)  Those  which  add  new  categories 
or  records  to  the  system. 

(C)  Those  which  add  new  categories 
to  the  sources. 

(D)  New  or  changed  routine  uses 
which  involve  disclosure  to  a  new  cate¬ 
gory  of  recipient. 

(E)  Changes  in  procedures  governing 
access. 

(11)  Notices  of  proposed  changes  to 
existing  systems  will  be  submitted  to 
the  Records  Administrator  90  days 
before  implementation. 

(4)  Changes  in  records  systems  not 
stated  in  (SXi),  above,  do  not  require 


advance  publication,  but  must  be  sub¬ 
mitted  for  inclusion  in  the  annual  con¬ 
solidated  listing  of  records  systems. 
Accordingly,  each  DCAA  element  shall 
establish  procedures  to  ensure  that  all 
such  changes  are  forwarded  to  the  Re¬ 
cords  Administrator  by  May  1  of  each 
year  for  submission  to  the  Office  of 
the  Assistant  Secretary  of  Defense 
(Comptroller)  by  May  31  for  annual 
publication  in  the  Federal  Register. 

(5)  Concurrently  with  (3)  and  (4), 
above,  the  Office  of  the  Assistant  Sec¬ 
retary  of  Defense  (Comptroller)  shall 
provide  the  Office  of  Management  and 
Budget  and  the  Privacy  Protection 
Study  Commission  advance  notice  of 
proposals  to  establish  new  systems  or 
to  change  routine  uses  of  existing  sys¬ 
tems. 

(6)  The  Records  Administrator  shall 
ensure  that  information  contained  in 
each  system  notice,  as  published  in  the 
Federal  Register,  is  incorporated  in 
DCAA  Manual  5015.1,  FUes  Mainte¬ 
nance  and  Disposition.  DCAA  ele¬ 
ments  shall  take  immediate  action  to 
either  publish  a  system  notice,  or  dis¬ 
continue  any  system  of  records  not 
contained  in  the  Files  Idaintenance 
and  disposition  ManuaL 

(cXl)  Records  used  bj^  DCAA  ele¬ 
ments  in  making  determinations  about 
an  individual  will  be  maintained  with 
such  accuracy,  relevance,  timeliness, 
and  completeness  as  is  reasonably  nec¬ 
essary  to  ensure  fairness  to  the  indi¬ 
vidual  in  any  determination. 

(2)  Prior  to  disseminating  any  record 
about  an  individual  to  any  person 
other  than  a  Federal  agency,  unless 
the  dissemination  is  made  pursuant  to 
the  Freedom  of  Information  Act,  rea¬ 
sonable  efforts  will  be  made  to  ensure 
that  such  records  are  accurate,  com¬ 
plete,  t^ely.  and  relevant  for  agency 
purpose. 

(d)  Maintenance  of  a  system  of  re¬ 
cords  describing  how  individuals  exer¬ 
cise  lights  guaranteed  by  the  First 
Amendment  is  prohibited  unless  ex¬ 
pressly  authorized  by  Federal  statute 
or  by  the  Individual  concerned,  unless 
pertinent  to  and  within  the  scope  of 
an  authorized  law  enforcement  activ¬ 
ity.  The  exercise  of  these  rights  in¬ 
cludes.  but  is  not  limited  to.  religious 
and  political  beliefs,  freedom  of 
speech  and  the  press,  and  the  right  of 
assembly  and  to  petition. 

(e)  The  head  of  each  DCAA  element 
shall  assure  that  persons,  including 
Government  contractors  or  their  em¬ 
ployees,  Involved  in  the  design,  devel¬ 
opment,  operation,  maintenance,  or 
control  of  any  system  or  records,  as 
defined  in  {  290a.5,  are  Informed  of  all 
requirements  to  protect  the  privacy  of 
the  individuals  who  are  subjects  of  the 
records.  The  following  sanctions 
should  be  emphasized  to  personnel: 

(1)  There  are  criminal  penalties  for 
knowingly  and  willfully  disclosing  a 
record  about  an  individual  without  the 


written  consent  or  the  written  request 
of  that  individual,  or  unless  disclosure 
is  for  one  of  the  reasons  listed  in 
|290a.7 

(2)  The  agency  may  be  subject  to 
civil  suit  for  failure  to  comply  with  the 
privacy  Act  of  1974. 

(fXl)  Each  DCAA  element  shall  es¬ 
tablish  administrative  and  physical 
safeguards  to  protect  each  system  of 
records  from  unauthorized  or  uninten¬ 
tional  access,  disclosure,  modification, 
or  destruction.  These  safeguards  shall 
apply  to  systems  of  records,  in  what¬ 
ever  medium  in  which  personal  infor¬ 
mation  is  processed  or  stored.  Such 
safeguards  shall  be  tailored  to  the  re¬ 
quirements  of  each  system  of  records. 

(2)  Access  to  personal  information 
shall  be  restricted  to  those  persons 
whose  official  duties  require  access 
and  the  individual  concerned  and  in 
accordance  with  $  290a.7. 

(3)  Each  DCAA  element  shall  ensure 
that  all  persons  whose  official  duties 
require  access  to  or  processing  and 
maintenance  of  personal  information 
are  trained  in  the  proper  safeguarding 
and  use  of  such  information. 

(4)  Personal  records  and  documents 
shall  be  stored  so  as  to  reasonably  pre¬ 
clude  luiauthorized  disclosure. 

(5)  Disposal  of  records  containing 
personal  information  which  are  no 
longer  required  will  be  accomplished 
in  such  a  maner  that  will  prevent  the 
contents  from  being  disclosed,  e.g.. 
tearing  the  record  into  pieces  to  pre¬ 
vent  reconstruction,  burning,  or  in  the 
case  of  magnetic  tapes,  by  degaussing. 

9  290.11  Annual  report 

(a)  Each  DCAA  Region  shall  prepare 
an  annual  report  for  the  preceding  cal¬ 
endar  year  on  its  implementation  of 
the  Privacy  Act. 

(b)  Seven  copies  of  the  report  shall 
be  furnished  to  the  Records  Adminis¬ 
trator  by  March  15  of  each  year  for 
transmittal  in  six  copies  to  the 
OASIXO  by  March  31  of  each  year. 

(c)  The  annual  report  shall  contain 
the  following: 

(1)  A  brief  management  summary  of 
the  status  of  actions  taken  to  comply 
with  the  act.  the  results  of  these  ef¬ 
forts,  any  problems  encountered  and 
recommendations  for  any  changes  in 
legislation,  policies,  or  procedures. 

(2)  A  summary  of  major  accomplish¬ 
ments;  Le.,  improvements  in  informa¬ 
tion  practices  and  safeguards. 

(3)  A  summary  of  major  plans  for  ac¬ 
tivities  in  the  upcoming  year,  e.g.,  area 
of  emphasis,  additional  securing  of  fa¬ 
cilities. 

(4)  A  list  of  systems  which  are 
exempted  during  the  year  from  any  of 
the  operative  provisions  of  this  law 
permitted  under  the  terms  of  subsec¬ 
tions  (J)  and  (k)  of  the  Privacy  Act  of 
1974,  whether  or  not  the  exemption 
was  obtained  during  the  year,  the 
number  of  records  in  each  system 
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exempted  from  each  specific  provision 
and  reasons  for  invoking  the  exemp¬ 
tion. 

(5)  A  brief  summary  of  changes  to 
the  total  Inventory  of  personal  data 
systems  subject  to  the  provisions  of 
the  act,  including  reasons  for  major 
changes,  e.g.,  the  extent  to  which 
review  of  the  relevance  of  and  necessi¬ 
ty  for  records  has  resulted  in  elimina¬ 
tion  of  all  or  portions  of  systems  of  re¬ 
cords  or  any  reduction  in  the  number 
of  individuals  on  whom  records  are 
maintained. 

(6)  A  general  description  of  oper¬ 
ational  experiences  including  esti¬ 
mates  of  the  number  of  individuals  (in 
relation  to  the  total  number  of  records 
in  the  system)  requesting  information 
on  the  existence  of  records  pertaining 
to  them,  refusing  to  provide  informa¬ 
tion.  requesting  access  to  their  re¬ 
cords.  appealing  initial  refusals  to 
amend  records,  and  seeking  redress 
through  the  courts. 

(7)  Any  available  data,  or  estimates, 
of  the  cost  of  administering  the  Priva¬ 
cy  Act  of  1974. 

PART  291a— PRIVACY  ACT  OF  1974 

Sec. 

291a.l  Purpose. 

291a.2  ApplicabUity. 

291a.3  Definitions. 

291a.4  Responsibilities. 

291a.5  Reports. 

291a.6  Specific  exemptions. 

Authoritt:  Pub.  L.  93-579,  5  U.S.C.  552a. 
f  291a.l  Purpose. 

This  Instruction  implements  the 
provisions  of  the  Privacy  Act  of  1974 
and  adopts  the  Department  of  De¬ 
fense  Directive  32  CFR  Part  286a  as  to 
policies,  requirements,  and  procedures 
to  be  used  in  implementing  the  Act. 

^291a.l  Applicability. 

The  provisions  of  this  Instruction 
apply  to  Headquarters.  Defense  Nucle¬ 
ar  Agency;  the  Armed  Forces  Radio- 
biology  Research  Institute:  and  Field 
Command,  Defense  Nuclear  Agency. 

S  291a.S  Definitions. 

(a)  As  used  in  32  CFR  Part  286a, 
Head  of  DoD  Component  is  the  Direc¬ 
tor,  Defense  Nuclear  Agency. 

(b)  As  used  in  32  CFR  Part  286a. 
Head  of  DoD  Activity  or  Element  is 
the  Commander,  Field  Command;  or 
the  Director,  Armed  Forces  Radiobio¬ 
logy  Research  Institute. 

9  291a.4  Responsibilities. 

In  accordance  with  32  CFR  Part 
286a.  Director.  DNA,  designates  the 
Chief,  Civilian  Personnel  Division, 
Personnel/ Administration  Directorate 
as  Privacy  Act  Officer  with  responsi¬ 
bility  for  serving  as  the  principal  point 
of  contact  on  privacy  matters  and  for 
establishing  and  maintaining  an  effec¬ 
tive  internal  Privacy  Program  in  com¬ 
pliance  with  32  CFR  Part  286a. 
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9  291a.6  Reports. 

Reports  required  by  32  CFR  Part 
286a  will  be  submitted  to  Director. 
DNA,  ATTN:  PACV,  by  28  February 
annually,  for  consolidation  and  sub¬ 
mission  to  OASIXC).  This  require¬ 
ment  is  assigned  Reports  Control 
Symbol  DD<A)  1379. 

9  291a.6  Specific  exemptions. 

(a)  501-01  Personnel  Security  Files: 

(1)  Exemption.  This  system  of  re¬ 

cords  is  exempt  from  the  following 
provisions  of  title  5.  United  States 
Code.  552a:  (cK3).  (d),  (eK4KG). 

(eK4KH).  (eK4KI).  and  (f). 

(2)  AuthoHty.  5  U.S.C.  552a  (kK5). 

(3)  Reasons.  To  protect  the  identity 
of  a  source  who  furnished  information 
to  the  Oovemment  under  an  express 
promise  that  the  identity  of  the  source 
would  be  held  in  confidence,  or,  prior 
to  27  September  1975,  imder  an  im¬ 
plied  promise  that  the  identity  of  the 
source  would  be  held  in  confidence. 

Notk:  DNA  maintains  only  duplicate  fUes. 
All  requests  relative  to  this  system  of  re¬ 
cords  will  be  referred  to  the  Investigative 
agency  conducting  the  investigation. 

(b)  Section  5  n.S.C.  552a  (3KJ)  and 
(3Kk)  authorize  an  agency  heEul  to 
exempt  certain  systems  of  records  or 
parts  of  certain  systems  of  records 
from  some  of  the  requirements  of  the 
su:t.  Ail  systems  of  records  maintained 
by  Defense  Nuclear  Agency  shall  be 
exempt  from  the  requirements  of 
U.S.C.  552a(d)  pursuant  to  5  U.S.C. 
552sU3Kk)(l)  to  the  extent  that  the 
system  contains  any  information  prop¬ 
erly  classified  under  Executive  Order 
11652,  “Classification  wd  Declassifica¬ 
tion  of  National  Security  Information 
and  Materiai,*’  dated  March  8.  1972  (37 
FR  10053,  May  19.  1972)  and  which  is 
required  by  the  Executive  Order  to  be 
kept  secret  in  the  interest  of  national 
defense  or  foreign  policy.  This  exemp¬ 
tion.  which  may  be  appiicable  to  piuts 
of  all  systems  of  records,  is  necessary 
because  certain  record  systems  not 
otherwise  specifically  designated  for 
exemptions  may  contain  isoiated  in¬ 
formation  which  has  been  properly 
classified. 

PART  292a— PRIVACY  ACT  OF  1974 

Subpoft  A—  liiiptoiwntation  •#  Mm  Frivoqr  Act 
of  1974 

Sec. 

292S.1  Purpose. 

292a.2  References. 

292a.3  Applicability. 

292a.4  PoUcy. 

292a.5  Requests  for  records  procedures. 
292a.6  Schedule  of  fees. 

292a.7  Disclosure  of  records. 

292a.8  Deputy  Directors'  responslbUlties 
for  accounting  for  certain  disclosures. 
292a.9  Individual  request  for  amendment 
of  personal  information. 

292a.  10  DIA  requirements. 

292a.  11  Privacy  Act  exemptions. 

292a.l2  Appeal  for  refusal  to  amend  or  re¬ 
lease  a  record. 
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292a.l3  Responsibilities. 

292a.  14  DIA  Privacy  Act  officer. 

292a.  15  Safeguarding  personal  information 
in  records  systems. 

392a.l6  Disposition  and  destruction 
292a.  17  System  of  records  content. 

292a.  18  Annual  report  requirements. 

292a.  19  Agency  fees  for  duplication  under 
the  Privacy  Act  of  1974. 

292a.20  Federal  Register  annual  notice. 
292a.21  Rules  of  conduct. 

Subport  g^~CxsfapM#fis 

292a.22  Oeneral  information. 

292a.23  Specific  exemptions. 

Authority:  5  U.S.C.  522a.  (f),  (J).  and  (k) 

Subpart  A — Implamantotion  of  Hio 
Privacy  Act  of  1974 

9  292a.l  Purpose. 

To  implement  the  “Privacy  Act  of 
1974,”  5  U.S.C.  552a  and  DoD  Direc¬ 
tive  5400.11,  “Reporting  Privacy  and 
Rights  of  Individuals  Regarding  Their 
Personal  Records,”  within  the  DIA 
and  outline  policy  and  procedures  gov¬ 
erning  the  release  of  information 
maintained  in  records  on  individuals  (a 
U.S.  citizen  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence). 

9  292a.2  References. 

(a)  5  U.S.C.  552a  (Privacy  Act  of 
1974). 

(b)  5  U.S.C.  552  (Freedom  of  Infor¬ 
mation  Act). 

(c)  13  U.S.C.  section  8. 

(d)  18  UH.C.  section  3056. 

(e)  DoD  Directive  5409.9,  “Publica¬ 
tion  of  Proposed  and  Adopted  Regula¬ 
tions  Affecting  the  Public,”  23  Decem¬ 
ber  1974. 

(f)  DoD  Directive  5400.11,  “Personal 
Privacy  and  Rights  of  Indlvidiuds  Re¬ 
garding  Their  Personal  Records,”  4 
August  1975. 

(g)  DoD  5200. 1-R,  “Information  Se¬ 
curity  Program  Reigrulation,”  Novem¬ 
ber  1973. 

(h)  DoD  Directive  5400.7,  “Availabil¬ 
ity  to  the  Public  of  Department  of  De¬ 
fense  Information,”  14  February  1970. 

(i)  DoD  Directive  7650.1,  “Oeneral 
Accounting  Office,  Comprehensive 
Audits,”  9  July  1958. 

(J)  Federal  Personnel  Manual. 

(k)  Executive  Order  9397,  22  Novem- 
bci*  X943* 

(l)  DIAR  12-27,  “Control  and  Protec¬ 
tion  of  ‘For  Official  Use  Only’  Infor¬ 
mation.” 

(m)  DIAR  12-39,  “Availability  to  the 
Public  of  Department  of  Defense  In¬ 
formation.” 

9  292a.3  AppUcabUity. 

'This  regulation  applies  to  all  DIA 
elements  and  governs  the  collection, 
use,  maintenance,  storage,  destruction, 
sunendment,  appeal  procedures,  and 
release  of  records  containing  persoiutl 
information.  This  regulation  is  effec¬ 
tive  27  September  1975. 
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PRIVACY  ACT  ISSUANCES 


|miL4  PoUcj. 

Upon  receipt  of  a  written  request, 
the  DIA  will  release  to  individuals 
those  records  or  reasonably  segregable 
portions  of  records  which  are  rightful¬ 
ly  information  which  is  releasable  and 
applicable  to  the  individual  making 
the  request.  Generally,  information, 
other  than  that  exempted  in  9  292a.ll. 
will  be  provided  to  the  indlvldpal. 

(a)  In  determining  whether  docu¬ 
mentary  material  qualifies  as  a 
“record,"  5  U.S.C.  5S2a  will  be  used  as 
a  guide.  The  statute  defines  the  term 
"record"  as:  "Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  an 
agency,  including,  but  not  limited  to, 
his  education,  financial  transactions, 
medical  history,  criminal  or  employ¬ 
ment  history,  and  that  contains  his 
name,  or  an  identifying  number, 
symbol  or  other  identifying  particular 
assigned  to  the  individual,  such  as  a 
finger  or  voice  print  or  a  photograph." 
The  applicability  of  the  Privacy  Act  of 
1974  depends  on  the  existence  of  an 
identifiable  record. 

(b)  Records  Include  data  on  individ¬ 
uals  stored  in  computers. 

(c)  Initial  availability,  releasability, 
and  cost  determinations  will  normally 
be  made  within  10  working  days  of  the 
date  on  which  a  written  request  for 
any  identifiable  record  is  received  by 
DIA  and  acknowledgment  sent  to  the 
individual.  If,  due  to  imusual  circum¬ 
stances.  additional  time  is  needed,  a 
written  notification  of  the  delay  will 
be  forwarded  to  the  requester  within 
the  10  working-day  period.  This  notifi¬ 
cation  will  briefly  explain  the  circum¬ 
stances  for  the  delay  and  indicate  the 
anticipated  date  for  a  substantive  re¬ 
sponse.  Normally,  access  to  records  or 
a  copy  will  be  provided  within  30  work¬ 
ing  days  of  receipt  of  the  request. 

(d)  Records  containing  information/ 
documents  provided  by  another 
agency  will  not  be  released.  The  indi¬ 
vidual  will  be  notified  that  a  request 
should  be  sent  to  that  identified 
agency  concerning  information  in  oiu* 
records  obtained  from  other  agencies. 

(e)  In  addition  to  the  provisions  of 
the  Privacy  Act  and  DoD  directive, 
5400.11,  the  instructions  issued  by  an 
activity  responsible  for  a  system  of  re¬ 
cords  (i.e..  Civil  Service  Commission) 
will  be  complied  with  in  granting 
access  to  such  records. 

9  292a.S  Request  for  record  procedures. 

(a)  Requests  to  obtain  copies  of  re¬ 
cords  or  reasonably  segregable  por¬ 
tions  thereof  must  be  made  in  writing. 
The  request  should  contain  at  least 
the  following  information: 

(1)  Reasonable  identification  includ¬ 
ing  the  first  name,  middle  name,  or 
initial,  surname,  date  of  birth,  and 
social  security  number  (SSN)  of  the 
individual  concerned,  if  known.  Where 
the  sensitivity  of  the  data  warrants  it. 


a  signed  notarised  statement  may  be 
required  to  verify  identification. 

(2)  Request  should  state  that  what¬ 
ever  cost  is  involved  is  acceptable  or 
acceptable  up  to  a  specified  limit. 

(b)  Requests  for  records  review 
where  the  individual  will  be  accompa¬ 
nied  by  a  person  of  his  own  choosing, 
must  furnish  a  written  statement  au¬ 
thorizing  discussion  of  the  individual’s 
record  in  the  accompanying  person’s 
presence. 

(c)  Individuals  desiring  records 
should  direct  inquiry  to: 

Defense  IntelUgenoe  Agency.  ATTN:  SC  (PA 

1974),  Washington,  D.C.  30301. 

(d)  Personnel  of  DIA.  both  civilian 
and  military,  have  always  had  the  pre¬ 
rogative  to  review  and  annually 
update  their  personnel  files,  and  cor¬ 
rect  administrative  errors  thereto. 
’This  regulation  does  not  change  or 
alter  in  any  way  nor  does  it  impose 
any  requirement  in  contradiction  of 
those  in  existence  concerning  review 
and  annually  updating,  except  when  a 
prohibition  may  exist  which  Is  invali¬ 
dated  by  the  Privacy  Act  fo  1974  and 
this  regulation. 

(e)  This  regulation  does  not  require 
that  a  record  be  created  or  that  an  in¬ 
dividual  be  given  access  to  records 
which  are  not  retrieved  by  name  or 
other  individual  identifier. 

(f)  If  providing  a  copy  is  the  only 
means  whereby  access  to  the  record 
can  be  accomplished,  reproduction 
fees  will  not  be  assessed.  This  applies 
when  a  copy/extract  must  be  made  in 
order  to  delete  information  contained 
in  the  record  pertaining  to  another  in¬ 
dividual  or  under  the  exemptions  in 
9292a.ll. 

(g)  The  individual  requesting  access 
does  not  have  to  Justify  a  need  to  gain 
access. 

(h)  An  individual  will  not  be  denied 
access  to  his  file  or  record  for  refusing 
to  disclose  his  SSN  unless  the  disclo¬ 
sure  of  the  SSN  is  required  by  statute 
or  by  regulation  adopted  prior  to  1 
January  1975. 

(i)  Individuals  may  not  be  denied 
access  to  a  record  pertaining  to  them¬ 
selves  because  those  ’  records  are 
exempted  from  disclosure  under  the 
Freedom  of  Information  Act. 

(J)  Any  request  from  an  individual 
for  access  to  or  for  copies  of  his  own 
records  will  be  pnx^essed  in  accordance 
with  this  regulation  and  not  the  Free¬ 
dom  of  Information  Act. 

9  292a.6  Schedule  of  fees. 

Feeis  will  be  collected  only  for 
making  copies  of  records  but  not  for 
costs  of  search  and  review  of  the 
record. 

(a)  Fees  will  not  be  waived  except 
when: 

(1)  Payment  of  the  full  costs  or  fee 
would  not  be  in  the  interest  of  the 
program.  Employees,  currently  in 


status  with  DIA,  will  not  be  charged 
for  the  first  copy  of  a  record  provided 
by  the  Agency. 

(2)  Ordered  by  a  court  to  amend  the 
record. 

(3)  DIA  makes  a  copy  of  the  record 
as  a  necessary  part  of  the  review  pro¬ 
cess  in  determining  availability  of  the 
record  or  parts  thereof  for  release  to 
the  subject. 

(b)  Normally,  collection  of  fees  will 
be  made  at  the  time  of  conveying  the 
copy  of  the  record.  In  some  instances 
fees  will  be  paid  in  advance.  In  the  ab¬ 
sence  of  an  agreement  to  pay  required 
anticipated  costs,  the  time  for  re- 
spondiing  to  a  request  begins  on  resolu¬ 
tion  of  this  agreement  to  pay. 

(c)  The  schedule  of  fees  chargeable 
is  contained  in  9  292a.l9. 

(d)  Remittances  will  be  by  personal 
check,  bank  draft  on  a  U.S.  bank  or  by 
U.S.  postal  money  order  made  payable 
to  ‘"I^e  Defense  Intelligence  Agency.” 
Remittances  will  be  forwarded  to  the 
office  designated  in  9  292a.5(c). 

9  292a.7  Disclosure  of  records. 

The  DIA  will  not  disclose  any  record 
to  any  person  or  agency  except  by 
written  request  or  prior  written  con¬ 
sent  of  the  subject  of  the  record 
unless  the  disclosure  of  the  record  is 
required  by  law  or  by  the  following: 

(a)  Officers  and  -employees  of  the 
DIA  and  DoD  who  either  maintain  the 
record  and/or  have  a  need  for  the 
record  in  the  performance  of  their 
duties. 

(b)  Required  under  5  U.S.C.  552  (the 
Freedom  of  Information  Act). 

(c)  Routine  use  which  is  compatible 
with  the  purpose  for  which  the  record 
was  collected. 

(d)  Bureau  of  the  Census  pursuant 
to  the  provisions  of  Title  13  for  pur¬ 
poses  of  planning  or  carrying  out  a 
census,  survey,  or  related  purpose. 

(e)  A  recipient  who  has  provided  the 
agency  with  advance  adequate  written 
assurance  that  the  record  will  be  used 
solely  as  a  statistical  research  or  re¬ 
porting  record  and  that  the  record  is 
to  be  transformed  in  a  form  that  is  not 
individually  identifiable. 

(f)  National  Archives  of  the  United 
States  as  a  record  having  sufficient 
historical  or  other  value  to  warrant  its 
(X}ntinued  preservation  by  the  U.S. 
Government,  or  by  evaluation  by  the 
Administrator  of  General  Services  or 
his  designee  to  determine  whether  the 
record  has  such  value. 

(g)  Another  agency  or  instrumental¬ 
ity  of  any  governmental  Jurisdiction 
within  or  imder  the  control  of  the 
United  States  or  a  civil  or  criminal  law 
enforcement  activity  if  such  a  autho¬ 
rized  by  law  and  if  the  head  of  the 
agency  or  instrumentality  has  made  a 
written  request  to  the  DIA  specifying 
the  particular  portion  desired  and  the 
law  enforcement  activity  for  which 
the  record  is  required. 
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(h)  A  person  showing  s  compelling 
circumstance  affecting  the  health  or 
safety  of  an  individual  if  up(Mi  su^ 
disclosure  notification  is  transmitted 
to  the  last  known  address  of  the  sub¬ 
ject. 

(I)  Either  House  of  Congress  or  to 
congressional  committees  having  Juris¬ 
diction  in  a  QMciflc  matter. 

(J)  The  Comptroller  General  or  au¬ 
thorized  representatives  in  the  course 
of  the  performance  of  duties  of  the 
General  Accounting  Office. 

(k)  Pursuant  to  the  order  of  a  court 
of  competent  Jurisdiction. 

imaA  Deputy  Dlrecton’  reepoiMiblUtiee 
for  accounting  for  certain  disclosures. 

(a)  Except  for  disclosures  made 
under  $  292a.7  (a)  and  (b).  maintain  an 
accurate  accounting  of: 

(l)  Date,  nature,  and  purpose  of 
each  disclosure  of  a  record  to  any 
person  or  agency  under  |292a.7  (c) 
through  (k). 

(2)  Name  and  address  of  the  person 
or  agency  to  whom  the  dlsclosuire  is 
made. 

(b)  Retain  the  accounting  of  disclo¬ 
sures  for  at  least  5  years  or  the  life  of 
the  record,  whichever  is  longer. 

(c)  The  accounting  of  disclosures  will 
be  available  for  review  by  the  subject 
at  his  request  except  for  disclosures 
made  under  S  292a.7  (a)  and  (g).  A  sep¬ 
arate  disclosure  form  will  be  kept  for 
actions  specified  in  9  292a.7(g). 

(d)  Inform  any  person  or  agency  of 
any  correction  or  notation  of  dispute 
made  by  the  DIA  in  accordance  with 
procedures  of  9292a.l0(c)  if  an  ac- 
coiintlng  of  the  disclosure  was  made. 

(e)  A  form  (which  will  be  published 
later)  need  not  be  used  for  the  ac¬ 
counting  of  disclosures  provided  that 
the  office  can  construct  from  its 
system  a  document  listing  all  disclo¬ 
sures  for  an  individual  record.  For  ex¬ 
ample.  payroll,  tax.  bond,  social  securi¬ 
ty.  retirement,  and  similar  records 
transferred  to  the  proper  office  out¬ 
side  the  Agency  do  not  require  the 
separate  accounting  form,  provided 
that  accounting  may  be  reconstructed 
when  requested  by  the  individual  or 
when  necessary  to  inform  previous  re¬ 
cipients  fo  any  corrected  or  disputed 
information. 

9  292a.9  IndiTidasI  request  for  aaMnd- 
BMnt  of  personal  information. 

(a)  An  individual  may  request,  either 
in  person  or  through  the  mail,  that  his 
record  be  amended:  however,  such  re¬ 
quest  will  be  made  in  writing  and  ad¬ 
dressed  to: 

Defense  Intelligence  Agency.  ATTN:  8C(PA 

1974).  Washington.  D.C.  20301. 

Requests  should  contain  as  a  mini¬ 
mum.  idmtlfying  information  to 
locate  the  record,  a  description  of  the 
Itmns  to  be  amended  and  the  reason 
amendment  is  being  requested.  A  re- 
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quest  will  not  be  rejected  or  required 
to  be  resubmitted  unless  additional  in- 
formatltm  is  essential  to  process  the 
request.  Incomplete  or  inaccurate  re¬ 
quests  will  not  be  rejected  categorical¬ 
ly;  the  individual  will  be  asked  to  clari¬ 
fy  the  request  as  needed.  Indlvidiuds 
will  be  required  to  provide  verification 
of  identity  as  in  |292a.5(aKl)  to 
assure  that  the  requester  Is  seeking  to 
amend  records  pertaining  to  him  and 
not.  Inadvertently  or  intentionally,  the 
records  of  another  individual.  A  writ¬ 
ten  request  is  not  required  when  indl- 
vldiuds  indicate  amendments  during 
routine  annual  review  and  updating  of 
records  programs  conducted  by  the 
Agency  for  civilian  personnel  and  the 
Services  for  military  personnel. 

(b)  A  written  acknowledgment  of  the 
receipt  of  a  request  for  amendment  of 
a  record  must  be  provided  to  the  indi¬ 
vidual  within  10  working  days  (exclud¬ 
ing  Saturdairs.  Sundays,  and  legal 
public  holidays)  after  receipt  by  the 
proper  office.  The  acknowledgment 
will  clearly  identify  the  request  and 
advise  the  individual  when  he  may 
expect  to  be  advised  of  action  taken  on 
the  request.  Whenever  practicable,  the 
decision  will  be  made  within  30  work¬ 
ing  days.  No  separate  acknowledge¬ 
ment  of  receipt  is  necessary  if  the  re¬ 
quest  can  be  either  approved  or 
denied,  and  the  individual  advised 
within  the  10-day  period.  For  requests 
presented  in  person,  written  acknowl¬ 
edgment  may  be  provided  at  the  time 
the  request  is  presented.  The  annual 
report  will  indicate  the  number  of 
cases  which  DIA  was  unable  to  com¬ 
plete  within  the  30-day  requirement. 

(c)  If  the  DIA  agrees  with  aa\y  por¬ 
tion  or  all  of  the  individual’s  request 
to  amend  a  record,  the  Agency  will 
promptly  advise  the  individual  and 
amend  the  record  accordingly.  If  a  dis¬ 
closure  accounting  has  been  made,  the 
DIA  will  advise  all  previous  recipients 
of  the  record  that  the  amendment  has 
been  made  and  the  substance  of  the 
correction. 

(d)  If  DIA  disagrees  with  all  or  any 
portion  of  a  request  to  amend  a 
record,  it  will  promptly: 

(1)  Advise  the  individual  of  its  refus¬ 
al  and  the  reasons  therefor, 

(2)  Inform  the  individual  that  he 
may  request  a  further  review  by  the 
Director.  DIA.  or  his  designee;  and 

(3)  Describe  the  procedures  for  re¬ 
questing  such  a  review,  including  the 
name  and  address  of  the  official  to 
whom  the  request  should  be  directed 
as  contained  in  9  292a.l2. 

(e)  A  review  of  the  initial  refusal  to 
amend  a  record  will  be  made  if  re¬ 
quested  by  the  individual. 

(1)  The  Director  (DR).  DIA.  or  his 
official  designee  will  make  a  review  of 
the  initial  determination. 

(2)  If,  after  conducting  the  review, 
the  reviewing  official  also  refuses  to 
amend  the  record  in  accordance  with 
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the  individual’s  request,  the  individual 
will  be  notified: 

(i)  Of  the  refusal  and  the  reasons 
therefor. 

(ii)  Of  the  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision  of  the  Agency. 

(ill)  That  he  may  file  a  statement  of 
disagreement;  and  that  such  state¬ 
ment  will  be  made  available  to  anyone 
to  whom  the  record  is  subsequently 
disclosed.  Statements  should  be  ad¬ 
dressed  as  in  9  292a.9(a). 

(iv)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement  to  the 
extent  that  an  accounting  of  disclo¬ 
sures  is  maintained. 

(V)  Of  ids  right  to  seek  judicial 
review  of  the  Agency’s  refusal  to 
amend  a  record. 

(3)  If  the  reviewing  official  deter¬ 
mines  that  the  record  should  be 
amended  in  accordance  with  the  re¬ 
quest.  the  DIA  will  amend  the  record, 
advise  the  individual,  and  inform  pre¬ 
vious  recipients  where  an  accounting 
of  disclosure  has  been  maintained. 

(4)  A  final  determination  on  the 
individual’s  request  for  a  review  of  an 
initial  refusal  to  amend  a  record  must 
be  completed  within  30  working  days 
after  receipt  by  the  proper  office 
unless  the  Director.  DIA.  determines 
that  a  fair  and  equitable  review  cannot 
be  completed  in  that  time.  If  addition¬ 
al  time  is  required,  the  individual  will 
be  informed  in  writing  of  the  reasons 
for  the  delay  and  of  the  approximate 
date  on  which  the  review  is  expected 
to  completed. 

(f)  When  an  individual  files  a  state¬ 
ment  of  dispute,  the  DIA  will  clearly 
annotate  the  record  so  that  the  dis¬ 
pute  is  apparent  to  anyone  who  may 
subsequently  grant  access  to,  use  or 
disclose  the  record.  The  notation  itself 
will  be  integral  to  the  record.  Where 
an  accounting  of  disclosure  has  been 
made,  the  Agency  will  advise  previous 
recipients  that  the  record  has  been 
disputed  and  will  provide  a  copy  of  the 
individual’s  statement. 

(1)  The  individual’s  statement  of  dis¬ 
pute  need  not  be  filed  as  an  integral 
part  of  the  record  to  which  it  pertains. 
It  will,  however,  be  maintained  in  such 
a  manner  as  to  permit  ready  retrieval 
whenever  the  disputed  portion  of  the 
record  is  to  be  disclosed.  When  infor¬ 
mation  which  is  the  subject  of  a  state¬ 
ment  of  dispute  is  subsequently  dis¬ 
closed.  the  DIA  will  note  which  infor¬ 
mation  is  disputed  and  provide  a  copy 
of  the  individual’s  statement. 

(2)  DIA  may  include  a  brief  sum¬ 
mary  of  its  reasons  for  not  making  an 
amendment  when  disclosing  disputed 
information.  Summaries  normally  will 
be  limited  to  the  reasons  stated  to  the 
tndividuaL  The  siunmary  will  be  treat¬ 
ed  as  part  of  the  individual’s  record; 
however,  it  will  not  be  subject  to  the 
amendment  procedures. 
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PRIVACY  ACT  ISSUANCES 


{  2n«.19  DIA  KquiremcnU. 

(a)  Maintain  in  the  records  only 
such  information  about  an  individual 
as  is  relevant  and  necessary  to  accom¬ 
plish  a  purpose  required  by  statute  or 
by  Executive  Order  of  the  President. 

(b)  Collect  information  to  the  great¬ 
est  extent  practicable  directly  from 
the  subject  individual  when  the  infor¬ 
mation  may  result  in  adverse  determi¬ 
nation  about  an  individual’s  rights, 
benefits,  and  privileges  under  Federal 
programs. 

(c)  Inform  each  individual,  who  is  re¬ 
quested  to  provide  information  of: 
(DIA  Form  973,  Standardized  Privacy 
Act  Statement,  will  be  used  to  fulfill 
these  requirements  during  the  interim 
phase). 

(1)  The  authority  (statute.  Executive 
Order  or  Agency  Directive/Regula¬ 
tion)  which  authorizes  the  solicitation 
of  the  information  and  whether  disclo¬ 
sure  of  such  information  is  mandatory 
or  voluntary. 

(2)  The  principal  purpose  for  which 
the  information  will  be  used. 

(3)  The  routine  use  which  may  be 
made  of  the  information  as  published 
in  the  Federal  Register. 

(4)  'The  effects  on  him,  if  any,  of  not 
providing  all  or  any  part  of  the  re¬ 
quested  information. 

(d)  Publish  in  the  Federal  Register 
at  least  annually  a  notice  of  the  exis¬ 
tence  and  character  of  the  system  of 
records. 

(e)  Maintain  all  records  which  are 
used  by  the  DIA  in  making  any  deter¬ 
mination  about  any  individual  with 
such  accuracy,  relevance,  timeliness, 
and  completeness  as  is  reasonably  nec¬ 
essary  to  assure  fairness  to  the  individ¬ 
ual. 

(f )  Prior  to  disseminating  any  re<x)rd 
about  an  individual  to  any  person 
other  than  an  agency,  unless  the  dis¬ 
semination  is  made  pursuant  to  5 
U.S.C.  552,  make  reasonable  efforts  to 
assure  that  such  records  are  accurate, 
complete,  timely,  and  relevant  for  DIA 
purposes. 

(g)  Maintain  no  record  describing 
how  any  individual  exercises  rights 
guaranteed  by  the  First  Amendment 
unless  expressly  authorized  by  statute 
or  by  the  subject  of  the  record  or 
unless  pertinent  to  and  within  the 
scope  of  an  authorized  law  enforce¬ 
ment  activity. 

(h)  Make  reasonable  efforts  to  serve 
notice  on  an  individual  when  any 
record  on  him  is  made  available  to  any 
person  under  compulsory  legal  process 
when  such  process  becomes  a  matter 
of  public  record. 

(i)  At  least  30  days  prior  to  establish¬ 
ing  a  new  use  of  information,  publish 
in  the  Federal  Register  a  notice  of 
any  new  use  or  intended  use  of  the  in¬ 
formation  in  the  system,  and  provide 
an  opportunity  for  interested  persons 
to  submit  written  data,  views,  or  argu¬ 
ments  to  the  DIA. 


(J)  Requests  for  disclosure  of  the 
individual's  SSN  must  inform  the  indi¬ 
vidual  (1)  whether  that  disclosure  of 
the  SSN  is  mandatory  or  voluntary: 
(2)  by  what  statutory  or  other  author¬ 
ity  such  number  is  solicited;  and  (3) 
what  uses  will  be  made  of  it. 

(k)  If  disclosure  of  the  SSN  is  not  re¬ 
quired  by  Federal  Statute  or  is  not  for 
8  system  of  records  in  existence  and 
operating  prior  to  1  January  1975,  the 
DIA  is  not  precluded  from  requesting 
it.  However,  the  separate  Provacy  Act 
Statement  for  the  SSN  alone  or  a 
merged  Privacy  Act  Statement,  cover¬ 
ing  not  only  the  SSN  but  also  other 
items  of  personal  information  must 
make  clear  that  the  disclosure  of  the 
SSN  is  voluntary.  If.  in  such  Instances, 
the  individual  refuses  to  disclose  the 
SSN,  DIA  elements  must  be  prepared 
to  identify  him  by  alternate  means. 

§  292a.ll  Privacy  Act  exemptions. 

(a)  Officers  and  employees  of  the 
DIA  or  DoD  who  have  a  need  for  the 
record  in  the  routine  performance  of 
their  duties  are  exempt  from  disclo¬ 
sure  accountability. 

(b)  Access  to  investigative  material 
held  by  the  DIA  which  is  compiled 
solely  for  the  purpose  of  determhilng 
suitability  for  employment  and  for 
access  to  classified  information  will  be 
denied  only  when  it  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  express  promise  of  confidence  or. 
prior  to  27  September  1975,  under  an 
implied  promise  of  confidence.  Gener¬ 
ally  all  investigative  reports  will  be  ex¬ 
amined  to  determine  if  reasonable  se¬ 
gregate  portions  may  be  released 
without  unwarranted  invasion  of  third 
party  privacy,  or  when  the  meaning  of 
these  portions  is  not  distorted  and  it 
reasonable  can  be  assured  that  a  skill¬ 
ful  and  knowledgeable  person  could 
not  reconstruct  the  exempt  informa¬ 
tion. 

(c)  The  categories  of  sources  of  in¬ 
formation  of  records  in  the  sjrstem  are 
exempt  from  disclosure  if  the  informa¬ 
tion  is  received  from  anyone,  including 
and  individual,  a  foreign  national,  an 
international  organization,  a  state  or 
local  government,  or  corporation  or 
any  other  organization,  with  the  un¬ 
derstanding,  expressed  or  implied, 
that  the  information  will  be  retained 
on  a  privileged  or  confidential  basis 
under  criteria  contained  in  Executive 
Order  11652  and  DoD  5200.1-R. 

(d)  Notices  in  the  Federal  Register 
for  exempted  records  systems  must 
provide  basic  indormation  in  accor¬ 
dance  with  S292a.20;  however,  they 
may  be  exempted  from  the  Notifica¬ 
tion.  Access.  Contest  and  Source  re¬ 
quirements.  All  sirstems  exempted 
should  specify  the  reasons  for  claim¬ 
ing  the  exemption.  Failure  to  publish 
an  exempted  notice  when  required  by 
the  Act  constitutes  a  criminal  viola¬ 
tion. 


(e)  A  system  of  records  specifically 
authorized  under  criteria  established 
by  Executive  Order  to  be  kept  secret 
in  the  Interest  of  national  defense  or 
foreign  policy,  and  which  are  in  fact 
properly  classified  pursuant  to  such 
Executive  Order,  are  exempt. 

(f)  The  Inspector  General  files  on 
complaints  and  investigations  are  par¬ 
tially  exempt  from  disclosure  under  5 
U.S.C.  552a(k)  (1)  and  (2).  The  exemp¬ 
tion  of  the  individual’s  right  of  access 
to  the  complete  record  is  based  on  con¬ 
fidentiality  and  privacy  of  individuals 
related  to  the  investigation  or  com¬ 
plaint.  However,  the  individual  may 
have  access  only  to  that  information 
provided  by  himself. 

(g)  The  regulation  does  not  entitle 
an  individual  to  have  access  to  any  in¬ 
formation  compiled  in  reasonable  an¬ 
ticipation  of  a  civil  action  or  pnxseed- 
ing. 

(h)  Copies  of  investigatory  records 
compiled  by  an  investigative  organiza¬ 
tion,  but  in  the  temporary  custody  of 
an  element  requestng  the  record  for 
purposes  of  adjudication  or  other  per¬ 
sonal  action,  are  the  records  of  the 
originating  investigative  organization. 
Individuals  seeking  access  to  such  re¬ 
cords  will  be  directed  to  the  originat¬ 
ing  investigative  organization  and 
should  be  instructed  to  direct  all  re¬ 
quests  submitted  under  the  Privacy 
Act  of  1974  to  that  organization.  Re¬ 
cords  concerning  the  adUudlcation.  or 
other,  personnel  actions  based  on  the 
investi^tive  records,  originated  by  the 
organization  using  the  investigation, 
are  the  records  of  the  using  organiza¬ 
tion  which  will  respond  to  all  other  re¬ 
quests  under  the  privacy  Act  of  1974 
concerning  them. 

(i)  All  systems  of  records  maintained 
by  the  DIA  will  be  exempt  from  the 
requirements  of  5  U.S.C.  552a(d)  pur¬ 
suant  to  5  UJS.C.  552a(kKl)  to  the 
extent  that  the  system  contains  any 
information  properly  classified  under 
Executive  Order  “Classification  and 
Declassification  of  National  Security 
Information  material,”  8  March  1972 
(37  FR  10053. 19  May  1972),  and  which 
is  required  by  the  Executive  Order  to 
be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy.  This 
exemption,  which  may  be  applicable 
to  parts  of  all  systems  of  records,  is 
necessary  because  certain  record  sys¬ 
tems  not  otherwise  specifically  desig¬ 
nated  for  exemptions  as  published  in 
the  Federal  Register  may  contain  iso¬ 
lated  items  of  information  which  have 
been  properly  classified. 

S292a.l2  Appeal  for  rchisal  to  amend  or 
release  a  record. 

(a)  Procedures  to  amend  a  record  are 
contained  in  S  292a.  10.  If  the  Agency 
refuses  to  amend  the  record,  the  indi¬ 
vidual  may  file  suit  against  the  DIA  in 
any  district  court.  The  court  may 
order  the  Agency  to  amend  the 
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Indlvldual't  record  in  accordance  with 
hia  request  or  as  directed  by  the  court. 

(b)  The  District  courts  have  Jurisdic¬ 
tion  in  suits  filed  when  a  record  is 
withheld  and  the  individual  files  civil 
suit  In  such  cases  the  court  will  deter¬ 
mine  the  matter  de  novo  and  may  ex¬ 
amine  the  contents  of  DIA  records  in 
camera. 

(c)  A  requestor  may  appeal  an  initial 
decision  to  withhold  a  record  or 
amend  a  record.  Appeals  should  be  ad¬ 
dressed  to: 

Director.  Defense  InteUlgenoe  Agency, 

ATTN:  SC  (PA  1974),  Washington.  D.C. 

20301. 

(d)  Final  determination  on  appeal, 
concerning  the  release  of  the  record, 
will  normally  be  made  within  30  days 
of  the  receipt  of  the  appeal. 

(e)  When  an  appeal  is  denied,  the  re¬ 
quester  will  be  apprised  on  the  follow¬ 
ing: 

(1)  Applicable  exemptions  and  the 
significant  and  legitimate  governmen¬ 
tal  purpose  served  by  the  denial. 

(2)  Name  and  title  of  position  of  the 
official  responsible  for  the  denial  and 
of  the  provision  for  Judicial  review  of 
the  denial. 

§  292a.l3  Respontibilitiea. 

When  a  request  for  release  of  a 
record  or  amendment  of  a  record  is  re¬ 
ceived: 

(a)  Chief  of  Staff/Deputy  for  Man¬ 
agement  and  Plans  (CS/DP): 

(1)  Ebcerdses  overall  staff  supervi¬ 
sion  of  the  Privacy  Act  of  1974  activi¬ 
ties  within  the  Agency. 

(2)  Acts  as  the  responsible  official 
for  all  final  denials  to  release  individ¬ 
ual  records  and/or  amendments  to  in¬ 
dividual  records. 

(b)  The  Secretariat  (SC): 

(1)  Receives  all  requests  and  assigns 
tasking  except  for  the  annual  updat¬ 
ing  of  records  program  conducted  by 
the  Deputy  Director  for  Personnel, 
Career  Development  and  Training 
(PM). 

(2)  Forwards  payments  received  to 
the  Reference  Library  Branch  (DS- 
4A)  for  processing. 

(3)  Maintains  appropriate  suspenses 
and  authorizes  all  extensions  of  re¬ 
sponse  time. 

(4)  Acts  as  the  responsible  official 
for  all  initial  denials  of  access  or 
amendment  to  the  individual’s  record 
after  complete  coordination  with  all 
offices  concerned. 

(c)  General  Counsel  (OC): 

(1)  Insures  uniformity  in  the  Privacy 
Act  of  1974  legal  positions  within  the 
DIA  and  DoD. 

(2)  Secures  coordination  with  the 
DoD  General  Counsel  on  denial  for  re¬ 
lease  of  individual  records  or  for 
amendments  to  individual  records. 

(3)  Acts  as  the  focal  point  in  all  Judi¬ 
cial  actions. 

(4)  Reviews  all  initial  and  final  den¬ 
ials  for  release  of  records  or  amend¬ 
ments  to  records. 


(d)  DS-4A.  Central  Reference  Divi¬ 
sion.  Director  for  Support: 

(1)  Acts  as  the  responsible  operating 
office  for  all  Agency  actions  related  to 
requests  under  the  Privacy  Act  of 
1974. 

(2)  Responds  on: 

(i)  Obtaining  supplemental  informa¬ 
tion  from  the  requester. 

(il)  Informing  the  requester  of  any 
required  fees  and  processing  such  fees 
for  delivery  to  the  Comptroller. 

(iii)  The  transfer  to  another  compo¬ 
nent  or  agency  of  the  initial  request 
after  collaboration  with  other  direc¬ 
torates. 

(3)  F^Ufills  the  annual  reporting  re¬ 
quirements  in  conjunction  with  the 
DIA  Privacy  Act  Officer  (Records 
Management  Officer)  and  maintains 
appropriate  records. 

(4)  Drafts  for  SC: 

(i)  Notification  of  an  extension  of  re¬ 
sponse  time. 

(ii)  A  documented  response  in  all 
cases  of  denial  of  release  and/or 
amendment  of  records. 

(ill)  Response  for  release  of  individ¬ 
ual  records. 

(e)  The  Deputy  Director  for  Infor¬ 
mation  Systems  (SO): 

(1)  Formulates  policies  to  insure 
that  ADP  systems  contain  appropriate 
safeguanis  to  protect  personal  privacy 
in  accordance  with  current  directives. 

(2)  Maintains  an  ADP  file  on  all  Fed¬ 
eral  Register  notices  for  all  systems 
of  records  reported  by  the  DIA  to  the 
DoD  Privacy  Board. 

(3)  Provides  an  annual  automated 
printout  of  updated  Federal  Register 
notices. 

(f )  PM: 

(1)  Monitors  all  personnel  records  to 
insure  compliance  with  the  Act. 

(2)  Plans,  develops,  presents,  and 
monitors  the  DIA  training  program  to 
insure  adequate  training  of  personnel 
having  access  to  personal  information 
in  the  course  of  their  official  duties. 

(3)  Establishes  a  general  orientation 
program  for  all  DIA  personnel  not  cov¬ 
ered  by  (2)  above. 

(g)  All  DIA  elements  wiU: 

*  (1)  When  identified  by  DS-4A  as  an 
Office  of  Primary  Interest  (OPI): 

(i)  Review  records  for  possible  re¬ 
lease  within  the  time  constraints  as¬ 
signed. 

(ii)  Prepare  a  d(x;umented  response 
to  DS-4A  in  all  cases  of  non-release 
and/or  denial  of  amendment  of  a 
record. 

(ill)  Provide  to  DS-4A  all  reasonable 
segregable  portions  of  records  for  re¬ 
lease  to  the  individual  and  state  gener¬ 
ally  the  nature  of  or  fact  that  other 
information  was  not  released  and  the 
reasons  for  denial. 

(iv)  Inform  D8-4A  of  any  d(x:uments 
contained  in  OPI’s  file  that  belong  to 
other  elements  of  DIA  and/or  other 
governmental  agencies  in  order  that 
DS-4A  can  take  proper  action  to 


obtain  their  possible  release  or  notify 
the  individual  of  location  of  additional 
information. 

(V)  Provide  to  DS-4A  information  as 
required  by  paragnqih  {  292a.l8. 

(2)  Require  DIA  personnel  including 
newly-assigned  personnel  to  read  this 
regulation  to  insure  familiarity  with 
the  requirements  of  the  Privacy  Act  of 
1974  as  implemented.  'All  personnel 
are  to  comply  with  the  Rules  of  Con¬ 
duct. 

9  292a.l4  The  DIA  Privacy  Act  Officer. 

A  DIA  Privacy  Act  Officer  position 
Is  established  as  an  additional  duty  for 
the  purpose  of  insuring  the  preserva¬ 
tion  of  individual’s  privacy  within  the 
DIA.  The  officer  will  develop  privacy 
policies  and  programs  in  accordance 
with  guidance  and  directives  issued  by 
the  Defense  Privacy  Board  The  DIA 
Privacy  A<rt  Officer  will. 

(a)  Be  the  Records  Management  Of¬ 
ficer. 

'  (b)  In  conjunction  with  the  repre¬ 
sentatives  of  all  major  staff  elements, 
identify  all  systems  of  records  affected 
by  the  Act. 

(c)  Obtain  all  data  required  by  the 
Act  concerning  each  reconis  system  so 
identified. 

(d)  Review  policies,  practices,  and 
procedures  relating  to  each  identified 
system  of  records  to  insure  they  con¬ 
form  with  the  Act. 

(e)  Review  for  conformity  with  the 
Act,  all  procedures,  including  forms, 
which  require  the  individual  to  fur¬ 
nish  information  and  assist  the  appro¬ 
priate  staff  element  to  formulate  cor¬ 
rections  or  supplementary  provisions, 
as  necessary. 

(f)  Supervise  and  coordinate  the 
preparation  for  publication  in  the  Fed¬ 
eral  Register  of  all  required  informa¬ 
tion  on  systems  of  records  affected  by 
the  Act. 

(g)  In  conjimction  with  PM,  insure 
development  within  the  DIA  of  an  ap¬ 
propriate  training  program  for  all  per¬ 
sonnel  whose  duties  involve  responsi¬ 
bility  for  systems  of  records  affected 
by  the  Act. 

(h)  In  conjunction  with  DS-4A,  refer 
to  the  DIA  GC  for  resolution  any  re¬ 
quests  for  information  from  an  indi¬ 
vidual  which  do  not  appear  to  be  clear¬ 
ly  authorized  by  law  or  Excutlve 
Order. 

(i)  Maintain  contact  with  the  De¬ 
fense  Privacy  Board  and  submit  annu¬ 
ally  the  required  DIA  Federal  Register 
notices  to  the  BoanL 

(J)  Review  annually  and  continuous¬ 
ly  monitor  DIA  regulations  imple¬ 
menting  the  Privacy  Act. 

(k)  Act  as  the  DIA  primary  point  of 
contact  with  DoD  on  all  Privacy  Act 
problems  except  legal  requirements 
which  will  be  handled  by  the  DIA  GC. 

S292a.lS  Safeguarding  personal  infonna- 
tion  in  records  systenss. 

(a)  Minimum  standards  for  physical 
safeguarding  of  personal  information 
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from  unauthorised  or  unintentional 
access,  disclosure,  modification  or  de¬ 
struction  requires  that  personal  infor¬ 
mation  be  stored  in  a  locked  container 
or  room.  This  minimum  standard  is 
prescribed  for  non-duty  hours  as  well 
as  for  duty  time  when  there  is  no  re¬ 
quirement  for  use  of  the  files. 

(b)  Personnel  handling  personal  in¬ 
formation  during  routine  use  will 
Insure  that  the  information  is  proper¬ 
ly  controlled  to  prevent  unintentional 
or  unauthorized  disclosure.  Such  in¬ 
formation  will  be  used,  held,  or  stored 
only  where  facilities  or  conditions  are 
adequate  to  prevent  unauthorized  or 
unintentional  disclosure. 

(c)  All  DIA  supervisors,  maintaining 
any  records  which  contain  personal  in¬ 
formation,  are  charged  with  the  re¬ 
sponsibility  to  Insure  proper  safe¬ 
guarding  and  accounting  for  all  such 
records. 

(d)  Access  to  personal  information 
will  be  restricted  to  those  person^ 
whose  official  duties  require  access 
during  routine  use  and  the  individual 
concerned. 

§  292a.  16  Disposition  and  destruction. 

(a)  Disposition  of  records  containing 
personal  information  will  be  accom¬ 
plished  in  accordance  with  approved 
record  disposition  standards  as  estab¬ 
lished  in  DIAM  13-1.  “Records  Main¬ 
tenance  and  Disposition.” 

(b)  To  prevent  unauthorized  disclo¬ 
sure,  personal  information  will  be  de¬ 
stroyed  in  such  a  manner  that  will 
prevent  the  contents  from  being  dis¬ 
closed.  Examples  are: 

(1)  Tearing,  shredding,  ptilping  mac¬ 
erating,  or  burning  depending  on 
volume  or  the  availability  of  equip¬ 
ment. 

(2)  Through  a  waste  paper  contrac¬ 
tor,  provided  the  contract  prohibits 
resale  of  the  records  as  documents  and 
a  Federal  official  witnesses  the  de¬ 
struction. 

(3)  By  burial  provided  the  records 
are  chemically  treated  to  facilitate  de¬ 
composition. 

(4)  By  degaussing,  in  the  case  of 
magnetic  tapes  and  (Uses. 

S  292a.l7  System  of  records  content 

(a)  Each  staff  element  wiU  maintain 
in  its  records  system  only  such  infor¬ 
mation  as  is  relevant  and  necessary  to 
accomplish  a  purpose  or  mission  re¬ 
quired  by  statute  or  Exe<nitlve  Order 
of  the  President. 

(b)  Each  staff  element  will  identify 
the  specific  provision  of  law.  or  Exe<ni- 
tive  Order,  which  provides  authority 
for  the  maintenance  of  information  in 
each  system  of  records. 

(c)  Statutory  or  regiilatory  authority 
to  establish  and  maintain  a  system  of 
records  does  not  convey  unlimited  au¬ 
thority  to  coUect  and  maintain  aU  in¬ 
formation  which  may  be  useful  or  con¬ 
venient  to  have.  Staff  elements  main¬ 


taining  records  WIU  evaluate  each  cate¬ 
gory  of  information  in  a  system  for 
both  necessity  and  relevance.  In  per¬ 
forming  this  evaluation  the  foUowlng 
will  be  considered: 

(1)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  purpose  for  which  the  system  is 
maintaine(L 

(2)  Specific  adverse  consequence  of 
not  coUectlng  each  category  of  infor¬ 
mation. 

(3)  PossibiUty  of  obtaining  the  infor¬ 
mation  requested  through  use  of  in¬ 
formation  requested  through  use  of 
information  not  incUviduaUy  identifi¬ 
able  or  through  sampling  techniques. 

(4)  Length  of  time  that  the  informa¬ 
tion  is  needed  and  where  appropriate, 
techniques  for  purging  parts  of  the  re¬ 
cords. 

(5)  Financial  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

(6)  Necessity  and  relevance  of  this 
information  to  aU  Individuals  included 
in  the  system. 

(d)  CoUection  wUl  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion  which  after  the  above  evaluation 
does  not  appear  to  be  fuUy  Justifiable. 
Moreover,  such  information  wUl  be 
withdrawn  and  destroyed  provided  it 
can  be  economically  segregated  from 
the  necessary  and  relevant  informa¬ 
tion. 

(e)  The  evaluation  prescribed  above 
wUl  be  performed  by  each  staff  ele¬ 
ment  maintaining  a  system  of  re<x)rds 
of  subject  to  the  test. 

(1)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  any 
existing  system  of  re(»rds. 

(2)  Annually,  prior  to  the  republica¬ 
tion  of  all  system  notices  in  the  Feder¬ 
al  Register. 

S  292a.l8  Annual  report  requirements 
RCS  DD(A)  1379. 

(a)  Each  DIA  element  maintaining 
records  which  are  subject  to  the  Priva¬ 
cy  Act  will  submit  an  annual  report  to 
DS-4A.  Two  copies  of  the  report  will 
be  furnished  by  1  March  of  each  year. 

(b)  the  annual  report  will  contain 
the  following: 

(1)  The  number  of  records  in  any 
system  of  records  exempted  from  the 
provisions  of  the  Act  and  the  reasons 
why  the  system  were  exempted. 

(2)  The  number  of  systems  of  re¬ 
cords  changed,  the  number  of  new  sys¬ 
tems,  and  brief  siunmary  of  the  rea¬ 
sons  for  major  changes. 

(3)  A  brief  summary  of  major  accom¬ 
plishments.  including  training  pro¬ 
vided  and  any  other  significant  efforts 
undertaken  to  comply  with  the  Act. 

(4)  Problems  in  complying  with  the 
Act  and  recommendations  for  solu¬ 
tions  to  problems  or  other  changes. 

(5)  Report  of  available  data  on  costs 
of  administering  the  Act.  Reports  of 


manhours  (by  grade)  expended  and 
other  costs  are  to  be  reported. 

(c)  DS-4A  will  consolidate  the  infor¬ 
mation  provided  by  all  staff  elements 
and  prepare  a  brief  general  description 
of  operational  experiences,  including 
estimates  of  the  number  of  individuals 
exercising  their  rights  imder  the  Act 
(compared  to  the  number  of  re<x>rds  in 
the  system),  requesting  information 
on  the  existence  of  records  pertaining 
to  them  refusing  to  provide  informa¬ 
tion.  requesting  access  to  their  records 
and  appealing  initial  refusals  to 
amend  records,  and  the  seeking  of  re¬ 
dress  through  the  courts. 

S  292a.l9  Agency  fees  for  duplication 
under  the  Privacy  Act  of  1974. 

denerxU  Fee$  i 

Minimum  fee,  per  requeat  pltia  _ _  $2.00  I 

Forma,  per  copy . .06  ' 

Publications,  per  printed  pace— .  .01  j 

Microfiche,  per  flche _ .00  I 

Reporta,  per  printed  pace . . . .  .00 

(Examplea:  Coat  of  20  forma,  $3.00;  coat  of  a  | 

printed  publication  with  100  pacea.  $3.00;  coat  of  a 
microfiche  publlcaUon  conslsUnc  of  10  flche,  $2.00.) 

Office  Copy  Reproduction  (when  abelf  atock  la  { 

not  available). 


Minimum  charce  up  to  0  reproduced  pacea  $2.00 

Minimum  charce.  lat  flche _ 5.00 

Each  additional  pace . . .06 

Each  additional  flche _ .10 

Other  letuancee 

Minimum  charce  up  to  0  pacea . .  $2.00 

Each  addlUonal  pace _ .06 


9  292a.20  FedentI  Register  annual  notice. 

The  annual  notice  published  in  the 
Federal  Register  must  include  infor¬ 
mation  on  the  existence  and  character 
of  the  system  of  records  and  will  In¬ 
clude  the  following: 

(a)  Name  and  location  of  the  system. 

(b)  The  categories  of  records  main¬ 
tained  in  the  system. 

(c)  Each  routine  use  of  the  records 
contained  In  the  system.  Including  cat¬ 
egories  of  users  and  the  purpose  of 
such  use. 

(d)  The  policies  and  practices  of  the 
Agency  reguxling  storage,  retrievabi- 
lity,  access  controls,  retention,  and  dis¬ 
posal  of  the  records. 

(e)  The  title  and  business  address  of 
the  Agency  offical  who  is  responsible 
for  the  system  of  records. 

(f)  The  Agency  pnx^edures  whereby 
an  individual  can  be  notified  at  his  re¬ 
quest  if  the  system  of  records  contains 
a  record  pertaining  to  him. 

(g)  The  Agency  procedures  whereby 
an  individual  can  be  notified  at  his  re¬ 
quest  how  he  can  gain  access  to  any 
record  pertaining  to  him  contained  in 
the  system  of  records  and  how  he  can 
contest  its  content. 

(h)  The  categories  of  sources  of  re¬ 
cords  in  the  system  (may  be  exempt 
by  the  DR). 

9  292a.21  Rules  of  conduct 

(a)  Purpose.-  To  prescribe  the  rules 
of  conduct  relating  to  the  possible  con- 
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fUct  between  official  use  and  dissemi¬ 
nation  of  information  from  all  files 
and  systems  of  records  reported  under 
the  Privacy  Act  of  1974,  and  the  unof¬ 
ficial  disclosure  of  such  information 
by  persomiel  having  access  to  such 
files  on  a  routine-use  basis.  Close  ad¬ 
herence  to  these  rules  will  Insure  com¬ 
pliance  with  the  high  ethical  stan¬ 
dards  demanded  of  all  DIA  employees. 
Violations  of  these  rules  may  cause 
the  individual  to  be  found  guilty 
under  the  civil  and/or  criminal  penal¬ 
ties  set  forth  in  the  Privacy  Act  of 
1974.  Appropriate  disciplinary  action 
may  also  be  imposed  or  recommended 
by  the  Director,  DIA  for  violation  of 
these  rules  of  conduct.  All  military 
and  civilian  employees  will  familiarize 
themselves  thoroughly  with  the  rules 
of  conduct. 

(b)  Scope.  The  rules  of  conduct 
apply  to  all  military  and  civilian  em¬ 
ployees  of  the  DIA  and  cover  all  files, 
records,  or  systems  of  records  contain¬ 
ing  identifiable  personal  information 
as  covered  by  the  provisions  of  the  Pri¬ 
vacy  Act  of  1974. 

(c)  Ethical  Standards  of  Conduct. 
DIA  personnel  will  refrain  from  any 
disclosure  of  personal  information, 
except  those  official  disclosures  cov¬ 
ered  as  routine  use  as  published  in  the 
Federal  Register  notices  on  systems 
of  records.  All  other  disclosures  must 
be  authorized  by  the  individual  who  is 
the  subject  of  the  record.  Unautho¬ 
rized  disclosures  places  the  DIA  em¬ 
ployee  in  a  position  of  conflict  and 
Jeopardize  the  privacy  of  the  individ¬ 
ual  who  may  seek  legal  relief  for  such 
actions. 

(d)  Unauthorized  Release  of  Person¬ 
al  Information.  It  is  the  individual  re¬ 
sponsibility  of  all  personnel,  both  mili¬ 
tary  and  civilian,  of  the  DIA  to  refrain 
from  releasing  to  wy  individual  or 
business  concern  or  its  representatives 
any  personal  Information  from  files 
maintained  by  DIA. 

(e)  Considerations  of  Disclosure. 

(1)  DIA  personnel  will  not  knowingly 
provide  personal  information' to  mili¬ 
tary  or  civilian  personnel,  or  former 
military  or  civilian  personnel,  of  the 
Government  if  such  action  will  result 
in  a  violation  of  the  Privacy  Act. 

(2)  All  DIA  personnel  who  are  mem¬ 
bers  or  officers  of  non-govemmental 
associations  or  organizations  must 
avoid  the  use  of  disclosure  of  personal 
information  gained  through  official 
duties  or  position  for  use  of  the  associ¬ 
ation  or  organization  for  whatever 
stated  prupose. 

(3)  DIA  personnel  are  prohibited 
from  personal  use  of  private  informa¬ 
tion  for  commericial  solicitation  and 
sale.  Information  obtained  through  of¬ 
ficial  duties  will  not  be  sold,  rented,  or 
passed  to  commercial  enterprises. 

(4)  DIA  personnel  having  access  to 
personal  information  will  avoid  any 
action  which  might  result  in  or  create 


an  appearance  ^f  giving  preferential 
treatment  to  any  persons  which  could 
be  based  on  knowledge  obtained  from 
official  DIA  fUes. 

(5)  All  DIA  employees  should  avoid 
any  action  or  activity  relating  to  the 
privacy  of  an  individual  which  could 
adversely  affect  the  confidence  of  the 
public  in  the  integrity  of  the  DIA  or 
the  Government  in  the  management 
of  personal  information. 

(6)  All  DIA  employees  should  avoid 
the  solicitation!  acceptance,  or  agree¬ 
ment  to  accept  anything  of  value  in 
return  for  providing  personal  informa¬ 
tion. 

(f)  Information  to  Personnel.  Infor¬ 
mation  to  clarify  these  rules  of  con¬ 
duct  and  case  determinations  as  to  le¬ 
gality  of  proposed  actions  will  be  re¬ 
ferred  to  the  DIA  GC  for  resolution. 

(g)  Reporting  Suspected  Violators. 
DIA  personnel  who  have  information 
which  causes  them  to  believe  that 
there  has  been  a  violation  of  the  Pri¬ 
vacy  Act  of  1974  or  of  this  regulation 
will  promptly  report  such  incidents  to 
their  immediate  supervisor.  If  the  su¬ 
pervisor  believes  there  has  been  a  vio¬ 
lation,  it  will  be  reported  to  the  DR 
for  appropriate  action.  Any  question 
or  doubt  on  the  part  of  the  immediate 
supervisor  will  be  resolved  In  favor  of 
reporting  the  matter.  A  brief  of  the 
circumstances  of  the  violation  will  be 
submitted  in  writing  with  a  comment 
that  the  alleged  violator  has  been  ad¬ 
vised  of  the  violation.  Supervisors 
should  recommend  action  and  route 
the  documents  through  DIA  GC  for 
legal  determination  in  order  to  provide 
the  DR  with  staff  recommendations. 

S  292a.22  General  information. 

(a)  The  Director,  Defense  Intelli¬ 
gence  Agency  proposes  to  designate 
the  following  systems  of  records  listed 
in  32  CFR,  Part  292a.24  which  are 
maintained  by  the  DIA  for  exemptions 
under  the  specified  provisions  of  the 
Privacy  Act  of  1974  (Public  Law  93- 
579). 

(b)  Any  person  interested  in  the  ex¬ 
emptions  proposed  herein  may  partici¬ 
pate  in  this  proposed  rulemaking  by 
submitting,  either  in  person  or 
through  the  mail,  written  data,  views 
or  arguments  on  the  proposed  exemp¬ 
tions  to  the  Defense  Intelligence 
Agency.  ATTN:  SC  (PA  1974),  The 
Pentagon,  Washington.  D.C.  20301,  on 
or  before  September  27, 1975. 

(c)  All  systems  of  records  maintained 
by  the  DIA  will  be  exempt  from  the 
requirements  of  5  U.S.C.  552a(d)  pur¬ 
suant  to  5  U.S.C.  552a(kKl)  to  the 
extent  that  the  system  contains  any 
information  properly  classified  under 
Executive  Order  11652,  “Classification 
and  Declassification  of  National  Secu¬ 
rity  Information  and  Material,"  8 
March  1972  (37  FR  10053,  19  May 
1972),  and  which  is  required  by  the 
Executive  Order  to  be  kept  secret  in 


the  interest  of  national  defense  or  for¬ 
eign  policy.  This  exemption,  which 
may  be  applicable  to  parts  of  all  sys¬ 
tems  of  records.  Is  necessary  because 
certain  record  systems  not  otherwise 
specifically  designated  for  exemptions 
herein  may  contain  isolated  items  of 
information  which  have  been  properly 
classified. 

(d)  Although  the  Defense  Intelli¬ 
gence  Agency  is  not  a  law  enforcement 
agency,  there  are  incidents  when  law 
enforcement  information  is  developed 
concerning  an  individual.  All  such  in¬ 
formation.  developed  in  the  course  of 
investigative  procedures  within  DIA. 
will  be  exempt  from  the  requirements 
of  5  U.S.C.  552a(d)  pursuant  to  5 
U.S.C.  552a(JK2).  Granting  individuals 
access  to  information  collected  and 
maintained  by  this  component  relating 
to  the  enforcement  of  criminal  laws 
could  Interfere  with  orderly  investiga¬ 
tions,  with  the  orderly  administration 
of  Justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  concealment,  destruction,  or 
fabrication  of  evidence  and  Jeopardize 
the  safety  and  well  being  of  infor¬ 
mants.  witnesses  and  their  families, 
and  investigative  personnel  and  their 
families.  Disclosure  of  this  informa¬ 
tion  could  also  reveal  and  render  inef¬ 
fectual  investigative  techniques, 
sources,  and  methods  used  during  in¬ 
vestigations  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  individuals 
only  incidentally  related  to  the  investi¬ 
gations.  The  exemption  of  the 
individual’s  right  of  access  to  his  re¬ 
cords  and  the  reasons  therefore  neces¬ 
sitate  the  exemption  of  this  informa¬ 
tion  from  the  requirements  of  the 
other  cited  provisions. 

S  292a.23  Specific  exemptions. 

(a)  ID-Manual  L  DIA  0800. 

(1)  Sysname.  Project  Files. 

(2)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  Title  5.  U.S.C.  Section 
552a:  (c)(d),  (d).  (eXl),  (eK4KG), 
(eK4KH),  (eK4KI)  and  (f). 

(3)  Authority.  5  U.S.C.  522a(k)(l). 

(4)  Reasons.  These  files  contain 
properly  classified  information  under 
Executive  Order  11652  and  are  re¬ 
quired  by  the  Executive  Order  to  be 
kept  secret  in  the  interest  of  national 
defense  or  foreign  policy. 

(b)  ID— Automated  L  DIA  0802. 

(1)  Sysname.  Project  files. 

(2)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  Title  5.  UJS.C.,  Section 
552a;  (cK3).  (d).  (eXl).  (eX4XO). 
(eX4XH).  (eX4XI)  and  (f). 

(31  Authority.  5  U.S.C.  552a(dXl). 

(4)  Reasons.  These  files  contain 
properly  classified  information  under 
Executive  Order  11652  and  are  re¬ 
quired  by  the  Executive  Order  to  be 
kept  secret  in  the  interest  of  defense 
or  foreign  policy. 
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(c)  ID— Manual  L  DIA  530. 

(1)  Syaname.  Intellicence  collection 
records. 

(2)  Exnnptlon.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  Title  5.  UJS.C.  Code  552a; 
(cK3),  <d),  (eXl),  (eK4KO).  (eK4KH), 
(eK4KI)  and  (f). 

(3)  Authority.  5  U.S.C.  552a(lLKl). 

(4)  Reasons.  These  Tiles  contain 
properly  classified  information  under 
Executive  Order  to  be  kept  secret  in 
the  interest  of  national  defense  or  for¬ 
eign  policy. 

(d)  ID)-Manual  L  DIA  0272. 

( 1 )  Sysname.  Complaints. 

(2)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  lltle  5,  U.S.C.,  Section 
552a;  (cK3).  (d).  (eKl).  (eK4KO). 
(eH4KH).  (eK4KI)  and  (f). 

(3)  Authority.  5  UJS.C.  552a(k)  (1) 
and  (2). 

(4)  Reasons.  Granting  Individuals 
access  to  information  collected  and 
maintained  by  this  component  relating 
to  the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investiga¬ 
tions,  with  the  orderly  administration 
of  Justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  the  concealment,  destruction 
or  fabrication  of  evidence  and  Jeopar¬ 
dize  the  safety  and  well  being  of  infor¬ 
mants.  witnesses  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  this 
compcment  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  individuals 
only  incidentally  related  to  an  investi¬ 
gation. 

(i)  The  exemption  of  the  individual’s 
right  of  access  to  the  complete  record 
and  the  reasons  therefore  necessitate 
the  exemption  of  this  system  of  re¬ 
cords  from  the  requirements  of  the 
other  cited  provisions.  However,  the 
individual  may  have  access  only  to 
that  information  provided  by  himself. 
These  files  contain  properly  classified 
Information  under  Executive  Order 
11652  and  are  reqxdred  by  the  Execu¬ 
tive  Order  to  keep  secret  in  the  inter¬ 
est  of  national  defense. 

(e)  ID-  -Manual  L  DIA  0271. 

(1)  Sysname.  Investigations. 

(2)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  Title  5.  U.S.C.,  Section 
552a;  (cK3).  (d).  (eKl).  (eK4KO). 
(eK4KH).  (eK4KI)  and  (f). 

(3)  Authority.  5  UJ5.C.  552a(k)  (1) 
and  (2). 

(4)  Reasons.  Granting  Individuals 
access  to  information  collected  and 
maintained  by  this  componmt  relating 
to  the  enforcement  of  criminal  laws 
could  intoTere  with  orderly  investiga¬ 
tions,  with  the  orderly  administration 
of  Justice,  and  possibly  enable  suspects 


to  av(M  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  the  concealment,  destruction 
or  fabrication  of  evideiK^  and  Jeopar¬ 
dise  the  safety  and  well  being  of  infor¬ 
mants,  witnesses  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources  and  methods  used  by  this  com¬ 
ponent  and  could  result  in  the  inva¬ 
sion  of  the  privacy  of  individuals  only 
incidentally  related  to  an  investiga¬ 
tion. 

(i)  The  exemption  of  the  individual’s 
right  of  access  to  the  complete  record 
and  the  reasons  therefore  necessitate 
the  exemption  of  this  system  of  re¬ 
cords  trom  the  requirements  of  the 
other  cited  provisions.  However,  the 
individual  may  have  access  only  to 
that  information  provided  by  himself. 
The  files  contain  properly  classified 
information  under  Executive  Order 
11652  and  are  required  by  the  Execu¬ 
tive  Order  to  be  kept  secret  in  the  in¬ 
terest  of  national  defense. 

FART  295c— PERSONAL  PRIVACY 
AND  RIGHTS  OF  INDIVIDUALS  RE¬ 
GARDING  THEIR  PERSONAL  RE¬ 
CORDS,  DEFENSE  MAPPING 
AGENCY 

Sec. 

295C.1  Purpose  and  scope. 

295C.2  Deflnltions. 

295C.3  Procedures  for  requests  for  infor¬ 
mation  pertaining  to  individual  records 
in  a  record  system. 

29SC.4  Disclosure  of  requested  informa¬ 
tion  to  individuals. 

295C.5  Request  for  correction  or  amoid- 
ment  to  record. 

295C.6  Agency  review  of  request. 

295C.7  Appeal  of  initial  adverse  agency  de¬ 
termination  on  correction  or  amend¬ 
ment. 

395eA  Disclusure  of  record  to  person 
other  than  the  individual  to  whom  it 
pertains. 

295C.9  Fees. 

295C.10  Penalties. 

295c.ll  Specific  exemptions. 

AuTBCMurr.  Pub.  L.  93-679,  secs.  552a  (f) 
and  (k);  5  UJB.C.  552a  (f)  and  (k). 

S  29Sc.l  Purpose  and  scope. 

(a)  This  regulation  is  published  pur¬ 
suant  to  the  Privacy  Act  of  1974.  Pub. 
L.  93-579,  88  Stat.  1896.  5  UH.C.  552a 
(hereinafter  the  "Privacy  Act").  This 
regulation: 

(1)  Establishes  or  advises  of  proce¬ 
dures  whereby  an  individual  can  (i)  re¬ 
quest  notification  of  whether  the  De¬ 
fense  Mapping  Agency  (DMA)  main¬ 
tains  or  has  disclosed  a  record  pertain¬ 
ing  to  him  in  any  nonexempt  system 
of  records,  (ii)  request  a  copy  or  other 
access  to  such  a  record  or  to  an  ac¬ 
counting  of  its  disclosure,  (ill)  request 
that  the  record  be  amended  and,  (Iv) 
appeal  any  initial  adverse  determina¬ 
tion  of  any  such  request; 


(2)  Specifies  those  sirstems  of  re¬ 
cords  which  the  Director,  Headquar¬ 
ters  DMA  has  determined  to  be 
exempt  from  the  procedures  estab¬ 
lished  by  this  regulation  and  from  cer¬ 
tain  provisions  of  the  Privacy  Act, 
DMA  policy  encompasses  the  safe¬ 
guarding  of  individual  privacy  from 
any  misuse  of  DMA  records  and  the 
provision  of  the  fullest  access  practica¬ 
ble  to  individuals  to  DMA  records  con¬ 
cerning  them. 

$  295C.2  Definitions. 

As  \ised  in  this  part; 

“Individual’’  means  a  natural  person 
who  is  a  citizen  of  the  United  States  or 
an  alien  lawfully  admitted  for  perma¬ 
nent  residence.  A  legal  guardian  or  the 
parent  of  a  minor  have  the  same 
rights  as  the  individual  and  may  act 
on  behalf  of  the  individual. 

"Maintain’’  means  to  collect,  use  or 
disseminate  records  on  individuals. 

"Record’’  means  any  item,  collection 
or  grouping  of  information  about  an 
individual  that  is  maintained  by  the 
DMA  of  a  Component  thereof,  includ¬ 
ing,  but  not  limited  to.  his  education, 
financial  transactions,  medical  history 
and  criminal  or  emploirment  history 
and  that  contains  his  name  or  the 
identifying  number,  sirmbol  or  other 
identifying  particulars  assigned  to  the 
individual  such  as  a  finger  or  voice 
print  or  a  photograph. 

"System  of  records’’  means  a  group 
of  any  records  under  the  control  of 
the  DMA  of  a  Component  thereof 
from  which  Information  is  retrieved  by 
the  name  of  an  individual  or  by  some 
identifying  number  or  symbol  or  other 
identifying  particular  assigned  to  the 
individual. 

“Routine  use’’  means  (with  respect 
to  the  cUsclosure  of  a  record),  the  use 
of  such  record  for  a  purpose  which  is 
compatible  with  the  purpose  for  which 
it  was  collected.  Routine  use  encom¬ 
passes  not  only  common  or  ordinary 
uses  but  also  all  the  proper  and  neces¬ 
sary  uses  of  the  record  even  if  such 
use  occurs  infrequently. 

1 295C.S  Procedures  for  requesU  fw  infor- 
matioB  pertaiaiag  to  individiial  records 
in  a  record  sjrstem. 

(a)  Upon  request  in  person  or  by 
mail  any  individual,  as  defined  in 
S  295C.2  of  this  Part,  shall  be  informed 
whether  or  not  any  DIdA  system  of  re¬ 
cords  contains  a  record  pertaining  to 
him. 

(b)  Any  individual  requesting  such 
information  in  person  may  persent 
himself  at  HQ  DMA  or  at  the  princi¬ 
pal  office  of  the  DMA  Component 
(please  refer  to  the  DMA  address  Ust 
at  1 295c.3(e)  of  this  Part)  thought  to 
maintain  the  record  in  question  and 
shall  provide; 

(1)  Information  sufficient  to  identify 
the  record.  e.g.,  the  individual’s  own 
name,  date  of  birth,  place  of  birth. 
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and.  If  possible,  an  indication  of  the 
tsrpe  of  record  believed  to  contain  in¬ 
formation  concerning  the  individual, 
and 

(2)  Acceptable  Identification  to 
verify  the  individual’s  identity,  e.g., 
driver’s  license,  employee  identifica¬ 
tion  card  or  medicare  card. 

(c)  Any  individual  requesting  such 
information  by  mall  shall  address  his 
request  ot  the  Director.  Defense  Map¬ 
ping  Agency,  or  to  the  Director  of  the 
DBIA  Component  (refer  to  S29Sc.3(e) 
of  this  Part  for  address  list)  thought 
to  maintain  the  record  in  question  and 
shall  include  in  such  request  the  fol¬ 
lowing: 

(1)  Information  sufficient  to  identify 
the  record,  e.g.,  the  individual’s  own 
name,  date  of  birth,  place  of  birth, 
and.  if  possible,  an  indication  of  the 
type  of  record  believed  to  contain  in¬ 
formation  concerning  the  individual, 
and. 

(2)  A  signed,  notarized  statement  to 
verify  his  identity,  if,  in  the  opinion  of 
the  DMA  custodian  of  the  record,  the 
sensitivity  of  the  material  involved 
warrants. 

(d)  DMA  Procedures  on  R^uests  for 
Information.  Upon  receipt  of  a  request 
for  information  made  in  accordance 
with  these  regulations,  notice  of  the 
existence  or  nonexistence  of  any  re¬ 
cords  described  in  such  requests  will 
be  furnished  to  the  requesting  party 
within  ten  woiiiing  days  of  receipt. 

(e)  DMA  Headquarters  and  Compo¬ 
nent  address  list: 

(1)  Director,  Defense  Mapping 
Agency.  Building  56,  UB.  Naval  Obser¬ 
vatory.  Washington,  D.C.  20305. 

(2)  Director,  DMA  Aerospace  Center. 
St.  Louis  Air  Force  Station.  Missouri 
63118. 

(3)  Director.  DMA  Hydrographic 
Center,  Washington,  D.C.  20390. 

(4)  Director.  DMA  Topographic 
Center,  6500  Brooks  Lane.  N.W., 
Washington.  D.C.  20315. 

(5)  Director.  Defense  Mapping 
School,  Fort  Belvoir,  Virginia  22060. 

(6)  Director.  Inter  American  Geodet¬ 
ic  Survey.  APO  New  York  09827. 

f  2t5c.4  Disclosure  of  requested  informa¬ 
tion  to  indiriduals. 

(a)  Upon  request  by  an  individual 
made  in  accordance  with  the  proce¬ 
dures  set  forth  in  this  section,  such  in¬ 
dividual  shall  be  granted  access  to  any 
record  pertaining  to  him  which  is  con¬ 
tained  in  a  nonexempt  DMA  system  of 
records.  However,  nothing  in  this  sec¬ 
tion  shall  allow  an  individual  access  to 
any  Information  compiled  by  DMA  in 
reasonable  anticipation  of  a  civil  or 
criminal  action  or  proceeding. 

(b)  Procedures  for  requests  for  access 
to  records.  Any  individual  may  request 
access  to  a  DMA  record  pertaining  to 
him  in  person  or  by  mail. 

(1)  Any  Individual  making  such  re¬ 
quest  in  person  shall  present  himself 


at  Headquarters  Defense  Mapping 
Agency,  or  at  the  principal  office  of 
the  DMA  Component  (refer  to 
f  295c.3(e)  of  this  Part  for  address  list) 
thought  to  maintain  such  record  and 
shall  provide  identification  to  verify 
the  individual’s  identity,  e.g.,  driver’s 
license,  employee  identification  card, 
or  medicare  card. 

(2)  Any  individual  making  a  request 
for  access  to  records  by  mail  shall  ad¬ 
dress  such  request  to  the  Director.  De¬ 
fense  Mapping  Agency,  or  the  Director 
of  the  DMA  Component  (refer  to 
S  295c.3(e)  of  this  Part  for  address  list) 
thought  to  maintain  the  record  in 
question,  and  shall  include  therein  a 
signed,  notarized  statement  to  verify 
his  identity. 

(3)  Any  individual  requesting  access 
to  records  under  this  section  in  person 
may  be  accompanied  by  a  person  of 
his  own  choosing  while  reviewing  the 
record  requested.  If  an  individual 
elects  to  be  so  accompanied  he  shall 
give  notice  of  such  election  in  his  re¬ 
quest  and  shall  provide  a  written 
statement  authorizing  disclosure  of 
the  record  in  the  presence  of  the  ac- 
companidng  person.  Failure  to  so 
notify  DMA  in  a  request  for  access 
shall  be  deemed  to  be  a  decision  by  the 
individual  not  to  be  accompanied. 

(c)  .DM4  determination  of  requests 
for  access.  (1)  Upon  receipt  of  a  re¬ 
quest  made  in  accordance  with  this 
section,  the  Staff  Director  of  the 
Headquarters  or  Component  Staff  Ele¬ 
ment  having  responsibility  for  mainte¬ 
nance  of  the  record  in  question,  or  his 
delegate  shall: 

(1)  Determine  whether  or  not  such 
request  shall  be  granted. 

(il)  Make  such  determination  and 
provide  notification  within  30  working 
dajrs  after  receipt  of  such  request. 

(ill)  Notify  the  individvial  that  fees 
for  reproducing  copies  of  records  will 
be  assessed  and  should  be  remitted 
before  the  copies  may  be  delivered. 
Fee  schedule  and  rules  for  assessing 
fees  are  contained  in  S295c.9  of  this 
Part. 

(iv)  Requests  for  access  to  personal 
records  may  be  denied  only  after  con¬ 
sultation  with  Council  of  a  DMA  Com¬ 
ponent.  when  available,  or  the  Coim- 
sel.  Headquarters  DMA,  in  all  other 
cases,  to  determine  that  such  denial  is 
authorized  by  the  Act. 

(2)  If  access  to  a  record  is  denied  be¬ 
cause  such  information  has  been  com¬ 
piled  by  DMA  in  reasonable  anticipa¬ 
tion  of  a  civil  or  criminal  action  or  pro¬ 
ceeding.  the  individual  will  be  notified 
of  such  determination  and  his  right  to 
Judicial  appeal  under  5  UB.C.  552a(g). 

(d)  Manner  of  providing  access.  (1) 
If  access  is  granted,  the  individual 
making  the  request  shall  notify  the 
DMA  whether  the  records  requested 
are  to  be  copied  and  mailed  to  him. 

(2)  If  the  records  are  to  be  made 
available  for  personal  inspection  the 


individual  shall  arrange  for  a  mutually 
agreeable  time  and  place  for  inspec¬ 
tion  of  the  record.  The  DMA  reserves 
the  right  to  require  the  presence  of  a 
DMA  officer  or  employee  during  per¬ 
sonal  inspection  of  any  record  pursu¬ 
ant  to  this  section  and  to  request  of 
the  individual  that  he  provide  a  signed 
acknowledgment  of  the  fact  that 
access  to  the  record  in  question  was 
granted  him  by  the  DMA. 

S  295C.5  Request  for  correction  or  amend¬ 
ment  to  record. 

(a)  Any  individual  may  request 
amendment  of  a  record  pertaining  to 
him  in  accordance  with  the  following 
procedure. 

(b)  After  inspection  of  a  record  per¬ 
taining  to  him  an  individual  may  file  a 
request  in  writing  with  the  Staff  Di¬ 
rector  of  the  DMA  Headquarters  or 
Component  Staff  Element  having  re¬ 
sponsibility  for  maintenance  of  the 
record  in  question  for  amendment  of  a 
record.  Such  requests  shall  specify  the 
particular  portions  of  the  record  to  be 
amended,  the  desired  amendments  and 
the  reasons,  supported  by  documen¬ 
tary  proof,  if  available,  therefor. 

S  295c.6  Agency  review  of  request  for  cor¬ 
rection  or  amendment  of  record. 

(a)  Not  later  than  10  working  days 
after  receipt  of  a  request  to  amend  a 
record,  in  whole  or  in  part,  the  Staff 
Director  of  the  DMA  Headquarters  or 
Component  Staff  Element  having  re¬ 
sponsibility  for  maintenance  of  the 
record  in  question  shall  make  any  cor¬ 
rection  of  any  portion  of  the  record 
which  the  individual  believes  is  not  ac¬ 
curate,  relevant,  timely  or  complete 
and  thereafter  inform  the  individual 
of  such  correction;  or  inform  the  indi¬ 
vidual  by  certified  mail,  return  receipt 
requested,  of  refusal  to  amend  the 
record  setting  forth  the  reasons  there¬ 
for  and  notifying  the  individual  of  his 
right  to  appeal  the  decision  to  the  Di¬ 
rector.  Defense  Mapping  Agency  in  ac¬ 
cordance  with  S  295C.7  of  this  Part. 

(b)  Requests  for  amendment  of  a 
record  may  be  refused  only  after  con¬ 
sultation  with  Counsel  at  a  DMA  Com¬ 
ponent,  when  available,  or  the  counsel. 
HQ  DMA.  in  all  other  cases,  to  deter¬ 
mine  that  such  refusal  is  authorized 
by  the  Act. 

(c)  Any  person  or  other  agency  to 
whom  the  record  has  been  previously 
disclosed  shall  be  informed  of  any  cor¬ 
rection  or  notation  of  dispute  with  re¬ 
spect  to  such  records. 

(d)  These  provisions  for  amending 
records  are  not  intended  to  permit  the 
alteration  of  evidence  previously  pre¬ 
sented  during  any  administrative  or 
quasi-judicial  proceeding,  such  as  an 
employee  grievance  case.  Any  changes 
in  such  records  should  be  made  only 
through  the  established  pitx^ediu^ 
for  such  cases.  Further,  these  provi¬ 
sions  are  not  designed  to  permit  coUat- 
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end  attack  upon  what  has  already 
been  the  subject  of  an  administrative 
or  quasl-Judicial  action.  For  example, 
an  individual  may  not  use  this  proce¬ 
dure  to  diallenge  the  final  decision  on 
a  grievance,  but  the  individual  would 
be  able  to  challenge  the  fact  that  such 
action  has  been  incorrectly  recorded  in 
his  file. 

S  295C.7  Appeal  of  initial  advene  agency 
determination  on  correction  or  amend¬ 
ment 

(a)  An  individual  whose  request  for 
amendment  of  a  record  pertaining  to 
him  may  further  request  a  review  of 
such  determination  in  accordance  with 
this  section. 

(b)  Not  later  than  30  working  days 
following  receipt  of  notification  of  re¬ 
fusal  to  amend,  an  individual  may  file 
sm  appeal  of  such  decision  with  the  Di¬ 
rector.  Defense  Mapping  Agency.  The 
appeal  shall  be  in  writing,  mailed  or 
delivered  to  Headquarters.  Defense 
Mapping  Agency.  Building  56.  U43. 
Naval  Observatory.  Washington.  D.C. 
20305.  The  appeal  shall  identify  the 
records  involv^,  shall  indicate  the 
dates  of  the  request  and  adverse  deter¬ 
mination  and  shall  Indicate  the  ex¬ 
press  basis  for  that  determination.  In 
addition,  the  letter  of  appeal  shall 
state  briefly  and  succinctly  the  rea¬ 
sons  why  the  adverse  determination 
should  be  reversed. 

(c)  Upon  appeal  from  a  denial  to 
amend  a  record  the  Director.  Defense 
Mapping  Agency  shall  make  a  deter¬ 
mination  whether  or  not  to  amend  the 
record  and  shall  notify  the  individual 
of  that  determination  by  certified 
mail,  return  receipt  requested,  not 
later  than  10  working  days  after  re¬ 
ceipt  of  such  appeal,  unless  extended 
pursuant  to  paragraph  (d)  of  this  sec¬ 
tion. 

(1)  The  Director  shall  also  notify  the 
individual  of  the  provisions  of  the  Pri¬ 
vacy  Act  of  1974  (5UJS.C.  552a(g)  (lA) 
regarding  Judicial  review  of  his  deter¬ 
mination. 

(2)  If  on  appeal  the  refusal  to  amend 
the  record  is  upheld,  the  individual 
shall  be  permitted  to  file  a  statement 
setting  forth  the  reasons  for  his  dis¬ 
agreement  with  the  Director’s  deter¬ 
mination  and  such  statement  shall  be 
appended  to  the  record  in  question. 

(d)  The  Director  may  extend  up  to 
30  days  the  time  period  prescribed 
above  within  which  to  make  a  determi¬ 
nation  on  an  appeal  from  refusal  to 
amend  a  record  for  the  reason  that  a 
fair  and  equitable  review  cannot  be 
completed  within  the  prescribed  time 
period. 

9  295C.8  Disclosure  of  record  to  person 
other  than  the  individual  to  whom  it 
pertains. 

(a)  Subject  to  the  conditions  herein¬ 
after  set  forth  no  officer  or  employee 
of  the  DMA  will  disclose  any  record 


which  is  contained  in  a  system  of  re¬ 
cords.  by  any  means  of  communicatkm 
to  any  person  or  other  agency  who  is 
not  an  individual  to  whom  the  record 
pertains. 

(b)  Any  such  record  may  be  disclosed 
to  any  person  or  other  agency  only 
upon  written  request  or  with  prior 
written  consent  of  the  individual  to 
whom  the  record  pertains. 

(c)  In  the  absence  of  a  written  con¬ 
sent  from  the  individual  to  whom  the 
record  pertains,  such  record  may  be 
disclosed  only  provided  such  disclosure 
is: 

(1)  To  those  officers  and  employees 
of  the  DoD  who  have  a  need  for  the 
record  in  the  performance  of  their 
duties. 

(2)  Required  under  the  Freedom  of 
Information  Act. 

(3)  For  a  routine  use  as  defined  in 
9  259.2  of  this  Part. 

(4)  To  the  Bureau  of  Census  for  pur¬ 
poses  of  planning  or  carrying  out  a 
emsus  or  survey  or  related  activity 
under  the  provisions  of  Title  13  of  the 
U.S.  Code. 

(5)  To  a  recipient  who  has  provided 
the  DMA  with  adequate  advance  writ¬ 
ten  assurance  that  the  record  will  be 
used  solely  as  a  statistical  research  or 
reporting  record  and  the  record  is 
transferred  in  a  form  that  is  not  indi¬ 
vidually  Identifiable  and  will  not  be 
used  to  make  any  decisions  about  the 
rights,  benefits  or  entitlements  of  an 
individual. 

(6)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  U.S.  Government  or  for  evaluation 
by  the  Administrator  of  the  General 
Services  Administration  or  his  desig¬ 
nee  to  determine  whether  the  record 
has  such  value. 

(7)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  under  the  control 
of  the  U4S.  for  a  civil  or  criminal  law 
enforcement  activity  authorized  by 
law.  provided  the  head  of  the  agency 
or  instrumentality  has  made  a  prior 
written  request  to  the  Director.  De¬ 
fense  Mapping  Agency  ^^ecifying  the 
particular  record  and  the  law  enforce¬ 
ment  activity  for  which  it  is  sought. 

(8)  To  a  person  pursuant  to  a  show¬ 
ing  of  compelling  circumstances  af¬ 
fecting  the  health  or  safety  of  an  indi¬ 
vidual.  if  upon  such  disclosure  notifi¬ 
cation  is  transmitted  to  the  last  known 
address  of  such  individual. 

(9)  To  either  house  of  Congress,  and. 
to  the  extent  of  the  matter  within  its 
Jurisdiction,  any  cmximlttee  or  subcom¬ 
mittee  or  Joint  committee  of  Congress. 

(10)  To  the  Comptroller  General  or 
any  of  his  authorized  representatives 
in  the  course  of  the  performance  of 
the  duties  of  the  GAO. 

(11)  Under  an  order  of  a  court  of 
cmnpetent  Jurisdiction. 


(d)  Except  for  disclosures  made  pur¬ 
suant  to  paragraphs  (c)  (1)  and  (2)  of 
this  section,  an  accurate  accounting 
will  be  kept  of  the  data,  nature  and 
purpose  of  each  disclosure  of  a  record 
to  any  person  or  agency,  and  the  name 
and  address  of  the  person  or  agency  to 
whom  the  disclosure  was  made.  The 
accoimting  of  disclosures  will  be  made 
available  for  review  by  the  subject  of  a 
record  at  his  request  except  for  disclo¬ 
sures  made  pursuant  to  paragraph  (c) 
(7)  of  this  section.  If  an  accounting  of 
disclosure  has  been  made,  any  person 
or  agency  contained  therein  will  be  in¬ 
formed  of  any  correction  or  notation 
of  dispute  made  pursuant  to  9  295c.6. 

9  295C.9  Fees. 

(a)  The  following  services  are  avail¬ 
able  with  respect  to  requests  made 
under  the  provisions  of  this  Part  for 
which  fees  will  be  charged  as  provided 
in  paragraphs  (b)  and  (c)  of  this  sec¬ 
tion. 

(1)  Copying  of  records/documents. 

(2)  Certification  of  copies  of  re¬ 
cords/documents. 

(b)  The  fees  set  forth  below  provide 
for  documents  to  be  mailed  with  ordi¬ 
nary  first-class  postage  prepaid.  If  a 
copy  is  to  be  transmitted,  at  the 
individual’s  request,  by  registered,  cer¬ 
tified.  air  or  sp^al  delivery  mall,  post¬ 
age  therefor  will  be  added  to  the  basic 
fee.  Also,  if  special  handling  or  pack¬ 
aging  is  required,  costs  thereof  will  be 
added  to  the  basic  fee. 

(1)  Schedule  of  fees; 


Ocneral  Fees 


Minimum  fee*  per  request  plus 

— 

33.00 

.05 

Publication,  per  printed  page _ 

— 

.01 

$0.06 

.06 

Report*,  per  printed  page _ 

(Example*:  Cost  ot  30  fonn*.  $3.00; 
cost  of  a  printed  publication  with 
100  pace*.  $3-00;  coat  of  a  mlcroflcbe 
pubUcaUoo  conslatlnc  of  10  flcbe, 
$3.00). 

Offloe  copy  reproduction  (when  ahelf 
stock  Is  not  aeallable); 

Minimum  charge  up  to  six  reproduced 


page* . . aoo 

Minimum  charge,  fbrat  flche aoo 

Bach  additional  page _ .06 

Bach  additional  Ache . . . 10 

Other  lasuances: 

Minimum  charge  up  to  six  pages  3.06 

Bach  additional  page— . .  .06 

Certification  and  validation  of  documents 
with  the  D3CA  seal .  XOO 


(2)  Rules  relating  to  charging  fees: 

(1)  Fees  may  be  charged  to  an  indi¬ 
vidual  only  for  the  making  of  copies 
when  requested  by  the  individual. 
When  copies  are  made  by  the  DMA  as 
a  necessary  incident  to  granting  access 
to  a  record,  a  fee  may  not  be  charged. 

(ii)  ’The  individual  may  not  be 
charged  for  time  spent  in  searching 
for  requested  records  or  for  time  qient 
in  reviewing  records  to  determine  if 
they  fall  withlng  the  disclosure  re¬ 
quirements  of  the  Act. 

(ill)  The  fee  charged  may  not  exceed 
the  direct  cost  of  making  the  copy. 

(3)  Certification  and  validatkm  with 
the  DMA  seal  of  documents  will  be 
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ftvmllmble  at  $2.00  for  each  certifica¬ 
tion. 

(c)  Fees  charged  for  the  above  ser- 
vioeB  are  payable  in  advance  by  check, 
or  money  order  payable  to  the  Trea¬ 
surer  of  the  United  States: 

§  295C.10  Penalties. 

The  Privacy  Act  of  1074  (5  U.S.C. 
552a  (1X3))  makes  it  a  misdemeanor 
subject  to  a  maximum  fine  of  $5,000, 
to  knowingly  and  willfully  request  or 
obtain  any  record  concerning  an  indi¬ 
vidual  under  false  pretenses.  The  Act 
also  establishes  similar  penalties  for 
violations  by  DMA  employees  of  the 
Act  or  regulations  established  there¬ 
under. 

f295c.ll  Specific  exemptions. 

(a)  The  Director  of  the  Defense 
Mapping  Agency  proposes  to  designate 
the  systems  of  records  described  in 
paragraphs  (b)  through  (d)  of  this  sec¬ 
tion  for  exemptions  under  the  speci¬ 
fied  provisions  of  the  Privacy  Act  of 
1974. 

(b)  ID— Manual. 

ST8NAME— 504-01  Personnel  Security 
Piles.  _ 

EXEMPTION— Parts  of  this  system  of  re¬ 
cords  are  exempt  from  the  following  Provi¬ 
sions  of  Title  0.  Uj8.  Code,  section  552a;  (d), 
(eXl).  (eK4XO).  (eX4XH),  (eX4XI)  and  (f). 

AUTHORITY— 5  U.8.C.  552a(kX5). 

REASONS— This  system  of  records  Is 
maintained  solely  for  the  purpose  of  deter¬ 
mining  an  individual’s  qualifications,  eligi¬ 
bility  or  suitability  for  access  to  classified 
information.  Portions  of  it  are  considered 
relevant  and  necessary  to  making  Judicious 
determinations  as  to  such  qualifications,  eli¬ 
gibility  or  suitsdrillty  and  could  only  be  ob¬ 
tained  by  providing  assurances  to  the  source 
that  his  or  her  identity  would  not  be  re¬ 
vealed  to  the  subject  of  the  record.  Disclo¬ 
sure  of  all  or  part  of  the  record  with  the 
identity  of  the  source  removed  would  likely 
reveal  the  identity  of  the  source,  e.g.,  the 
record  could  contain  information  which 
could  only  have  been  furnished  by  one  of 
several  individuals  known  to  the  subject. 

(c)  ID— Manual. 

SYSNAME-504-01-3  Personnel  Security 
Investigative  Piles. 

EXEMPTION— Parts  of  this  ssrstem  of  re¬ 
cords  are  exempt  from  the  following  provi¬ 
sions  of  Title  5,  U.S.  Code,  section  552a:  (d), 
(eXl),  (eX4Xa),  (eX4XH),  (eX4XI)  and  (f). 

AUTHORITY-5  UJB.C.  552a(kX5). 

REASONS— This  system  of  records  is 
maintained  solely  for  the  purpose  of  deter¬ 
mining  an  individual's  qualifications,  eligi¬ 
bility  or  suitability  for  access  to  classified 
information.  Portions  of  it  are  considered 
relevant  and  necessary  to  making  Judicious 
determinations  as  to  such  qualifications,  eli¬ 
gibility  or  suitability  and  could  only  be  ob¬ 
tained  by  providing  assurances  to  the  source 
that  his  or  her  identity  would  not  be  re¬ 
vealed  to  the  subject  of  the  record.  Disclo¬ 
sure  of  all  or  part  of  the  record  with  the 
identity  of  the  source  removed  would  likely 
reveal  the  Identity  of  the  source,  e.g..  the 
record  could  contain  information  which 
could  only  have  been  furnished  by  one  of 
several  individuals  known  to  the  subject. 

(d)  ID— Manual. 


SYSNAME-504-02  Special  Security 
Briefing  and  Debriefing  Files. 

EXEMPTION— Parts  of  this  system  of  re¬ 
cords  are  exempt  from  the  following  provi¬ 
sions  of  Utle  5,  UJS.  Code,  section  552a:  (d), 
(eXl)..(eX4XO).  (eX4XH).  (eX4XI)  and  (f). 

AUTHORITY— 5  UJ3.C.  552a(kX5). 

REASONS— This  system  of  records  is 
twaiwtAiiwi  solely  for  the  purpose  of  deter¬ 
mining  an  individual's  qualifications,  eligi¬ 
bility  or  suitability  for  access  to  classified 
information.  Portions  of  it  are  considered 
relevant  and  necessary  to  making  Judicious 
determinations  as  to  such  qualifications,  eli¬ 
gibility  or  suitability  and  could  only  be  ob¬ 
tained  by  providing  assurances  to  the  source 
that  his  or  her  identity  would  not  be  re¬ 
vealed  to  the  subject  of  the  record.  Disclo¬ 
sure  of  all  or  part  of  the  record  with  the 
identity  of  the  source,  e.g.,  the  record  could 
contain  information  which  could  only  have 
been  furnished  by  one  of  several  individuals 
known  to  the  subject. 

(e)  In  addition,  all  systems  of  records 
maintained  by  the  DMA  shall  be 
exempt  from  the  requirements  of  5 
U.S.C.  552a  (d)  pursuant  to  5  U.S.C. 
552a(kXl)  to  the  extent  that  such  sys¬ 
tems  contain  any  information  properly 
classified  under  Executive  Order 
11652.  3  CFR  339,  and  which  is  re¬ 
quired  by  the  said  Executive  Order  to 
be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy.  This 
exemption,  which  may  be  applicable 
to  parts  of  all  systems  of  records,  is 
necessary  because  certain  record  sys¬ 
tems  not  otherwise  specifically  desig¬ 
nated  for  exemptions  herein  may  con¬ 
tain  isolated  items  of  information 
which  have  been  properly  classified. 

PART  298o— DEFENSE  INVESTIGATIVE 
SERVICE,  PRIVACY  Aa  OF  1974 

Sec 

298a.  1  Purpose  and  applicability 
298a.2  References 
298a.3  Definitions 

298a.4  Information  and  procedures  for  re¬ 
questing  notification 
298a.5  Requirements  for  identification 
298a.6  Access  by  subject  individuals 
298a.7  Medical  records 
298a.8  Request  for  correction  or  amend¬ 
ment 

298a.9  DIS  review  of  request  for  amend¬ 
ment 

298a.  10  Appeal  of  Initial  amendment  deci¬ 
sion 

298a.ll  Disclsure  to  other  than  subject 

298a.l2  Fees 

298a.l3  Penalties 

298a.  14  Ebcemption 

298a.l5  DIS  Implementation  policies. 

Aothoritt:  88  Stat.  1896,  5  UJS.C.  552a: 
Pub.  L.  93-579. 

i  298a.l  Purpose  and  applicability. 

(a)  This  part  establishes  rules,  poli¬ 
cies  and  procedures  for  the  disclosure 
of  personal  records  in  the  custody  of 
the  Defense  Investigative  Service 
(DIS)  to  the  individual  subjects,  the 
handling  of  requests  for  amendment 
or  correction  of  such  records,  appeal 
and  review  of  DIS  decisions  on  these 
matters,  and  the  application  of  gener¬ 


al  and  specific  exemptions,  under  the 
provisions  of  the  Privacy  Act  of  1974. 
It  also  prescribes  other  policies  and 
procedures  to  effect  compliance  with 
the  Privacy  Act  of  1974  and  DOD  Di¬ 
rective  5400.11. 

(b)  The  procedures  set  forth  in  this 
part  do  not  apply  to  DIS  personnel 
seeking  access  to  records  pertaining  to 
themselves  which  previously  have 
been  available.  DIS  personnel  will  con¬ 
tinue  to  be  granted  ready  access  to 
their  personnel,  security,  and  other  re¬ 
cords  by  making  arrangements  direct¬ 
ly  with  the  maintaining  office.  DIS 
personnel  should  contact  the  Assistant 
for  Information  for  access  to  investiga¬ 
tory  records  pertaining  to  themselves 
or  any  assistance  in  obtaining  access 
to  other  records  pertaining  to  them¬ 
selves,  and  may  follow  the  procedures 
outlined  in  these  rules  in  any  case. 

S  298a.2  References. 

(a)  Public  Law  93-579  (5  U.S.C.  552a) 
the  Privacy  Act  of  1974, 

(b)  DOD  directive  5400.11,  Personal 
Privacy  and  Rights  of  Individuals  Re¬ 
garding  Their  Personal  Records,  dated 

4  August  1975. 

(c)  DIS  Regulation  28-1,  “The"  DIS 
Records  Management  Program.” 

(d)  DOD  Directive  5400.7,  Availabil¬ 
ity  to  the  Public  of  DOD  Information, 
dated  14  February  1975. 

(e)  Office  of  Management  and 
Budget  Guidelines  for  Implementation 
of  the  Privacy  Act  of  1974,  dated  1 
July  1975. 

(f)  DIS  Manual  for  Personnel  Secu¬ 
rity  Investigations. 

5  298a.3  Definitions. 

(a)  Individual.  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence.  A 
legal  guardian  or  the  parent  of  a 
minor  have  the  same  rights  as  the  in¬ 
dividual  and  may  act  on  behalf  of  the 
individual. 

(b)  Maintain  (records  on  individ¬ 
uals).  Collect,  use  or  disseminate. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  DIS  or 
element  thereof,  but  not  limited  to, 
education,  financial  traiisactions, 
medical  history  and  criminal  or  em¬ 
ployment  history,  and  that  contains 
his  name,  or  an  identifying  number, 
sjrmbol,  or  other  identifying  particular 
assigned  to  the  individual,  such  as  a 
photograph. 

(d)  System  of  records.  A  group  of  any 
records  under  the  control  of  DIS  or 
element  thereof  from  which  informa¬ 
tion  is  retrieved  by  the  name  of  an  in¬ 
dividual,  or  by  some  identlfjdng 
number,  symbol,  or  other  identifjdng 
particular  assigned  to  the  individual. 

(e)  Routine  use.  With  respect  to  the 
disclosure  of  a  record  the  use  of  such 
record  for  a  purpose  which  is  compati¬ 
ble  with  the  purpose  for  which  it  was 
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collected.  (Routine  use  encompasses 
not  only  common  or  ordinary  uses,  but 
also  all  proper  and  necessary  uses  of 
the  record,  even  if  such  use  occurs  in¬ 
frequently.) 

(f)  Non-system  individtial  informa¬ 
tion.  Information  such  as  identifica¬ 
tion  of  individuals,  that  is  not  a  part 
of  a  system  of  records,  or  is  not  main¬ 
tained  or  controlled  by  DIS.  (See 
S298a.l5.) 

(g)  DIS  affiliates.  Any  present  or 
former  member  of  DIS,  civilian  appli¬ 
cant.  or  military  nominee  for  assi^- 
ment  to  DIS. 

(h)  Notification.  Generally  refers  to 
notifying  an  individual  whether  he  Is  a 
subject  of  a  record  in  a  system  of  re¬ 
cords  maintained  by  DIS. 

(i)  Access.  Generally  refers  to  access 
to  a  record  by  the  individual  who  is  its 
subject. 

(J)  Disclosure.  Generally  refers  to 
providing  a  record,  or  information 
from  a  record,  to  an  indlvidxial.  agency 
or  component  other  than  the  individ¬ 
ual  to  whom  the  record  pertains. 

(k)  Accounting.  Generally  refers  to 
making  a  record  of  the  disclosure  of  a 
record  concerning  an  individual  for 
any  purpose  to  any  individual,  agency 
or  component  outside  of  DOD. 

9  298a.4  Information  and  procedures  for 
requesting  notification. 

(a)  General  Any  individual  may  re¬ 
quest  and  receive  notification  of 
whether  he  is  the  subject  of  a  record 
in  any  sjrstem  of  records  maintained 
by  DIS  using  the  information  and  pro¬ 
cedures  described  in  this  section. 

(l)  Section  298a.4(b)  and  (c)  give  in¬ 
formation  that  will  assist  an  individual 
in  determining  in  what  systems  of  DIS 
records  (if  any)  he  may  be  the  subject. 
This  information  is  presented  as  a  con¬ 
venience  to  the  individual  in  that  he 
may  avoid  consulting  the  lengthy  sys¬ 
tems  notices  elsewhere  in  the  Federal 
Register. 

(2)  Section  298a4(d)  details  the  pro¬ 
cedure  an  individual  should  use  to  con¬ 
tact  DIS  and  request  notification.  It 
will  be  helpful  if  the  individual  states 
what  his  connection  with  DIS  has  or 
may  have  been,  and  about  what  record 
system(s)  he  is  inquiring.  Such  infor¬ 
mation  is  not  required,  but  its  absence 
may  cause  some  delay. 

(b)  DIS  Record  Systems.  Following  Is 
a  list  of  DIS  records  systems  pertain¬ 
ing  to  individuals.  These  systems  are 
described  in  detail  in  DOD  input  to 
the  Federal  Register. 

Authoeizimg  DIS  Rscords  Ststshs 
Pertaihimg  to  Iitdividuals 

Number  TUle 

DIS  1-01  Privacy  and  Freedom  of  Infonoa- 
Uon  Requeat  Recorda. 

DIS  S-01  Inapector  General  Complalnta. 

DIS  4-01  CivUlan  Employee  Peraonnel  Re- 

oorda. 

DIS  4-OS  OpUonal  Peraonnel  Management 

Reoorda  (OPMS). 

DIS  4-OS  Slanpower  Peraonnel  Amlgnment 

Document  (MPAD). 


PRIVACY  ACT  ISSUANCES 

Number  TUle 

DIS  4-04  Civilian  Applicant  Recorda. 

DIS  4-06  Military  Peraonnri  Management  In¬ 

formation  Syatem. 

DIS  4-06  Civilian  Peraonnel  Management  In¬ 
formation  Syatem. 

DIS  4-07  Adveiae  AcUona,  Grievance  PUee 
and  AdmlnlatraUve  Appeala. 

DIS  4-08  Equal  Employment  Opportunity 

Complalnta. 

DIS  4-09  Merit  Promotion  Plan  Recorda. 

DIS  4-10  IncenUve  Awarda 

DIS  6-01  InveatlgaUve  PUea  Syatem. 

DIS  6-OS  Ttie  Defenae  Central  Index  of  In- 
veatlgatlona  (DCII). 

DIS  6-OS  National  Agency  Check  Caae  Con¬ 
trol  Syatem  (NCCS). 

DIS  6-04  Defenae  Caae  Control  ayatem 

(DCCS). 

DIS  0-01  Defenae  InveatlgaUve  Service  Per¬ 

aonnel  Security  PUea. 

DIS  6-03  Special  Compartmented  Intelli¬ 

gence  (SCI)  Acceaa  PUe 

(c)  Categories  of  individuals  in  DIS 
record  systems.  If  an  individual  has 
ever  been  investigated  by  DIS.  the  in¬ 
vestigative  case  file  should  be  a  record 
in  system  DIS  5-01,  and  an  index  to 
that  file  should  be  in  system  DIS  5-02 
(above). 

(1)  Note  Si^tems  DIS  5-03  and  DIS 
5-04  are  automated  case  management 
systems  used  by  DIS  while  an  investi¬ 
gation  is  open  to  keep  track  of  leads, 
dates,  etc.  There  is  no  substantive  in¬ 
vestigative  information  in  these  sys¬ 
tems.  Entries  are  removed  when  a  case 
is  closed. 

(il)  Since  October  1972,  DIS  has  con¬ 
ducted  almost  all  personnel  security 
investigations  for  DOD;  those  case  re¬ 
cords  are  in  system  DIS  5-01. 

(2)  If  an  individual  has  ever  made  a 
formal  request  to  DIS  under  the  Free¬ 
dom  of  Information  Act  or  the  Privacy 
Act  of  1974,  a  record  pertaining  to 
that  request  under  the  name  of  the  re¬ 
quester.  or  subject  matter,  will  be  in 
system  DIS  1-01. 

(3)  If  an  individual  is  or  has  ever 
been  a  member  of  DIS,  i.e..  a  civilian 
employee  or  appointee,  or  a  military 
assignee,  then  he  may  be  a  subject  of 
any  of  the  18  records  systems  depend¬ 
ing  on  his  activities,  with  the  following 
exceptions; 

(i)  Civilian  personnel  wUl  not  be  sub¬ 
jects  of  system  DIS  4-05. 

(li)  Military  personnel  will  not  be 
subjects  of  systems  DIS  4-06,07,  08  or 
09. 

(4)  Individuals  who  have  been  appli¬ 
cants  for  emplojrment  aith  DIS.  or 
nominees  for  assignment  to  DIS.  but 
who  have  not  completed  their  DIS  af¬ 
filiation.  may  be  subjects  in  systems 
DIS  4-02,  DIS  4-04,  DIS  5-01,  DIS  5- 
02.  or  DIS  6-01. 

(5)  Any  individual  who  is  a  subject 
victim  or  cross-referenced  personality 
in  an  investigation  by  an  investigative 
element  of  any  DOD  component,  may 
be  referenced  in  the  Defense  Central 
Index  of  Investigations,  system  DIS  5- 
02.  in  an  index  to  the  location,  file 
number,  and  custodian  of  the  case 
record. 

(6)  Individuals  who  have  ever  pre¬ 
sented  a  complaint  to  or  have  been 


connected  with  a  DIS  Inspector  Gen¬ 
eral  Inquiry  may  be  subjects  of  records 
in  system  DIS  2-01. 

(d)  Procedures.  The  following  proce¬ 
dures  should  be  followed  to  determine 
if  an  individual  is  a  subject  of  records 
maintained  by  DIS.  and  to  request  no¬ 
tification  and  access. 

(1)  Individuals  should  submit  inquir¬ 
ies  in  person  or  by  mall  to  "The  Assis¬ 
tant  for  Information,  Defense  Investi¬ 
gative  Service  (D0020),  Room  2H043, 
Forrestal  Building.  1000  Independence 
Avenue  SW,  Washington,  DC  20314." 
Inquiries  by  personal  appearance  or 
telephone.  (202)  693-1740,  should  be 
made  Monday  through  Wedensday 
from  9  a.m.  to  3  p.m.  The  information 
requested  in  9  298a.5.  must  be  provided 
if  records  are  to  be  accurately  identi¬ 
fied. 

(1)  Requests  may  specify  DIS  sys¬ 
tems  to  be  checked,  but  it  is  not  re¬ 
quired.  In  a  case  where  the  system  of 
records  is  not  specified  in  the  request, 
only  systems  that  would  reasonably 
contain  records  of  the  individual  will 
be  checked,  as  described  in  9  298a.4b. 

(ii)  Requests  for  notification  will  not 
be  regarded  s  requests  for  access 
unless  the  request  so  specifies. 

(2)  Only  the  Director,  the  Assistant 
for  Information,  the  Assistant  for 
Legal  Affairs,  or  the  Director  for 
Operational  Policy  may  authorize  ex¬ 
emptions  to  notification  of  individuals, 
in  accordance  with  9298a.l4,  of  this 
part. 

29gaA  Requirements  for  identification 

(a)  General.  Only  upon  proper  iden¬ 
tification.  made  in  accordance  with 
the  provisions  of  this  section,  will  any 
individual  be  granted  notification  con¬ 
cerning  and  access  to  all  releasable  re¬ 
cords  pertaining  to  him  which  are 
maintained  in  a  DIS  system. 

(b)  Identification.  Identification  of 
individuals  is  required  both  for  accu¬ 
rate  record  identification  and  to  verify 
identity  in  order  to  avoid  disclosing  re¬ 
cords  to  unauthorized  persons.  Indl- 
vldiuds  who  request  notification  of. 
access  to.  or  amendment  of  records 
pertaining  to  themselves,  must  provide 
their  full  name  (and  additional  names 
such  as  aliases,  maiden  names,  alter¬ 
nate  spellings,  etc.,  if  a  check  of  these 
variants  is  desired),  date  and  place  of 
birth,  and  social  security  accovmt 
niunber  (SSAN). 

(1)  Where  reply  by  mall  is  requested, 
a  mailing  address  is  required,  and  a 
telephone  number  is  recommended  to 
expedite  certain  matters. 

(2)  Signatures  must  be  notarized  on 
requests  received  by  mail.  Exceptions 
may  be  made  when  the  requester  is 
well  known  to  releasing  officials,  or 
sufficient  acceptable  photo  identifica¬ 
tion  is  personally  presented,  e.g.,  mili¬ 
tary  identification  card,  building  pass 
or  driver’s  license. 

(3)  While  it  is  not  required  as  a  con¬ 
dition  of  receiving  notification,  in 
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many  cases  the  SSAN  may  be  neces¬ 
sary  to  obtain  an  accurate  search  of 
DCII  (DIS  5-02)  records. 

(c)  DIS  form.  A  DIS  Request  for  No- 
tificationMccess  Form  may  be  pro¬ 
vided  to  any  Individual  Inquiring  about 
receords  pertaining  to  himself,  under 
these  rules.  It  Is  desired  that  the  form 
be  used;  however,  requests  will  not  be 
denied  If  necessary  information  is  pro¬ 
vided  otherwise  In  writing. 

9  29Ha.6  Access  by  subject  individuals. 

(a)  General  (1)  Individuals  may  re¬ 
quest  access  to  records  pertaining  to 
themselves  In  person  or  by  mail  In  ac¬ 
cordance  with  this  section.  However, 
nothing  In  this  section  shall  allow  an 
Individual  access  to  any  Information 
compiled  or  maintained  by  DIS  In  rea¬ 
sonable  anticipation  of  a  civil  or  crimi¬ 
nal  action  or  proceeding,  or  otherwise 
exempted  under  the  provisions  of 
9  298a.l4. 

(2)  A  request  for  a  pending  person¬ 
nel  security  investigation  will  be  held 
in  abeyance  until  completion  of  the  in¬ 
vestigation  and  the  requester  will  be 
so  notified. 

(b)  Manner  of  access. 

(1)  Requests  by  mall  or  in  person  for 
access  to  DIS  records  should  be  made 
to  the  offices  specified  in  the  record 
systems  notices  published  in  the  Fed¬ 
eral  Register  by  the  Department  of 
Defense.  Information  or  assistance 
may  be  obtained  from  the  Office  of 
the  Assistant  for  Information.  Room 
2H043.  ForresUl  BuUding.  1000  Inde¬ 
pendence  Avenue.  SW,  Washington, 
DC  20314. 

(2)  Any  individual  who  makes  a  re¬ 
quest  for  access  in  person  shall: 

(i)  Provide  identification  as  specified 
in  9  298a.5,  above. 

(il)  Complete  and  sign  a  request 
form. 

(3)  Any  individual  making  a  request 
for  access  to  records  by  mail  shall  in¬ 
clude  a  signed  and  notarized  statement 
to  verify  his  identity,  which  may  be 
the  DIS  request  form  if  he  has  re¬ 
ceived  one. 

(4)  Any  individual  requesting  access 
to  records  in  person  may  be  accompa¬ 
nied  by  an  identified  person  of  his  own 
choosing  while  reviewing  the  record.  If 
the  individual  elects  to  be  accompa¬ 
nied,  he  shall  make  this  known  in  his 
written  request,  and  include  a  state¬ 
ment  authorizing  disclosure  of  the 
record  contents  to  the  accompanying 
person.  Without  written  authorization 
of  the  subject  individual,  records  will 
not  be  disclosed  to  third  parties  ac¬ 
companying  the  subject. 

(5)  Members  of  DIS  field  elements 
may  be  given  access  to  records  main¬ 
tained  by  the  field  elements  without 
referral  to  the  Office  of  Information 
or  the  records  system  manager  at 
headquarters.  An  account  of  such 
access  will  be  kept  for  reporting  pur¬ 
poses. 


(6)  In  all^requests  for  access,  the  re¬ 
quester  must  state  whether  he  or  she 
desires  access  in  person  or  mailed 
copies  of  records.  During  personal 
access,  where  copies  are  made  for  re¬ 
tention.  a  fee  for  reproduction  and 
postage  may  be  assessed  as  provided  in 
9  298a.  12.  Where  copies  are  mailed  be¬ 
cause  personal  appearance  is  impracti¬ 
cal,  there  will  be  no  fee. 

(7)  All  individuals  who  are  not  affili¬ 
ates  of  DIS  will  be  given  access  to  re¬ 
cords  in  the  Office  of  the  Assistant  for 
Information,  or  by  means  of  mailed 
copies. 

9  298a.7  Medical  Records. 

(a)  General  Medical  records  that  are 
part  of  DIS  records  systems  will  gener¬ 
ally  be  included  with  those  records 
when  access  is  granted  to  the  subject 
to  which  they  pertain.  However,  if  it  is 
determined  that  such  access  could 
have  an  adverse  effect  upon  the 
individual’s  physical  or  mental  health, 
the  medical  record  in  question  will  be 
released  only  to  a  physician  named  by 
the  requesting  individual. 

(b)  DIS  officials  preparing  a  record 
for  access  by  the  subject  will  coordi¬ 
nate  medical  record  portions  with  the 
Assistant  for  Information. 

(c)  If  the  record  indicates  any  condi¬ 
tion  the  disclosure  of  which  might 
have  an  adverse  effect  on  the  subject, 
e.g.,  a  serious  illness,  psychiatric  condi¬ 
tion.  etc.,  the  Assistant  for  Informa¬ 
tion  will  consult  with  a  competent 
physician  affiliated  with  the  E^part- 
ment  of  Defense  for  an  opinion  on  the 
manner  of  granting  access. 

(d)  Guided  by  the  consulting 

physician’s  recommendations,  the  As¬ 
sistant  for  Information  will  then  make 
appropriate  arrangements  for  its  re¬ 
lease.  • 

9  298a.8  Request  for  correction  or  amend¬ 
ment. 

(a)  General.  Upon  request  and 
proper  identification  by  any  individual 
who  has  been  granted  access  to  DIS 
records  pertaining  to  himself  or  her¬ 
self.  that  individual  may  request, 
either  in  person  or  through  the  mail, 
that  the  record  be  amended.  Such  a 
request  must  be  made  in  writing  and 
addressed  to  the  Assistant  for  Infor¬ 
mation,  Defense  Investigative  Service 
(Record  Amendment  Request— 
D0020).  Washington.  DC  20314. 

(b)  Content  The  following  informa¬ 
tion  must  be  included  to  insure  effec¬ 
tive  action  on  the  request: 

(1)  Description  of  the  record.  Re¬ 
questers  should  specify  the  number  of 
pages  and  documents,  the  titles  of  the 
documents,  form  numbers  if  there  are 
any,  dates  on  the  documents  and 
names  of  individuals  who  signed  them. 
Any  reasonable  description  of  the  doc¬ 
ument  is  acceptable. 

(2)  Description  of  the  items  to  be 
amended.  The  description  of  the  pas¬ 


sages.  pages  or  documents  to  be 
amended  should  be  as  clear  and  specif¬ 
ic  as  possible. 

(i)  Page,  line  and  paragraph  num¬ 
bers  should  be  cited  where  they  exist. 

(ii)  A  direct  quotation  of  all  or  a  pro- 
tion  of  the  passage  may  be  made  if  it 
isn’t  otherwise  easily  identifiable.  If 
the  passage  is  long,  a  quotation  of  its 
begirming  and  end  will  suffice. 

(ill)  In  appropriate  cases,  a  simple 
substantive  request  may  be  appropri¬ 
ate,  e.g.,  “delete  all  references  to  my 
alleged  arrest  in  July  1970.'“ 

(iv)  If  the  requester  has  received  a 
copy  of  the  record,  he  may  submit  an 
annotated  copy  of  docvunents  he 
wishes  amended. 

(3)  Type  of  amendment  The  request¬ 
er  must  clearly  state  the  type  of 
amendment  he  is  requesting. 

(i)  Deletion  or  expungement,  i.e..  a 
complete  removal  from  the  record  of 
data<  sentences,  passages,  paragraphs 
or  documents. 

(ii)  Correction  of  the  information  in 
the  record  to  make  it  more  acciuate, 
e.g.,  rectify  mistaken  identities,  dates, 
data  pertaining  to  the  individual,  etc. 

(lii)  Additions  to  make  the  record 
more  relevant,  accurate  or  timely  may 
be  requested. 

(iv)  Other  changes  may  be  request¬ 
ed;  they  must  be  specifically  and  clear¬ 
ly  described 

(4)  Reason  for  amendment.  Requests 
for  amendment  must  be  based  on  spe¬ 
cific  reasons,  including  in  writing.  Cat¬ 
egories  of  reasons  are  as  follows: 

(i)  Accuracy.  Amendment  may  be  re¬ 
quested  where  matters  of  fact  are  be¬ 
lieved  incorrectly  recorded,  e.g..  dates, 
names,  addresses,  iidentification  num¬ 
bers,  or  any  other  information  con¬ 
cerning  the  individual.  The  request, 
whenever  possible,  should  contain  the 
accurate  information,  copies  of  verify¬ 
ing  documents,  or  indication  of  how 
the  information  can  be  verified. 

(ii)  Relevance.  Amendment  may  be 
requested  when  information  in  a 
record  is  believed  not  to  be  relevant  or 
necessary  to  the  purposes  of  the 
record  sjrstem.  (See  DOD  Federal  Reg¬ 
ister  Description.) 

(ill)  Timeliness.  Amendment  may  be 
requested  when  information  is  though 
to  be  so  old  as  to  no  longer  be  perti¬ 
nent  to  the  stated  purposes  of  the  re¬ 
cords  system.  I  may  also  be  requested 
when  there  is  recent  information  of  a 
pertinent  type  that  is  not  included  in 
the  record. 

(iv)  Completeness.  Amendment  may 
be  requested  where  information  in  a 
record  is  incomplete  with  respect  to  its 
purpose.  ’The  data  thought  to  have 
been  omitted  should  be  included  or 
identified  with  the  request. 

(V)  Fairness.  Amendment  may  be  re¬ 
quested  when  a  record  is  thought  to  be 
unfair  concerning  the  subject,  in 
terms  of  the  stated  purposes  of  the 
record.  In  such  cases,  a  source  of  addi- 
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tlonal  Information  to  increase  the  fair¬ 
ness  of  the  record  should  be  identified 
where  possible. 

(Vi)  Other  reasons.  Reasons  for  re¬ 
questing  amendment  are  not  limited 
to  those  cited  above.  The  content  of 
the  records  is  authorized  in  terms  of 
their  stated  purposes  which  should  be 
the  basis  for  evaluating  them.  Howev¬ 
er.  any  matter  believed  appropriate 
may  be  submitted  as  a  basis  of  an 
amendment  request. 

(vli)  Court  orders  and  statutes  may 
require  amendment  of  a  file.  While 
they  do  not  require  a  Privacy  Act  re¬ 
quest  for  execution,  such  may  be 
brought  to  the  attention  of  DIS  by 
these  procedures. 

(c)  Verification  of  identity.  In  order 
to  assure  that  an  individual’s  record  is 
not  accidentally  or  intentionally 
amended  by  an  unauthorized  person, 
all  requests  for  amendment  require 
verification  of  identity.  (See  S298a.5. 
of  this  part.) 

(d)  Assistance.  Individuals  seeking  to 
request  amendment  of  records  pertain¬ 
ing  to  themselves  that  are  maintained 
by  DIS  will  be  assisted  as  necessary  by 
DIS  officials.  Where  a  request  is  in¬ 
complete.  it  will  not  be  denied,  but  the 
requester  will  be  contacted  for  the  ad¬ 
ditional  information  necessary  to  his 
request. 

(e)  'This  section  does  not  permit  the 
alteration  of  evidence  presented  to 
courts,  boards  and  other  official  pro¬ 
ceedings. 

S  29te.9  DIS  review  of  request  for  amend¬ 
ment 

(a)  General  Upon  receipt  from  any 
individual  of  a  request  to  amend  a 
record  pertaining  to  himself  and  main¬ 
tained  by  DIS.  the  Assistant  for  Infor¬ 
mation  will  refer  such  request  to  the 
responsible  office.  Such  request  will  be 
handled  in  close  compliance  with  en¬ 
closure  4  to  DOD  Directive  5400.11, 
and  the  following  accomplished; 

(DA  written  acknowledgment  of  the 
receipt  of  a  request  for  amendment  of 
a  record  will  be  provided  to  the  indi¬ 
vidual  within  10  working  dairs,  unless 
final  action  regarding  approval  or 
denial  can  be  accomplished  within 
that  time.  In  that  case,  the  notifica¬ 
tion  of  approval  or  denial  will  consti¬ 
tute  adequate  acknowledgment. 

(2)  Where  there  is  a  determination 
to  grant  all  or  a  portion  of  a  request  to 
amend  a  record,  the  record  shall  be 
promptly  amended  and  the  requesting 
individual  notified.  Individuals,  agen¬ 
cies  or  components  shown  by  ‘account¬ 
ing  records  to  have  received  copies  of 
the  record,  or  to  whom  disclosure  has 
been  made,  will  be  notified  of  the 
amendment  by  the  responsible  official. 
Where  a  DOD  recipient  of  an  investi¬ 
gative  record  cannot  be  located  the  no¬ 
tification  will  be  sent  to  the  personnel 
security  element  of  the  parent  Compo¬ 
nent. 


(3)  Where  there  is  a  determination 
to  deny  all  or  a  portion  of  a  request  to 
amend  a  record,  the  office  will 
promptly: 

(i)  Advise  the  requesting  individual 
of  the  specifics  of  the  refusal  and  the 
reasons; 

(il)  Inform  the  individual  that  he 
may  request  a  review  of  the  denlal(s) 
from  “Director,  Defense  Investigative 
Service  (Record  Amendment  Denial 
Review),  D0030,  Washington,  DC 
20314."  The  request  should  be  brief,  in 
writing,  and  enclose  a  copy  of  the 
denial  (X)rrespondence. 

(b)  DIS  Determination  to  Approve  o.~ 
Deny.  Determination  to  approve  or 
deny  any  request  to  amend  a  record, 
or  portion  thereof,  will  be  made  by  the 
responsible  official  following  regular 
coordination  procediu%s.  Such  deter¬ 
minations  must  be  based  on  the  infor¬ 
mation  in  the  record,  the  request  for 
amendment  and  the  authorized  pur¬ 
poses  of  the  record.  Where  necessary, 
additional  investigation  or  inquiry  will 
be  made  to  verify  assertions  of  individ¬ 
uals  requesting  amendment.  Coordina¬ 
tion  will  be  made  with  the  Assistant 
for  Information  (£>0020)  and  the  Assis¬ 
tant  for  Legal  Affairs  (D0030)  in  such 
actions. 

S  298a.l0  Appeal  of  initial  amendment  de¬ 
cision. 

(a)  General  Upon  receipt  from  any 
individual  of  an  appeal  to  review  a  DIS 
refusal  to  amend  a  record,  the  Assis¬ 
tant  for  Legal  Affairs  will  assure  that 
such  appeal  is  handled  in  compliance 
with  the  Privacy  Act  of  1974  and  DOD 
Directive  5400.11  and  accomplish  the 
following: 

(1)  Review  the  record,  request  for 
amendment.  DIS  action  on  the  request 
and  the  denial,  and  direct  such  addi¬ 
tional  inquiry  or  investigation  as  is 
deemed  necessary  to  make  a  fair  and 
equitable  determination. 

(2)  Recommend  to  the  Director 
whether  to  approve  or  deny  the 
appeal. 

(3)  If  the  determination  is  made  to 
amend  a  record,  advise  the  individual 
and  previous  recipients  (or  an  appro¬ 
priate  office)  where  an  a(xx)untii^  of 
disclosures  has  been  made. 

(4)  Where  the  decision  has  been 
made  to  deny  the  individual’s  appeal 
to  amend  a  re<X)rd,  notify  the  individ¬ 
ual: 

(i)  Of  the  denial  and  the  reason; 

(ii)  Of  his  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision  not  to  amend  the 
record; 

(ill)  That  such  statement  may  be 
sent  to  the  Assistant  for  Legal  Affairs, 
DIS  (IX)030).  Washington.  DC  20314, 
and  that  it  will  be  disclosed  to  users  of 
the  disputed  record;  . 

(iv)  ’That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement,  or  if 


they  cannot  be  reached  (e.g..  through 
deactivation)  the  personnel  security 
element  of  their  DOD  component 

(V)  And.  that  he  may  file  a  suit  in  a 
Federal  District  Court  to  contest  DIS’s 
decision  not  to  amend  the  disputed 
record. 

(b)  Time  limit  for  review  of  appeal 
If  the  review  of  an  appeal  of  a  refusal 
to  amend  a  record  cannot  be  accom- 
plishd  within  30  days,  the  Assistant 
for  Legal  Affairs  will  notify  the  indi¬ 
vidual  and  advise  him  of  the  reasons, 
and  inform  him  of  when  he  may 
expect  the  review  to  be  completed. 

S  298a.ll  Disclosure  to  other  than  subject. 

(a)  General  No  record  contained  in  a 
system  of  records  maintained  by  DIS 
shall  be  disclosed  by  any  means  to  any 
person  or  agency  outside  the  Depart¬ 
ment  of  Defense,  except  with  the  writ¬ 
ten  consent  or  request  of  the  individ¬ 
ual  subject  of  the  record,  except  as 
provided  in  this  section.  Disclosures 
that  may  be  made  without  the  request 
or  consent  of  the  subject  of  the  record 
are  as  follows: 

(1)  To  those  officials  and  employees 
of  the  Department  of  Defense  who 
have  a  need  for  the  record  in  the  per¬ 
formance  of  their  duties,  when  the  use 
is  compatible  with  the  stated  purposes 
for  which  the  record  is  maintained. 

(2)  Required  to  be  disclosed  by  the 
Freedom  of  Information  Act. 

(3)  For  a  routine  use  as  described  in 
DOD  Directive  5400.11  and  DOD  pub¬ 
lication  in  the  Federal  Register. 

(4)  To  the  Densus  Bureau.  National 
Archives  the  U.S.  Congress,  the  Comp¬ 
troller  General  or  General  Accounting 
Office  under  the  conditions  specified 
in  DOD  Directive  5400.11. 

(5)  At  the  written  request  of  the 
head  of  an  agency  outside  DOD  for  a 
law  enforcement  activity  as  authorized 
by  DOD  Directive  5400.11. 

(6)  For  statistical  piuposes,  in  re¬ 
sponse  to  a  court  order,  or  for  compel¬ 
ling  circumstances  affecting  the 
health  or  safety  of  an  individual  as  de¬ 
scribed  in  DOD  Directive  5400.11. 

(7)  Legal  guardians  recognized  by 
the  Act. 

(b)  Accounting  of  disclosures.  Except 
for  disclosures  made  to  members  of 
the  DOD  in  connection  with  their  rou¬ 
tine  duties,  and  disclosures  required  by 
the  Freedom  of  Information  Act,  an 
accounting  will  be  kept  of  all  disclo¬ 
sures  of  records  maintained  in  DIS 
systems  listed  in  $  298a.4b.  An  accoimt- 
i^  will  be  kept  of  all  disclosures  of  in¬ 
vestigative  information,  si^tem  DIS  5- 
01. 

(1)  Accounting  entries  will  normally 
be  kept  on  a  DIS  form,  which  will  be 
maintained  in  the  record  file  jacket,  or 
in  a  document  that  is  part  of  the 
record. 

(2)  Accounting  entries  will  record 
the  date,  nature  and  purpose  of  each 
disclosure,  and  the  name  and  address 
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of  the  person  or  agency  to  whom  the 
disclosure  Is  made. 

(3)  An  accounting  of  disclosures 
made  to  agencies  outside  the  DOD  of 
records  in  the  Defense  Central  Index 
of  Investigations  (DIS  5-02)  will  be 
kept  as  prescribed  by  the  Director  of 
Systems,  DIS. 

(4)  Accounting  records  will  be  main¬ 
tained  for  at  least  5  years  after  the 
last  disclosure,  or  for  the  life  of  the 
record,  whichever  Is  longer. 

(5)  Subjects  of  DIS  records  will  be 
given  access  to  associated  accounting 
records  upon  request,  except  as 
exempted  under  9  298a.  14. 

9298a.l2  Fcca 

Individuals  may  request  copies  for 
retention  of  any  documents  to  which 
they  are  granted  access  in  DIS  records 
pertaining  to  them.  They  will  be 
charged  only  for  the  reproduction  of 
such  documents,  and  postage  charges 
if  applicable.  However,  when  an  indi¬ 
vidual  cannot  reasonably  appear  in 
person  for  access  to  personal  records, 
there  will  be  no  charge  for  the  first 
copies  mailed  to  the  individual. 

9  298a.l3  Penalties. 

(a)  An  individual  may  bring  a  civil 
action  against  the  DIS  to  correct  or 
amend  the  record,  or  where  there  is  a 
refusal  to  comply  with  an  individual 
request  or  failure  to  maintain  any 
record  with  accuracy,  relevance,  time¬ 
liness  and  completeness,  so  as  to  guar¬ 
antee  fairness,  or  failure  to  comply 
with  any  other  provision  of  5  U.S.C. 
552a.  The  court  may  order  correction 
or  amendment.  It  may  assess  against 
the  United  States  reasonable  attorney 
fees  and  other  costs,  or  may  enjoin  the 
DIS  from  withholding  the  records  and 
order  the  production  to  the  complain¬ 
ant. 

(b)  Where  it  Is  determined  that  the 
action  was  willful  or  intentional  with 
respect  to  5  UH.C.  552a(gKlKC)  or 
(D).  the  United  States  shall  be  liable 
for  the  actual  damages  sustained,  but 
in  no  case  less  than  the  sum  of  $1,000 
and  the  costs  of  the  action  with  attor¬ 
ney  fees. 

(c)  CMmlnal  penalties  may  be  im¬ 
posed  against  an  officer  or  employee 
of  the  DIS  who  fully  discloses  materi¬ 
al,  which  he  knows  is  prohibited  from 
disclosure,  or  who  willfully  maintains 
a  system  of  records  without  the  notice 
requirements;  or  against  any  person 
who  knowingly  and  willfully  requests 
or  obtains  any  record  concerning  an 
individual  from  an  agency  under  false 
pretenses.  These  offenses  shall  be  mis¬ 
demeanors  with  a  fine  not  to  exceed 
$5,000. 

9  298a.l4  Exemptions. 

(a)  OeneraL  The  Director  of  the  De¬ 
fense  Investigative  Service  establishes 
the  following  exemptions  of  records 
systems  (or  portions  thereof)  from  the 


p.ovlsions  of  these  rules,  and  other  in¬ 
dicated  portions  of  Pub.  L.  93-579,  in 
this  section.  They  may  be  exercised 
only  by  the  Director  of  the  DIS.  his 
Assistant  for  Information.  Assistant 
for  Legal  Affairs.  Director  of  Oper¬ 
ational  Policy,  or  Director  of  Person¬ 
nel.  Exemptions  will  be  exercised  only 
when  necessary  for  a  specific,  signifi¬ 
cant  and  legitimate  reason  connected 
with  the  purpose  of  a  records  system, 
and  not  simply  becavise  they  are  au¬ 
thorized  by  statute.  Personal  records 
releasable  under  the  provisions  of  5 
U.S.C.  552  will  not  be  withheld  from 
subject  individuals  based  on  these  ex¬ 
emptions. 

(b)  All  systems  of  records  main¬ 
tained  by  DIS  shall  be  exempt  from 
the  requirements  of  5  U.S.C.  552a(d) 
pursuant  to  5  U.S.C.  552a(kKl)  to  the 
extent  that  the  system  contains  any 
information  properly  classified  under 
Executive  Order  11652  and  which  is 
required  by  the  Executive  Order  to  be 
withheld  in  the  interest  of  national  de¬ 
fense  or  foreign  policy.  This  exemp¬ 
tion,  which  may  be  applicable  to  parts 
of  all  systems  of  records,  is  necessary 
because  certain  record  systems  not 
otherwise  specifically  designated  for 
exemptions  herein  may  contain  items 
of  information  that  have  been  proper¬ 
ly  classified. 

(c)  investigative  files— DIS  5-01. 

(1)  Exemption.  5  U.S.C.  552a(c)  (3) 
and  (4);  (d);  (e)  (1),  (2),  (3),  (5)  and  (8); 
(g);  and  (o); 

(2)  Authority.  5  U.S.C.  552a(JK2); 

(3)  Reasons.  Records  maintained  by, 

or  at  the  direction  of  the  DIS  Special 
Cases  Division  include  criminal  inves¬ 
tigations  for  which  DIS  has  primarily 
responsibility  and  certain  reports  and 
reciprocal  investigations,  as  well  as  se¬ 
curity  or  counterintelligence  informa¬ 
tion,  which  may  be  used  in  criminal 
prosecution.  The  withholding  of  this 
information  will  be  to  the  extent  nec¬ 
essary  to  allow  the  DIS  Special  Cases 
Division,  a  criminal  law  enforcement 
component,  to  conduct  effective  inves¬ 
tigations  into  alledged  unlawful  activ¬ 
ity,  or  crime  conducive  situations, 
without  Jeopardizing,  such  investiga¬ 
tions.  Knowledge  of  the  investigations 
of  the  Special  Cases  Division  would 
enable  subjects  or  suspects  to  take  ac¬ 
tions  to  prevent  detection  of  criminal 
activities,  fabricate  evidence,  influence 
witnesses  improperly,  conceal  or  de¬ 
stroy  evidence,  or  to  escape  prosecu¬ 
tion.  It  could  also  lead  to  intimidation 
of,  or  harm  to,  sources,  informants, 
witnesses  and  their  families.  Informa¬ 
tion  from  this  system  will  be  withheld 
only  to  the  extent  that  its  release 
would  Interfere  with  such  investiga¬ 
tions.  * 

(d)  Investigative  files— DIS  5-01. 

(1)  Exemption.  5  U.8.C.  552a(cK3); 

(d);  (e)  (1)  and  (4)  (O)  (H)  and  (I);  (f); 

(2)  Authority.  5  UH.C.  552a(kX2); 

(3)  Reasons.  This  exemption  will 
permit  the  DIS  to  conduct  certain  law 


enforcement  investigations  effectively, 
and  without  compromise,  to  relay  law 
enforcement  information  without 
compromise,  and  to  protect  the  identi¬ 
ties  of  sources  who  would  not  other¬ 
wise  provide  information.  Investiga¬ 
tory  material,  including  certain  recip¬ 
rocal  investigations  and  counterintelli¬ 
gence  information,  must  be  exempted 
until  such  time  action  is  taken  regard¬ 
ing  the  allegations,  but  after  that  time 
only  to  the  extent  that  the  informa¬ 
tion  would  identify  a  confidential 
source  who  furnished  information 
under  an  express  promise  that  the 
source’s  identity  would  be  held  in  con¬ 
fidence  (or  prior  to  the  effective  date 
of  the  Act.  under  an  implied  promise). 

(e)  Investigative  files— DIS  5-01. 

(1)  Exemption.  5  U.S.C.  552a(c)  (3); 
(d);  (eKl)  and  (4)  (O).  (H)  and  (I);  (f); 

(2)  Authority.  5  U.S.C.  552a(kK3); 

(3)  Reasons.  DIS  investigatory  mate¬ 
rial  exempted  under  this  authority  is 
maintained  in  connection  with  assist¬ 
ing  the  US  Secret  Service  (USSS)  to 
provide  protective  services  to  the 
President  of  the  United  States  and 
other  individuals  pursuant  to  18  U.S.C. 
3056.  This  exemption  provision  will 
enable  the  DIS  to  continue  its  statu¬ 
tory  support  of  this  activity  without 
compromising  the  contents  of  Secret 
Service  intelligence  files  or  DIS  inves¬ 
tigative  actvities. 

(f)  Investigative  files— DIS  5-01. 

(11)  Exemption.  5  U.S.Cr  552a(c)  (3); 

(d)  and  (f); 

(2)  Authority.  5  U.S.C.  552a(kK5); 

(3)  Reasons.  Personnel  security  in¬ 
vestigatory  material  is  exempt  to  the 
extent  that  the  disclosure  of  such  ma¬ 
terial  would  reveal  the  identity  of  a 
source  who  furnished  information 
under  an  express  promise  that  the 
source’s  identity  would  be  held  in  con¬ 
fidence  (or  prior  to  the  effective  date 
of  the  Act.  under  an  implied  promise). 
This  exemption  provision  will  allow 
the  DIS  to  collect  information  neces¬ 
sary  for  personnel  security  investiga¬ 
tions  from  certain  sources  who  would 
otherwise  be  imwlUing  to  provide  it. 
This  exemption  will  be  applied  only  in 
those  cases  where  it  is  clearly  neces¬ 
sary  to  grant  confidentiality  for  the 
performance  of  an  authorized  investi- 
gatime  function. 

(g)  Defense  central  index  of  investi¬ 
gations  DCII—DIS  5-02 . 

(1)  Exemption.  5  U.S.C.  552a(cX3) 
and  (4);  (d);  and  (eK8). 

(2)  Authority.  5  U.S.C.  552a(JK2). 

(3)  Reasons.  ’This  exemption  will 
allow  contributing  criminal  law  en¬ 
forcement  components  to  conduct  ef¬ 
fective  investigations  into  alleged  im- 
lawful  activity  or  crime  conducive  situ¬ 
ations  and  use  the  DCII  without  Jeop¬ 
ardizing  such  investigations.  The  dis¬ 
closure  of  investigations  conducted  by 
criminal  law  enforcement  components 
would  enable  subjects  or  suspect  indi¬ 
viduals  to  take  actions  to  prevent  de- 
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tectlon  of  criminal  activities,  destroy 
or  fabricate  evidence,  intimidate  or  in¬ 
terfere  with  witnesses,  or  take  action 
to  escape  prosecution.  Information 
from  this  system  will  be  withheld  only 
to  the  extent  that  its  release  would  in¬ 
terfere  with  such  investigations. 

(h)  Defense  cose  control  system 
tDCCSy—DIS  S-04. 

(1)  Exemption.  5  UJ3.C. 
552a(cK3K4);  and  (eK8). 

(2)  Authority.  &  U.S.C.  562a(JK2). 

(3)  Reasons.  This  exemption  will 
allow  the  DIS  Special  Cases  Division,  a 
crimianl  law  enforcement  element  to 
conduct  effective  investigations  into 
alleged  unlawful  activity  or  crime  con¬ 
ducive  situations  and  use  the  DE>CS 
without  jeopardizing  such  investiga¬ 
tions.  The  disclosure  of  investigations 
conducted  by  the  Special  Cases  Divi¬ 
sion  would  enable  subjects  to  take  ac¬ 
tions  to  prevent  detection  of  criminal 
activities,  fabricate  or  destroy  evi¬ 
dence.  intimidate  witnesses  or  to 
escape  prosecution.  Information  from 
this  system  will  be  withheld  only  to 
the  extent  that  its  release  would  inter¬ 
fere  with  such  investigations. 

S  298a.l5  DIS  implementation  policies. 

(a)  General  The  implementation  of 
the  Privacy  Act  of  1974  within  DIS  is 
as  prescribed  by  DOD  Directive 
5400.11.  This  section  provides  special 
rules  and  information  that  extend  or 
amplify  DOD  policies  with  respect  to 
matters  of  particular  concern  to  the 
Defense  Investigative  Service. 

(b)  Privacy  Act  rules  application. 
Any  request  concerning  personal 
record  information  in  a  system  of  re¬ 
cords,  by  the  individtial  to  whom  such 
information  pertains,  for  access, 
amendment,  correction,  accounting  of 
disclosures,  etc.,  will  be  governed  by 
the  Privacy  Act  of  1974,  DOD  Direc¬ 
tive  5400.11  and  these  niles  exclusive¬ 
ly.  Any  denial  or  exemption  of  all  or 
part  of  a  record  from  notification, 
access,  disclosure  amendment  or  other 
provision,  will  also  be  processed  under 
these  rules,  unless  court  order  or  other 
competent  authority  directs. 

(c)  Amendment  of  DIS  directives. 
Upon  final  adoption  of  these  rules,  re¬ 
sponsible  DIS  officials  shall  review  all 
existing  doctrine,  policy  and  proce¬ 
dures  in  all  DIS  instructions,  regula¬ 
tions  and  directives,  and  bring  them 
into  compliance  with  these  rules.  The 
Privacy  Act  of  1974  and  DOD  Direc¬ 
tive  5400.11. 

(d)  First  amendment  rights.  No  DIS 
official  or  element  may  maintain  any 
information  pertaining  to  the  exercise 
by  an  individual  of  his  rights  under 
the  First  Amendment  without  the  per¬ 
mission  of  that  individual  unless  such 
collection  is  specifically  authmised  by 
statute  or  necessary  to  and  within  the 
acape  of  an  authorized  law  enforce¬ 
ment  activity. 

(e)  Standards  of  accuracy  and  vali¬ 
dation  of  records. 


(1)  All  individuals  or  elements 
within  DIS  which  create  or  maintain 
records  pertaining  to  individuals  will 
insure  that  they  are  reasonably  accu¬ 
rate,  relevant,  timely  and  complete  to 
serve  the  purpose  for  which  they  are 
maintained  and  to  assure  fairness  to 
the  individual  to  whom  they  pertain. 
Information  that  is  not  pertinent  to  a 
stated  purpose  of  a  system  of  records 
will  not  be  maintained  within  tho&e  re¬ 
cords.  Officials  compiling  investiga¬ 
tory  records  will  make  every  reason¬ 
able  effort  to  assure  that  only  reports 
that  are  impartial,  clear,  accurate, 
complete,  fair  and  relevant  with  re¬ 
spect  to  the  authorized  purpose  of 
such  records  are  included,  and  that  re¬ 
ports  not  meeting  these  standards  or 
serving  such  purposes  are  not  included 
in  such  record. 

(2)  Prior  to  dissemination  to  an  indi¬ 
vidual  or  agency  outside  DOD  of  any 
record  about  an  individual  (except  for 
a  Freedom  of  Information  Act  action 
or  access  by  a  subject  individual  imder 
these  rules)  the  disclosing  DIS  official 
will  by  review,  make  a  reasonable 
effort  to  asstire  that  such  record  is  ac¬ 
curate,  complete,  timely,  fair  and  rel¬ 
evant  to  the  purpose  for  which  they 
are  maintained. 

(f)  The  defense  central  index  of  in- 
vestigations  (DCID.  It  is  the  policy  of 
DIS,  as  custodian,  that  each  DOD 
component  or  element  that  has  direct 
access  to  or  contributes  records  to  the 
DCII  (DIS  5-02).  is  individually  re¬ 
sponsible  for  compliance  with  The  Pri¬ 
vacy  Act  of  1974  and  DOD  Directive 
5400.11  with  respect  to  requests  for 
notification,  requests  for  access  by 
subject  individuals,  granting  of  such 
access,  request  for  amendment  and 
corrections  by  subjects,  making 
amendments  or  corrections,  other  dis¬ 
closures,  accounting  for  disclosures 
and  the  exercise  of  exemptions,  inso¬ 
far  as  they  pertain  to  any  record 
placed  in  the  DCII  by  that  component 
or  element.  Any  component  or  ele¬ 
ment  of  the  DOD  that  makes  a  disclo¬ 
sure  of  any  record  whatsoever  to  an 
individual  or  agency  outside  the  DOD, 
from  the  DCn,  is  individually  respon¬ 
sible  to  maintain  an  accounting  of 
that  disclosure  as  prescribed  by  The 
Privacy  Act  of  1974  and  DOD  Direc¬ 
tive  5400.11  and  to  notify  the  element 
placing  the  record  in  the  DCII  of  the 
disclosure.  Use  of  and  compliance  with 
the  procedures  of  the  DCn  Disclosure 
Accoimtlng  System  will  meet  these  re¬ 
quirements.  Any  component  or  ele¬ 
ment  of  DOD  with  access  to  the  DCn 
that,  in  response  to  a  request  concern¬ 
ing  an  individual,  discovers  a  record 
pertaining  to  that  individual  placed  in 
the  DCII  by  another  component  or 
element,  may  refer  the  requester  to 
the  DOD  component  that  placed  the 
record  into  the  DCII  without  making 
an  accounting  of  such  referral,  al¬ 
though  it  involves  the  divulging  of  the 


existence  of  that  record.  Generally, 
consultation  with,  and  referral  to,  the 
component  or  element  placing  a 
record  in  the  DCII  should  be  effected 
by  any  component  receiving  a  request 
pertaining  to  that  record  to  Insure  ap¬ 
propriate  exercise  of  amendment  or 
exemption  procedures. 

(g)  Investigative  operations. 

(1)  DIS  agents  must  be  thoroughly 
familiar  with  and  understand  these 
rules  and  the  authorities,  purposes 
and  routine  uses  of  DIS  Investigative 
records,  and  be  prepared  to  explain 
them  and  the  effect  of  refusing  infor¬ 
mation  to  all  sources  of  investigative 
information,  including  subjects,  during 
interview,  in  response  to  questions 
that  go  beyond  the  required  printed 
and  oral  notices.  Agents  shall  be 
guided  by  reference  (f )  9  298a.2.  in  this 
respect. 

(2)  All  sources  may  be  advised  that 
the  subject  of  an  investigative  record 
may  be  given  access  to  it,  but  that  the 
identities  of  sources  may  be  withheld 
under  certain  conditions.  Such  advise¬ 
ment  will  be  made  as  prescribed  in 
9  298a.  2(f),  and  the  interviewing  agent 
may  not  urge  a  source  to  request  a 
grant  of  confidentiality.  Such  pledges 
of  confidence  will  be  given  sparingly 
and  then  only  when  required  to  obtain 
information  relevant  and  necessary  to 
the  stated  piupose  of  the  investigative 
information  being  collected. 

(3)  Directors  of  DIS  investigative 
control  elements  will  maintain  statis¬ 
tics  on  the  relative  number  of  times 
confidentiality  is  granted  sources,  and 
the  general  tsrpes  of  soiuxes  and  cases 
in  which  this  is  done. 

(h)  Non-system  information  on  indi¬ 
viduals.  The  following  information  is 
not  considered  part  of  personal  re¬ 
cords  systems  reportable  under  the 
Privacy  Act  of  1974  and  may  be  main¬ 
tained  by  DIS  members  for  ready 
identification,  contact,  and  property 
control  purposes  only.  If  at  any  time 
the  information  described  in  this  para¬ 
graph  is  to  be  used  for  other  than 
these  purposes,  that  information  must 
become  part  of  a  reported,  authorized 
record  system.  No  other  information 
concerning  individuals  except  that  de¬ 
scribed  in  the  records  ssrstems  notice 
and  this  paragraph  may  be  maintained 
within  DIS. 

(1)  Identification  information  at 
doorways,  building  directories,  desks, 
lockers,  nametags,  etc. 

(2)  Identification  in  telephone  direc¬ 
tories.  locator  cards  and  rosters. 

(3)  Oeognq>hical  or  agency  contact 
cards. 

(4)  Property  receipts  and  control 
logs  for  building  passes,  credentials, 
vehicles,  weapons,  etc. 

(5)  Temporary  personal  woi^lng 
notes  kept  solely  by  and  at  the  initia¬ 
tive  of  individual  members  of  DIS  to 
facilitate  their  duties. 

(i)  Notification  of  prior  recipients. 
Whenever  a  decision  is  made  to  amend 
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a  record,  or  a  statement  contesting  a 
DIS  decision  not  to  amend  a  record  is 
received  from  the  subject  individual, 
prior  recipients  of  the  record  identi¬ 
fied  in  disclosure  accountings  will  be 
notified  to  the  extent  *  possible.  In 
some  cases,  prior  recipients  cannot  be 
located  due  to  reorganization  or  deac¬ 
tivations  (e.g..  US  Military  Assistance 
Command,  Vietnam).  In  these  cases, 
the  personnel  security  element  of  the 
receiving  Defense  Component  will  be 
sent  the  notification  or  statement  for 
appropriate  action. 

(J)  Ovmerthip  of  DIS  investigative 
records.  Investigative  records  created 
or  compiled  by  DIS  remain  DIS  re¬ 
cords  when  provided  to  other  agencies, 
components  or  elements  for  adjudica¬ 
tion  or  other  personnel  actions.  Such 
provision  is  temporary  and  DIS  inves¬ 
tigative  documents  should  not  perma¬ 
nently  become  part  of  the  records  of 
another  system  of  records  except  by 
an  official  action  such  as  a  trial  or 
board  authorized  by  statute. 

(k)  Consultation  and  referral.  DIS 
system  of  records  may  contain  records 
originated  by  other  components  or 
agencies  which  may  have  claimed  ex¬ 
emptions  for  them  under  the  Privacy 
Act  of  1974.  When  any  action  that 
may  be  exempted  is  initiated  concern¬ 
ing  such  a  record,  consultation  with 
the  originating  agency  or  component 
will  be  effected,  ^^ere  appropriate 
such  records  will  be  referred  to  the 
originating  component  or  agency  for 
approval  or  disapproval  of  the  action. 

PART  299o— PRIVACY  ACf  SYSTEMS 
OP  RKORDS— DISaOSURES  AND 
AMENDMENT  PROCEDURES— SPE- 
.  aPIC  EXEMPTIONS,  NATIONAL  SE¬ 
CURITY  AGENCY 

See. 

299a.l  Purpose  and  scope. 

299S.2  DeflnlUons. 

299a.3  Procedures  for  requests  concerning 
individual  records  in  a  system  of  records. 
299a.4  Times,  places  and  procediires  for 
disclosure  of  records  to  Indivlduala 
299a.5  Medical  or  psychological  records— 
special  procedures. 

299a.6  Parents  or  legal  guardians  acting 
on  behalf  of  minor  applicants. 

2tM)a.7  Procedures  for  amendment. 

299a.8.  AppeaL 
299a.9  Fees. 

299a.  10  Speiclfc  exemptions. 

AuTHoairr:  8  U.S.C.  552a,  the  Privacy  Act 
of  1974;  5  UAC.  552.  the  Freedom  of  Infor¬ 
mation  Act  as  amended  by  Pub.  L.  93-502; 
Pub.  L.  80-36,  Pub.  L.  88-290  and  18  U.8.C. 
708. 

8  299a.l  Purpose  and  scope. 

(a)  The  purpose  if  this  rule  is  to 
comply  with  and  implement  title  5 
U.8.C  552a.  sections  (f)  and  (k),  herein 
after  identified  as  the  Privacy  Act.  It 
establishes  the  procedures  by  which 
an  individual  may  be  notified  whether 
a  system  of  records  contains  informa¬ 


tion  pertaining  to  the  individual;  de¬ 
fines  times,  places  and  requirements 
for  identification  of  the  individual  re¬ 
questing  records,  for  disclosure  of  re¬ 
quested  records  where  iqiproprlate; 
special  handling  for  medical  and  psy- 
choliglcal  records;  for  amendment  of 
records;  appeal  of  denials  of  requests 
for  amendment;  and  provides  a  sched¬ 
ule  of  fees  to  be  charged  for  making 
copies  of  requested  records.  In  addi¬ 
tion,  this  rule  contains  the  exemptions 
promulgated  by  the  Director,  NSA. 
pursuant  to  5  U.S.C.  552a(k).  to 
exempt  Agency  systems  of  records 
from  subsections  (c)(3);  (d);  (e)(1); 
(eK4KOKH),  (I);  and  (f)  of  section 
552a. 

(b)  The  procedures  established  and 
exemptions  claimed  apply  to  systems 
of  records  for  which  notice  has  been 
published  in  the  Federal  Register 
pursuant  to  the  Privacy  Act.  Requests 
from  individuals  for  records  pertaining 
to  themselves  will  be  processed  in  ac¬ 
cordance  with  these  procedures  and 
consistent  with  the  exemptions 
claimed.  Requests  for  records  which 
do  not  specify  the  statute  pursuant  to 
which  they  are  made  but  which  may 
be  reasonably  construed  to  be  requests 
by  an  individual  for  records  pertaining 
to  that  individual  will  also  be  pro¬ 
cessed  in  accordance  with  these  proce¬ 
dures  and  consistent  with  exemptions 
claimed.  To  the  extent  appropriate, 
these  procedures  apply  to  records 
maintained  by  this  Agency  pursuant 
to  system  of  records  notices  published 
by  the  Civil  Service  Commission.  The 
primary  category  of  records  affected 
by  a  Commission  notice  is  that  main¬ 
tained  in  conjunction  with  the  CSC 
system  identified  as  “CSC-Retirement 
Life  Insurance  and  Health  Benefits 
Records  System."  Authority  pursuant 
to  44  UB.C.  3101  to  maintain  each 
system  of  records  for  which  notice  has 
been  published  is  Implied  in  each  “au¬ 
thority  for  maintenance  of  a  system” 
of  each  systems  notice. 

|299aJ  Deflnitioiu. 

(a)  Access  to  the  NSA  headqvarters: 
means  current  and  continuing  daily 
access  to  those  facilities  making  up 
the  NSA  headquarters. 

(b)  Individual:  means  a  natural 
person  who  is  a  citizen  of  the  United 
States  or  an  alien  lawfully  admitted 
for  permanent  residence. 

(c)  Request:  means  a  request  in  writ¬ 
ing  for  records  pertaining  to  the  re¬ 
quester  contained  in  a  system  of  re¬ 
cords  and  made  pursuant  to  the  Priva¬ 
cy  Act  or  if  no  statute  is  identified 
considered  by  the  Agency  to  be  made 
pursuant  to  that  Act. 

(d)  System  of  Records:  means  a 
grouping  of  records  maintained  by  the 
Agency  for  whcih  notice  has  been  pur- 
lished  in  the  Federal  Register  pursu¬ 
ant  to  section  552a(eX4)  of  title  5 
U.S.C. 


1 299a.3  Procedures  for  requests  coneem- 
ing  individual  records  in  a  system  of 
records. 

(aKl)  Notification:  Any  individual 
may  be  notified  in  response  to  a  re¬ 
quest  if  any  system  of  records  contains 
a  record  pertaining  to  the  requester  by 
sending  a  request  addressed  to:  Infor¬ 
mation  Officer.  National  Security 
Agency.  Fort  George  O.  Meade,  Mary¬ 
land  20755.  Such  request  shall  be  in 
writing,  shall  be  identified  on  the  en¬ 
velope  and  the  request  as  “Privacy  Act 
Request,”  shall  designate  the  system 
or  systems  of  records  using  the  names 
of  the  systems  as  published  in  the 
system  notices,  shall  contain  the  full 
name,  present  address,  date  of  birth, 
social  security  number  and  dates  of  af¬ 
filiation  or  contact  with  NSA/CSS  of 
the  requester  and  shall  be  signed  in 
full  by  thp  requester. 

(2)  A  request  pertaining  to  records 
concerning  the  requester  which  does 
not  specify  the  Act  pursuant  to  which 
the  request  Is  made  shall  be  processed 
as  a  Privacy  Act  request.  A  request 
which  does  not  designate  the  system 
or  systems  of  records  to  be  searched 
shall  be  processed  by  checking  the  fol¬ 
lowing  systems  of  records:  Applicants; 
Personnel;  Health  Medical  and  Safety. 

(bKl)  Identification:  Any  individual 
currently  not  authorized  access  to  the 
National  Security  Agency  headquar¬ 
ters  who  requests  disclosure  of  records 
shall  provide  the  following  informa¬ 
tion  with  the  written  request  for  dis¬ 
closure:  full  name,  present  address, 
date  of  birth,  social  security  number, 
and  date  of  first  affliation  or  contact 
with  NSA/CSS  and  date  of  last  affili¬ 
ation  or  contact  with  NSA/C:;SS. 

(2)  Any  individual  currently  autho¬ 
rized  access  to  the  National  Security 
headquarters  shall  provide  the  follow¬ 
ing  information  with  the  request  for 
notification:  full  name,  present  organi¬ 
zation  assignment,  date  of  birth,  social 
security  number. 

(3)  Such  request  shall  be  treated  as  a 
certification  of  the  requester  that  the 
requester  is  the  individual  named.  In¬ 
dividuals  should  be  aware  that  the  Pri¬ 
vacy  Act  provides  criminal  penalties 
for  any  person  who  knowingly  and 
willfully  requests  or  obtains  any  re¬ 
cords  concerning  an  individual  under 
false  pretenses. 

8  229a.4  Times,  places  and  procedures  for 
disclosures. 

(a)  Individual  not  currently  affili¬ 
ated  with  NSA:  V 

(1)  Request -procedure:  Any  individ¬ 
ual  currently  not  authorized  access  to 
the  National  Security  Agency,  head¬ 
quarters  shall  make  the  request  for 
notification  in  writing  and  shall  in¬ 
clude  the  required  identitying  data. 
Upon  verification  of  the  existence  in 
systems  of  records  or  records  pertain¬ 
ing  to  the  requester,  a  copy  of  the  re¬ 
cords  located  shall  be  mailed  to  the  re- 
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quester  subject  to  appropriate  specific 
exemtlons,  applicable  Public  Laws, 
special  procedures  pertaining  to  medi¬ 
cal  records,  including  psychological  re¬ 
cords.  including  psychological  records, 
and  the  exclusion  for  information 
compiled  in  reasonable  anticipation  of 
a  civil  action  or  proceeding.  If  the  re¬ 
quest  cannot  be  processed  within  ten 
working  days  from  the  time  of  receipt 
of  the  request,  and  acknowledgement 
of  receipt  of  the  request  will  be  sent  to 
the  requester. 

(2)  Appointment  of  other  individual’ 
If  a  requester  wishes  another  individ¬ 
ual  to  obtain  the  requested  records  on 
his  behalf,  the  requester  shall  provide 
a  written,  signed  notarized  statement 
appointing  that  individual  as  his  rep¬ 
resentative.  certitylng  that  the  individ¬ 
ual  appointed  may  have  access  to  the 
records  of  the  requester  and  that  such 
access  shall  not  constitute  an  invasion 
of  the  privacy  of  the  requester  nor  a 
vUatlon  of  his  rights  under  the  Priva¬ 
cy  Act  of  1974. 

(b)  Individual  currently  aJfUUUed 
with  NSA:  (1)  Reguest  procedure:  Any 
individual  currently  authorized  access 
to  the  National  Security  Agency  head¬ 
quarters  may  make  the  request  for  no¬ 
tification  to  the  appropriate  official 
delegated  responsibility  for  a  system 
of  records  pursuant  to  internal  agency 
regulations  pertaining  to  the  Privacy 
Act  of  1974.  In  the  alternative,  such 
individual  may  direct  the  request  to 
the  NSA  Information  Officer  in  writ¬ 
ing  in  the  same  form  and  including 
the  data  required  in  paragraph  4(aXl) 
above.  In  the  case  of  any  denial  of  no¬ 
tification  by  officials  delegated  re^ion- 
slbillty  for  a  system  the  request  shall 
be  referred  to  the  NSA  Information 
Officer  for  review. 

(2)  Appointment  of  other  individual 
If  the  requester  makes  a  request  pur¬ 
suant  to  this  paragn4>h  and  wishes  to 
designate  another  individual  to  accom¬ 
pany  him,  the  same  procedures  as  pro¬ 
vided  in  S299a.4(aK2)  above  iq?ply.  If 
the  individual  appointed  is  currently 
authorized  access  to  the  National  Se¬ 
curity  Agency  headquarters,  he  may 
accompany  the  requester.  If  the  indi¬ 
vidual  appointed  is  not  currently  au¬ 
thorized  access,  a  copy  of  the  records 
located  may  be  mailed  to  the  aK>oint- 
ed  individual  subject  to  appropriate 
specific  exemptions,  applicable  Public 
Laws,  special  procedures  pertaining  to 
medical  records  Including  psychologi¬ 
cal  records,  and  the  exclusion  for  in¬ 
formation  compiled  in  reasonable  an¬ 
ticipation  of  a  dvU  action  or  proceed¬ 
ing. 

8  299aA  Mcdkal  or  psychological  records. 

If  the  request  Includes  records  of  a 
medical  or  psychological  nature,  and  if 
an  Agency  doctor  makes  the  determi¬ 
nation  that  the  records  requested  con¬ 
tain  information  which  would  have  an 
adverse  effect  upon  the  requester,  the 


requester  will  be  advised  to  aiK>oint  a 
medical  doctor  in  the  appropriate  dis¬ 
cipline  to  receive  the  Information.  The 
appointment  of  the  doctor  shall  be  in 
the  same  form  as  that  indicated  in 
1 299a.4(aX2)  above  and  shall  include  a 
certification  that  the  doctor  appointed 
is  authorized  to  practice  the  appropri¬ 
ate  specialty  by  virtue  of  a  license  to 
practice  same  in  the  state  which 
granted  the  license. 

8  299a.C  Parents  or  legal  guardians  acting 
on  behalf  of  minor  appiicants  and  em¬ 
ployees. 

Parents  or  Legal  Quardlans  acting 
on  behalf  of  minors  who  request  re¬ 
cords  concerning  NSA/C8S  applicants 
or  employees  who  are  minors  shall  be 
subject  to  the  same  requirements  con¬ 
tained  in  8299a.4(aXI)  Appointment 
of  Other  Individuals,  including  the  re¬ 
quirement  for  written  authorization. 
Requests  by  parents  or  legal  guardians 
acting  on  behalf  of  minors  will  be  pro¬ 
cessed  In  the  same  manner  and  in  ac¬ 
cordance  with  the  procedures  estab¬ 
lished  herein  for  individuals  not  cur¬ 
rently  authorised  access  to  the  NSA 
headquarters. 

8  299a.7  Procedures  for  amendment. 

(a)  Regueet  procedure:  Any  request 
for  amendment  of  a  record  ot  records 
contained  in  a  system  of  records  shall 
be  in  writing  addressed  to  the  Infor¬ 
mation  Officer,  National  Security 
Agency.  Fort  George  O.  Meade,  Md. 
20755,  Attention:  Privacy  Act  Amend¬ 
ment,  and  shall  contain  sufficient  de¬ 
tails  concerning  the  requested  amend¬ 
ment.  Justification  for  the  amend¬ 
ment,  and  a  copy  of  the  reoordCs)  to  be 
amended  or  sufficient  identifying  data 
concerning  the  affected  reconXs)  to 
permit  its  timely  retrlevaL  Such  re¬ 
quests  may  not  be  used  to  accomplish 
actions  for  which  other  procedures 
have  bera  established  such  as  griev¬ 
ances.  performance  appraisal  protests, 
etc.  In  such  cases  the  requester  will  be 
advised  of  the  iq>propiiate  procedures 
for  such  actions. 

(b)  Initial  determination:  The  NSA 
Information  Officer  may  make  an  ini¬ 
tial  determination  concerning  the  re¬ 
quested  amendment  within  ten  work¬ 
ing  dajrs  or  shall  acknowledge  receipt 
of  the  amendment  request  within  that 
period  if.  a  determination  cannot  be 
completed.  The  determination  shall 
advise  the  requester  of  action  taken  to 
make  the  requested  amendment  or 
inform  the  requester  of  the  rejection 
of  the  request,  the  reason(8)  for  the 
rejection  and  the  procedures  estab¬ 
lished  by  the  Agency  for  review  of  re¬ 
jected  amendment  requests. 

(c)  Reguest  on  appeal  A  requester 
may  app^  the  rejection  by  the  NSA 
Information  Officer  of  a  request  for 
amendmmt  to  the  Executive  for  Staff 
Services.  Such  I4}peal  shall  be  in  writ¬ 
ing.  addressed  to  the  Executive  for 


Staff  Services,  National  Security 
Agency. 'Fort  George  Q.  Meade.  Md. 
20755,  Attention:  Privacy  Act  Amend¬ 
ment  AppeaL 

8  299aA  Appeal  determination. 

The  Executive  for  Staff  Services 
shall  acknowledge  receipt  of  the 
appeal  within  ten  working  days.  A  de¬ 
termination  concerning  the  appeal 
shall  be  provided  to  the  requester 
within  30  working  days,  unless  the  Di¬ 
rector,  National  Security  Agency,  ex¬ 
tends  the  period  for  good  cause.  The 
Executive  for  Staff  Services  shall 
advise  the  requester  of  the  action 
taken  to  make  the  requested  amend¬ 
ment  or  Inform  the  requester  of  the 
rejection  of  the  appeal,  the  light  to 
sulmilt  for  incorporation  in  the  file 
containing  the  disputed  recordis)  a 
concise  statement  of  disagreement, 
and  notify  the  requester  of  the  right 
of  Judicial  review  of  the  denial  pursu¬ 
ant  to  subsection  (gXlXA)  of  5  U.S.C. 
552a. 

8299aJ  Fees. 

A  fee  may  be  charged  for  the  repro¬ 
duction  of  copies  of  any  requested  re¬ 
cords,  provided  one  copy  is  made  avail¬ 
able  without  charge  where  access  is 
limited  to  mail  service  only.  Fees  shall 
be  charged  in  accordance  with  The 
Uniform  Schedule  of  Fees  established 
by  the  Department  of  Defense  pursu¬ 
ant  to  Pub.  L.  93-502. 

8  299a.l9  Specific  exemptions. 

(aXl)  The  following  National  Securi¬ 
ty  Agency  systems  of  records,  pub¬ 
lished  in  the  Federal  Register,  are 
specifically  exempted  from  the  provi- 
idons  of  5  U.S.C.  552a.  subsections 
(cX3),  (d).  (eXl),  (eX4XO).  (eX4XH). 
(eX4XI)  and  (f)  pursuant  to  subsection 
(k)  of  Section  552a  to  the  extent  that 
each  system  contains  individual  re¬ 
cords  or  files  within  the  category  or 
categories  provided  by  subsection  (k). 
Notice  is  hereby  given  that  individual 
records  and  files  within  each  NSA 
system  of  records  may  be  subject  to 
specific  provisions  of  Pub.  L.  86-36. 
Pub.  L.  88-290  and  TlUe  18  U.S.C.  798 
and  other  laws  limiting  access  to  cer¬ 
tain  tsrpes  of  information  or  applica¬ 
tion  of  laws  to  certain  categories  of  in¬ 
formation. 

(2)  In  addition,  those  records  main¬ 
tained  pursuant  to  notice  of  systems 
of  records  published  by  the  are 
exempted  pursuant  to  Title  5  U.S.C. 
552a(kXl)  to  the  extent  that  they  con¬ 
tain  classified  information  in  order  to 
protect  such  information  from  unau¬ 
thorized  disclosure.  Such  records  may 
also  be  subject  to  other  specific  ex¬ 
emptions  pursuant  to  rules  promulgat¬ 
ed  by  the  CSC. 

(b)  Systems  of  records  subject  to 
specific  exemptions: 

(1)  Sy$tem  name:  N8A/CS8  AeoeH,  Au¬ 
thority  and  Release  of  Information  File. 
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<U)  Exemption:  Thl«  lyitcm  of  records  Is 
exempted  from  the  sections  of  title  5  U.S.C. 
562s  cited  In  psrscrsph  2Ms.lO(s)  and  Is 
subject  the  Umltstlons  noted  in  that  para- 
graph. 

AnOuyritv:  5  U.8.C.  6S2a(kXl).  (kXS) 

Reatona:  This  system  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorised  disclosure  classified  Information 
which  may  be  contained  In  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  is  also  exempted 
from  all  subsections  dted  pursuant  to  ex¬ 
emption  (kX5)  to  iwotect  the  Identity  of 
confidential  sources  of  information  consti¬ 
tuting  investigatory  material  compiled 
solely  for  the  purpose  of  determining  access 
to  classUied  Information.  The  exemption 
does  not  limit  access  to  that  portion  of  the 
records  in  the  system  which  are  not  exempt¬ 
ed.  not  otherwise  protected  from  unautho¬ 
rized  disclosure,  and  which  would  not  un¬ 
dermine  the  integrity  of  the  controlled 
access  system. 

(2)  System  name:  NSA/CS8  Applicants 

Exemption:  This  system  of  records  is 

exempt^  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  299a.l0(a)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authority:  5  U.S.C.  552a(kXl).  (kX5) 

Reaaona:  This  system  of  records  is 
exempted  from  all  subsections  dted  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  im- 
authorlaed  disclosure  classified  information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re- 
cmtk  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
dlsdosure. 

This  system  of  records  is  also  exempted 
from  all  subsections  dted  pursuant  to  ex¬ 
emption  (kX5)  to  protect  the  identity  of 
confidential  sources  of  information  consti¬ 
tuting  investigatory  material  compiled 
solely  for  the  purposes  of  determining  sult- 
abilltr.  eligibility;  qualifications  for  Federal 
dvlllan  emploirment;  Federal  contracts;  or 
access  to  classified  informatkm  which  may 
be  contained  in  records  and  fUes  up 

the  system.  The  exemption  does  not  limit 
access  to  that  portion  of  the  records  in  the 
system  which  are  not  subject  to  this  exmnp- 
tion.  nor  otherwise  protected  from  unautho¬ 
rized  dlsclostire. 

(3)  Spatem  name:  NSA/C88  Correspon¬ 
dence.  Cases.  Complaints.  Visitors.  Requests 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  dted  in  paragraph  299a.l0(a)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

AuthorUp:  5  n.S.C.  553a(kXl).  (kX2). 
(kX4>.  (kX5) 

Reasons.'  This  system  of  records  is 
exempted  from  all  subsections  dted  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorized  disclosure  classified  information 
which  may  be  contained  in  records  and  files 
up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorised 
disdosure. 

This  system  of  records  is  exempted  from 
all  subsections  dted  pursuant  to  exemption 
(kX2)  to  protect  from  unauthorized  disclo¬ 


sure  individual  records  and  files  which  con¬ 
stitute  investigatory  material  compiled  for 
law  enforcement  purposes  pursuant  to  a 
lawful  national  security  Intelligence  investi¬ 
gation  and  maintain  the  Integrity  of  the 
personnel  security  system  required  by  Pub. 
L.  89-250.  The  exemption  does  not  limit 
access  to  that  portion  of  the  records  in  the 
system  which  are  not  investigatory  material 
which  are  not  exempted  or  otherwise  pro¬ 
tected  from  unauthorized  dlsclostu'e. 

This  system  is  exempted  from  all  subsec¬ 
tions  dted  pursuant  to  exemption  (kX4) 
where  individual  records  and  files  are  main¬ 
tained  and  used  solely  for  statistical  records 
in  accordance  with  statutory  requirements 
to  insure  compliance  with  those  require¬ 
ments  with  a  minimum  of  administrative 
burden  and  expense. 

This  system  is  exempted  from  all  subsec¬ 
tions  dted  pursuant  to  exemption  (kK5)  to 
protect  the  identity  of  confidential  sources 
of  Information  constituting  investigatory 
material  compUed  solely  for  the  purpose  of 
determining  suitability;  eligibility;  qualifica¬ 
tions  for  Federal  dvlllan  employment.  Fed¬ 
eral  contracts;  or  access  to  classified  infor¬ 
mation  which  may  be  contained  in  records 
and  files  making  up  the  system.  The  exemp¬ 
tion  does  not  limit  access  to  that  portion  of 
the  records  in  the  system  which  are  not  sub¬ 
ject  to  this  exemption  or  otherwise  protect¬ 
ed  from  unauthorized  disclosure. 

(4)  Spatem  name:  NSA/C8S  Cryptologic 
Reserve  Mobilization  Desiree  list 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  dted  in  paragraph  259a.l(Xa)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

AuthorUp:  5  UJS.C.  552a(kKl).  (kXS) 

ReasofU.’  This  ssrstem  of  records  is 
exenu>ted  from  all  subsections  cited  pursu¬ 
ant  to  exemptlcm  (kXl)  to  prevent  the  un¬ 
authorized  diaclosure  of  classified  informa- 
tlOD  concerning  anticipated  personnel  as- 
dgnments  to  sensitive  cryptologic  positions 
during  periods  of  naticmal  emergency  or  war 
requiring  reserve  mobilization. 

This  system  of  records  is  also  exempted 
from  all  subsections  dted  pursuant  to  ex- 
emptkm  (kX5)  to  protect  the  Identity  of 
confidential  sources  of  Informaticm  consti¬ 
tuting  InvestlgaUwy  material  compOed 
solely  fm*  the  purpose  of  determining  suit¬ 
ability.  eligibility  or  qualifications  for  desig¬ 
nation  for  moblllzatlcm  to  fill  a  sensitive 
cryptologic  position  or  access  to  classified 
material  as  a  result  of  designation  for  mobi¬ 
lization. 

(5)  Spatem  name:  NSA/CSS  Equal  Em¬ 
ployment  Opportunity  Data 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  n.S.C. 
552a  dted  in  paragraph  299a.l(Xa>  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

AuthoHtp:  5  U.8.C.  552a(kXl).  (kX2).  (4). 

Reaaona:  This  system  of  records  is 
exeii4>ted  frmn  all  subsections  dted  pursu¬ 
ant  to  exemption  (kXl)  to  protect  fr(»n  un¬ 
authorized  dlsdosure  classified  information 
which  may  be  contained  in  records  and  files 
maktny  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  i»t>tected  from  unauthorized 
diaclosure. 

This  system  of  records  is  exempted  from 
all  subsections  dted  pursuant  to  exemption 
(kX4)  to  iMotect  the  integrity  of  those  sta¬ 
tistical  records  compiled  for  Equal  Employ¬ 
ment  Opportunity  purposes. 


This  S3rst«n  of  reocHtis  U  also  exempted 
from  all  subsections  dted  pursuant  to  ex¬ 
emption  (kX2)  to  the  extent  that  individual 
records  and  files  are  related  to  investiga¬ 
tions  to  enforce  the  provisions  of  Pub.  L.  92- 
281  and  ccmslstent  srith  the  provisions  of 
that  statute  sdth  respect  to  individual 
access  to  such  records.  The  purpose  of  the 
exemption  is  to  protect  the  integrity  of  in¬ 
vestigations  conducted  pursuant  to  Pub.  L. 
92-261. 

<6)  Spatem  name:  NSA/CSS  Health.  Medi¬ 
cal  and  Safety  Piles 

Exemption:  This  system  of  records  is 
exempted  from  sections  of  title  5  U.S.C. 
652a  dted  in  paragraph  299a.l(Xa)  and  is 
subject  to  the  statutory  limitations  noted  in 
that  paragraph 

AuUioritp:  5  UH.C.  552a(kXl).  (kX5). 
(kX6). 

Reaaona:  This  ssrstem  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorized  dlsdosure  classified  information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re>- 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
diaclosure. 

This  syst«n  of  records  is  exempted  from 
all  subsectimis  dted  pursuant  to  exemption 
(kX5)  to  protect  the  identity  of  confidential 
sources  of  Information  constituting  investi¬ 
gatory  material  compiled  solely  for  the  pur¬ 
pose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  dvlllan  employ¬ 
ment.  Federal  contracts  or  access  to  dassl- 
fled  Infmmation.  The  exemption  does  not 
limit  access  to  that  portion  of  the  records  in 
the  system  which  are  not  exempted  or  oth¬ 
erwise  protected  from  unauthorised  disclo¬ 
sure. 

This  system  of  records  is  also  exempted 
from  all  subsections  dted  pursuant  to  ex¬ 
emption  (kX6)  to  protect  those  testing  or 
examination  materials  used  solely  to  deter¬ 
mine  Individual  qualifications  for  employ- 
mentin  the  Federal  snvioe  the  disclosure  of 
which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination  pro¬ 
cess. 

(7)  Spatem  name:  NSA/CSS  Motor  Vehi¬ 
cles  and  Carpools 

Exemption:  This  ssrstem  of  records  is 
exempt^  from  the  sectkuis  of  title  5  U.S.C. 
553a  dted  in  paragraph  299a.l0(a)  and  is 
subject  to  the  statutory  limitations  noted  in 
that  paragraph. 

Authoritp:  5  U.S.C.  552a(kXl) 

ReosofU.'  This  systnn  of  records  is 
exempt^  from  all  subsections  dted  pursu¬ 
ant  to  exemptkm  (kXl)  to  protect  frmn  un¬ 
authorized  disclosure  any  and  all  classified 
informatkHi  which  may  be  contained  in  re¬ 
cords  and  files  making  up  the  system.  The 
exemption  does  not  limit  access  to  that  por¬ 
tion  of  the  records  in  the  system  which  are 
not  dassified  or  oUienrise  protected  from 
unauthorized  disclosure. 

(8)  Spatem  name:  NSA/CSS  PayroU  and 
Claims 

Exemption:  This  systmn  of  records  is 
exempted  frmn  the  sections  of  title  5  UJS.C. 
552a  dted  in  paragnq>h  399a.l(Xa)  and  is 
subject  to  the  statuUwy  limitatkHis  noted  in 
that  paragraph. 

AutAoritp:  5  U.S.C.  552a(kXl).  (kX2) 

Rsojoaa'  This  system  of  records  is 
exonpted  fnim  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorized  disclosure  classified  information 
which  may  be  ccmtalned  in  records  and  files 
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maJclng  up  thii  system.  The  exemption  does 
not  limit  aooess  to  thnt  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorised 
disclosure. 

This  system  of  records  is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (kX2)  to  protect  investigatory  ma¬ 
terials  related  to  the  enforcement  of  laws 
with  respect  to  against  the  Oovem- 

ment.  The  exemption  does  not  limit  access 
to  that  portion  of  the  records  in  the  system 
not  related  to  investigations  of  claims  or 
otherwise  protected  from  unauthorised  dis¬ 
closure. 

(0)  Sytlem  name:  NSA/CSS  Personnel 
PUe 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  290a.lO(a)  and  is 
subject  to  the  statutory  limitations  noted  in 
that  paragraph. 

Authority:  6  U.S.C.  552a(kKl).  (kX5). 
(kX6) 

Reatons:  This  system  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorised  disclosure  classified  information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  ssrstem  which  are  not  classified 
or  otherwise  protected  from  unauthorised 
disclosure. 

This  system  of  records  is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(kX5)  to  protect  the  identity  of  confidential 
sources  of  information  constituting  investi¬ 
gatory  material  compUed  solely  for  the  pur¬ 
pose  of  determining  suitability,  eligibility, 
or  qualifications  of  Federal  civilian  employ¬ 
ment.  Federal  contracts  or  access  to  classi¬ 
fied  information.  The  exemption  does  not 
limit  access  to  that  portion  of  the  records  in 
the  system  which  are  not  exempted  or  oth¬ 
erwise  protected  from  unauthorised  disclo¬ 
sure. 

This  system  of  records  is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (kX6)  to  protect  those  testing  or 
examination  materials  used  solely  to  deter¬ 
mine  individual  qiudlficatlons  for  employ¬ 
ment  in  the  Federal  service  the  disclosure  of 
which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination  pro¬ 
cess. 

(10)  System  name:  NSA/CSS  Personnel 
Security  File 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  20Oa.l(Ka)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authonty:  5  U.S.C.  552a(kXl).  (kX2). 
(kX5) 

Reasons:  This  system  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorized  disclosure  classified  information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  is  exempted  from 
all  subsMtions  cited  pursuant  to  exemption 
(kX2)  to  protect  investigatory  materials 
compiled  for  purposes  of  enforcement  of 
Pub.  L.  85-290  and  tiUe  18  U.S.C.  798  as  well 
as  other  appropriate  criminal  and  civil  laws 
related  to  the  protection  of  sensitive  crypto¬ 
logic  information.  Both  statutes  cited  re¬ 


quire  the  Director.  NBA,  to  observe  special 
procedures  and  standards  in  permitting 
access  to  sensitive  cryptologic  information 
and  provide  statutory  authority  to  act  when 
those  standards  are  breached.  The  materials 
contained  in  this  system  are  of  an  investiga¬ 
tory  nature,  are  maintained  on  a  continuing 
basis  and  are  used  to  insure  compliance  with 
and  enforcement  of  the  cited  statutes. 

This  system  of  records  Is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(kX5)  to  protect  the  identity  of  confidential 
sources  of  information  constituting  investi¬ 
gatory  material  compiled  solely  for  the  pur¬ 
pose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  civilian  employ¬ 
ment.  Federal  contracts  or  access  to  classi¬ 
fied  information.  The  exemption  does  not 
limit  access  to  that  portion  of  the  records  in 
the  system  which  are  not  exempted  or  oth¬ 
erwise  protected  from  unauthorized  disclo¬ 
sure. 

(11)  System  name:  NSA/CSS  Time.  Atten¬ 
dance.  and  Absence 

Exemption:  This  system  of  records  is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  299a.l(Ka)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authority:  5  U.S.C.  552a(kXl) 

Reasons:  This  system  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un- 
anthorized  disrlosure  classified  information 
which  may  be  c-i^ntained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

(12)  System  name:  NSA/CSS  Training. 

Exemption:  This  system  of  records  is 

exempted  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  299a.l(Ka)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authonty:  5  U.S.C.  552a  (kXl).  (kK5). 
(kK6). 

Reasons:  This  system  of  records  is 
exempted  from  all  subsections  cited  pursu¬ 
ant  to  exemption  (kXl)  to  protect  from  un¬ 
authorized  disclosure  classified  information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  re¬ 
cords  in  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(kX5)  to  protect  the  identity  of  confidential 
sources  of  information  constituting  investi¬ 
gatory  material  compiled  solely  for  the  pur¬ 
pose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  civilian  employ¬ 
ment.  Federal  contracts  or  access  to  classi¬ 
fied  information.  The  exemption  does  not 
limit  access  to  that  portion  of  the  records  in 
the  system  which  are  not  exempted  or  oth¬ 
erwise  protected  from  unauthorized  disclo¬ 
sure. 

This  system  of  records  is  also  exempted 
from  all  subsections  cited  pursiumt  to  ex¬ 
emption  (kX6)  to  protect  those  testing  of 
examination  materials  used  solely  to  deter¬ 
mine  individual  qualifications  for  employ¬ 
ment  in  the  Federal  service  the  disclosure  of 
which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination  pro¬ 
cess. 


CHAPTER  V— DEPARTMENT  OP  THE 
ARMY 

PART  505— PERSONAL  PRIVACY  AND 
RIGHTS  OF  INDIVIDUALS  REGARD- 
ING  THEIR  PERSONAL  RECORDS 

Sec. 

505.1  Oeneral. 

605.2  Access  to  and  amendment  of  an 
individual’s  records. 

505.3  Disclosiire  of  personal  information  to 
other  agencies  and  individuals. 

505.4  Collection  of  personal  information 
from  individuals. 

505.5  Systems  of  records. 

505.8  Instructions  and  responsibilities  for 
preparing  record  system  notices. 

505.7  Exemptions. 

505.8  Instructions  for  completing  Depart¬ 
ment  of  the  Army  Form  4368-R. 

505.9  System  notices  and  exemption  rules 
for  army  ssrstems  of  records. 

AuTHoamr:  Pub.  L.  93-579.  5  U.S.C.  552a. 

i  505.1  General. 

(a)  Purpose.  This  part  prescribes 
policies  and  procedures  for: 

(1)  Notify!^  an  individual  whether 
an  Army  system  of  re<x)rds  contains  a 
record  concerning  him. 

(2)  Verifying  the  identity  of  an  indi¬ 
vidual  requesting  records  or  informa¬ 
tion  about  himself  before  they  are  fur¬ 
nished  to  him. 

(3)  Providing  access  to  or  copies  of 
records  to  an  individual  in  response  to 
his  request. 

(4)  Reviewing  a  request  from  an  in¬ 
dividual  to  amend  a  record,  taking 
action  thereon  promptly,  and  acting 
on  an  appeal  from  an  initial  adverse 
determination  as  the  result  of  an 
amendment  request. 

(5)  Collecting,  safeguarding,  main¬ 
taining.  using,  and  disclosing  personal 
information. 

(6)  Exempting  certain  systems  of  re¬ 
cords  from  provisions  of  this  regula¬ 
tion. 

(7)  Assuring  privacy  protection  to  in¬ 
dividuals  who  furnish  information 
under  promises  of  confidentiality. 

(b)  General  policies.  Department  of 
the  Army  policy  is: 

(1)  To  protect  the  personal  privacy 
of  individuals  from  unwarranted  inva¬ 
sion. 

(2)  To  permit  an  individual  to  know 
what  records  the  Army  has  on  him.  to 
have  access  to  or  copies  of  such  re¬ 
cords  or  portions  thereof,  and  to  re¬ 
quest  amendent  of  such  records,  when¬ 
ever  exemptions  do  not  apply  or  there 
is  no  significant,  legitimate  govern¬ 
mental  purpose  to  be  served  by  claim¬ 
ing  an  exemption. 

(3)  To  collect,  maintain,  use.  or  dis¬ 
close  any  record  of  identifiable  person¬ 
al  information  only  for  a  necessary 
and  lawful  purpose. 

(4)  To  ensure  that  the  information  is 
timely  and  accurate  for  the  intended 
use  and  is  adequately  safeguarded  to 
prevent  misuse  or  unauthorized 
access/disclosure. 
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(5)  To  act  on  all  requests  promptly, 
accurately,  and  fairly.  Delay  will  not 
be  permitted  even  though  requests 
appear  to  be  minor  in  nature. 

(c)  ApplicaMHty  and  scope.  (1)  This 
part  applies  to  all  requests  received  by 
elements  of  the  Department  of  the 
Army  from  individuals  who  seek  infor¬ 
mation  on.  access  to,  or  amendment  of 
records  pertaining  to  them  under  the 
provisions  of  the  Privacy  Act  of  1974. 
It  governs  the  collection,  maintenance, 
use,  and  disclosure  of  personal  infor¬ 
mation  by  all  elements  of  the  Depart¬ 
ment  of  the  Army,  including  the  Army 
Reserve  and  the  Army  National 
Guard. 

(2)  When  the  Army  provides  by  a 
contract  for  the  operation  by  or  on 
behalf  of  the  Army  of  a  ssrstem  of  re¬ 
cords  to  accomplish  an  Army  function, 
the  Army  shall,  consistent  with  its  au¬ 
thority.  cause  the  requirements  of  this 
regulation  to  be  applied  to  such 
system.  The  criminal  sanctions  speci¬ 
fied  by  section  3(1)  of  the  Privacy  Act 
may  be  applicable  to  such  a  contractor 
or  employee  thereof. 

(d)  Statutory  authority.  The  Privacy 
Act  of  1974  (5  UJ3.C.  552a)  la  the  stat¬ 
utory  basis  for  the  Army  privacy  pro¬ 
gram.  The  Act  assigns  overall  Govern¬ 
ment-wide  responsibilities  for  imple¬ 
mentation  to  the  Office  of  Manage¬ 
ment  and  Budget  (OMB)  and  specific 
responsibilities  to  the  Civil  Service 
Commission  (CSC)  and  the  General 
Services  Administration  (OSA).  These 
agencies  have  issued  detailed  regula¬ 
tions  and  guidance  for  Government- 
wide  Implementation  of  The  Privacy 
Act  Within  the  Department  of  De¬ 
fense  (DOD),  the  Act  is  further  imple¬ 
mented  by  DOD  Directive  5400.11, 
Personal  Privacy  and  Rights  of  Indi¬ 
viduals  Regarding  Their  Personal  Re¬ 
cords. 

(e)  Explanation  of  terms— (1)  Access 
and  amendment  rehtsal  authority  iAA 
RA).  The  Army  Staff  agency  head  or 
major  Army  commander  designated 
sole  authority  by  this  rule  to  deny 
access  to  or  refuse  amendment  of  re¬ 
cords  in  his  assigned  area  of  propon- 
ency  or  functional  specialization  (see 
paragraph  (g)  of  this  section). 

(2)  Form  proponent  The  Army  Staff 
agency  hea^  major  Army  commander, 
or  other  commander  who.  normally  by 
regulation  or  other  issuance,  pre¬ 
scribes  the  design,  content,  and  use  of 
a  form  or  format  used  to  collect  per¬ 
sonal  information  fn»n  individuals. 

(3)  Individual  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence, 
whether  a  member  or  former  member 
of  the  US  armed  forces  or  employee 
thereof.  The  term  “individual”  does 
not  Include  a  decendent.  For  purposes 
of  this  rule,  the  parent  of  any  minor, 
or  the  legal  guardian  of  any  individual 
who  has  been  declared  to  be  incompe¬ 
tent  due  to  physical  or  mental  inca¬ 


pacity  or  age  by  a  court  of  competent 
Jurisdiction,  may  act  on  behalf  of  the 
individual  provided  by  supplies  proper 
verification  of  his  status. 

(4)  Maintain.  The  collection,  use. 
maintenance,  or  dissemination  of  re¬ 
cords. 

(5)  Record.  Any  item,  collection  or 
grouping  of  Information  about  an  indi¬ 
vidual  that  is  maintained  by  any  ele¬ 
ment  of  the  Army,  including,  but  not 
limited  to  his  home  address,  home 
telephone  number,  social  security 
number  (SSN),  education,  financial 
transactions,  medical  history,  duty 
performance  characteristics  (to  in¬ 
clude  personal  and  behavoral),  and/or 
criminal  or  employment  history;  and 
that  contains  his  name.  SSN,  symbol, 
code,  or  other  identifying  particular 
assigned  to  the  individual,  such  as  fin¬ 
gerprint,  voice  print,  or  photograph. 

(6)  Routine  use.  The  disclosure  of  a 
record,  or  the  use  of  such  record,  out¬ 
side  the  Department  of  Defense  for  a 
corollary  purpose  compatible  with  the 
purpose  for  which  the  information 
was  collected,  and  which  is  appropri¬ 
ate  and  necessary  for  the  efficient  con¬ 
duct  of  the  Government.  Routine  \ise 
encompasses  not  only  common  and  or¬ 
dinary  uses,  but  also  all  proper  and 
necessary  uses  of  the  record,  even  if 
such  use  occurs  infrequently.  See 
9505.6(g). 

(7)  Statistical  record.  A  record  in  a 
system  of  records  maintained  for  sta¬ 
tistical  research  or  reporting  purposes 
only,  and  not  used  in  whole  or  in  part 
to  make  any  determination  about  an 
identifiable  individual,  except  as  pro¬ 
vided  by  13  U.S.C.  8. 

(8)  System  manager.  An  Army  Staff 
agency  head,  major  Army  commander, 
or  other  (X)mmander  who— 

(i)  By  statute.  Army  regulation,  or 
other  Headquarters,  Department  of 
the  Army  (HQDA)  issuance,  prescribes 
the  establishment  and  maintenance  of 
an  Army-wide  system  of  records,  or  a 
function  or  pr(x;ess  which  results  in 
the  establishment  of  an  Army-wide 
system  of  records. 

(li)  By  regulation  or  other  issuance, 
prescribes  the  establishment  and 
maintenance  of  an  agency,  command, 
or  installation-unique  system  or  re¬ 
cords,  or  prescribes  a  function  or  pro¬ 
cess  which  rraults  in  the  establish¬ 
ment  of  such  a  sirstem  of  records. 

(9)  System  of  records.  A  group  of  re¬ 
cords  under  the  control  of  any  ele¬ 
ment  of  the  Army  from  which  infor¬ 
mation  is  retrieved  by  the  name  or 
SSN  of  an  individual  or  by  some  other 
Identifsdng  number,  ssmbol,  code,  or 
Identifsring  particular  assigned  to  the 
individual.  A  grouping  or  files  series  of 
records  arranged  chronologically  or 
subjectively,  which  is  not  retrieved  by 
Individual  identifier,  is  not  a  system  of 
records  as  defined  herein  even  though 
individual  Information  could  be  re¬ 
trieved  by  such  an  identifier  (such  as 


through  case  or  paper-by-paper 
search). 

(f)  Responsibilities— The  Adjutant 
OeneraL  The  Adjutant  General  is  re¬ 
sponsible  for  staff  direction  of  the 
Army  privacy  program.  In  consulta¬ 
tion  with  the  Secretary  of  the  Army’s 
General  Counsel,  he  formulates  over¬ 
all  policy  concerning  the  Army  privacy 
program. 

(2)  Director,  Management  Informa¬ 
tion  Systems.  The  Director,  Manage¬ 
ment  Information  Systems,  is  respon¬ 
sible  for  promulgating  instructions  for 
safeguarding  automated  systems  con¬ 
taining  personal  information,  to  in¬ 
clude  Issuance  of  guidance  concerning 
the  preparation  of  privacy  safeguard 
plans,  systems  synopses,  and  certifica¬ 
tions  required  in  the  design,  procure¬ 
ment  and  operation  of  all  automated 
systems  involving  personal  informa¬ 
tion. 

(3)  Heads  of  Army  Staff  Agencies  and 
Field  Commanders,  (i)  'The  Adminis¬ 
trative  Assistant  to  the  Secretary  of 
the  Army  and  the  Director  of  the 
Army  Staff  are  responsible  for  super¬ 
vision  and  execution  of  the  privacy 
program  in  their  respective  adminis¬ 
trative  areas  in  Headquarters,  Depart¬ 
ment  of  the  Army. 

(ii)  Heads  of' Army  Staff  Agencies. 
Field  Operating  Agencies,  and  com¬ 
manders  of  major  Army  commands 
and  subcommands  are  responsible  for 
supervision  and  execution  of  the  priva¬ 
cy  program  in  their  areas  of  jurisdic¬ 
tion.  including  supervision  of  privacy 
programs  of  agencies,  installations, 
and  activities  under  their  command. 

(ill)  Commanders  of  subordinate 
commands,  installations,  and  activities 
are  responsible  for  supervision  and  ex¬ 
ecution  of  privacy  programs  in  all  ele¬ 
ments  under  their  jurisdiction. 

(4)  The  Deputy  Chief  of  Staff  for  Per¬ 
sonnel  the  Chief  of  Engineers,  the 
Judge  Advocate  General  the  Com¬ 
mander,  U.S.  Army  Criminal  Investi¬ 
gation  Command,  and  the  Commander 
U.S.  Army  Intelligence  Agency.  'These 
officials  are  delegated  the  Secretary  of 
the  Army’s  authority  to  request  disclo¬ 
sure  of  records  for  civil  and  criminal 
law  enforcement  purposes  from  any 
agency  or  instrumentality  under  the 
control  of  the  U.S.  See  §  505.3(bK7). 

(5)  Heads  of  Joint  Agencies  and 
Commands.  The  heads  of  Joint  agen¬ 
cies  and  commands  for  which  the  De¬ 
partment  of  the  Army  acts  as  execu¬ 
tive  agent,  management  agent,  or  ad¬ 
ministrative  agent,  or  furnishes  ad¬ 
ministrative  support  or  essential  man¬ 
agement  control,  will  follow  instruc¬ 
tions  contained  in  this  rule.  Heads  of 
such  Joint  agencies  and  commands  are 
responsible  for  the  supervision  and  ex¬ 
ecution  of  privacy  programs  in  subor¬ 
dinate  elements. 

(6)  Commander,  AAFES.  ’The  com¬ 
mander.  Army-Air  Force  Exchange 
Service  is  responsible  for  the  supeni- 
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Sion  and  execution  of  privacy  pro¬ 
grams  within  his  command  in  accor¬ 
dance  with  this  rule. 

(g)  Access  and  amendment  refusal 
authorities  (A4/L4).— (1)  Qeneral  re¬ 
sponsibilities,  The  officials  indicated 
in  paragraph  (gK2)  of  this  section  are 
designated  as  the  sole  Access  and 
Amendment  Refusal  Authorities  for 
requests  submitted  under  this  rule. 
Each  AARA  is  responsible  for  action 
on  requests  for  access  to  or  amend¬ 
ment  of  records  referred  by  command¬ 
ers  under  the  provisions  of  $505.2. 
Each  AARA  will  appoint  a  single  point 
of  contact  to  represent  him  on  matters 
concerned  with  access  denials  and 
amendment  refusals.  The  single  point 
of  contact  may  also  serve  as  the  Priva¬ 
cy  official  for  the  agency  (paragraph 

(i)  of  this  section).  The  names,  offices, 
and  telephone  numbers  of  the  individ¬ 
uals  appointed  as  single  points  of  con¬ 
tact  will  be  furnished  to  HQDA 
(DAAO-AMR)  Washington.  D.C. 
20314. 

(2)  Assigned  areas  of  authority.  The 
AARA  are  assigned  authority  In  the 
areas  of  functional  specialization 
listed  below.  In  cases  where  requests 
for  access  involve  information  related 
to  actual  or  potential  litigation  against 
the  United  States,  the  request  will  be 
coordinated  with  The  Judge  Advocate 
General  (Litigation  Division),  HQDA 
(DAJA-LT). 

(i)  The  Adjutant  General  is  autho¬ 
rized  to  act  on  requests  for  access  to  or 
amendment  of  personnel  records  of  re¬ 
tired.  separated,  or  Reserve  Compo¬ 
nent  Military  Personnel,  and  depen¬ 
dent  school  student  records.  He  is  also 
authorized  to  act  upon,  coordinate,  or 
refer  access  and  amendment  requests 
which  do  not  fall  within  the  jurisdic¬ 
tion  of  another  AARA. 

(ii)  Commander.  US  Army  Military 
Personnel  Center  is  authorized  to  act 
on  requests  for  access  to  or  amend¬ 
ment  of  records  of  active  duty  military 
personnel. 

(ill)  The  Surgeon  General  is  autho¬ 
rized  to  act  on  requests  for  access  to  or 
amendment  of  medical  records. 

(Iv)  The  Ijeputy  Chief  of  Staff  for 
Personnel  is  authorized  to  act  on  re¬ 
quests  for  access  to  or  amendment  of: 

(A)  Records  of  active  civilian  em¬ 
ployees  (requests  for  access  to  or 
amendment  of  records  of  former  em¬ 
ployees  will  be  acted  on  by  the  Direc¬ 
tor,  Bureau  of  Manpower  Information 
Systems,  US  Civil  Service  Commission, 
1900  E  St..  NW.  Wash.  DC  20415). 

(B)  Records  of  nonappropriated 
fimd  employees,  except  for  employees 
of  the  Army  and  Air  Force  Exchange 
Service. 

(C)  Military  Police  records. 

(V)  The  Inspector  General  and  Audi¬ 
tor  General  are  authorized  to  act  on 
requests  for  access  to  or  amendment 
of  Inspector  General,  safety  investiga¬ 
tory,  and  Army  audit  records. 


(vi)  The  Chief  of  Chaplains  is  autho¬ 
rized  to  act  on  requests  for  access  to  or 
amendment  of  ecclesiastical  records. 

(vli)  Commander  US  Army  Criminal 
Investigation  Command  is  authorized 
to  act  on  requests  for  access  to  or 
amendment  of  records  on  criminal  in¬ 
vestigations  (to  include  military  police 
reports  which  are  part  of  criminal  in¬ 
vestigation  reports)  and  Investigations 
in  progress. 

(viii)  Commander,  US  Army  Intelli¬ 
gence  Agency  is  authorized  to  act  on 
requests  for  access  to  or  amendment 
of  all  US  Army  intelligence  investiga¬ 
tive  records. 

(ix)  The  Comptroller  of  the  Army  is 
authorized  to  act  on  requests  for 
access  to  or  amendment  of  financial 
records. 

(X)  Commander  US  Army  Material 
Command  is  authorized  to  act  on  re¬ 
quests  for  access  to  or  amendment  of 
records  on  personnel  of  Army  contrac¬ 
tors.  except  for  those  described  in 
(xvl)  below. 

(xi)  Commander,  Military  Traffic 
Management  Command  is  authorized 
Co  act  on  requests  for  access  to  or 
amendment  of  transportation  records. 

(xii)  Commander,  Army  and  Air 
Force  Exchange  Service  is  responsible 
for  acting  on  requests  for  access  to  or 
amendment  of  records  pertaining  to 
personnel  of  his  command. 

(xii)  Chief.  National  Guard  Bureau 
is  authorized  to  act  on  requests  for 
access  to  or  amendment  of  records  per¬ 
taining  to  personnel  of  the  National 
Guard. 

(xlv)  The  Administrative  Assistant 
to  the  Secretary  of  the  Army  is  autho¬ 
rized  to  act  on  requests  for  access  to  or 
amendment  of  records  maintained  by 
the  Secretariat. 

(XV)  The  Judge  Advocate  General  is 
authorized  to  act  on  requests  for 
access  to  or  amendment  of  legal  re¬ 
cords  for  which  he  is  responsible. 

(xvi)  The  Chief  of  Engineers  is  au¬ 
thorized  to  act  on  requests  for  access 
to  or  amendment  of  records  pertaining 
to  civil  works,  military  construction, 
engineer  pr(x;urement,  and  ecology 
contractor  personnel,  and  other  engi¬ 
neer  matters  not  under  the  purview  of 
another  AARA.  In  addition,  he  is  au¬ 
thorized  to  act  on  requests  for  access 
to  or  amendment  of  records  pertaining 
to  cases  Involving  civil  works  potential 
litigation  in  which  the  United  States 
has  an  interest. 

(g)  Review  Boards.  All  Army  boards, 
councils,  and  similar  activities  which 
are  established  by  the  Department  of 
the  Army  as  special  mechanisms  for 
making  determinations  involving  per¬ 
sonnel  and/or  for  the  correction  of  re¬ 
cords  (e.g..  Deputy  Chief  of  Staff  for 
Personnel  (DCSPER)  Special  Review 
Board)  will  perform  the  AARA  func¬ 
tions  in  their  assigned  areas  of  respon¬ 
sibility.  Requests  for  amendment  of 
records  pursuant  to  the  Privacy  Act 


and  this  rule  which  fall  in  this  catego¬ 
ry  will  be  referred  to,  and  processed 
by,  such  activities,  and  not  by  the 
AARA  listed  within  (2)  above.  This 
provision  does  not  apply  to  the  Army 
Board  for  the  Correction  of  Military 
Records,  which  will  accept  applica¬ 
tions  and  make  corrections  only  in  ac¬ 
cordance  with  AR  15-185. 

(h)  DA  Privacy  Review  Board.  There 
is  hereby  established  a  Department  of 
the  Army  (DA)  Privacy  Review  Board. 
Membership  of  the  Board  will  consist 
of  the  Administrative  Assistant  (AA) 
to  the  Secretary  of  the  Army,  The  Ad¬ 
jutant  General  (TAG)  and  the  Judge 
Advocate  General  (TJAG).  Each 
Access  and  Amendment  Refusal  Au¬ 
thority  (including  the  AA.  TAG  and 
TJAG)  will  serve  as  a  nonvoting 
member  when  the  Board  is  considering 
matters  in  his  area  of  functional  spe¬ 
cialization.  Where  a  matter  comes 
before  the  Privacy  Board  which  is  the 
proper  concern  of  an  element  of  the 
staff  which  is  not  a  member  of  the 
Board,  that  element  will  be  permitted 
to  participate  in  the  resolution  of  such 
matter  as  a  nonvoting  member  of  the 
Board.  The  Adjutant  General  will 
serve  as  Chairman  of  the  Board.  Func¬ 
tions  of  the  Board  include: 

(1)  To  act  on  behalf  of  the  Secretary 
of  the  Army  in  deciding  all  appeals  of 
refusal  to  amend  submitted  in  accor¬ 
dance  with  $  505.2. 

(2)  To  review  all  requests  for  exemp¬ 
tions  made  in  accordance  with  $  505.7 
and  submit  its  recommendation  to  the 
Secretary. 

(3)  To  provide  advice  on  the  formu¬ 
lation  of  policy  concerning  the  Army 
Privacy  Program. 

(4)  To  act  on  such  other  matters  as 
may  be  referred  to  the  Board. 

(i)  Designation  of  privacy  officials. 
Heads  of  Army  staff  agencies  and  com¬ 
manders  of  major  Army  commands 
and  subordinate  commands,  installa¬ 
tions.  and  activities  exercising  general 
courts  martial  jurisdiction  will  desig¬ 
nate  a  privacy  official  to  carry  out  re¬ 
quired  privacy  functions  for  the 
agency  head/commander.  In  addition, 
privacy  coordinators  may  be  designat¬ 
ed  at  such  subordinate  commands  and 
organizational  subdivisions  as  are  nec¬ 
essary  to  accomplish  privacy  responsi¬ 
bilities.  One  copy  of  all  orders  desig¬ 
nating  privacy  officials  for  Army  Staff 
agencies  and  major  commands  will  be 
furnished  HQDA  (DAAG-AMR), 
Washington.  D.C.  20314. 

(j)  Duties  of  privacy  officals.  Privacy 
officials  designated  in  accordance  with 
paragraph  (i)  of  this  section  will  serve 
as  staff  officers  on  privacy  matters  for 
agency  heads/commanders.  The  duties 
of  a  privacy  official  include: 

(1)  Serving  as  a  focal  point  for  all 
privacy  requests. 

(2)  Ensuring  that  all  systems  of  re¬ 
cords  subject  to  this  rule  are  described 
by  published  system  notices:  such  sys- 
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terns  are  not  modified  or  otherwise  ex¬ 
panded  prior  to  public  notification; 
and  disclosure  of  personal  information 
and  accounting  records  thereof  are  in 
accordance  with  this  rule. 

(3)  Maintaining  liaison  with  forms 
and  reports  management  officials  to 
ensure  that  privacy  statements  are 
prepared  and  issued  for  all  forms,  for¬ 
mats.  and  questionnaires  subject  to 
this  rule. 

(4)  Developing  and  providing,  or  ar¬ 
ranging  for  the  provision  of  a  privacy 
training  program  for  all  personnel  in¬ 
volved  in  the  design,  development,  cus¬ 
tody.  maintenance,  and  use  of  a 
system  of  records. 

(5)  Maintaining  narrative  and  statis¬ 
tical  data  for  perparation  of  the 
annual  report  required  by  paragraph 
(k). 

(k)  Annual  report  The  heads  of 
Army  Staff  agencies,  commanding 
generals  of  major  Army  commands, 
heads  of  Joint  agencies  and  commands, 
and  the  Commander,  Army  and  Air 
Force  Exchange  Service  will  prepare 
and  submit  to  HQDA  (DAAO-AMR) 
Washington.  D.C.  20314.  a  consolidat¬ 
ed  report  on  privacy  program  activities 
in  their  areas  of  responsibility.  The 
report  will  be  for  the  calendar  year 
ending  December  31.  and  will  be  sub¬ 
mitted  in  duplicate  to  reach  HQDA  by 
March  1.  annually.  Reports  Control 
Symbol  DD  (A)  1379  applies.  Annual 
reports  will  include,  but  not  be  limited 
to  the  following: 

(l)  Summary.  A  brief  management 
summary  of  the  status  of  actions 
taken  to  comply  with  this  rule,  the  re¬ 
sults  of  these  efforts,  difficulties  and 
problems  encountered,  and  recommen¬ 
dations  with  full  Justification  for 
changes  in  legislation,  policies,  or  pro¬ 
cedures. 

(2)  Accomplishments.  A  summary  of 
major  accomplishments,  such  as  im¬ 
provements  in  information  practices 
and  safeguards. 

(3)  Plans.  A  stimmary  of  major  plans 
for  privacy  activities  in  the  coming 
year;  for  example,  areas  of  planned 
emphasis,  strengthened  safeguards, 
and  training  programs. 

(4)  Exemptions.  A  list  of  systems  or 
segments  thereof  in  custody  of  the 
agency  or  command  which  are 
exempted  from  provisions  of  this  rule 
pursuant  to  $  505.7,  the  estimated  total 
number  of  records  in  each  such  system 
or  segment  thereof,  and  the  reason  for 
the  exemption.  (For  manual  rrecords, 
count  file  folders,  cards,  or  similar 
units;  for  automated  records,  reflect 
the  number  of  individuals  on  whom  in¬ 
formation  is  maintained). 

(5)  Significant  changes  in  systems.  A 
summary  of  the  reasons  for  major 
changes  in  systems  or  segments  there¬ 
of;  for  instance,  the  extent  to  which 
review  of  relevance  and  necessity  for 
records  has  resulted  in  elimination  of 
all  or  portions  of  systems  of  records. 


or  any  reduction  in  the  number  of  in¬ 
dividuals  on  whom  records  are  main¬ 
tained. 

(6)  Nonexempted  system.  A  listing  of 
the  nonexempted  systems  or  segments 
thereof  (subject  to  this  rule)  on  hand 
in  the  agency  or  command,  their  loca¬ 
tion.  and  the  estimated  number  of  re¬ 
cords  at  each  location. 

(7)  Operational  experiences.  A  gener¬ 
al  description  of  operational  experi¬ 
ences.  and  for  each  system  of  records, 
the  actual  or  estimated  number  of  in¬ 
dividuals  who: 

(i)  Requested  information  on  the  ex¬ 
istence  of  records  pertaining  to  them. 

(ii)  Refused  to  provide  information 
requested  by  the  Army. 

(ill)  Requested  access  to  their  re¬ 
cords. 

(iv)  Requested  amendment  of  their 
records. 

(V)  Requested  review  of  an  initial  re¬ 
fusal  to  amend  their  records. 

(vi)  Sought  redress  through  the 
courts. 

(8)  Costs.  The  actual  or  estimated 
cost  to  accomplish  all  actions  required 
by  (or  resulting  from  implementation 
of)  this  rule  during  the  reporting  year. 
In  developing  these  data,  cost  associat¬ 
ed  with  system  redesign,  program¬ 
ming,  machine  time,  publication  devel¬ 
opment  and  reproduction,  and  man¬ 
power  will  be  Identified  or  estimated 
and  included. 

(1)  Rules  of  conduct  Army  Staff 
agency  heads  and  commanders  at  all 
levels  will  assure  that  all  personnel,  in¬ 
cluding  government  contractors  or 
their  employees,  who  are  involved  in 
the  desl^,  development,  operation, 
maintenance,  or  control  of  any  system 
of  records  defined  in  paragraph  (eK9) 
of  this  section,  are  informed  of  all  re¬ 
quirements  to  protect  the  privacy  of 
Individuals  who  are  subjects  of  the  re¬ 
cords.  The  following  sanctions  wUl  be 
emphasized  to  all  personnel: 

(1)  There  are  criminal  penalties  for 
knowingly  and  willfully  maintaining  a 
system  of  records  without  meeting  the 
notice  requirement  of  this  rule,  and 
for  disclosing  a  record  about  an  indi¬ 
vidual  without  the  written  consent  or 
the  written  request  of  that  Individual, 
or  unless  disclosure  is  for  one  of  the 
reasons  listed  in  $  505.3(b). 

(2)  The  Department  of  the  Army 
and  its  responsible  officals  may  be 
subject  to  civil  suit  for  failure  to 
comply  with  the  Privacy  Act  as  imple¬ 
mented  by  this  rule. 

$505.2  Acccm  to  and  aaMndment  of  an 
individual's  records. 

(a)  General.  (1)  This  chapter  pre¬ 
scribes  those  procedures  whereby  an 
individual  may  determine  whether  re¬ 
cords  pertaining  to  him  exist  within  a 
specific  system  of  records,  request 
access  to  such  records  (includhig  the 
aocoimting  of  disclosures  maintained 
pursuant  to  $505.3)  and  request  that 


any  record  pertaining  to  him  be 
amended  because  it  is  not  accurate, 
relevant,  timely  or  complete.  In  order 
that  an  individual  may  properly  avail 
himself  of  his  rights  to  determine  the 
existence  of  records  and  to  gain  access. 
Congress  has  required  the  publication 
in  the  Federal  Register  of  notices  de¬ 
scribing  the  various  systems  of  records 
maintained  by  the  Army.  See  $$  505.5, 
505.6  and  505.9.  It  is  therefore  impera¬ 
tive  that  an  individual  seeking  to  exer¬ 
cise  his  rights  first  consult  these  no¬ 
tices.  discern  those  which  may  apply 
to  him,  and  then  reasonably  identify 
the  systems  in  any  correspondence 
with  the  Army.  This  will  insure  a 
prompt  and  accurate  response  from 
the  Army.  Individuals  desiring  assis¬ 
tance  in  identifying  the  systems  which 
may  have  records  pertaining  to  them 
should  contact  HQDA  (DAAO-AMR), 
Washington.  D.C.  20314. 

(2)  If  a  request  is  the  proper  concern 
of  another  office  within  the  Depart¬ 
ment  of  Defense,  it  will  promptly  be 
referred  to  that  office  for  action  and 
the  individual  will  be  advised  accord¬ 
ingly.  Only  where  such  a  referral 
would  significantly  disrupt  agency  ac¬ 
tivities.  e.g.,  where  the  request  in¬ 
volves  a  multitude  of  systems  in  a  vari¬ 
ety  of  locations,  will  the  Individual  be 
asked  to  resubmit  his  request  to  the 
appropriate  officials.  Any  applicable 
time  periods  will  commence  upon  re¬ 
ceipt  of  the  request  by  the  proper 
office. 

(3)  If  a  request  is  the  proper  concern 
of  another  agency,  it  (along  with 
copies  of  any  records  which  may  be  in¬ 
volved)  will  promptly  be  referred  to 
that  agency.  The  individual  will  be  ad¬ 
vised  of  this  referral  and  whether  the 
other  agency  desires  that  he  resubmit 
his  request  directly  to  it  or  whether  it 
will  process  the  request  without  any 
further  correspondence. 

(4)  The  time  periods  specified  by 
this  section  will  be  extended  only  for 
good  cause  shown  and  with  the  ap¬ 
proval  of  the  General  Counsel  acting 
on  behalf  of  the  Secretary  of  the 
Army,  unless  the  individual  voluntar¬ 
ily  agrees  to  an  extension.  Any  such 
agreement  will  be  confirmed  In  writing 
by  the  appropriate  official. 

(b)  Reguests  to  determine  the  exis¬ 
tence  of  records.  Upon  request,  written 
or  oral,  an  Individual  (or  his  autho¬ 
rized  representative)  will  be  Informed 
whether  a  particular  system  of  records 
contains  any  record  pertaining  to  him. 
The  requesting  individual  need  only 
reasonably  identify  the  system  which 
he  desires  searched  and  provide  any 
identifying  Information  which  may  be 
necessary  to  effect  a  proper  search. 
Requests  will  be  submitted  to  the  offi¬ 
cial  identified  through  the  system 
notice,  who  wUl  answer  such  requests 
within  ten  working  days  of  receipt  and 
inform  the  Individual  how  to  request 
access  to  any  record  located.  See  para¬ 
graph  (dXlKU).  No  fee  wUl  be  charged 
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graph  (dKlXii).  No  fee  will  be  charged 
for  this  search. 

(c)  Requests  for  access  and  the  Free¬ 
dom  of  Information  Act  (32  CFR  Part 
528).  (1)  Where  an  individual  (or  his 
authorized  representative)  requests 
disclosure  of  records,  the  Privacy  Act 
and  this  rule  apply  only  if  those  re¬ 
cords: 

(1)  Pertain  to  him; 

(11)  Are  contained  in  a  system  of  re¬ 
cords.  as  defined  in  S  505.1(eK9); 

(ill)  Are  retrieved  by  reference  to 
his.  as  opposed  to  some  third  party’s, 
identity.  Requests  for  the  above  re¬ 
cords  are  to  be  processed  in  accor¬ 
dance  with  this  rule  whether  or  not 
they  are  sought  under  the  Freedom  of 
Information  Act  (32  C7FR  Part  518)  or 
whether  the  individual  specifically 
identifies  them  as  subject  to  the  Priva¬ 
cy  Act.  -Requests  for  all  other  records 
will  be  processed  in  accordance  with  32 
CFR  Part  518. 

(2)  If  the  individual  has  not  reason¬ 
ably  identified  the  records  he  desires 
and  it  is  unclear  into  which  of  the 
above  categories  his  request  falls,  the 
individual  will  be  contacted  immedi¬ 
ately  to  clarify  his  request. 

(d)  Procedure  for  requesting  access. 

(1)  An  individual  who  desires  access  to 
any  records  pertaining  to  him  within  a 
system  of  records  will: 

(1)  Determine  the  existence  of  such 
records,  as  provided  in  paragraph  (b) 
of  this  section; 

(ii)  If  records  are  determined  to 
exist,  submit  a  written  request  as  indi¬ 
cated  in  the  applicable  system  notice. 
See  S  505.6(u).  (The  name  and  address 
of  this  official  will  be  provided  in  the 
response  requlr^  by  paragraph  (b)  of 
this  section.)  Such  a  request  will  rea¬ 
sonably  identify  the  record  within  the 
system  of  records  sought. 

(ill)  If  access  is  granted,  upon  re¬ 
quest  pay  any  fee  charged  in  accor¬ 
dance  with  paragraph  (eK2Mli)  of  this 
section  and  provide  any  information 
or  d(x;umentation  sought  in  accor¬ 
dance  with  paragr^h  (eK2)  of  this 
section. 

(iv)  If  access  is  denied  in  whole  or  in 
part,  iq^peal  if  he  so  desires  to  the  Sec- 
retaiT  of  the  Army.  Attention:  Office 
of  the  General  Counsel.  Such  an 
appeal  will  be  addressed  to  the  appro¬ 
priate  Access  and  Amendment  Refusal 
Authority  for  forwarding  to  the  Gen¬ 
eral  Counsel. 

(2)  If  the  iqjpeal  is  denied  in  whole 
or  in  part,  the  individual  may  seek  Ju¬ 
dicial  review  of  the  denial  in  accor¬ 
dance  with  section  3(g)  of  the  Privacy 
Act. 

(e)  Processing  reqyiests  for  access.  (1) 
The  official  who  receives  the  request 
specified  in  paragraph  (dXlKii)  of  this 
section  will,  within  ten  working  days 
of  receipt,  acknowledge  such  receipt. 

(2)  With  respect  to  any  portion  of 
the  record  to  which  this  official  deter¬ 
mines  that  access  must  or  can  be 
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granted,  he  will,  within  thirty  working 
days  of  receipt,  inform  the  individual: 

(i)  That  access  can  be  obtained 
either  by  mail  (through  copy  repro¬ 
duction)  or  in  person  (through  person¬ 
al  Inspection),  at  the  individual’s 
option.  Personal  inspection  will  nor¬ 
mally  be  allowed  during  duty  hours  at 
a  l(x»tion  reasonably  convenient  to 
the  requester, 

(il)  Of  the  fees,  if  any,  that  are  to  be 
charged.  Only  the  cost  of  reproducing 
those  copies  desired  by  the  individual 
may  be  charged.  These  charges  will  be 
at  the  rate  specified  in  32  CFR  518.19, 
and  may  be  waived  as  provided  therein 
or  otherwise  within  the  discretion  of 
the  releasing  official. 

(ill)  If  the  records  would  not  be 
available  to  any  member  of  the  public 
under  32  CFR  Part  518,  that  he  must 
provide  reasonable  verification  of  his 
identity 

(a)  When  access  is  requested  in 
person,  verification  will  normally  be 
limited  to  information  or  dociunents 
which  an  individual  is  likely  to  have 
readily  available  e.g.,  driver’s  license, 
employee  or  military  identification 
canL  Where  no  suitable  d(x;umenta- 
tlon  can  be  provided,  a  signed  state¬ 
ment  from  the  individual  asserting  his 
identity  and  indicating  knowledge  of 
the  penalty  for  obtaining  or  request¬ 
ing  records  under  false  pretenses  (a 
fine  or  up  to  $5000)  will  suffice. 

(b)  When  access  is  requested 
through  the  mail,  verification  may  in¬ 
volve  providing  certain  minimum  iden- 
tifying'data,  such  as  name  and  date  of 
birth.  If  the  sensitivity  of  the  informa¬ 
tion  contained  in  the  requested  record 
warrants,  a  signed  and  notarized  state¬ 
ment  similar  to  that  described  in  para¬ 
graph  (A)  may  be  required. 

Note:  An  individual  cannot  be  denied 
access  to  a  record  solely  because  he  refuses 
to  provide  his  social  security  number,  unless 
the  number  was  required  (or  access  by  stat¬ 
ute  or  regulation  adopted  prior  to  January 
1. 1975.8^1 505.4(d). 

(iv)  That  the  individual  who  desires 
access  in  person  may  be  accompanied 
by  another  Individual  of  his  own 
choosing,  if  he  so  desires.  ’The  appro¬ 
priate  commander  may  require  the  in¬ 
dividual  to  furnish  a  written  state¬ 
ment  authorizing  any  discussion  of  the 
records  in  the  presence  of  the  accom- 
pansring  person. 

(3)  Promptly  upon  receipt  of  any 
fee.  information,  and  docmnentation 
requested  pursuant  to  paragraph 
(eX2)  of  this  section,  the  releasing  of¬ 
ficial  will  grant  access  to  the  records 
as  requested.  Any  such  record  will  be 
in  a  form  comprehensible  to  the  indi¬ 
vidual. 

(4)  With  respect  to  any  portion  of 
the  record  to  which  the  official  indi¬ 
cated  in  the  i4>pllcable  system  notice 
determines,  in  accordance  with  para¬ 
graph  (f)  of  this  section,  that  access 
must  be  denied,  he  will  within  ten 
working  days  of  receipt  of  the  request: 


(i)  Forward  a  copy  of  the  request,  to¬ 
gether  with  a  copy  of  the  record  in¬ 
volved  and  his  reason(s)  for  recom¬ 
mending  denial,  to  the  appropriate 
Access  and  Amendment  Refusal  Au¬ 
thority  (AARA)  identified  in 
S  505.1(g),  and 

(ii)  Notify  the  individual  of  this  re¬ 
ferral. 

(5)  With  respect  to  any  portion  of 
the  record  to  which  the  AARA  decides 
to  grant  access,  he  will  follow  the  pro¬ 
cedures  specified  in  paragraph  (e)  (2) 
and  (3)  of  this  section.  With  respect  to 
those  portions  which  he  denies,  he 
will,  within  the  same  thirty  working 
day  period: 

(1)  Inform  the  individual  in  writing 
of  his  reason(s)  for  doing  so.  This  will 
include  a  statement  of  the  exemptions 
relied  upon  imder  the  Privacy  Act  and 
the  Freedom  of  Information  Act  and 
the  significant  and  legitimate  goven- 
mental  purposes  served  by  non-disclo¬ 
sure  (see  paragraph  (fX2)  of  this  sec¬ 
tion; 

(ii)  Advise  the  individual  of  his  right 
to  appeal  through  the  AARA  to  the 
Secretary  of  the  Army,  Attention: 
Office  of  the  General  Counsel;  and 

(ill)  Submit  copies  of  the  request  and 
his  denial  to  the  Office  of  the  General 
Counsel. 

(6)  An  AARA  who  receives  a  notice 
of  appeal  (paragraph  (dXlXiv)  of  this 
section)  will  forward  it  to  the  General 
Counsel  within  five  working  days  of 
receipt.  ’This  referral  will  include 
copies  of  all  records  requested  by  the 
individual,  clearly  indicating  those 
portions  to  which  access  was  denied, 
together  with  a  detailed  Justification 
for  the  denial. 

(7)  The  Office  of  the  General  Coim- 
sel,  on  behalf  of  the  Secretary  of  the 
Army  and  within  twenty-five  working 
days  after  receipt  of  the  appeal  lett^, 
will  decide  any  appeal  submitted  to  it. 

(f)  Denial  of  access.  (1)  Commanders 
and  custodians  possessing  records  are 
authorized  to  provide  access  to  records 
on  request  of  the  individual  con¬ 
cerned.  imless  otherwise  limited  by  ap¬ 
plicable  regulation.  However,  only  the 
appropriate  AARA  identified  in 
S  505.1(g)  is  authorized  to  deny  access. 

(2)  Individuals  may  be  denied  access 
to  a  record  only  if  it  was  compiled  in 
reasonable  anticipation  of  a  civil 
action  or  pitxseeding,  or  if: 

(i)  It  has  been  properly  exempted 
from  the  disclosure  provisions  of  the 
Privacy  Act,  in  accordance  with 
§  505.7;  and 

(il)  It  would  not  otherwise  be  re¬ 
quired  to  be  disclosed  under  Free¬ 
dom  of  Information  Act  (32  C7FR  Part 
518);  and 

(ill)  There  exists  a  significant  and  le¬ 
gitimate  governmental  purpose  for 
doing  so. 

(3)  An  individual  will  not  be  denied 
access  to  his  record  solely  because  it  is 
exempt  from  disclosure  under  32  CFR 
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Part  518  or  because  its  physical  pres¬ 
ence  is  not  readily  available,  e.g.,  on 
magnetic  tape.  Access  will  not  be  con¬ 
ditioned  upon  any  requirement  to 
state  a  reason  or  otherwise  Justify  a 
need  for  access. 

(4)  If  a  record  contains  both  releas¬ 
able  and  exempt  information,  the  re¬ 
leasable  portions  will  be  segregated 
and  made  available.  For  example,  to 
protect  the  personal  privacy  of  other 
persons  who  may  be  identified  in  a 
record,  an  extract  or  copy  will  be 
made,  deleting  only  that  information 
pertaining  to  those  persons  which 
would  be  denied  to  the  requesting  indi¬ 
vidual  under  32  CFR  Part  518. 

(5)  A  medical  record  will  be  disclosed 
to  the  Individual  to  whom  it  pertains 
unless,  in  the  Judgment  of  a  physician, 
access  to  the  record  could  have  an  ad¬ 
verse  effect  on  the  individual’s  phys¬ 
ical  or  mental  health.  When  it  has 
been  determined  that  the  disclosure 
could  have  such  an  effect,  the  infor¬ 
mation  may  be  transmitted  to  a  physi¬ 
cian  named  by  the  requesting  individ¬ 
ual,  who  will  be  informed  of  this  alter¬ 
native.  Such  transmittals  are  not  con¬ 
sidered  to  constitute  a  denial  of  access. 

(6)  Requests  for  access  to  records 
which  are  considered  to  be  the  proper¬ 
ty  of  another  agency  (within  the 
meaning  of  the  Privacy  Act)  or  office 
within  the  Department  of  Defense,  or 
which  are  on  loan  to  the  using  office, 
e.g.,  investigative  records,  will  be  re¬ 
ferred  to  the  appropriate  agency  or 
office  in  accordance  with  paragraph 
(aK2)  and  (3)  of  this  section.  Requests 
for  all  other  records  contained  in  a 
system  of  records  must  be  processed  in 
accordance  with  this  rule  and.  if  appli¬ 
cable,  in  coordination  with  the  origi¬ 
nating  organization. 

(g)  Requests  for  accounting  of  cer¬ 
tain  disclosures.  Any  individual  (or  his 
authorized  representative)  may  re¬ 
quest  the  accoimting  of  disclosures  of 
records  pertaining  to  him  made  pursu¬ 
ant  to  S  505.3.  (c).  Such  requests  shall 
be  addressed  to  the  records  custodian, 
and  will  be  processed  in  accordance 
with  paragraphs  (d)  to  (f)  of  this  sec¬ 
tion,  as  ^pllcable.  Requests  may  be 
denied  only  for  those  accountings 
made  pursuant  to  S505.3(bK7).  or  to 
the  extent  the  system  within  which 
the  record  is  contained  has  been 
exempted  from  this  provision  in  accor¬ 
dance  with  S  505.7. 

(h)  Procedure  for  requesting  amend¬ 
ment  of  records.  Upon  request,  an  indi¬ 
vidual  (or  his  authorized  representa¬ 
tive)  will  have  any  record  pertaining 
to  him  amended  by  correction,  addi¬ 
tion,  deletion  or  otherwise,  regardless 
of  whether  it  is  part  of  a  system  of  re¬ 
cords.  if  such  record  is  not  accurate, 
relevant,  timely,  or  complete. 

(1)  An  individual  desiring  amend¬ 
ment  will: 

(i)  Submit  a  request  in  writing  to  the 
custodian  of  the  records;  however,  in¬ 


dividuals  who  make  oral  requests  for 
amendments  that  can  be  accepted  will 
not  be  requested  to  submit  the  request 
in  writing.  Such  requests  will  contain 
sufficient  information  to  permit  iden¬ 
tification  and  location  of  the  records, 
a  description  of  the  item  or  portion  for 
which  amendment  is  requested,  the 
reason(s)  why  amendment  is  being  re¬ 
quested  and.  if  appropriate,  documen¬ 
tary  evidence  supporting  the  request¬ 
ed  amendment.  The  burden  of  proof  is 
on  the  individual  to  demonstrate  the 
propriety  of  amendment.  The  individ¬ 
ual  will  also  provide  verification  of  his 
identity,  as  described  in  paragraph 
(eK2)(iil)  of  this  section,  to  ensure 
that  he  is  seeking  amendment  of  his 
records  and  none  other. 

(il)  Provide  any  additional  informa¬ 
tion  which  may  be  required  pursuant 
to  paragraph  (i)(lKil),  (2),  or  (4). 

(ill)  If  amendment  is  refused  in 
whole  or  in  part,  appeal  if  he  so  de¬ 
sires  to  the  Department  of  the  Army 
Privacy  Review  Board  (see  9  505.1(h)). 
The  appeal  will  be  addressed  to  the 
appropriate  Access  and  Amendment 
Refusal  Authority  for  forwarding  to 
the  Board. 

(2)  If  the  appeal  is  denied  in  whole 
or  in  part,  the  individual  may: 

(i)  Submit,  if  he  so  desires,  to  the 
ciuftodian  of  the  record  a  concise  state¬ 
ment  setting  forth  the  reasons  for  his 
disagreement  with  the  refusal  of  the 
Board  to  amend.  See  paragraphs  (1X4) 
and  (J)  of  this  section. 

(il)  Seek,  if  he  so  desires.  Judicial 
review  of  the  denial  in  accordance 
with  Section  3(g)  of  the  Privacy  Act. 

(3)  Requests  for  amendment  in  ac¬ 
cordance  with  this  rule  may  be  sought 
only  where  the  record  is  alleged  to  be 
inaccuarate,  irrelevant,  untimely,  or 
incomplete.  Also,  the  rule  does  not 
permit  the  alteration  of  evidence  pre¬ 
sented  in  the  course  of  Judicial,  quasi- 
judicial.  or  quasi-legislative  proceed¬ 
ings. 

(i)  Processing  of  requests  for  amend¬ 
ment  of  records. 

(1)  The  custodian  of  any  record  who 
initially  receives  a  request  for  amend¬ 
ment  pursurant  to  paragraph  (hXlXi) 
of  this  section  will: 

(i)  Within  ten  working  days  after  re¬ 
ceipt,  acknowledge  in  writing  such  re¬ 
ceipt.  The  acknowledgment  will  clear¬ 
ly  identify  the  request  and  advise  the 
individual  when  he  may  expect  to  be 
informed  of  action  taken  on  the  re¬ 
quest.  If  the  request  is  delivered  in 
person,  a  written  acknowledgment 
should  be  provided  when  the  request 
is  presented. 

(il)  If  further  information  is  essen¬ 
tial  for  proper  processing  of  the  re¬ 
quest,  contact  the  individual  immedi¬ 
ately  and  explain  the  necessity  of  such 
information.  The  time  periods  speci¬ 
fied  by  this  section  will  be  deferred 
pending  receipt  of  such  information. 

(ill)  If  he  determines  that  amend¬ 
ment  is  proper  because  the  record  is 


Inaccurate,  irrelevant,  untimely,  or  in¬ 
complete,  make  the  necessary  correc¬ 
tion  and  so  advise  the  individual 
within  30  working  days  after  receipt  of 
the  request.  If  a  disclosure  accounting 
has  been  made  (see  9  505.3(c)).  he  will 
advise  all  previous  recipients  of  the 
record  of  the  substance  of  the  correc¬ 
tion  and  that  they  should  notify  those 
to  whom  they  have  disclosed  the 
record  of  this  correction.  Amendments 
of  records  will  be  physically  accom¬ 
plished.  as  circumstances  warrant, 
through-  the  addition  of  supplemen¬ 
tary  information,  or  by  means  of  anno¬ 
tations.  alteration,  obliteration,  dele¬ 
tion.  or  destruction  of  the  record  or  a 
portion  of  it.  Files  maintenance  and 
disposition  instructions  in  the  340- 
series  of  Army  Regulations  (AR)  do 
not  apply  to  destruction  of  records  ac¬ 
complished  in  order  to  amend  records 
pursuant  to  this  rule. 

(Iv)  If  he  believes  that  amendment  is 
not  proper,  because  the  system  con¬ 
taining  the  record  has  been  exempted 
pursuant  to  section  505.7  or  otherwise, 
within  five  working  days  after  receipt 
forward  the  request,  along  with  the  re¬ 
cords  Involved  and  his  recommenda¬ 
tion,  to  the  appropriate  AARA  identi¬ 
fied  in  section  505.1,  paragraph  (f).  He 
will  also  inform  the  individual  of  this 
referral  when  he  acknowledges  receipt 
pursuant  to  paragraph  (iXlKi)  of  this 
section. 

(2)  If  an  AARA  properly  receives  a 
request  for  amendment  directly  from 
an  individual,  the  AARA  will  acknowl¬ 
edge  the  request  within  10  working 
days  as  required  by  paragraph  (i)(lKi) 
of  this  section. 

(3)  The  AARA  may  request  further 
information  pursuant  to  paragraph 
(iXlXii)  of  this  section.  The  days  thus 
elapsing  will  not  coimt  as  part  of  the 
30  working  days.  If  he  determines  that 
amendment  is  proper,  even  if  the 
system  containing  the  record  is 
exempt  from  the  amendment  require¬ 
ment  pursuant  to  section  505.7,  he  will 
take  or  cause  to  be  taken  the  action 
specified  in  paragraph  (iXlKlil)  of  the 
section,  within  thirty  working  days 
after  the  custodian’s  receipt  of  the  re¬ 
quest.  If  he  determines  that  amend¬ 
ment  is  not  proper,  he  will  within  this 
same  period: 

(1)  Explain  to  the  individual  in  writ¬ 
ing  his  reason(s)  for  not  amending  the 
records; 

(ii)  Advise  the  individual  that  he 
may  request  further  review  by  the  DA 
Privacy  Review  Board  and  that  any 
such  request  should  be  addr^sed  to 
the  AARA  for  forwarding  to  the 
Board;  and 

(ill)  Furnish  copies  of  the  letters  of 
request  and  denial  to  the  Board  and  to 
the  commander  possessing  the  records. 

(4)  On  receipt  of  a  request  from  an 
individual  for  review  of  an  initial  re¬ 
fusal,  the  AARA  will  assemble  the 
case  and,  within  five  woriUng  days 
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after  receipt,  forward  It  to  the  DA  Pri¬ 
vacy  Review  Board.  HQDA  (DAAO- 
AMR)  WashinRton.  D.C.  20314  for 
action.  The  assembled  case  will  In¬ 
clude  the  request  for  further  review, 
the  request  for  amendment,  the  Initial 
refusal,  a  copy  of  the  record  involved, 
and  records  or  coordination  actions 
that  substantiate  the  initial  refusal 
and  an  explanation  as  to  why  the 
record  was  not  amended. 

(5)  The  DA  Privacy  Review  Board, 
on  behalf  of  the  Secretary  of  the 
Army,  will  complete  action  on  any  re¬ 
quest  for  further  review  submitted  to 
it  within  thirty  days  after  receipt  of 
the  request  by  the  AARA.  The  Board 
may  seek  further  information  from 
the  Individual  in  accordance  with 
paragraph  (iKlKil)  of  this  section.  If  it 
determines  that  amendment  is  proper, 
even  if  the  system  containing  the 
record  is  exempt  from  the  amendment 
requrements  pursuant  to  $505.7.  the 
Board  will  take  or  cause  to  be  taken 
the  action  specified  in  paragraph 
(iKlKlii)  of  this  section.  If  it  deter¬ 
mines  not  to  amend  the  records,  it  will 
take  the  action  specified  in  paragraph 
(IKSKi)  of  this  section  and  inform  the 
individual  in  writing: 

(1)  Of  his  right  to  file  with  the  custo¬ 
dian  of  the  record  a  concise  statement 
of  his  reasons  for  disagreeing  with  the 
decision  of  the  Board; 

(il)  That  any  such  statement  will  be 
made  available  to  anyone  to  whom  the 
record  is  subsequently  disclosed,  to¬ 
gether  with  (if  the  Army  deems  it  ap¬ 
propriate)  a  brief  statement  summariz¬ 
ing  its  reasons  for  refusing  to  amend 
the  record; 

(iii)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
any  statement  of  dispute  to  the  extent 
that  an  accounting  of  disclosures  was 
maintained  (see  $  505.3(c));  and 

(iv)  Of  his  right  to  seek  Judicial 
review  of  the  agency’s  refusal  to 
amend  a  record  provided  for  in  section 
3(gKlKA)  of  the  Privacy  Act. 

(6)  The  Board  will  not  uphold  a  re¬ 
fusal  to  amend  a  record  as  requested 
unless  such  refusal  is  supported  by  the 
General  Counsel. 

(J)  Statement  of  disagreement  (1) 
When  an  individual  files  a  statement 
disagreeing  with  the  Board’s  decision 
not  to  amend  a  record  the  custodian 
will  clearly  annotate  the  record  so 
that  the  fact  that  the  record  is  disput¬ 
ed  is  apparent  to  anyone  who  may 
subsequently  access,  use.  or  disclose  it. 
The  notation  itself  should  be  integral 
to  the  record  and  specific  to  the  por¬ 
tion  in  dispute.  For  automated  sys¬ 
tems  of  records,  the  notation  may  con¬ 
sist  of  a  special  indication  on  the 
entire  record  or  the  specific  part  of 
the  record  in  dispute. 

(2)  The  statements  of  dispute  need 
not  be  maintained  as  an  integral  part 
of  the  records  to  which  they  pertain. 
They  should,  however,  be  filed  in  such 


a  manner  as  to  permit  them  to  be  re¬ 
trieved  readily  whenever  the  disputed 
portion  of  the  records  is  to  be  dis¬ 
closed. 

(3)  If  there  is  any  question  as  to 
whether  the  dispute  pertains  to  infor¬ 
mation  being  disclosed,  the  statement 
of  dispute  should  be  included. 

(4)  When  Information  which  is  the 
subject  of  a  statement  of  dispute  is 
subsequently  disclosed,  the  disclosing 
authority  must  note  that  the  informa¬ 
tion  is  disputed  and  provide  a  copy  of 
the  individual’s  statement. 

(5)  The  disclosing  authority  may  in¬ 
clude  a  brief  summary  of  the  Board’s 
reasons  for  not  making  a  correction 
when  disclosing  disputed  information. 
Summaries  will  be  limited  to  the  rea¬ 
sons  stated  to  the  individual  by  the 
Board.  They  summary  will  be  treated 
as  part  of  the  individual’s  record  for 
purposes  of  granting  access  under 
paragraphs  (c)  to  (e)  of  this  section. 
However,  it  will  not  be  subject  to  the 
amendment  procedures  of  paragraphs 
(h)  to  (i)  of  this  section,  (k)  Privacy 
case  files.  Privacy  case  files  will  be  es¬ 
tablished  in  each  element  of  the  Army 
involved  in  processing  privacy  re¬ 
quests.  Such  case  files  will  include  re¬ 
quests  from  the  replies  to  individuals 
on  whether  a  system  contains  a  record 
pertaining  to  them;  requests  for  access 
and  approvals,  initial  denials  and  final 
review  actions;  requests  for  amend¬ 
ment  and  approvals,  initial  refusals, 
and  final  review  action;  coordination 
actions,  and  related  papers.  Privacy 
case  files  will  be  used  solely  in  process¬ 
ing  the  requests,  and  as  source  of  pre¬ 
cedents  for  formulating  policies  and 
pnx^ures  or  for  processing  other 
similar  requests.  Under  no  circum¬ 
stances  will  privacy  case  files  be  dis¬ 
closed  for  use  in  making  any  other  de¬ 
termination  about  an  individual.  Main¬ 
tenance  and  disposition  of  privacy  case 
files  will  be  in  accordance  with  instruc¬ 
tions  contained  in  AR  340-18-2. 

$  505.3  Disclosure  of  personal  information 
to  other  agencies  and  individuals. 

(a)  GenerdL  (1)  Except  as  prescribed 
in  $505.2,  this  rule  does  not  require 
the  disclosure  of  any  record  within  a 
system  of  records  to  any  agency  or 
person.  This  section  describes  those 
limited  situations  where  such  disclo¬ 
sures  may  be  made  without  the 
individual’s  consent,  and  provides  for 
the  maintenance  of  an  accoimting  of 
such  disclosures. 

(2)  Prior  to  disseminating  any  record 
about  an  individual  outside  the  De¬ 
partment  of  Defense,  unless  the  dis¬ 
semination  is  required  by  the  Freedom 
of  Information  Act  (32  CFR  Part 
518)— see  paragraph  (bK2)  of  this  sec¬ 
tion— the  disseminating  official  will 
make  reasonable  efforts  to  assure  that 
such  records  are  as  accurate,  relevant, 
timely  and  complete  as  would  be  rea¬ 
sonably  necessary  to  assure  fairness  in 


any  determination  that  might  be  made 
on  the  basis  of  such  record.  Recipients 
of  records  should  be  advised  on  any 
limitation  on  the  accuracy,  relevancy, 
timeliness,  or  completeness  of  the  in¬ 
formation  disclosed,  e.g.,  accurate  as 
of  a  specific  date,  or  an  unreliable 
source. 

(3)  Nothing  in  this  chapter  shall  be 
considered  to  apply  to  the  transfer  of 
records  to¬ 
il)  any  Federal  records  center  for 
storage  where  the  records  remain 
under  the  control  of  the  Army  and  the 
records  center  personnel  act  on  behalf 
of  the  Army;  or 

(ii)  Another  civilian  personnel  office 
In  a  different  agency  as  a  result  of  a 
transfer  or  potential  transfer  of  a  civil¬ 
ian  employee. 

(b)  Conditions  of  disclosures.  No 
record  contained  in  a  system  of  re¬ 
cords  maintained  within  the  Depart¬ 
ment  of  the  Army  will  be  disclosed  by 
any  means  of  communication  (e.g., 
oral,  written,  electronic,  mechanical 
transfers  between  computer  or  person¬ 
al  access)  to  any  person  or  to  any 
agency,  except  pursant  to  a  written  re¬ 
quest  by,  or  with  the  prior  written 
consent  of,  the  individual  to  whom  the 
record  pertains,  unless  disclosure  of 
the  record  will  be: 

(1)  To  those  officials  and  employees 
of  the  Department  of  Defense  who 
have  a  need  for  the  record  in  the  per¬ 
formance  of  their  duties  and  their  use 
is  compatible  with  the  purpose  for 
which  the  record  is  maintained.  This 
includes,  for  example,  transfer  of— 

(1)  Information  between  the  Depart¬ 
ment  of  the  Army  and  other  compo¬ 
nents  of  the  Department  of  Defense 
when  civilian  employees  or  military 
personnel  are  assi^ed  to  or  processed 
by  another  Department  of  Defense 
component  or  activity  thereof. 

(ii)  Records  requred  by  The  Judge 
Advocate  General  for  use  in  litigation 
in  which  the  United  States  has  an  in¬ 
terest, 

(2)  Requred  under  the  Freedom  of 
Information  Act  (32  CFR  Part  518). 
Some  examples  of  personal  informa¬ 
tion  pertaliibig  to  military  personnel 
which  normally  is  released  without  an 
unwarranted  invasion  of  privacy  are: 
name,  grade,  date  of  birth,  date  of 
rank,  salary,  present  and  past  duty  as¬ 
signments.  future  assignments  which 
have  been  approved,  unit  or  office  ad¬ 
dress  and  telephone  number,  source  of 
commission,  military  and  civilian  edu¬ 
cational  level,  and  promotion  sequence 
number.  For  dlsclosvire  of  personal  In¬ 
formation  pertaining  to  civilian  em¬ 
ployees,  see  section  7,  Chapter  294, 
Federal  Persoimel  Manual.  See  also 
paragraph  (f )  of  this  section. 

(3)  For  a  routine  use  as  defined  in 
$505.1(eK6)  and  described  in 
$  505.6(g). 

(4)  To  the  Bureau  of  the  Census  for 
the  purpose  of  planning  or  carrying 
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out  a  census,  survey,  or  related  activ¬ 
ity  authorised  by  title  IS  of  the  United 
States  Code. 

(5)  To  a  recipient  who  states  In  writ¬ 
ing  the  purpose  for  requesting  the  re¬ 
cords  and  assures  that  the  records 
(such  written  statements  wUl  be  made 
part  of  the  accounting  of  disclosures 
under  paragraph  (c)  of  this  section)— 

(I)  Will  be  used  solely  as  a  statistical 
research  or  reporting  record  (see 
I  SOS.KeHT); 

(II)  Is  to  be  transferred  In  a  form 
that  is  not  individually  identifiable 
(l.e.,  the  identity  of  the  individual 
cannot  be  determined  by  combining 
various  statistical  records);  and 

(ill)  Will  not  be  used  to  make  any  de¬ 
cisions  concerning  the  rights,  benefits 
or  privileges  of  an  individual. 

(6)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  US  Oovemment,  or  for  evaluation 
by  the  Administrator  of  General  Ser¬ 
vices  or  his  designee  to  determine 
whether  the  record  has  such  value. 

(7)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  under  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  If 
the  activity  is  authorized  by  law,  and 
if  the  head  of  the  agency  or  instru¬ 
mentality  has  made  a  written  request 
to  the  Department  of  the  Army  speci¬ 
fying  the  particular  portion  of  the 
record  desired  and  the  law  enforce¬ 
ment  activity  for  which  the  record  is 
sought.  Blanket  requests  of  this 
nature  for  all  records  pertaining  to  an 
Individual  will  not  be  accepted.  A 
record  may  be  disclosed  to  any  law  en¬ 
forcement  agency  when  Illegal  activity 
is  suspected,  if  such  disclosure  has 
been  established  in  advance  as  a  "rou¬ 
tine  use”  In  f  505.9. 

(8)  To  a  person  pursuant  to  a  show¬ 
ing  of  compelling  circumstances  af¬ 
fecting  the  health  or  safety  of  an  indi¬ 
vidual.  if  upon  such  disclosure  notifi¬ 
cation  Ut  transmitted  to  the  last  known 
address  of  the  individual  to  whom  the 
record  pertains. 

(9)  To  either  House  of  Congress  or, 
to  the  extent  of  matters  within  its  Ju¬ 
risdiction,  any  committee  or  subcom¬ 
mittee  thereof,  any  Joint  committee  of 
Congress  or  any  subcommittee  of  such 
a  Joint  committee.  This  does  not  au¬ 
thorize  the  disclosure  of  any  record 
within  a  system  of  records  to  members 
of  Congress  acting  In  their  individual 
or  private  ciq>acities  or  on  behalf  of 
their  constituents. 

(10)  To  the  Comptroller  General,  or 
to  any  of  his  authorized  representa¬ 
tives.  in  the  course  of  the  performance 
of  the  duties  of  the  General  Account¬ 
ing  Office. 

(11)  Pursuant  to  the  order  of  a  court 
of  cmnpetent  Jurisdiction: 

(1)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  when 


the  issuance  of  that  order  or  subpoena 
is  made  public  by  the  court  which 
issued  It.  reasonable  efforts  must  be 
made  to  notify  the  individual  to  whom 
the  record  pertains.  This  may  be  ac¬ 
complished  by  notifying  the  individual 
by  mail  at  his  most  recent  address  as 
contained  in  Department  of  the  Army 
records. 

(II)  Upon  being  served  with  an  order 
to  disclose  a  record,  the  Army  Staff 
agency  head  or  commander  concerned 
will  determine  whether  the  issuance  of 
the  order  is  a  matter  of  public  record 
and.  If  it  is  not.  seek  to  be  advised 
when  it  becomes  public.  An  accounting 
of  the  (Uscloeure  will  be  made  at  the 
time  the  Army  Staff  agency  head  or 
commander  complies  with  the  order  or 
subpoena. 

(III)  The  notification  requirement 
imposed  by  this  subparagraph  may  be 
waived  only  if  the  system  of  records 
has  been  exempted  from  such  require¬ 
ment  in  accordance  with  $  505.7. 

(c)  Disclosure  accounting.  Each  re¬ 
cords  custodian,  with  respect  to  each 
system  of  records  under  his  control 
wUi- 

(1)  Except  for  disclosure  made  under 
paragraph  (b)  (1)  or  (2)  of  this  section, 
keep  an  accurate  accounting  of  the 
date,  nature,  and  purpose  of  each  dis¬ 
closure  of  a  record,  the  name  and  ad¬ 
dress  of  the  agency  or  person  to  whom 
such  a  disclosure  was  made,  and  a 
cross  reference  to  the  basis  or  Justifi¬ 
cation  upon  which  the  disclosiire  was 
made,  including  any  written  documen¬ 
tation  required  for  release  of  a  record 
for  statistical  or  law  enforcement  pur¬ 
poses.  See  paragraph  (b)  (7)  and  (11) 
of  this  section.  This  provision  also  ap¬ 
plies  to  disclosures  made  at  the  re¬ 
quest  of  or  with  the  consent  of  the  in¬ 
dividual.  as  provided  in  paragraph  (b) 
of  this  section. 

(2)  In  some  instances,  as  in  the  case 
of  records  in  file  folders,  the  disclosure 
accounting  record  may  be  included  in 
the  folder  for  each  individual.  Howev¬ 
er.  a  records  custodian  need  not  make 
a  notation  on  a  single  document  of 
every  disclosure  of  a  particular  record, 
provided  he  can  reconstruct  the  re¬ 
quired  information  from  his  account¬ 
ing  sjrston  whenever. 

(i)  Requested  by  the  individual  pur¬ 
suant  to  9  505.2(g). 

(ii)  Necessary  to  inform  previous  re¬ 
cipients  of  amendments  or  disputes 
made  in  accordance  with  $  505.2. 

(ill)  Necessary  to  provide  an  audit 
trail  for  subsequent  review  of  Army 
compliance  with  paragraph  (b)  of  this 
section. 

(3)  Retain  the  disclosure  accounting 
record  made  under  paragraph  (cKl)  of 
this  section  for  at  least  five  years  after 
the  last  disclosure,  or  for  the  life  of 
the  record,  whichever  is  longer.  No 
record  of  disclosure  of  the  contents  of 
this  form  need  be  maintained. 

(d)  Disclosure  accounting  form.  DA 
Form  4410-R.  Disclosure  Accounting 


Record,  is  authorized  and  encouraged 
for  use  in  recording  required  disclo¬ 
sure  accounting  information:  its  use  is 
optional.  The  development  and  use  of 
local  forms  to  record  disclosures  from 
automated  data  processing  (ADP)  or 
other  specialized  systems  of  records  is 
authorized.  Separate  forms  might  be 
maintained  Indicating  those  disclo¬ 
sures  made  pursuant  to  paragraph 
(bK7)  of  this  section  in  order  to  facili¬ 
tate  release  pursuant  to  9505.2(g).  DA 
Form  4410-R  will  be  reproduced  local¬ 
ly  on  8''xlOV4"  paper. 

(e)  Names  and  addresses.  (1)  Individ¬ 
ual  home  addresses,  lists  or  compila¬ 
tions  of  names  and  home  addresses, 
will  not  be  disclosed  without  the  con¬ 
sent  of  the  indlvidual(s)  involved.  This 
iq>plieS(  but  is  not  limited,  to  requests 
made  by  members  of  Congress  acting 
in  their  Individual  capacities  or  on 
behalf  of  constituents;  creditors;  and 
commercial  and  financial  institutions. 
Unless  doing  so  would  significantly  in¬ 
terfere  with  Army  operations,  e.g., 
where  a  multitude  of  addresses  of  indi¬ 
viduals  not  specifically  identified  are 
requested,  requests  for  home  address¬ 
es  of  active  military  personnel  and  ci¬ 
vilian  employees  currently  employed 
by  the  Army  will  be  forwarded  to  such 
individuals  at  their  duty  or  office  ad¬ 
dress;  the  duty  or  office  address  only 
will  be  furnished  in  response.  All  other 
requests  for  home  addresses  will  be 
forwarded  to  the  last  known  home  ad¬ 
dress  of  the  individual  for  reply  at  his 
discretion.  In  both  instances,  the  re¬ 
quester  will  be  informed  of  the  refer¬ 
ral  promptly. 

(2)  The  prohibition  against  release 
of  home  addresses  or  lists  thereof  may 
be  waived  when  circumstances  of  the 
case  indicate  compelling  and  overrid¬ 
ing  interests  deemed  sufficient  to 
outweigh  privacy  protection  consider¬ 
ations.  Generally,  commercial  solicita¬ 
tion  does  not  constitute  such  an  inter¬ 
est.  Cases  which  cannot  be  resolVed  on 
this  basis  should  be  forwarded  expedi¬ 
tiously  to  HQDA  (DAJA-AL).  Wash¬ 
ington.  D.C.  20310  for  decision. 

(3)  An  individual’s  name  and  address 
or  listings  thereof  will  not  be  sold  or 
rented  by  any  element  of  the  Army 
unless  such  action  is  specifically  au¬ 
thorized  by  law.  This  provision  will 
not  be  construed  to  require  the  with¬ 
holding  of  names  and  addresses  other¬ 
wise  permitted  to  be  made  public.  It 
will  not  be  construed  to  prohibit  the 
charging  of  search  and  reproduction 
fees  in  accordance  with  32  CFR  518.19, 
for  those  records  released  in  accor¬ 
dance  with  the  Freedom  of  Informa¬ 
tion  Act. 

(4)  Commanders  maintaining  home 
addresses  locator  services  will  obtain 
the  individual^  continuing  consent  or 
refusal  for  release  of  his  home  address 
in  response  to  oral  or  telophonlc  re¬ 
quests  from  third  parties.  Siich  con¬ 
sent  or  refusal  should  be  obtained 
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from  the  individual  at  the  time  infor¬ 
mation  on  him  is  initially  entered  into 
the  locator  system.  Disclosures  under 
this  subparagraph  are  considered  to  be 
made  in  accordance  with  the  Freedom 
of  Information  Act;  therefore,  no  dis¬ 
closure  accoimting  Is  required. 

S  605.4  Collection  of  personal  information 
from  individuaU. 

(a)  QtneraL  This  chapter  prescribes 
certain  restrictions  on  and  procedures 
for  the  collection  of  information  per¬ 
taining  to  individuals,  including  social 
security  numbers.  It  also  sets  forth 
the  responsibilities  of  Army  officials 
in  connection  with  these  forms.  Cer¬ 
tain  systems  of  records  may  be 
exempted  from  the  requirements  of 
paragraphs  (b)  and  (c)  in  accordance 
with  S  505.7. 

(b)  Collection  directly  from  individ¬ 
ual  Personal  information  to  be  con¬ 
tained  in  any  ssFstem  of  records,  except 
statistical  records,  will  be  collected  di¬ 
rectly  from  the  individual  to  the  great¬ 
est  extent  practicable.  The  collection 
of  information  from  third  parties  will 
be  minimized  so  as  to  minimize  the 
possibility  of  obtaining  erroneous,  out¬ 
dated.  irrelevant,  or  biased  informa¬ 
tion.  Exceptions  to  this  policy  are  per¬ 
mitted  imder  circumstances  such  as 
the  following; 

(1)  When  there  is  a  need  to  insure 
accuracy  of  Information  supplied  by 
an  individual  through  verification 
with  a  third  party,  such  as  verifying 
information  for  a  security  clearance. 

(2)  When  the  information  can  only 
be  obtained  from  a  third  party,  e.g..  an 
employee’s  performance  in  a  previous 
Job  or  assignment:  a  criminal  investi¬ 
gation. 

(3)  When  obtaining  the  information 
from  the  individual  would  present  ex¬ 
ceptional  practical  difficulties  or 
would  result  in  unreasonable  cost. 

(c)  Informing  individuals  from 
whom  Information  is  requested. 

(1)  Each  individual  who  is  asked  to 
furnish  personal  information,  whether 
or  not  it  is  to  become  part  of  a  system 
of  records,  must  be  informed  of  the 
following. 

(i)  The  authority  for  requesting  dis¬ 
closure.  See  §505.6(p).  The  only  au¬ 
thority  which  may  be  cited  is: 

(а)  The  statute  or  executive  order 
which  specifically  authorizes  collec¬ 
tion  of  the  particular  personal  infor¬ 
mation  requested;  or 

(б)  The  statute  or  executive  order 
which  authorizes  the  Army  to  perform 
a  function,  the  discharging  of  which 
requires  that  this  information  be  col¬ 
lected. 

(ii)  The  principal  purpose  or  piir- 
poses  for  which  the  information  is  to 
be  used.  e.g..  to  evaluate  suitability  or 
to  issue  benefit  pasnnents.  Generally, 
the  purposes  will  be  directly  related 
to.  and  necessary  for.  the  purpose  au¬ 
thorized  by  the  statute  or  executive 
order. 


(ill)  The  routine  uses  to  be  made  of 
the  information.  See  }  505.1(eK6). 

(Iv)  Whether  furnishing  the  infor¬ 
mation  is  mandatory  or  voluntary,  i.e.. 
whether  the  Army  is  required  or  au¬ 
thorized  to  impose  any  penalties  for 
failing  to  respond. 

(V)  The  effects  on  the  individual,  if 
any.  of  not  providing  all  or  any  part  of 
the  information,  e.g..  that  all  informa¬ 
tion  requested  is  necessary  to  identify 
properly  an  individual  and  evaluate 
his  claim  for  benefits  and.  without 
such  information,  no  benefits  can  be 
awarded.  There  should  be  no  adverse 
effect  on  an  individual  for  failing  to 
provide  information  which  is  not  in 
fact  relevant  and  necessary.  See 
S  505.5(b). 

(2)  In  those  cases  where  the  individ¬ 
ual  is  asked  to  supply  no  more  than 
the  information  specified  in 
S505.3(bK2).  and  such  information  is 
currently  and  properly  maintained  in 
a  ssrstem  of  records,  the  requirements 
of  this  paragraph  will  not  apply.  Also, 
the  notification  requirement  applies 
only  when  information  is  collect^  di¬ 
rectly  from  the  individual,  e.g..  when 
the  individual  personally  completes  a 
form  or  when  he  discloses  information 
to  an  official  during  an  interview.  A 
notification  statement  is  not  required 
for  forms,  reports  or  formats  which 
are  completed  from  information  previ¬ 
ously  compiled  on  the  individual. 

(3)  The  notice  to  the  individual  will 
be  made  on  the  form  used  to  collect 
the  information  or  on  a  separate  form. 
In  either  case,  the  statement  will  be 
furnished  to  the  individual  for  his  re¬ 
tention  if  he  requests  it.  This  notifica¬ 
tion  must  be  given  regardless  of  the 
media  used  in  requesting  information, 
whether  it  is  a  “form”  in  the  usual 
sense.  Le..  a  preprinted  document  with 
a  control  number  and  an  edition  date, 
or  a  format,  questionnaire,  survey 
sheet,  magazine  response  card,  or 
report  rendered  on  a  blank  sheet  or 
caixl.  etc.  When  information  is  being 
collected  in  an  interview,  the  inter¬ 
viewer  must  provide  the  individual  in¬ 
terviewed  with  the  notice.  Upon  re¬ 
quest.  this  notice  must  be  provided  in 
a  form  suitable  for  his  retention. 

(4)  In  those  cases  where  the 
individual’s  social  security  number 
(SSN)  is  also  requested,  the  individual 
shall  be  provided  the  information 
specified  in  paragraph  (d)  of  this  sec¬ 
tion.  In  instances  when  the  SSN  is  the 
only  item  of  personal  information  re¬ 
quested  from  the  individual,  the  proce¬ 
dures  in  paragraph  (d)  of  this  section 
will  be  observed. 

(d)  Disclosure  of  social  security 
number.  (1)  Any  Army  official  who  re¬ 
quests  an  individual  to  disclose  his 
will  inform  that  individual 
whether  disclosure  is  mandatory  or 
voluntary,  of  the  statutory  or  other 
authority  (including  regulations) 
which  specifically  allows  or  requires 


that  the  number  be  solicited,  and  what 
uses  will  be  made  of  it.  When  the  SSN 
is  the  only  item  of  personal  informa¬ 
tion  requested  from  an  individual.  Ex¬ 
ecutive  Order  9397,  and  the  applicable 
statute  or  Army  Regulation  or  other 
command  or  agency  directive,  will  be 
cited  as  authority  for  collecting  the 
SSN.  Where  appropriate,  notification 
to  the  individual  for  disclosure  only  of 
the  SSN  may  be  accomplished  by  a 
sign  of  poster  which  bears  the  re¬ 
quired  information,  placed  conspicu¬ 
ously  in  the  area.  If  such  a  sign  Is 
used.  Army  elements  nevertheless 
should  be  prepared  to  furnish  a  copy 
of  the  statement  to  the  individual  on 
his  request. 

(2)  When  disclosure  of  any  personal 
information  in  addition  to  the  SSN  is 
requested,  the  procedures  in  para¬ 
graph  (e)  of  this  section  will  be  ob¬ 
served. 

(3)  An  individual  may  not  be  denied 
any  right,  benefit,  or  privilege  pro¬ 
vided  by  law  for  refusing  to  disclose 
his  SSN  unless  disclosure  is  required 
by  Federal  statute,  or  unless  disclosure 
is  to  an  Army  element  maintaining  a 
system  of  records  in  existence  and  op¬ 
erating  before  January  1. 1975  and  dis¬ 
closure  was  reqviired  under  statute. 
Army  Regulation,  or  other  directive 
adopted  prior  to  January  1, 1975. 

(4)  ’The  Department  of  the  Army  is 
not  precluded  from  requesting  disclo¬ 
sure  of  the  SSN  under  circumstances 
other  than  described  in  paragraph 
(dK3)  of  this  section.  However,  the  in¬ 
dividual  must  be  notified  that  disclo¬ 
sure  of  the  SSN  is  voluntary.  If  the  in¬ 
dividual  refuses  to  disclose  his  SSN. 
Army  elements  must  be  prepared  to 
identify  him  by  alternate  means. 

(5)  Upon  entrance  into  military  ser¬ 
vice  or  civilian  employment  with  the 
Department  of  Defense,  the  individual 
will  disclose  his  SSN.  The  SSN  is  the 
individual’s  service  or  employment 
identification  number  and  is  thus 
needed  for  purposes  of  establishing  his 
personnel,  financial,  medical,  and 
other  offical  records.  The  notice  de¬ 
scribed  in  paragraph  (dXl)  of  this  sec¬ 
tion.  will  be  provided  the  individual 
upon  entrance.  It  will  not  be  required 
whenever  the  individual  is  subsequent¬ 
ly  requested  to  give  or  verify  his  SSN, 
provided: 

(1)  The  SSN  is  requested  solely  for 
identification  purposes  in  connection 
with  official  Apartment  of  Defense 
or  Civil  Service  Commission  records. 

(ii)  No  use  will  be  made  of  this 
number  outside  of  the  Department  of 
Defense  or  Civil  Service  Commission, 
except  as  provided  by  the  Privacy  Act 
(see  S  505.3  (b)). 

(e)  Forms  in  use  prior  to  September 
27,  1975.  (1)  Forms  in  use  prior  to  Sep¬ 
tember.  27,  1975  and  which  are  to  be 
used  after  that  date  must  meet  the 
notice  requirements  by  use  of  a  sepa¬ 
rate  statement  to  accompany  each 
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form  subject  to  the  provisions  of  the 
Privacy  Act  of  1974.  This  statemei^ 
will  be  prepared  on  DA  Form  4368-R 
(Data  Required  by  the  Privacy  Act  of 
1974).  DA  Form  4368-R  will  be  repro¬ 
duced  locally  on  8"  x  10i4"  paper. 

(2)  For  forms  in  regularly-issued, 
numbered  series,  the  DA  Form  4368-R 
identification  will  be  deleted  and  the 
Privacy  Act  Statement  will  be  assigned 
the  same  number  as  the  form  to  which 
it  pertains.  For  example,  in  the  case  of 
DD  Form  398  (Statement  of  Personal 
History),  the  applicable  notice  will  be 
designated  “DD  Form  398— Privacy 
Act  Statement.’’ 

(3)  For  unnumbered  formats,  ques¬ 
tionnaires,  survey  sheets,  and  reports 
which  collect  personal  information 
and  identify  the  individual,  the  DA 
Form  4368-R  Identification  will  be  de¬ 
leted  and  the  Privacy  Act  Statement 
will  be  assigned  the  reports  control 
symbol  or  Office  of  Management  and 
Budget  (OMB)  Approval  Niunber  that 
authorizes  collection  of  the  informa¬ 
tion. 

(4)  All  Privacy  Act  Statements  will 
be  submitted  with  DA  Form  1167  (Re¬ 
quest  for  Approval  of  Form)  and  a  pre¬ 
scribing  directive  to  the  head  of  the 
agency  or  the  commander.  A’TTN: 
Forms  Management  Officer.  The 
Forms  Management  Officer  will 
review  statements  for  compliance  with 
forms  design  principles.  A  forms  con¬ 
trol  number  will  be  assigned  to  each 
Privacy  Act  Statement.  Statements 
that  accompany  forms  in  regularly- 
issued,  numbered  series  will  be  as¬ 
signed  a  control  number  in  accordance 
with  instructions  in  paragraph  (eX2) 
of  this  section.  Statements  that  ac¬ 
company  unnumbered  formats,  ques¬ 
tionnaires.  survey  sheets,  and  reports 
will  be  assigned  a  separate  forms  con¬ 
trol  number  in  addition  to  the  reports 
control  symbol  or  OMB  Approval 
Number  authorizing  collection  of  the 
information  (paragraph  (eK3)  of  this 
section. 

(f)  Forms  initiated  or  revised  after 
September  27,  1975.  As  forms  are  re¬ 
vised  or  new  forms  are  Issued,  the  Pri¬ 
vacy  Act  Statement  will  be  incorporat¬ 
ed,  if  practicable,  in  the  body  of  each 
form,  format,  questionnaire,  survey 
sheet,  or  report.  Where  feasible,  the 
Privacy  Act  Statement  will  be  posi¬ 
tioned  before  the  Information  request¬ 
ed  from  the  individual  when  incorpo¬ 
rated  on  a  form,  format,  etc.  When  it 
is  impractical  to  contain  the  statement 
on  the  basic  form,  it  may  be  printed 
on  the  reverse  of  the  form,  or  a  sepa¬ 
rate  statement  will  be  prepared.  All 
statements  will  be  reviewed  and  ap¬ 
proved  by  the  appropriate  privacy  and 
forms  management  officials. 

(g)  Other  agency  forms.  Forms  origl- 
'  nated  by  other  agencies  and  used  by 

the  Army  to  collect  personal  informa¬ 
tion  from  individuals  to  be  contained 
in  a  system  of  records  must  contain  a 


Privacy  Act  Statement.  Use  of  other 
agency  forms  subject  to  the  Privacy 
Act  without  a  notification  statement 
will  be  immediately  suspended  and  the 
matter  referred  to  the  appropriate 
Army  forms  management  official.  ’The 
forms  management  official,  through 
technical  channels,  will  determine 
whether  use  of  the  form  is  local,  com¬ 
mand-wide.  or  Army-wide.  Based  on 
the  outcome  of  this  determination,  the 
forms  management  official  will  either 
refer  the  problem  to  a  higher  echelon 
for  solution,  or.  through  technical 
channels,  contact  the  agency  originat¬ 
ing  the  form  to  determine  if  a  privacy 
statement  has  been  or  will  be  pre¬ 
pared.  When  the  other  agency  de¬ 
clines  to  prepare  the  statement  or 
undue  delay  is  encountered,  the  forms 
management  official  will  refer  the 
matter  to  the  appropriate  privacy  offi¬ 
cial.  The  privacy  official,  in  coordina¬ 
tion  with  the  principal  Army  user,  will 
ensiire  preparation  of  a  privacy  state¬ 
ment  for  the  form  or  take  action  to 
discontinue  its  use. 

(h)  Responsibilities.  (1)  ’The  propo¬ 
nent  is  responsible  for  determining 
whether  a  form,  format,  question¬ 
naire,  survey  sheet,  or  report  requires 
a  Privacy  Act  Statement.  ’The  propo¬ 
nent  will  prepare  Privacy  Act  State¬ 
ments  when  required  by  this  rule. 

(2)  Forms  management,  reports  con¬ 
trol  or  similar  management  officials 
will  ensure  that  all  forms,  formats, 
questionnaires,  survey  sheets,  or  re¬ 
ports  originated  by  their  agency  or 
command  and  subject  to  this  regula¬ 
tion  contain  a  Privacy  Act  Statement; 
that  statements  have  been  reviewed 
and  approved  by  the  privacy  official; 
that  all  statements  meet  the  criteria 
for  approval  as  agency  or  command 
forms;  and  that  a  current  listing  is 
maintained  of  all  forms  requiring  a 
Privacy  Act  Statement  (paragraph  (i) 
of  this  section).  Forms  management, 
reports  control  or  similar  management 
officials  will  coordinate  as  required 
with  other  agencies  to  ensure  the 
availability  of  Privacy  Act  Statements 
on  forms,  formats,  etc.,  originated  by 
other  agencies  and  used  by  the  Army 
to  collect  personal  data  from  individ¬ 
uals. 

(3)  Privacy  officials  are  responsible 
for  reviewing  the  content  of  Privacy 
Act  Statements  for  compliance  with 
this  regulation  and  for  assuring  that 
statements  are  Issued  with  all  forms, 
formats,  questionnaires,  survey  sheets, 
and  reports  subject  to  this  regulation 
which  are  used  by  their  agency  or 
command.  Privacy  officials  will  coordi¬ 
nate  with  principal  Army  users  of 
forms  originated  by  other  agencies  to 
ensure  preparation  of  statements 
when  the  forms  concerned  request 
personal  data  from  individuals  and 
when  the  originating  agencies  decline 
to  prepare  statements.  In  the  absence 
of  Privacy  Act  Statements,  privacy  of¬ 


ficials  will  take  action  to  discontinue 
use  of  these  forms. 

(1)  Consolidated  forms  listing.  A  list¬ 
ing  of  those  command,  agency,  and 
local  forms  requiring  a  Privacy  Act 
Statement  will  be  compiled  and  main¬ 
tained  in  a  current  status.  As  a  mini¬ 
mum.  the  form  number,  edition  date, 
and  title  will  be  included.  DA  Form 
4369-R  (Report  of  Forms  Falling 
Within  the  Provisions  of  the  Privacy 
Act  of  1974)  may  be  used  for  this  pur¬ 
pose.  DA  Form  4369-R  will  be  repro¬ 
duced  locally  on  8"  x  10V4’'  paper. 

S  505.5  Syatenu  of  records. 

(a)  General.  (1)  This  chapter  pre¬ 
scribes  general  standards  for,  and  re¬ 
strictions  in,  the  maintenance  of  sys¬ 
tems  of  records.  It  also  requires  the 
publication  of  notices  in  the  Federal 
Register  for  these  systems  and  of  ad¬ 
vance  notice  for  some  of  these  sys¬ 
tems. 

(2)  Certain  systems  of  records  may 
be  exempted  from  the  requirements  of 
paragraphs  (b)  and  (c)  of  this  section 
only,  in  accordance  with  {505.7.  Al¬ 
though  all  systems  must  have  notices, 
paragraph  (e),  some  portions  of  these 
notices  may  not  have  to  be  published, 
as  indicated  in  section  505.7. 

(b)  Necessity  and  relevance  of  per¬ 
sonal  information.  (1)  Statutory  or 
regulatory  authority  performance  of  a 
mission  does  not  convey  unlimited  au¬ 
thority  to  collect  and  maintain  in  a 
system  of  records  all  personal  informa¬ 
tion  which  may  be  useful  or  conve¬ 
nient.  Only  personal  information  that 
is  both  relevant  and  necessary  to  ac¬ 
complish  a  purpose  required  by  Feder¬ 
al  statute  or  Executive  Order  of  the 
President  is  authorized  to  be  main¬ 
tained.  Systems  managers  will  evalu¬ 
ate  each  category  of  information  in¬ 
cluded  in  their  system  for  necessity 
and  relevance.  ’This  evaluation  will 
consider  the: 

(1)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  purpose  for  which  the  system  is 
maintained. 

(il)  Specific  adverse  consequences  of 
not  collecting  each  category  of  infor¬ 
mation. 

(lii)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of  in¬ 
formation  not  individually  identifiable 
or  through  sampling  techniques. 

(iv)  Length  of  time  that  the  informa¬ 
tion  is  needed  and.  where  appropriate, 
techniques  for  purging  parts  of  the 
record. 

(V)  Financial  cost  of  information 
maintenance,  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

(vi)  Necessity  and  relevance  of  this 
information  to  all  individuals  included 
in  the  system. 

(2)  Collection  will  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion.  which,  as  a  result  of  the  above 
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evaluation,  does  not  appear  to  be  rea¬ 
sonably  Justifiable.  Moreover,  such  in¬ 
formation  will  be  deleted  or  otherwise 
withdrawn  and  destroyed,  provided  it 
can  be  economically  segregated  from 
necessary  and  relevant  information. 

(3)  The  evaluation  for  necessity  and 
relevance  will  be  accomplished  by  each 
manager  of  a  system  of  records: 

(1)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  the 
existing  system  of  records. 

(il)  Annually,  prior  to  publication  of 
the  compilation  of  system  notices  in 
the  Federal  Register  (paragraph  (e) 
of  this  section). 

(4)  Nothing  in  this  paragraph  autho¬ 
rizes  the  destruction  of  records  which 
must  be  retained  under  the  Federal 
Records  Act. 

(c)  Standards  for  records  main¬ 
tained.  Records  used  in  making  deter¬ 
minations  about  an  individual  will  be 
maintained  with  such  accuracy,  rel¬ 
evance.  timeliness  and  completeness  as 
is  reasonably  necessary  to  ensure  fair¬ 
ness  to  the  individual  in  the  determi¬ 
nation. 

(d)  Restrictions  on  maintenance  of 
certain  records.  No  system  of  records 
may  contain  any  information  describ¬ 
ing  how  individuals  exercise  rights 
guaranteed  by  the  First  Amendment, 
including  religious  and  political  be¬ 
liefs,  freedom  of  speech  and  the  press, 
and  the  rights  of  assembly  and  to  peti¬ 
tion.  unless: 

(DA  Federal  statute  explicitly  pro¬ 
vides  that  the  Department  of  Defense 
or  Army  may  maintain  records  on  ac¬ 
tivities  whose  exercise  is  covered  by 
the  First  Amendment  or  specifies  that 
such  activities  are  relevant  to  a  deter¬ 
mination  about  the  individual,  e.g.,  the 
disclosure  of  denominational  affili¬ 
ation  by  members  of  the  Chaplains 
Branch  in  compliance  with  10  USC 
3065  and  3073. 

(2)  The  individual  expressly  autho¬ 
rizes  maintenance,  e.g.,  where  he  vol¬ 
untarily  indicates  a  religious  prefer¬ 
ence  so  that  the  proper  clergyman 
may  be  called  in  the  event  of  an  emer¬ 
gency  or  association  memberships  in 
order  to  enhance  selection  for  a  par¬ 
ticular  position.  Nothing  in  this  sub- 
paragraph  shall  be  construed  to  re¬ 
quire  the  individual,  directly  or  indi¬ 
rectly.  to  provide  any  iiJormation  con¬ 
cerning  his  religious  or  political  affili¬ 
ations.  etc. 

(3)  The  record  Is  required  for  an  au¬ 
thorized  law  enforcement  function, 
e.g.,  to  ensure  that  political  or  reli¬ 
gious  activiUes  are  not  used  as  a  cover 
for  illegal  or  subversive  activities. 

(e)  Record  system  notices.  The  Priva¬ 
cy  Act  of  1974  requires  that  an  annual 
notice  of  the  existence  of  each  system 
of  records,  as  defined  in  SI^S.Ke),  be 
published  in  the  Federal  Register  in 
accordance  with  $505.6.  The  notice 
provision  of  the  Act  is  based  on  the 
premise  that  there  should  be  no 


system  of  records  whose  very  exis¬ 
tence  is  never  disclosed. 

(2)  Notices  for  existing  Army  sys¬ 
tems  of  records  are  published  in  the 
Federal  Register.  DAACKAMR)  will 
ensure  that  such  notices,  together 
with  any  changes,  and  any  new  notices 
are  forwarded  to  the  Office  of  the  As¬ 
sistant  Secretary  of  Defense  (Comp- 
troUer)  (OASIXO)  for  annual  republi¬ 
cation  in  the  Federal  Register. 

(f )  System  notices  for  new  systems  of 
records.  System  managers  proposing 
new  systems  of  records  will  prepare 
system  notices  in  accordance  with 
$505.6  and  submit  them  to  HQDA 
(DAAO-AMR),  Washington.  D.C. 
20314,  90  days  before  the  systems  are 
implemented.  DAAG-AMR  will  for¬ 
ward  this  material  to  the  OASIXO  for 
publication  in  the  Federal  Register 
and  submission  to  the  Office  of  Man¬ 
agement  and  Budget  (OMB)  and  the 
Privacy  Protection  Study  Commission 
(Commission). 

(g)  Changes  to  existing  systems  re¬ 
quiring  advanced  public  notice.  (1) 
Changes  in  existing  systems  require 
corresponding  changes  in  published 
system  notices.  The  following  types  of 
changes  to  existing  systems  must  be 
published  in  the  Federal  Register  for 
public  comment  at  least  30  days  before 
the  changes  are  implemented: 

(1)  Those  which  expand  the  catego¬ 
ries  of  individuals  on  whom  records 
are  maintained. 

(ii)  Those  which  add  new  categories 
of  records  to  the  system. 

(ill)  Those  which  add  new  categories 
of  sources. 

(iv)  New  or  changed  routine  uses 
which  involve  disclosure  to  a  new  cate¬ 
gory  or  recipient. 

(V)  Changes  in  procedures  governing 
access. 

(2)  Revised  system  notices  incorpo¬ 
rating  the  proposed  changes,  prepared 
in  accordance  with  $  505.6,  will  be  sub¬ 
mitted  to  HQDA  (DAAG-AMR). 
Washington.  D.C.  20314  at  least  90 
days  before  the  changes  are  imple¬ 
mented.  DAAG-AMR  will  forward  this 
material  to  the  OASIXO  for  publica¬ 
tion  and  submission  to  OMB  and  the 
Commission. 

(h)  Narrative  statement  for  new  or 
changed  system  notices.  Each  system 
notice  prepared  in  accordance  with 
paragraphs  (f)  and  (g)  of  this  section 
will  be  accompanied  by  a  brief  narra¬ 
tive  statement.  The  narrative  state¬ 
ment  will  include  an  evaluation  of  the 
effect  of  the  proposed  system  or 
change,  including  planned  disclosure 
of  information  therefrom,  on  the  po¬ 
tential  privacy  or  other  personal  and 
property  rights  of  individuals.  In  addi¬ 
tion,  the  narrative  statement  will  in¬ 
clude  a  further  statement  that  the 
proposed  system  or  change  does  not 
effect  the  preservation  of  the  constitu¬ 
tional  principle  of  federalism  and  sep¬ 
aration  of  powers.  However,  if  a  pro¬ 


posed  system  or  change  does  effect 
this  principle,  the  effect  will  be  fully 
evaluated  in  the  narrative  statement. 
The  local  Judge  advocate  or  legal  offi¬ 
cer  will  pro^de  assistance  in  determin¬ 
ing  whether  a  proposed  system  or 
change  effects  this  principle. 

(i)  Changes  to  existing  systems  not 
requiring  advance  public  notice. 
Changes  to  systems  or  records  not 
stated  in  paragraph  (g)  of  this  section 
do  not  require  advanced  public  notice 
before  implementation.  System  man¬ 
agers  will  submit  to  HQDA  (DAAG- 
AMR)  changes  to  existing  notices 
when  such  changes  are  made  to  their 
systems.  As  a  minimum,  notification  of 
such  changes  will  include  the  system 
identification  number  and  title,  and 
the  appropriate  section  of  the  system 
notice  revised  to  incorporate  the 
changes.  These  changes  may  be  sub¬ 
mitted  in  hard  copy.  DAAG-AMR  will 
submit  these  changes  to  the  OASD- 
AMR  will  submit  these  changes  to  the 
OASIXO  by  May  31  of  eich  year  for 
publication  in  the  Federal  Register’s 
annual  compilation  of  system  notices. 

(J)  Reports  control  Reports  Control 
Symbol  DD-A(A)  1379  is  assigned  to 
the  requirement  for  preparation  and 
submission  of  system  notices  and 
changes. 

(k)  Existing  systems  not  covered  by  a 
public  notice.  Any  commander  who 
discovers  a  system  of  records,  whether 
it  be  in  the  current  files  area  or  a  Fed- 
efal  Records  Center,  which  has  not 
been  made  the  subject  of  a  published 
system  notice  will  Immediately  notify 
HQDA  (DAAG-AMR).  Washington. 
D.C.  20314.  The  notification  will  in¬ 
close  a  proposed  system  notice  pre¬ 
pared  in  accordance  with  the  format 
and  instructions  contained  in  $505.6 
DAAG-AMR  wUl: 

(l)  If  not  predetermined,  identify 
the  applicable  system  manager. 

(2)  Coordinate  publication  of  a 
public  notice,  of  discontinuance  or 
rearrangement  of  the  system  with  the 
system  manager. 

(3)  Provide  the  reporting  command¬ 
er  instructions  concerning  continued 
maintenance  or  discontinuing  of  the 
system. 

(l)  Prohibition  on  rearrangement  of 
file  series.  No  existing  files  series  will 
be  rearranged  to  permit  retrieval  by 
name.  SSN,  or  other  code  identifying 
individuals  without  prior  publication 
of  a  record  system  notice  in  the  Feder¬ 
al  Register.  In  effect,  such  rearrange¬ 
ment  constitutes  a  new  system  of  re¬ 
cords.  files  may.  however,  be  rear¬ 
ranged  so  as  not  to  permit  such  re¬ 
trieval. 

(m)  Safeguarding  personal  informa¬ 
tion  in  systems  of  records.  (1)  All  sys¬ 
tems  of  records,  as  defined  in 
$505.1(eK9),  will  be  safeguarded  to 
insure  the  security  and  confidentiality 
of  records  and  to  protect  against  any 
anticipated  threats  or  hazards  to  their  ' 
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security  or  integrity  which  could 
result  in  substantial  harm,  embarrass¬ 
ment.  Inconvenience  or  unfairness  to 
any  individual  on  whom  information  is 
maintained.  At  a  minimum,  these  re¬ 
cords  will  be  safeguarded  in  accor¬ 
dance  with  the  access,  storage,  han¬ 
dling.  transmission,  and  destruction 
provisions  of  AR  340-16. 

(2)  As  required,  system-  managers 
will  establish  additional  safeguards 
that  are  tailored  to  the  particular  re¬ 
quirements  of  their  systems  and  the 
sensitivity  of  the  information  con¬ 
tained  therein. 

(3)  Additional  safeguards  are  re¬ 
quired  for  ongoing  (in  operation)  are 
new  automated  systems  as  prescribed 
in  AR  18-1.  Management  Information 
Systems  Policies.  Objectives.  Proce¬ 
dures.  and  Responsibilities. 

9  505.6  Instructions  and  responsibilities 
for  preparing  record  system  notices. 

(a)  ApplicaMlity.  The  notice  require¬ 
ment  specified  in  9  505.1(eK9). 

(b)  Determination  of  systems  of  re¬ 
cords.  Each  system  manager  is  respon- 
sibile  for  determining  whether  records 
for  which  he  is  responsible  to  consti¬ 
tute  a  system  of  records  requiring  a 
systems  notice.  In  this  connection,  a 
system  of  records  may  consist  of  sever¬ 
al  file  series,  or  a  single  file  series  may 
represent  more  than  one  system.  (File 
series  are  identified  in  the  AR  340-2. 
340-6.  and  the  AR  340-18  series  (here¬ 
after  referred  to  as  the  AR  340- 
series).) 

(c)  Evaluation  for  relevance  and  ne¬ 
cessity.  Before  developing  a  system 
notice,  the  record  system  must  be  eval¬ 
uated  for  necessity  (9  505.5(b)).  If  it  is 
determined  that  the  record  system  is 
irrelevant  or  unnecessary,  action 
should  be  taken,  in  coordination  with 
the  appropriate  records  manager,  to 
discontinue  the  system  and  dispose  of 
the  records  Involved  in  accordance 
with  disposition  instructions  in  the  AR 
340-8erles. 

(d)  Categories  of  systems  of  records. 
For  the  purpose  of  Identifying  record 
systems  and  preparing  system  notices, 
there  are  five  distinguishable  catego¬ 
ries  of  record  systems  subject  to  the 
Privacy  Act: 

(1)  Those  established  and  main¬ 
tained  pursuant  to  and  specifically 
presribed  by  statute.  Executive  Order, 
or  Army  Regulation;  for  example, 
medical  clinical  files  prescribed  by  AR 
40-2.  Nearly  all  such  systems  are  iden¬ 
tified  by  Army  Regulations  in  the  AR 
340-series. 

(2)  Those  accumulated  in  perform¬ 
ing  assigned  functions,  and  for  which 
establishment  and  maintenance  are 
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not  specifically  prescribed  by  statute. 
Executive  Order,  or  Army  Regulation. 
These  systems  are  accumulated  Army¬ 
wide  in  offices  that  have  identical  or 
similar  functional  responsibilities. 
Normally,  decentralized  segments  of 
such  systems  vary  only  in  S(x>pe  and 
volume,  not  in  content;  for  example, 
name  files  which  are  established  in 
processing  requests  under  the  Free¬ 
dom  of  Information  Act  (32  CFR  Part 
518).  In  most  instances,  these  systems 
are  identified  by  Army  Regulations  in 
the  AR  340-series. 

(3)  Those  temporarily  in  the  custody 
of  the  Army,  but  which  “belong”  to 
other  Federal  agencies.  For  example, 
official  civilian  personnel  files  on 
Army  civilian  employees  belong  to  the 
US  Civil  Service  Commission  (CSC). 
Nearly  all  such  systems  are  identifi^ 
by  Army  Regulations  in  the  AR  340- 
serles. 

(4)  Automated  Data  Processing  Sys¬ 
tems  (ADPS).  which,  as  a  rule,  are  not 
individually  or  specifically  identified 
by  Army  Regulations  in  the  AR  340- 
series.  although  their  output  may  be 
functionally  identifiable  through 
those  regulations.  For  preparation  of 
system  notices,  there  are  four  types  of 
automated  data  pincessing  systems: 

(i)  Multi-command  standard  systems 
which  are  operated  by  two  or  more 
major  commands,  for  which  an  Army 
Staff  agency  Is  the  proponent,  and  for 
which  the  US  Army  Computer  Sys¬ 
tems  Command  is  the  assigned  respon¬ 
sible  agency. 

(ii)  Command  standard  systems 
which  are  operated  by  a  single  major 
command  at  more  than  one  data  pro¬ 
cessing  installation  (DPI). 

(ill)  Army  Staff  agency /command/ 
installation-unique  systems  which  are 
operated  at  a  single  DPI. 

(iv)  Systems  in  which  the  Army  par¬ 
ticipates  or  utilizes,  but  for  which  an¬ 
other  Federal  agency  and/or  military 
department  or  component  of  the  De¬ 
partment  of  Defense  is  the  proponent 
(e.g..  WWMCCS.  IDHS.  ARPANET). 

(5)  Those  established  and  main¬ 
tained  entirely  in  response  to  local 
needs.  Although  often  difficult  to  de¬ 
scribe.  these  systems  have  certain 
common  characteristics  which  can  be 
used  in  identifying  them  for  prepara¬ 
tion  of  system  notices: 

(I)  Normally,  they  are  unique  to  the 
accumulating  office. 

(II)  They  are  not  acciunulated  Army- 
wide  in  other  staff  sections  or  ele¬ 
ments  which  perform  like  functions. 

(ill)  They  are  seldom  specifically 
identified  in  the  AR  340-series. 

(iv)  They  are  often  treated  as  “un¬ 
identified  files”  under  the  Army  Func- 
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tional  Files  System  (TAFTS),  or  iden¬ 
tified  as  a  distinct  subdivision  of  a 
TAFTS  record  series  that  is  specifical¬ 
ly  identified  in  the  AR  340-serles. 

(e)  Responsibility  for  preparation  of 
system  notices.  ( 1 )  For  Category  1  and 
2  systems,  the  Army  Staff  agency 
head  or  major  Army  commander 
having  Army-wide  responsibility  for 
the  function  or  process  involved  is  con¬ 
sidered  to  be  the  system  manager. 
Such  managers  are  responsible  for  in¬ 
cluding  in  their  system  notices  cover¬ 
age  for  all  decentralized  segments  of 
the  particular  system. 

(2)  For  Category  3.  the  proponent  is 
the  Federal  agency  to  which  a  record 
-system  belongs.  It  is  responsible  for 
system  notices  applicable  to  its  records 
that  are  temporarily  in  Army  custody. 
For  example,  the  CSC  will  publish 
system  notices  applicable  to  all  record 
systems  prescribed  by  the  Federal  Per¬ 
sonnel  Manual.  CSC  will  not.  however, 
be  responsible  for  any  modifications  or 
additions  to  a  C^C  record  system.  The 
proponent  of  such  modifications  or  ad¬ 
ditions  is  therefore  considered  to  be 
the  system  manager,  and  is  responsi¬ 
ble  for  preparing  a  system  notice  for 
the  portion  added  by  him.  Such 
system  managers  should  (X}ntact  the 
appropriate  Federal  agency  for  other 
systems  temporarily  in  Army  custody 
to  determine  and  fix  re^;>onsibility  for 
preparing  applicable  system  notices. 
In  instances  where  a  Federal  agency  to 
which  the  records  belong  declines  to 
cover  a  system  temporarily  in  Army 
custody,  the  Army  system  manager 
will  be  responsible  for  preparing  the 
applicable  system  notice. 

(3)  Procedures  for  reporting  Catego¬ 
ry  4  systems  are  as  follows: 

(i)  System 'managers  of  Categories  1. 
2.  3.  and  5  systems  are  responsible  for 
assuring  that  all  automated  segments 
of  their  systems  are  included  in  their 
system  notices. 

(il)  System  managers  of  ADP  sys¬ 
tems  defined  in  Category  4.  which  are 
not  automated  segments  of  a  Category 
1.  2.  3.  or  5  system,  are  responsible  for 
preparing  the  system  notices  applica¬ 
ble  to  their  automated  data  pr(x;essing 
systems. 

(ill)  For  Type  IV  systems  within  Cat¬ 
egory  4.  the  responsible  HQDA  Staff 
agency  will  contact  the  proponent 
Federal  agency,  and/or  military  de¬ 
partment  or  component  of  the  DOD. 
to  determine  and  fix  responsibility  for 
preparing  the  applicable  system 
notice.  In  instances  where  the  propo¬ 
nent  declines  to  cover  the  system,  the 
HQDA  Staff  agency  will  be  responsi¬ 
ble  for  preparing  the  applicable 
system  notice. 
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PRIVACY  ACT  ISSUANCES 


(4)  System  managers  of  Category  5 
systems  are  responsible  for  prepara¬ 
tion  and  submission,  through  chan¬ 
nels,  of  system  notices  applicable  to 
their  systems. 

(f)  Addreasea  in  ayatem  noticea.  To 
avoid  the  need  for  listing  all  applicable 
addresses  in  each  system  notice, 
DAAO-AMR  will  prepare  and  publish 
an  organizational  directory  as  a  sepa¬ 
rate  notice  in  the  Federal  Register. 
This  directory  will  list  addresses  of  the 
Office,  Secretary  of  the  Army:  the 
Office.  Chief  of  Staff.  US  Army;  Army 
Staff  agencies;  field  operating  and 
staff  support  agencies:  headquarters 
of  major  and  subordinate  commands: 
installations;  hospitals:  and  the  US 
Army  Militair  Academy,  the  US  Army 
War  College,  and  service  schools. 
These  levels  of  addresses  should  be 
considered  in  providing  information 
required  by  paragraphs  (m)  and  (s)  to 
(u)  of  this  section. 

(g)  QeneraL  Two  copies  of  each 
system  notice  will  be  forwarded  to 
HQDA  (DAAO-AMR).  DAAO-AMR 
will  review  the  system  notices  for  ac¬ 
curacy,  completeness,  and  uniformity, 
arrange  for  conversion  to  computer 
input,  and  ensure  that  DOD  is  pro¬ 
vided  a  master  ADP  tape  containing 
all  Army  system  notices.  Oeneral 
instructions  for  preparing  record 
system  notices  are  as  follows: 

(1)  For  each  system  of  records, 
submit  information  in  the  sequence 
shown  in  this  section. 

(2)  Use  all  keywords  shown  in  this 
section  (i.e..  SYSNAME,  RECORD- 
CATEXSORY,  etc.).  Elxplanations  of 
keywords  are  shown  in  parentheses, 
but  do  not  use  the  explanations. 

(3)  Do  not  use  paragraph  or  subpara¬ 
graph  numbers  or  letters. 

(4)  Do  not  underline  any  part  of  the 
text. 

(5)  Do  not  use  hyphenation  at  the 
end  of  the  line,  or  subdivide  a  word  at 
the  end  of  a  line. 

(6)  Do  not  use  reference  information 
from,  other  system  notices  within  the 
system  of  records  being  described. 

(7)  Use  all  standard  typewriter  char¬ 
acters,  except  for  the  following  which 
will  be  used  as  indicated; 

(i)  Use  to  precede  each  major 
group  keyword  (e.g.,  SYSNAME, 
etc.). 

(ii)  Use  to  precede  each  major 
subgroup  keyword  (e.g.,  *SAFE- 
OUARDS,  etc.). 

(iii)  Use  to  precede  the  text  fol¬ 
lowing  major  group  or  subgroup  head¬ 
ings.  Do  not  use  subparagraphs. 

(iv)  Use  to  precede  each  line 
entry  when  addresses  require  a 
column  or  list  format.  Multiple  ad¬ 
dresses  within  a  single  column  are  not 
permitted.  In  instances  where  more 
than  one  address  is  required,  enter  all 
addresses  in  paragraph  form,  from  left 
to  right  across  the  page. 

(v)  Do  not  use  character.  It  is 
reserved  for  other  purposes. 


(8)  All  information  will  be  typed 
flush  with  the  left  margin,  using  the 
characters  indicated  in  (gK7)  of  this 
section  to  distinguish  between  major 
groupings  of  information  and  para¬ 
graphs. 

(9)  Refer  to  $505.7  for  systems 
which  may  qualify  for  exemption. 

(10)  Avoid  use  of  military  or  govern¬ 
ment  terminology  which  may  not  be 
understood  by  the  public.  Authorized 
abbreviations  may  be  used,  provided 
they  are  first  fully  spelled  out  in  each 
system  notice;  e.g..  Department  of  the 
Army  (DA). 

(11)  Number  the  pages  separately 
for  each  draft  system  notice. 

(h)  Noticea  for  new  and  reviaed  ays- 
tema.  New  system  notices  and  revised 
system  notices  require  advance  public 
notification  and  will  be  prepared  in  ac¬ 
cordance  with  the  instructions  in  this 
section.  Such  notices  are  to  be  sumbit- 
ted  in  full  (i.e.,  no  partial  system 
notice  will  be  accepted.) 

(i)  General.  Paragraphs  (J)  through 
(X)  of  this  section  provide  the  format 
(i.e.,  keywords  and  their  sequencing) 
and  instruction  for  developing  the  sub¬ 
stantive  content  of  system  notices. 

(J)  Manual  or  automated  Indicate 
whether  the  system  is  manual  or  auto¬ 
mated.  An  automated  system  would  in¬ 
clude  records  processed,  maintained, 
or  both,  in  a  machine  readable 
medium,  such  as  EAM  Cards,  comput¬ 
er  tapes,  or  disks,  word  processing 
tapes  and  cards,  etc.  A  manual  system 
would  include  records  processed,  main¬ 
tained.  or  both,  in  a  human  readable 
medium  such  as  paper  records  in  file 
folders,  visible  or  vertical  file  cards, 
microfiche,  roll  microfilm,  photo¬ 
graphs,  etc.  A  mechanized  file  which 
requires  substantial  human  interven¬ 
tion  for  processing  or  maintenance  is 
considered  to  be  manual,  rather  than 
automated. 

(k)  SYSNAME  (.System  Name). 
Whenever  applicable,  identify  the 
system  by  number  and  title  prescribed 
in  the  AR  340-series.  Use  locally  origi¬ 
nated  titles  for  files  which  are  not  de¬ 
scribed  specifically  or  adequately  in 
the  AR  340-serles  or  which  are  other¬ 
wise  unique  to  the  reporting  office.  If 
more  than  one  system  is  covered  by  a 
file  description,  identify  each  system. 
If  several  files  (separately  described  in 
the  AR  340-series)  are  a  part  of  a 
single  ssrstem,  identify  the  system  only 
(see  (p)  of  this  section,  for  identifica¬ 
tion  of  separate  files  which  form  a 
system).  Provide  system  and  file  title 
in  unclassified  form.  Do  not  use  abbre¬ 
viations,  nicknames,  or  acronyms 
unless  spelled  out  the  first  time  used. 
Place  acronyms  in  parentheses  imme¬ 
diately  following  the  title. 

(l)  Security.  Specify  the  Defense  or 
other  security  classification  for  the 
system  of  records  if  classified  pursu¬ 
ant  to  the  provisions  of  DOD  5200.1- 
R.  Do  not  cite  as  a  classification  "IN¬ 


TERNAL  WORKING  PAPER.  EYES 
ONLY,"  or  similar  marking  used  for 
internal  control  or  other  handling  pur- 
poses.  If  unclassified,  including  “FOR 
OFFICIAL  USE  ONLY.”  state  imclas- 
sified. 

(m)  Location.  If  the  system  is  main¬ 
tained  in  a  single  location,  provide  the 
exact  name  of  the  office,  organization, 
and  correspondence  or  routing  symbol. 
On  the  other  hand,  if  it  is  geographi¬ 
cally  or  organizationally  decentralized, 
specify  each  type  of  organization  or 
element  that  maintains  a  segment  of 
the  system.  For  example,  if  the  system 
was  comprised  of  clinical  records,  then 
medical  centers  and  hospitals,  and  the 
National  Personnel  Records  Center 
would  be  listed  as  locations.  Where 
automated  data  systems  encompass  a 
central  computer  facility,  with  input/ 
output  terminals  at  several  geographi¬ 
cal  locations,  list  by  category  each  lo¬ 
cation  under  this  heading.  In  all  in¬ 
stances  where  multiple  locations  are 
referred  to  by  type  of  organization, 
state  that  offical  mailing  addresses  are 
in  the  Department  of  Defense  Directo¬ 
ry  in  the  appendix  to  the  Department 
of  the  Army  system  notices.  If  the  ad¬ 
dress  is  classified,  so  state.  Be  sure  to 
list  each  type  of  organization  main¬ 
taining  a  segment  or  duplicate  of  the 
system,  since  maintenance  by  a  type  of 
organization  not  reported  herein  will 
constitute  a  violation  of  the  Privacy 
Act  of  1974.  When  indicating  domestic 
addresses,  use  the  United  States 
Postal  Service  two-letter  state  abbre¬ 
viation  and  the  zip  code. 

(n)  Individual-category  (categories 
of  individuals  covered  by  the  system). 
The  purpose  of  this  requirement  is  to 
permit  an  individual  to  determine 
whether  or  not  information  on  him 
might  be  in  the  system  of  records.  Cat¬ 
egories  of  in^vlduals,  therefore, 
should  be  stated  in  easily  understood, 
nontechnical  terms  and  include  all  cat¬ 
egories  of  individuals  on  whom  records 
are  maintained.  Avoid  using  broad 
general  descriptions,  such  as  "all  mili¬ 
tary  personnel."  unless  the  system  ap¬ 
plies  to  all  military  personnel.  For  ex¬ 
ample.  the  Joint  Uniform  Military  Pay 
Sy^m  (JUMPS)  applies  to  all  mili¬ 
tary  personnel  on  active  duty,  while  a 
system  of  absentee  case  files  would 
apply  only  to  deserters  and  escaped 
prisoners.  All  categories  of  individuals 
included  in  the  system  must  be  listed, 
regardless  of  the  frequency  of  inclu¬ 
sion  or  the  number  of  records  in¬ 
volved.  (All  future  changes  to  the 
system,  which  broaden  or  increase  the 
categories  of  individuals  covered,  will 
require  preparation  and  publication  of 
a  revised  public  notice  in  the  Federal 
Register.) 

(o)  Record-category  (categories  of  re¬ 
cords  in  the  ayatem).  Briefly  describe 
in  nontechnical  terms  all  tsrpes  of  re¬ 
cords  in  the  system.  For  example, 
under  JUMPS,  the  types  of  records 
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will  Include,  but  not  be  limited  to.  Indi¬ 
vidual  military  pay  records  and  sub¬ 
stantiating  documents,  such  as  certifi¬ 
cates  for  deductions  and  retained  mili¬ 
tary  pay  orders  and  records  of  travel 
payments;  financial  record  data  fold¬ 
ers;  miscellaneous  military  vouchers; 
laundry  and  dry  cleaning  statements; 
copies  of  morning  or  strength  reports 
or  other  rosters;  and  personal  finan¬ 
cial  records.  For  automated  systems, 
do  not  list  source  documents  unless 
they  are  retained  and  filed  by  name. 
SSN.  or  other  individual  identifier.  In¬ 
stead.  list  the  categories  of  informa¬ 
tion  stored  in  the  system.  Be  sure  to 
include  all  types  of  records  in  the 
system  regardless  of  their  frequency 
or  volume  of  accumulation,  since 
future  additions  of  new  types  of  re¬ 
cords  will  require  preparation  and 
publication  of  revised  public  notices  in 
the  Federal  Register. 

(p)  Authority  {Authority  for  mainte¬ 
nance  of  the  system).  Cite  the  specific 
provisions  of  a  federal  statute  or  Ex¬ 
ecutive  Order  of  the  President,  includ¬ 
ing  the  title  thereof,  which  authorizes, 
or  provides  a  legal  basis  for.  mainte¬ 
nance  of  the  system.  Do  not  cite  Army 
Regulations.  In  this  cormection.  au¬ 
thority  for  a  system  may  be  derived 
from  a  statute  or  Executive  Order 
which: 

(1)  Explicitly  authorizes  or  directs 
the  Army  to  maintain  a  system  of  re¬ 
cords. 

(2)  Authorizes  or  directs  the  Army 
to  perform  a  function,  the  discharge 
of  which  requires  maintenance  of  the 
system  of  records. 

Note  Check  with  the  appropriate  Judge 
advocate  or  legal  officer  for  assistance  in  de¬ 
termining  the  statutory  or  regulatory  basis 
for  the  system. 

(q)  Routine-uses  (routine  uses  of  re¬ 
cords  maintained  in  the  system,  in¬ 
cluding  categories  of  users  and  the 
purposes  of  such  uses).  (1)  Essentially, 
this  requirement  calls  for  the  follow¬ 
ing  information  in  nontechnical  terms: 

(1)  The  purposefs)  for  which  infor¬ 
mation  in  the  system  is  collected. 

(11)  Each  category  of  user. 

(iii)  The  specific  use(s)  made  of  the 
information  by  each  user. 

(2)  Each  category  of  user  and  each 
use  must  be  reported.  Any  proposed 
new  use  or  category  of  user,  or  change 
in  an  existing  use.  which  has  the 
effect  of  expanding  the  availability  of 
the  information  in  the  system,  will  re¬ 
quire  publication  of  a  revised  notice  in 
the  Federal  Register.  Any  such  pro¬ 
posed  change  in  a  routine  use  must 
also  be  described  in  an  advance  notice 
in  the  Federal  Register  to  permit  30 
days  for  public  comment  before  it  is 
implemented. 

(3)  “Uses”  can  be  distinguished  from 
“purposes”  in  that  “purposes”  describe 
the  objectives  for  collecting  or  main¬ 
taining  information.  “Uses”  are  the 
specific  ways  or  processes  in  which  the 


information  is  employed,  including  the 
persons  or  organizations  to  whom  the 
record  may  be  disclosed.  For  example, 
the  purposes  for  collecting  informa¬ 
tion  may  be  to  evaluate  an  application 
for  a  veteran’s  benefit  and  to  issue 
checks.  Uses  may  include  verification 
of  certain  information  with  the  US 
Army  Finance  Center  and  release  of 
check  data  to  the  Treasury  Depart¬ 
ment.  List  under  routine  uses  if  con¬ 
tractors  are  engaged  to  perform  a  ser¬ 
vice.  such  as  key  punch,  optical  scan, 
or  telecommunications  in  connection 
with  the  operation  of  an  automated 
data  system.  List  also  Federal  agencies 
to  which  personal-type  information  is 
disclosed,  including  automated  system 
interfaces,  and  the  purposes  for  which 
the  disclosures  are  made. 

(4)  System  managers  must  prescribe 
the  “routine”  uses  of  the  records.  Rou¬ 
tine  use  does  not  merely  encompass 
the  common  and  ordinary  uses  to 
which  records  are  put.  but  also  in¬ 
cludes  all  of  the  proper  and  necessary 
uses  regardless  of  frequency.  For  ex¬ 
ample.  individual  income  tax  returns 
are  routinely  used  by  the  Internal 
Revenue  Service  to  audit  the  amount 
of  tax  due  and  for  assistance  on  collec¬ 
tion  of  such  tax  by  civil  proceedings. 
They  are  used  less  often,  however,  for 
referral  to  the  Department  of  Justice 
for  possible  criminal  prosecution  of 
fraud  or  tax  evasion.  'Therefore,  the 
“routine”  use  of  such  records  will  in¬ 
clude  referrals  to  the  Department  of 
Justice.  In  addition,  description  of 
“routine  use”  shall  include  the  fact 
that  any  individual  records  in  a  system 
of  records  may  be  transferred  to  any 
component  of  the  Department  of  De¬ 
fense.  It  will  be  expected  normally 
that  “routine  use”  will  include  disclo¬ 
sure  to  law  enforcement  or  investiga¬ 
tory  authorities  for  investigation  and 
possible  criminal  prosecution,  civil 
court  action,  or  regulatory  order. 

(r)  Policy-practice  (policies  and 
practices  for  storing,  retrieving,  ac¬ 
cessing,  retraining,  and  disposing  of 
records  in  the  system).  Describe  how 
records  in  the  system  are  managed 
during  their  lifecycle.  When  applica¬ 
ble,  extract  pertinent  information 
from  the  AR  340-series. 

(1)  Storage.  In  describing  records 
storage  specify  the  medium  in  which 
they  are  maintained,  such  as  paper  re¬ 
cords  in  file  folders,  visible  or  vertical 
file  cards,  computer  magnetic  tapes,  or 
disks,  computer  paper  printouts,  aper¬ 
ture  cards,  microfiche,  roll  microfilm, 
photographs,  video-tape,  etc. 

(2)  Retrievability.  Specify  how  infor¬ 
mation  is  accessed  and  retrieved,  such 
as  by  name.  SSN.  military  service 
number  or  other  identification 
number,  classification  or  personal 
characteristics,  such  as  fingerprint 
classification,  voice  print  identifier, 
etc.  Indicate  further  whether  conven¬ 
tional  or  computerized  indices  are  re¬ 


quired  to  retrieve  individual  records 
from  the  system. 

(3)  Safeguards.  Describe  what  mea¬ 
sures  are  taken  to  prevent  unautho¬ 
rized  disclosure  of  the  records  and 
state  the  categories  of  individuals  au¬ 
thorized  access  to  the  records.  Specify 
system  safeguards,  such  as  safe, 
vaults,  locked  cabinets  or  rooms, 
guards,  personnel  screening,  visitor 
registers,  computer  “failsafe”  systems 
software,  etc. 

Note:  Do  not  describe  security  safeguards 
in  such  detail  as  to  increase  the  risk  of  un¬ 
authorized  access  to  the  records. 

(4)  Retention  (retention  and  dispos¬ 
al).  State  (from  the  AR  340-series) 
how  long  the  records  are  to  be  main¬ 
tained,  if  and  when  they  are  moved  to 
Federal  Records  Centers  or  to  the  Na¬ 
tional  Archives  or  other  designated  de¬ 
pository;  and  if,  when  and  how  they 
are  destroyed  or  otherwise  disposed  of. 
Changes  in  this  item  will  not  normally 
require  immediate  publication  of  a  re¬ 
vised  public  notice  unless  they  reflect 
an  expansion  in  the  availability  of  or 
access  to  the  system  of  records. 

(s)  SYSMANAGER  (title  and  duty 
address  of  the  Army  official  responsi¬ 
ble  for  the  system).  In  aU  cases,  enter 
the  title  of  the  official  who  is  responsi¬ 
ble  for  policies  and  procedures  govern¬ 
ing  the  system;  i.e.,  the  Deputy  Chief 
of  Staff  for  Personnel.  HQDA.  The 
Adjutant  General.  H^A,  etc.  For 
geographically  or  organizationally  de¬ 
centralized  systems,  where  individuals 
may  deal  directly  with  agency  officials 
at  each  location  to  exercise  their 
rights  imder  this  rule,  give  the  posi¬ 
tion  or  duty  title  of  each  category  of 
official  responsible  for  the  system  or  a 
segment  thereof.  For  example,  in  the 
case  of  clinical  records,  the  entries 
would  be:  The  Surgeon  General, 
HQDA;  commanders  of  medical  cen¬ 
ters  and  hospitals;  and  the  Director. 
National  Personnel  Records  Center. 
GSA,  111  Winnebago  Street,  St.  Louis. 
Mo.  63118.  Do  not  include  addresses, 
since  they  are  already  listed  in  the  or¬ 
ganizational  directory  mentioned  in 
paragraph  (f)  of  this  section. 

(t)  Notification  (procedure  whereby' 
individuals  can  be  notified  at  their  re¬ 
quest  if  the  system  contains  records 
pertaining  to  them).  (1)  Indicate 
whether  or  not  requests  from  individ¬ 
uals  should  be  addressed  to  the  above 
SYSMANAGER.  If  requests  are  to  be 
addressed  to  any  other  officials,  list 
them  by  duty  or  position  titles. 

(2)  Specify  what  information  will  be 
required  from  the  requesting  individ¬ 
ual  to  determine  whether  or  not  the 
system  contains  a  record  about  him, 
such  as  full  name,  military  status.  SSN 
or  service  number,  resident  or  nonresi¬ 
dent,  etc. 

(3)  List  by  specific  name,  or  catego¬ 
ries.  those  offices  which  the  requester 
may  visit  to  obtain  information  on 


FEDERAL  REGISTER,  VOL.  42,  NO.  188 — WEDNESDAY,  SEPTEMBER  28,  1977 


51500 


PRIVACY  ACT  ISSUANCES 


whether  or  not  the  system  contains  re¬ 
cords  pertaining  to  him. 

(4)  For  personal  visits,  specify  what 
data  the  requester  must  present  as 
proof  of  identity,  such  as  a  combina¬ 
tion  of  full  name,  date  and  place  of 
birth,  parents’  names,  driver’s  license, 
medicare  card.  etc.  Do  not  require  ver¬ 
ification  of  identity  for  records  which 
are  dlsclosable  under  32  CFR  Part  518. 

(u)  Access  (procedures  whereby  an 
individual  can  be  notified  at  his  re¬ 
quest  how  he  can  gain  access  to  any 
record  pertaining  to  himself  contained 
in  the  system  of  records).  Include  the 
title  or  category  of  officials  who  can 
provide  assistance,  if  those  officals  are 
other  than  the  SYSMANAOER.  If  the 
mailing  addresses  are  listed  in  the  or¬ 
ganizational  directory,  state  that  offi¬ 
cial  mailing  addresses  are  in  the  De¬ 
partment  of  Defense  Directory  in  the 
appendix  to  the  Department  of  the 
Army’s  system  notices.  Specific  loca¬ 
tions  and  telephone  numbers  of  offices 
may  be  indicated  for  unique  or  cen¬ 
tralized  systems. 

(V)  Contest  (rules  for  contesting  con¬ 
tents  of  records).  To  comply  with  this 
requirement,  merely  state:  “The 
Army’s  rules  for  access  to  records  and 
for  contesting  contents  and  appealing 
initial  determinations  are  contained  in 
32  CFR  Part  505.” 

(w)  Source  (categories  of  sources  of 
records  in  the  system).  List  by  type 
each  source  of  information  in  the 
system:  e.g.,  previous  employers,  finan¬ 
cial  institutions,  educational  institu¬ 
tions.  trade  associations,  or  automated 
system  interfaces.  Specific  individuals 
or  institutions  need  not  be  identified 
by  name.  Again,  be  sure  to  include  all 
types,  since  collection  of  information 
from  types  of  sources  other  than  those 
listed  will  require  publication  of  a  re¬ 
vised  public  notice  in  the  Federal  Reg¬ 
ister— before  any  information  is  col¬ 
lected  from  those  sources. 

(X)  Exemption.  For  this  item  enter 
as  applicable:  “None”  or  “Parts  of  this 
ssrstem  may  be  exempt  under  $505.7 
(b)  or  (c).  as  applicable.  For  additional 
information,  contact  the  System  Man¬ 
ager.”  ’The  actual  exemption  is  a  sepa¬ 
rate  and  distinct  requirement  and  will 
be  published  as  a  rule  in  accordance 
with  $  505.7  of  this  rule. 

(Note:  Whenever  it  is  necessary  to  omit 
certain  elements  of  a  system  notice  due  to 
an  anticipated  exemption,  after  each 
keyword  affected  (e.g..  NOTIFICATION. 
A<X:ESS.  contest,  or  SOURCE),  enter  “$ 
See  EXEMPTION.” 

$  50S.7  Exemptions. 

(a)  QeneraL  (1)  Each  system  man¬ 
ager  may,  subject  to  the  approval  of 
the  Secretary  of  the  Army.  <daim  an 
exemption  from  certain  requirements 
of  this  rule.  There  are  two  types  of  ex¬ 
emptions.  general  and  specific.  The 
general  exemption  authorizes  the  ex¬ 
emption  of  a  system  of  records  or  por¬ 


tion  thereof  from  all  but  a  few  re¬ 
quirements  of  this  rule.  The  specific 
exemption  authorizes  exemption  of  a 
sirstem  or  portion  thereof  from  only  a 
few  specific  requirements.  This  section 
describes  when,  how,  and  for  what 
these  exemptions  may  be  claimed. 

(2)  It  is  the  policy  of  the  Depart¬ 
ment  of  the  Army  to  claim  an  exemp¬ 
tion  only  for  those  systems  or  portions 
thereof  where  it  is  determined  to  be  in 
the  best  interests  of  the  Federal  Gov¬ 
ernment  and  in  compliance  with  the 
Privacy  Act.  System  managers  will  re¬ 
quest  an  exemption  to  a  requirement 
of  this  rule  only  when  such  exemption 
serves  a  necessary  and  legitimate  gov¬ 
ernmental  purpose. 

(3)  The  Secretary  of  the  Army  will 
consider  all  requests  for  exemptions  in 
acconiance  with  this  section,  deter¬ 
mine  which  exemptions  may  be  prop¬ 
erly  invoked,  and  cause  the  publica¬ 
tion  of  such  exemptions. 

(b)  General  exemptions.  (1)  Only 
Army  activities  which  perform  crimi¬ 
nal  law  enforcement  functions  as  their 
principal  mission  may  claim  a  general 
exemption  for  their  law  enforcement 
system(s)  of  records.  Criminal  law  en¬ 
forcement  includes  police  efforts  to 
prevent,  control,  or  reduce  crime,  or  to 
apprehend  criminals;  activities  of  pros¬ 
ecutors  or  courts;  and  activities  of  cor¬ 
rectional.  probation,  pardon  or  parole 
authorities. 

(2)  To  qualify  for  a  general  exemp¬ 
tion,  a  sirstem  of  records  maintained 
by  a  criminal  law  enforcement  activity 
must  consist  of  one  of  the  following: 

(i)  Information  compiled  for  the  pur¬ 
pose  of  Identifying  individual  criminal 
offenders  and  alleged  offenders,  and 
containing  only  identifying  data  and 
notations  of  arrest,  the  nature  and  dis¬ 
position  of  crimliud  charges,  sentenc¬ 
ing,  confinement,  release,  and  parole 
and  probation  status. 

(ii)  Information  compiled  for  the 
purpose  of  criminal  investigation,  in¬ 
cluding  reports  of  informants  and  in¬ 
vestigators,  and  which  is  associated 
with  an  identifiable  individual. 

(iii)  Reports  identifiable  with  an  in¬ 
dividual  which  are  compiled  at  any 
stage  in  the  enforcement  of  the  crimi¬ 
nal  laws,  from  arrest  or  indictment 
through  release  from  supervision. 

(3)  Systems  for  which  a  general  ex¬ 
emption  is  claimed  may  be  exempted 
from  the  following  provisions  of  this 
rule: 

(i)  Section  505.2  (c)  through  (f).  Pro¬ 
viding  the  individual  access  to  his  re¬ 
cords. 

(ii)  Section  505.2(g).  Providing  the 
individual  access  to  his  disclosure  ac¬ 
counting  record. 

(iii)  Section  505.2  (h)  through  (J). 
Provisions  dealing  with  amendment  of 
records. 

(iv)  Section  505.3(bKll).  Informing 
the  individual  when  his  record  is  dis¬ 
closed  under  compulsory  legal  process. 


(V)  Section  505.4(b).  Collecting  infor¬ 
mation  directly  from  an  individual. 

(Vi)  Section  505.4(c).  Informing  indi¬ 
viduals  from  whom  information  is  re¬ 
quested. 

(vii)  Section  505.5(b).  Necessity  and 
relevance  of  personal  information. 

(vlii)  Section  505.5(c).  Standards  of 
accuracy. 

(ix)  Section  505.6  (t)  through  (w). 
Notification.  Access.  Contest,  and 
Source  provisions  of  system  notices. 

(X)  The  civil  remedies  afforded  an 
individual  by  section  3(g)  of  the  Priva¬ 
cy  Act. 

(c)  Specific  exemptions.  (1)  to  qual¬ 
ity  for  a  specific  exemption,  a  system 
of  re<x>rds  must  contain  one  or  more  of 
the  following: 

(i)  National  security  information 
properly  classified  in  accordance  with 
Executive  Order  11652  and  DOD  Di¬ 
rective  5200/1 -R. 

(ii)  Investigative  material  compiled 
for  law  enforcement  purposes,  other 
than  material  within  the  scope  of 
paragraph  (b)  of  this  section.  ’This  in¬ 
cludes  records  compiled  during  the 
course  of  an  investigation  of  an  al¬ 
leged  or  suspected  violation  of  civil 
laws,  includliig  violations  of  the  Uni¬ 
form  Code  of  Military  Justice.  See  32 
CFR  Part  518.  However,  an  individual 
will  be  provided  access  to  any  informa¬ 
tion  which  has  been  used  to  deny  him 
a  right,  benefit,  or  privilege  to  which 
he  would  otherwise  be  entitled  by  Fed¬ 
eral  law.  except  to  the  extent  that  dis¬ 
closure  would  reveal  the  identity  of 
confidential  sources  as  defined  in 
paragraph  (cK2)  of  this  section. 

(iii)  Material  maintained  in  connec¬ 
tion  with  providing  protective  services 
to  the  President  of  the  United  States 
or  other  individuals  protected  pursu¬ 
ant  to  18  UJS.C.  3056. 

(iv)  Required  by  statute  to  be  main¬ 
tained  and  used  solely  as  statistical  re¬ 
cords,  as  defined  in  $  505.1(eK7). 

(V)  Investigative  material  compiled 
solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications 
for  Federal  civilian  employment 
(whether  or  not  salaried,  e.g.,  advisory 
committee),  military  service.  Federal 
contracts,  or  access  to  classified  infor¬ 
mation  but  only  to  the  extent  that  dis¬ 
closure  would  reveal  the  identity  of  a 
confidential  source  as  defined  in  para¬ 
graph  (cK2)  of  this  section. 

(vi)  Testing  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  military  or  civilian  ser¬ 
vice.  but  only  to  the  extent  that  the 
disclosure  would  compromise  the  ob¬ 
jectivity  or  fairness  of  the  testing  or 
examination  process. 

(vil)  Evaluation  material  used  to  de¬ 
termine  potential  for  promotion  in  the 
armed  services,  but  only  to  the  extent 
that  disclosure  would  reveal  the  iden¬ 
tity  of  a  confidential  source  as  defined 
in  paragraph  (cK2)  of  this  section. 
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(2)  A  confidential  source,  for  pur¬ 
poses  of  paragraphs  (cKl)  (11).  (v)  and 
(vli)  of  this  section,  is  one  who  fur¬ 
nished  information  to  the  Oovem- 
ment  under; 

(i)  An  express  promise  that  his  iden¬ 
tity  would  be  held  in  confidence.  The 
circumstances  under  which  an  individ¬ 
ual  may  properly  be  made  such  a 
promise  are  set  forth  in  paragraph  (d) 
of  this  section. 

(il)  An  Implied  promise,  made  prior 
to  September  27,  1975,  that  his  identi¬ 
ty  would  be  held  in  confidence. 

(3)  Systems  which  qualify  for  a  spe¬ 
cific  exemption  under  paragraphs 
(cKl)  (i)  through  (vil)  of  this  section 
may  be  exempted  from  the  following 
requirements  of  this  rule. 

(I)  Section  505.2  (c)  through  (f).  Pro¬ 
viding  the  individual  access  to  his  re¬ 
cords. 

(II)  Section  505.2(g).  Providing  the 
individual  access  to  his  disclosure  ac¬ 
counting  record. 

(ill)  Section  505.2  (h)  through  (J). 
Provisions  dealing  with  amendment  of 
records. 

(Iv)  Section  505.5(b)  Necessity  and 
relevance  of  personal  information. 

(V)  Section  505.6  (t)  through  (w).  No¬ 
tification,  Access,  Contest,  and  Source 
provisions  of  system  notices. 

(d)  Promises  of  confidentiality. 
Promises  of  confidentiality  are  the  ex¬ 
ception  rather  than  the  rule,  and  may 
be  offered  only  under  compelling  cir¬ 
cumstances.  Generally,  such  promises 
may  be  made  where:  (1)  The  record  to 
be  compiled  would  come  within  para¬ 
graphs  (cXlKii),  (V)  or  (vli)  of  this  sec¬ 
tion;  and  (2)  it  is  clear  that,  but  for 
this  promise,  the  source  would  not 
provide  the  information  needed.  In 
such  cases  the  source  must  first  be  in¬ 
formed  that  his  identity  will  be  dis¬ 
closed  to  the  individual  concerned,  if 
requested,  unless  he  asks  for  confiden¬ 
tiality.  Only  if  the  source  then  ex¬ 
pressly  requests  that  his  identity  not 
be  revealed  as  a  condition  of  furnish¬ 
ing  any  information,  may  he  be  given 
an  express  promise  of  confidentiality. 
Promises  may  also  be  made  where  dis¬ 
closure  of  a  source’s  identity  would  en¬ 
danger  any  person’s  life  or  physical 
safety. 

(e)  Exempted  records  in  nonexempt- 
ed  systems  of  records.  Where  a  record, 
which  is  maintained  by  any  element  of 
the  Federal  government  and  for  which 
a  general  or  specific  exemption  has 
been  claimed,  is  transferred  to  any  ele^ 
ment  of  the  Army  for  official  purposes 
(e.g..  adjudication  or  personnel 
action),  the  record  will  retain  its  ex¬ 
emption. 

(f)  SMtyinission  instructions.  (1) 
When  a  system  manager  desires  to 
claim  either  a  general  or  a  specific  ex¬ 
emption.  he  will  submit  to  the  DA  Pri¬ 
vacy  Review  Board.  HQDA  (DAAO- 
AMR),  Washington.  D.C.  20314.  the 
identification  symbol  and  title  (as 
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given  in  the  related  system  notice), 
the  specific  provisions  of  this  rule  for 
which  exemptions  are  sought,  and  the 
reasons  therefor.  A  separate  reason 
need  not  be  stated  for  each  provision 
from  which  a  system  is  being  exempt¬ 
ed.  when  a  single  explanation  will 
serve  to  explain  more  than  one 
exempted  provision.  The  Board  will: 

(1)  Seek  the  approval  of  the  Secre¬ 
tary  of  the  Army,  through  the  Gener¬ 
al  Counsel. 

(ii)  On  approval  by  the  Secretary, 
prepare  a  proposed  exemption  rule. 

(ill)  Transmit  the  proposed  rule  for 
publication  in  the  Fkderal  Register  as 
a  notice  of  proposed  rulemaking. 

(iv)  After  30  days  and  consideration 
of  any  public  comments,  transmit  the 
final  exemption  rule  for  publication  in 
the  Federal  Register. 

(V)  Notify  the  system  manager  of 
the  effective  date  of  the  exemption. 

(2)  ’The  Privacy  Act  requires  exemp¬ 
tion  rules  to  be  published  in  the  Fed¬ 
eral  REGISTER  separately  from  system 
notices.  To  simplify  reference  and  use 
within  the  Aimy,  exemption  rules 
have  been  combined  with  the  applica¬ 
ble  system  notices  in  Army  regulation 
340-21. 

S  505.8  Instructiom  for  completing  DA 
Form  4368 — R 

(a)  QeneraL  Paragraphs  (c)  through 
(f)  of  this  section  should  also  be  used 
in  preparing  Privacy  Act  Statements 
for  incorporation  in  the  body  of  a 
form,  format,  questionnaire,  survey 
sheet,  or  report  subject  to  this  regula¬ 
tion. 

(b)  Title  of  form  and  prescribing  di¬ 
rective.  Enter  the  title  and  the  pre¬ 
scribing  directive  of  the  form  to  which 
the  notification  statement  pertains. 

(c)  Authority.  (1)  Specify  the  statu¬ 
tory  authority  or  Executive  Order  re¬ 
quiring  the  information.  If  no  author¬ 
ity  exists  for  collection  of  the  specific 
Information  required  on  the  form,  cite 
the  statute  or  Executive  Order  autho¬ 
rizing  the  program  or  function  which 
employs  the  form.  When  the  specific 
program  or  function  cannot  be  identi¬ 
fied  under  statute  or  Executive  Order, 
cite  the  appropriate  general  “house¬ 
keeping”  statute  which  assigns  to  the 
Secretary  of  the  Army  the  broad  func¬ 
tional  responsibility  for  the  area  of 
concern.  Citation  of  such  a  statute  is 
limited  to  occasions  when  thorough  re¬ 
search  has  failed  to  reveal  a  more  spe¬ 
cific  authority,  and  when  citation  of 
the  statute  has  been  concurred  in  by 
’The  Judge  Advocate  general  or  staff 
judge  advocate/legal  officer  of  the 
agency  or  command  concerned.  Propo¬ 
nents  will  not  cite  Department  of  De¬ 
fense  Directives  or  Instructions,  Army 
Regulations,  or  other  comparable  de¬ 
partmental  or  local  directives,  except 
as  authority  for  collecting  the  SSN 
alone. 

.  (2)  ’The  following  housekeeping  stat¬ 
utes  are  cited  as  a  guide  to  proponents 
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when  a  more  specific  authority  cannot 
be  determined: 

(i)  ’Title  10,  United  States  Code,  sec¬ 
tion  3012:  Use  for  forms  having  an 
Army  Regulation  as  a  prescribing  di- 

(il)  ’Title  5.  United  States  Code,  sec¬ 
tion  301:  Use  for  other  forms  not  de¬ 
scribed  above. 

(3)  Coordination  with  ’The  Judge  Ad¬ 
vocate  General  or  staff  judge  advo- 
cate/legal  officer  of  the  agency  or 
command  concerned  is  mandatory 
before  citing  one  of  the  above  statutes 
as  authority.  Other  authority  citations 
may  be  coordinated  as  necessary  with 
the  appropriate  legal  staff  to  assure 
their  validity. 

(d)  Principal  purposeis).  State  the 
principal  purpose  or  purposes  for 
which  the  information  is  collected. 
“Purposes”  are  distinguished  from 
“uses”  (e),  in  that  purposes  describe 
the  objectives  for  collecting  the  infor¬ 
mation.  Uses,  on  the  other  hand,  are 
the  specific  ways  or  processes  in  which 
the  information  may  be  disclosed.  For 
example,  the  purpose  of  collecting*  in¬ 
formation  may  be  to  evaluate  an  appli¬ 
cation  for  a  veteran’s  benefit  and  to 
issue  checks  upon  establishment  of  eli¬ 
gibility.  Uses  might  include  verifica¬ 
tion  of  certain  information  with  the 
appropriate  military  services  and  re¬ 
lease  of  check  data  to  the  ’Treasury 
Department. 

(e)  Routine  uses.  List  all  routine  uses 
which  may  be  made  of  the  informa¬ 
tion  collected.  Uses  of  the  SSN  will  be 
separately  stated,  if  applicable.  Each 
proponent  of  a  form  or  format  subject 
to  the  Privacy  Act  must  prescribe  its 
“routine”  uses.  “Routine  use,”  as  de¬ 
fined  in  the  Privacy  Act.  means  the 
use  of  a  record  or  information  for  a 
purpose  which  is  compatible  with  the 
purpose  for  which  it  was  collected. 
“Routine  use”  does  not  merely  encom¬ 
pass  the  common,  ordinary  uses  of  the 
form,  but  also  includes  aU  the  proper 
and  necessary  uses,  regardless  of  fre¬ 
quency.  For  example,  individual 
Income  tax  returns  are  routinely  used 
by  the  Internal  Revenue  Service  to 
audit  the  amount  of  tax  due  and  to 
assist  in  collecting  such  tax  by  civil 
proceedings.  ’They  are  used  less  often, 
however,  for  referral  to  the  Depart¬ 
ment  of  Justice  for  possible  criminal 
prosecution  for  fraud  or  tax  evasion. 
Nevertheless,  the  routine  uses  of  such 
records  would  also  include  referrals  to 
the  Department  of  Justice. 

(f)  (1)  Mandatory  or  voluntary  dis¬ 
closure  and  effect  on  individual  not 
providing  information. 

(2)  Indicate  whether  providing  the 
information  is  mandatory  or  volim- 
tary,  and  the  effect  on  the  individual 
of  not  providing  all  or  any  part  of  the 
requested  information.  Indicate  sepa¬ 
rately  whether  disclosure  of  the  SSN 
is  mandatory  or  voluntary,  as  applica¬ 
ble. 
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(g)  Form  number.  Type  the  same 
number  as  the  form  to  which  the 
statement  applies,  followed  by  the 
phrase.  ‘‘Privacy  Act  Statement”,  in 
the  box  at  lower  left  comer.  For  exam¬ 
ple,  the  statement  for  DD  Form  398 
(Statement  of  Personal  History)  will 
show  in  the  lower  left  comer  the 
number  ‘‘DD  Form  398— Privacy  Act 
Statement— 26  Sep  75.”  The  forms 
management  officer  will  assign  a 
forms  control  number  to  statements 
that  accompany  unnumbered  formats, 
questionnali^.  survey  sheets  and  re¬ 
ports.  This  identification  will  be  In  ad¬ 
dition  to  the  reports  control  sjmibol  or 
OMB  approval  number  authorizing 
collection  of  the  Information.  All  noti¬ 
fication  statements  will  show  Septem¬ 
ber  26.  1975  as  the  date  of  approval 
when  prepared  prior  to  that  date. 
Upon  completion  of  the  form,  the  DA 
Form  4368-R  identification  will  be  de¬ 
leted. 

§  505.9  Exemption  rules  for  Army  systems 
of  records. 

(a)  General  This  section  contains 
exemption  rules  for  systems  of  records 
maintained  by  the  Department  of  the 
Army.  System  notices  have  been  omit¬ 
ted  from  this  section,  since  they  are 
published  in  the  Federal  Register. 
Volume  40.  Number  160.  Part  II.  Sec¬ 
tion  1.  August  13.  1975. 

(b)  Exemptions.  The  Secretary  of 
the  Army  proposes  to  designate  the 
systems  of  records  listed  below  for  ex¬ 
emptions  under  the  specified  provi¬ 
sions  of  the  Privacy  Act  of  1974 
(Public  Law  93-579).  In  addition  to 
specific  exemptions  claimed  pursuant 
to  §505.7.  paragraph  (c)  below,  any 
document  properly  classified  in  accor¬ 
dance  with  DOD  Directive  5200. 1-R 
and  Executive  Order  11652.  and  in¬ 
cluded  in  a  system  of  records,  may  be 
exempted  pursuant  to  §505.7.  para¬ 
graph  (cKlKi)  from  the  provisions  of 
§505.2.  paragraphs  (c)  through  (J). 
This  exemption  is  necessary  because 
certain  record  systems  not  otherwise 
specifically  designated  for  exemption 
may  subsequently  include  occasional 
documents  which  have  been  properly 
classified. 

Exocptkd  Rbcoro  Ststdis 
(Specific  Exemptions) 

ID— A0201.08aDACS. 

SYSNAME-Central  Files.  Office  of  the 
Chief  of  Staff  (DACS-DAS). 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UB.C.  552a(k) 
are  exempted  from  the  following  provisions 
of  ‘Title  5  UB.C.  section  552a:  (cX3).  (d). 
(eXl).  (eX4XG).  (eX4XH),  and  (f).  AU  por¬ 
tions  of  this  system  of  records  which  fall 
within  5  UB.C.  552a(JX2)  are  exempt  from 
the  following  provisions  of  Title  5  UB.C. 
section  552a:  (cX3).  (cX4).  (d).  (eXl).  (eX2). 
(eX3).  (eX4Xa).  (eX4XH).  (eX5).  (eX8).  (f) 
and  (g). 

AUTHORITY— 5  UJS.C.  552a(JX2)  and  (k). 

REASONS— ‘This  system  contains  docu¬ 
ments  pertaining  to  any  function  or  subject 
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which  may  require  involvement  of  the  De¬ 
partment  of  the  Army.  Documents  in  this 
file  are  generated  by  other  elements  of  the 
Army  or  are  received  from  other  agencies 
and  individuals.  Because  of  the  broad  scope 
of  the  contents  of  this  file,  and  since  the  in¬ 
troduction  of  documents  included  therein  is 
largely  unregulatable,  the  specific  portions 
or  documents  in  this  system  which  may  re¬ 
quire  an  exemption  cannot  be  predeter¬ 
mined.  'Therefore  and  to  the  extent  that 
such  material  is  received  and  maintained, 
selected  individual  documents  may  be 
exempted  from  disclosures  under  any  of  the 
provisions  of  subsection  j(2)  or  k.  Title  5 
U.S.C.  552a. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0201  .OSbDAAO. 

SYSNAME— Privacy  Act  Request  Piles. 

EXEMPTION— All  poKions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a 
(JX2)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  UB.C.  section  552a:  (cX3), 
(cX4).  (d),  (eXl).  (eX2).  (eX3).  (eX4XO). 
(eX4XH),  (eX5).  (eX8).  (f)  and  (g).  All  por¬ 
tions  of  this  system  of  records  which  fall 
within  5  UB.C.  552a(k)  are  exempt  from  the 
following  provisions  of  ‘Title  5  U.S.C.  section 
552a:  (cX3).  (d).  (eXl).  (eX4XO).  (eX4XH), 
and  (f). 

ADTHORrTY-5  U.S.C.  552a  (JX2)  and 
(k). 

REASONS— ‘nils  system  of  records  is 
maintained  solely  for  the  purposes  of  ad¬ 
ministering  the  Privacy  Act  of  1974.  To 
Insure  an  accurate  and  complete  fUe  on 
each  case  it  Is  sometimes  necessary  to  in¬ 
clude  copies  of  records  which  have  been  the 
subject  of  a  Privacy  Act  request.  This  situa¬ 
tion  iq>plles  principally  to  cases  in  which  an 
individual  has  been  denied  access  and/or 
amendment  of  personal  records  under  an 
exemption  authorised  by  ‘Title  5  UB.C.  sec¬ 
tion  552a.  ‘The  same  Justification  for  the 
original  denial  would  apply  to  a  denial  of 
access  and/or  amendment  of  copies  main¬ 
tained  in  the  Privacy  Act  Request  Pile.  It 
should  be  emphasised  that  the  majority  of 
records  in  this  sirstem  are  avrallable  on  re¬ 
quest  to  the  individual  and  that  all  records 
are  used  solely  to  administer  Privacy  Act  re¬ 
quests.  ‘This  file  Is  not  used  to  make  any 
other  determinations  on  the  rights,  benefits 
or  privileges  of  individuals. 

Ezemred  Record  System 
(Specific  Exemptions) 

ID-A0201.08COSA. 

SYSNAME-Central  PUes,  Office  Secre- 
tary  of  the  Army  (SAAA). 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  irtthin  5  UB.C.  552a 
(kXl)  through  (7)  are  exempted  from  the 
following  provisions  of  ‘Title  5  UB.C.  section 
552a:  (cX3).  (d).  (eXl).  (eX4XO).  (eX4XH). 
and  (f). 

AUTHORITY— 5  UE.C.  552a(kXl).  (2). 
(3).  (4).  (5),  (6).  and  (7). 

REASONS— This  system  contains  docu¬ 
ments  pertaining  to  any  function  or  subject 
which  may  require  involvement  of  the  De¬ 
partment  of  the  Army.  Documents  in  this 
file  are  generated  by  other  elements  of  the 
Army  or  are  received  from  other  agencies 
and  individuals.  Because  of  the  broad  scope 
of  the  contents  of  this  file,  and  since  the  in¬ 
troduction  of  documents  Included  there  is 
largely  vmregvilatable,  the  speclflc  portions 
or  documents  in  this  system  which  may  re¬ 


quire  an  exemption  cannot  be  predeter¬ 
mined.  Therefore,  and  to  the  extent  that 
such  material  Is  received  and  maintained, 
selected  individual  documents  may  be 
exempted  from  disclosures  under  any  of  the 
provisions  of  subsection  (kXl)  through  (7). 
'Die  5  U.S.C.  552a. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0202.08DAAO. 

SYSNAME— Request  for  Information 
PUes. 

EXEMPTION— All  portions  of  this  system 
of  records  which  faU  with  5  U.S.C. 
552a(JX2)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a: 
(cX3).  (cX4),  (d).  (eXl),  (eX2).  (eX3). 
(eX4XO),  (eX4XH).  (eX5).  (eX8).  (f)  and  (g). 
AU  portions  of  this  system  of  records  which 
fall  within  5  UJS.C.  552a(k)  are  exempt  from 
the  foUowing  provisions  of  Title  5  U.S.C. 
section  552a:  (cX3).  (d),  (eXl),  (eX4XO), 
(eX4XH)  and  (f). 

AUTHORITY— 5  U.S.C.  552a(JX2)  and  (k). 

REASONS— 'This  system  of  records  is 
maintained  solely  for  the  purpose  of  admin¬ 
istering  the  Freedom  of  Information  Act 
and  processing  routine  requests  for  informa¬ 
tion.  To  Insure  an  accurate  and  complete 
fUe  on  each  case  it  is  sometimes  necessary 
to  include  copies  of  records  which  have  been 
the  subject  of  a  Freedom  of  Information 
Act  request.  'This  situation  appUes  principal¬ 
ly  to  cases  in  which  an  individual  has  been 
denied  access  and/or  amendment  of  person¬ 
al  records  under  an  exemption  authorized 
by  Title  5  U.S.C.  section  552.  'The  same  Jus¬ 
tification  for  the  original  denial  would 
apply  to  a  denial  of  access  to  copies  main¬ 
tained  in  the  Freedom  of  Information  Act 
fUe.  It  should  be  emphasized  that  the  ma¬ 
jority  of  records  in  this  sirstem  are  avaUable 
on  request  to  the  individual  and  that  aU  re¬ 
cords  are  used  solely  to  process  requests. 
'This  fUe  is  not  vised  to  make  any  other  de¬ 
terminations  on  the  rights,  benefits  or  privi¬ 
leges  of  individuals. 

Exempted  Records  Systems 
(Specific  Ebcemptlons) 

ID-A0224.04DAIO. 

SYSNAME— Inspector  Oeneral  Investlga- 
tlve  PUes. 

EXEldPTION— AU  portions  of  this  system 
of  records  which  faU  within  5  U.S.C. 
552a(kX2)  or  (5)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UB.C.  section 
552a:  (cX3).  (d).  (eX4XO).  (eX4XH).  and  (f). 

AUTHORITY— 5  UB.C.  552a(k)  (2)  and 
(5). 

REASONS— Selected  portions  and/or  re¬ 
cords  in  this  system  are  compUed  for  the 
purposes  of  enforcing  civil,  criminal,  or  mUl- 
tary  law.  including  Executive  orders  or  regu¬ 
lations  vaUdly  adopted  pursuant  to  law. 
Granting  Individuals  access  to  information 
coUected  and  maintained  in  these  fUes  could 
Interfere  sith  enforcement  proceedings;  de¬ 
prived  a  person  of  a  right  to  fair  trial  or  an 
impartial  adjudication  or  be  prejudicial  to 
the  conduct  of  administrative  action  affect¬ 
ing  rights,  benefits,  or  privileges  of  individ¬ 
ual;  constitute  an  unwarranted  invasion  of 
personal  privacy;  disclose  the  identity  of  a 
confidential  sovirce;  disclose  nonroutine  In- 
vestlgatlvre  techniques  and  procedures,  or 
endanger  the  life  or  physical  safety  of  law 
enforcement  personnel;  violate  statutes 
which  authorize  or  require  certain  informa¬ 
tion  to  be  withheld  from  the  public  such  as: 
trade  or  financial  information,  technical 
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daU.  NaUonal  Security  Agency  information, 
or  information  relating  to  inventions.  Ex¬ 
emption  from  access  necessarily  Includes  ex¬ 
emption  from  the  other  requirements. 

Exxmftxd  Racoao  Ststdi s 
(Specific  Exemptions) 

II>-A0224.05aDAIO. 

SYSNAME— Inspector  General  Complaint 
Piles.  _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a(lt) 
(2)  and  (5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a: 
(CX3),  (d).  (eK4KO).  (eX4XH).  and  (f). 

AUTHORITY-5  U.S.C.  552a(k)  (2)  and 
(5). 

REASONS— Selected  portions  and/or  re¬ 
cords  in  this  system  are  compiled  for  the 
purposes  of  enforcing  civil,  criminal,  or  mili¬ 
tary  law.  including  Executive  Orders  or  reg¬ 
ulations  validly  adopted  pursuant  to  law. 
Granting  individuals  access  to  information 
collected  and  maintained  in  these  files  could 
interfere  with  enforcement  proceedings;  de¬ 
prive  a  person  of  a  right  to  fair  trial  or  an 
impartial  adjudication  or  be  prejudicial  to 
the  conduct  of  administrative  action  affect¬ 
ing  rights,  benefits,  or  privileges  of  individ¬ 
ual;  constitute  an  unwarranted  Invasion  of 
personal  privacy;  disclose  the  identity  of  a 
confidential  source;  disclose  nonroutine  in¬ 
vestigative  techniques  and  procedtues,  or 
endanger-the  life  or  physical  safety  of  law 
enforcement  persoimel;  violate  statutes 
which  authorize  or  require  certain  informa¬ 
tion  to  be  withheld  from  the  public  such  as; 
trade  or  financial  information,  technical 
data.  National  Security  Agency  information, 
or  information  relating  to  inventions.  Ex¬ 
emption  from  access  necessarily  includes  ex¬ 
emption  from  the  other  requirements. 

Exziirm)  Racoao  Ststxks 
(Specific  Exemptions) 

m— A022S.01aDAPE. 

SYSNAME— Vehicle  Registration  System 
(VRS)  and  Correctional  Reporting  System 
(CRS). 

EXEMFTION-All  poitions  of  the  VRS 
which  fall  within  5  UH.C.  552a(jX2)  or 
(ltX2)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  UH.C.  section  552a  (cX3).  All 
portions  of  the  CRS  which  -fall  within  5 
UJ3.C.  552a(jX3)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UJS.C.  section 
552a  (cX3).  (CX4).  (d).  (eXl).  (eX2).  (eX3). 
(eX4XG).  (eX4XH).  (eX5).  (eX8).  (f)  and  (g). 

AUTHORITY— 6  UH.C.  552a(jX2)  and 
(kX2). 

REASONS-Vehlcle  Registration 

Ssrstem— Prom  subsection  (cX3)  because  the 
release  of  accounting  of  disclosures  would 
place  the  subject  of  an  investigation  on 
notice  that  he  is  under  investigation  and 
provide  him  with  significant  information 
concerning  the  nature  of  ^e  investigation, 
thus  resulting  in  a  serloiu  impediment  to 
law  enforcement  investigations.  Correction¬ 
al  Reporting  Ssrstem— Granting  individuals 
access  to  Information  collected  and  main¬ 
tained  by  this  component  relating  to  the  en¬ 
forcement  of  criminal  laws  could  interfere 
with  the  orderly  administration  of  Justice. 
Disclosure  of  this  information  could  Jeopar¬ 
dise  the  safety  and  well-being  of  informa¬ 
tion  sources,  correctional  supervisors  and 
other  confinement  facility  administrators. 
Disclosure  of  the  Information  could  also 
result  in  the  invasion  of  privacy  of  persons 
who  provide  information  used  In  developing 
individual  correctional  treatment  programs. 


Further,  disclosure  could  result  in  a  deterio¬ 
ration  of  a  prisoner’s  self-image  and  ad¬ 
versely  affect  meaningful  relationships  be¬ 
tween  a  prisoner  and  his  counselor  or  super¬ 
visor.  These  factors  are.  of  course,  essential 
to  the  rehabilitative  process. 

Exemption  from  the  remaining  provisions 
is  predicated  upon  the  exemption  from  dls- 
closiu’e  or  upon  the  need  for  proper  func¬ 
tioning  of  (directional  programs. 

ExocrriD  Rbcoro  Ststxus 
(Specific  Exemptions) 

ID-A0228.01DAMH. 

SYSNAME— Historian’s  Background  Ma- 
terial. _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(kXl)  are  exempt  from  the  following 
provisions  of  'Title  5  UB.C.  section  552a:  (d). 

AUTHORITY-5  U.S.C.  552a(kXl). 

REASONS— Material  currently  and  prop¬ 
erly  classified  under  Executive  Order  11652 
would  have  to  be  withheld  from  an  individ¬ 
ual  without  the  required  security  clearance. 
In  the  majority  of  such  cases,  the  material 
will  be  submitted  for  declassification,  or  an 
individual  will  be  advised  of  the  procedure 
for  obtaining  the  security  clearance  neces¬ 
sary  to  gain  access  to  the  desired  classified 
material. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0401.108DAJA. 

SYSNAME-Prosecutorlal  PUes. 

EXEMPTION- All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(jX2)  are  exempt  from  the  following 
provisions  of  'Title  5  U.S.C.  section  552a: 
(cX3).  (cX4).  (d).  (eX2).  (eX3).  (eX4XG). 
(eX4XH),  (eX8),  (f)  and  (g).  AU  portions  of 
this  system  of  records  which  fall  within  5 
U.S.C.  552a(kX2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  'Title  5  UE.C.  section 
552a;  (cX3).  (d).  (eX4XO).  (eX4XH).  and  (f). 

AUTHORITY— 5  UE.C.  552a  (JX2)  and 
(kX2). 

REASONS— From  subsection  (cX4),  (d). 
(eX4XO),  (eX4)(H).  (f)  and  (g)  because 
granting  individuals  access  to  information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  laws  could  in¬ 
terfere  with  proper  investigations  and  the 
orderly  administration  of  justice.  Discl(»ure 
of  this  information  could  result  in  the  con- 
(%alment.  alteration  or  destruction  of  evi¬ 
dence,  the  identification  of  offenders  or  al¬ 
leged  offenders,  nature  and  disposition  of 
charges;  and  jeopardise  the  safety  and  well¬ 
being  of  informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  Infor¬ 
mation  could  also  reveal  and  render  ineffec¬ 
tual  investigative'  techniques,  sources  and 
methixls  used  by  this  component,  and  could 
result  in  the  invasion  of  the  privacy  of  indi- 
viduals  only  Incidentally  related  to  an  inves¬ 
tigation.  Exemption  from  access  necessarily 
includes  exemption  from  the  other  require¬ 
ments. 

From  subsection  (cX3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  Investigation  on  notice  that  he 
U  under  investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

From  subsection  (eX2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  information  be  collect¬ 


ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation  and  thereby  present  a  serious 
Impediment  to  effective  law  enforcement. 

From  subsection  (eX3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  in  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  informsuits. 

From  subsection  (eX8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques.  procedures  of  evidence. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A0501 .08bDAMI. 

SYSNAME— Technical  Surveillance 

Index.  _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UB.C.  552a(k) 
(1),  (2),  and  (5)  are  exempt  from  the  follow¬ 
ing  provisions  of  'Title  5  UJ3.C.  section  552a: 
(cK3).  (d).  (eXl),  (eH4XG).  (eX4XH)  and 
(eX4XI). 

AUTHORI'TY— 5  U.S.C.  552a(k)  (1).  (2) 
and  (5). 

REASONS— 'The  material  contained  in 
this  record  system  contains  data  concerning 
sensitive  sources  suid  operational  methods 
whose  dissemination  must  be  strictly  con¬ 
trolled  because  of  national  security  intelli¬ 
gence  considerations.  Disclosure  of  docu¬ 
ments  or  the  disclosure  accounting  record 
may  compromise  the  effectiveness  of  the  op¬ 
eration.  and  negate  specialized  techniques 
used  to  support  intelligence  or  criminal  in¬ 
vestigative  programs,  or  otherwise  interfere 
with  the  orderly  conduct  of  intelligence  op¬ 
erations  or  criminal  investigations. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A0501.08CDAMI 

SYSNAME— Department  of  the  Army 
Operational  Support  Activities  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a(k) 
(1),  (2)  or  (5)  are  exempt  from  the  following 
provisions  of  'Title  5  UH.C.  section  552a; 
(cX3).  (d).  (eX4XO).  (eX4XH(.  (eX4XI).  and 
(f). 

AUTHORTry-5  UE.C.  552a(k)  (1).  (2) 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  official  informa¬ 
tion  and  material  which,  because  it  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  rela¬ 
tions.  not  be  limited  in  its  accessibility.  To 
protect  against  hostile  actions,  both  overt 
and  (xivert,  it  Is  essential  that  such  official 
Information  and  material  be  given  only 
limited  dissemination.  Additionally,  the  fol¬ 
lowing  factors  are  at  issue  in  disclosure  of 
data  from  this  system  of  records:  release  of 
exempted  informatimi  would  endanger  the 
safety  of  sources  involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  involved  in  intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  to 
support  intelligence  programs;  and  release 
would  Interfere  with  and  negate  the  orderly 
conduct  of  intelligence  operations.  Exemp¬ 
tion  from  the  other  provisions  Is  premised 
on  and  follows  from  the  rationale  which 
exempts  access  to  this  system  of  records. 
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PRIVACY  ACT  ISSUANCES 


Ezkmpted  Rccord  Ststdis 
(Specific  Exemptions) 

II>-A0501.08e  USACIDC. 

SYSNAME— Informant  Register. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fali  within  5  U.S.C.  552a()i) 
(1),  (2)  or  (5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a; 
(cK3).  (d),  (eKl),  (eX4KO),  (eK4XH).  and 
(f).  All  portions  of  this  system  of  records 
which  fall  within  5  Ui$.C.  5S2a<jK2)  are 
exempt  from  the  following  provisions  of 
Title  5  U.S.C.  section  552a;  (cH3).  (cK4),  (d). 
(eXl).  (eK2).  (eK3).  (eK4Ka),  (eX4KH). 
(eX5).  <eX8),  (f)  and  (g). 

AUTHORITY— 5  U.S.C.  552a  (JX2)  and 
(IcXl).  (2)and(5). 

REIASONS— FYom  subsection  (cX3)  be¬ 
cause  release  of  accounting  of  disclosures 
would  provide  the  Informant  with  signifi¬ 
cant  information  concerning  the  nature  of  a 
particular  investigation,  the  internal  meth¬ 
ods  and  techniques  involved  in  criminal  in¬ 
vestigation,  and  the  investigative  agencies 
(state,  local  or  foreign  national)  Involved  in 
a  particular  case  resulting  in  a  serious  com¬ 
promise  of  the  criminal  law  enforcement 
processes.  From  subsections  (cX4),  (d). 
(eX4XG),  (eX4XH).  (f)  and  (g)  because  dis¬ 
closure  of  portions  of  the  information  in 
this  system  of  records  would  seriously 
impair  the  prudent  and  efficient  handling 
of  these  uniquely  functioning  indlvidiuds; 
hamper  the  inclusion  of  comments  and  eval¬ 
uations  concerning  the  performance,  quali¬ 
fications,  character,  Identity,  and  propensi¬ 
ties  of  the  informant:  and  prematurely  com¬ 
promise  criminal  investigations  which  either 
concern  the  conduct  of  the  informant  him¬ 
self  or  Investigations  wherein  he/she  is  inte¬ 
grally  or  only  peripherally  Involved.  Addi¬ 
tionally,  the  exemption  from  access  neces¬ 
sarily  Includes  exemption  from  amendment, 
certain  agency  requirements  relating  to 
access  and  amendment  of  records  and  civil 
liability  predicated  upon  agency  compliance 
with  those  specific  provisions  of  the  Privacy 
Act.  Subsections  (d).  (eX4XQ).  (eK4KH). 
and  (f)  are  also  necessary  to  protect  the  se¬ 
curity  of  Information  properly  classified  in 
the  interest  of  national  defense  and  foreign 
policy.  Prom  subsection  (eXl)  because  the 
nature  of  the  criminal  investigative  function 
creates  unique  problems  in  prescribing  what 
information  concerning  informants  is  rel¬ 
evant  or  necessary.  Due  to  close  liaison  and 
working  relationships  with  other  federal, 
state,  local  and  foreign  national  law  enforce¬ 
ment  agencies,  information  about  infor¬ 
mants  may  be  received  which  may  relate  to 
a  case  then  under  the  investigative  jurisdic¬ 
tion  of  another  government  agency  but  it  is 
necessary  to  maintain  this  information  in 
order  to  provide  leads  for  appropriate  law 
enforcement  purposes  and  to  establish  pat¬ 
terns  of  activity  which  may  relate  to  the  Ju¬ 
risdiction  of  both  the  USACIDC  and  other 
agencies.  Additionally,  the  failure  to  main- 
tsdn  all  known  information  about  infor¬ 
mants  could  affect  the  effective  utilization 
of  the  individual  and  substantially  increase 
the  operational  hazards  Inctunbent  In  the 
employment  of  an  informant  in  very  com¬ 
promising  and  sensitive  situations. 

Prom  subsection  (eK2)  because  collecting 
information  from  the  informant  would  po¬ 
tentially  thwart  both  the  criminal  investiga¬ 
tive  process  and  the  required  management 
control  over  these  individuals  by  appraising 
the  Informant  of  investigations  or  manage¬ 
ment  actions  concerning  his  involvement  In 
criminal  activity  or  with  USACIDC  person¬ 
nel. 


Prom  subsection  (eXS)  because  supplying 
an  Informant  with  a  form  containing  the  in¬ 
formation  specified  could  result  in  the  com¬ 
promise  of  an  investigation,  tend  to  Inhibit 
the  cooperation  of  the  informant,  and 
render  Ineffectual  Investigative  techniques 
and  methods  utilized  by  USACIDC  in  the 
performance  of  its  criminal  law  enforce¬ 
ment  duties. 

Prom  subsection  (eX5)  because  this  re¬ 
quirement  would  unduly  hamper  the  crind- 
nal  investigative  process  due  to  the  type  of 
records  maintained  and  the  necessity  for 
rapid  information  retrieval  and  dissemina¬ 
tion.  Also,  In  the  collection  of  information 
about  informants,  it  is  Impassible  to  deter¬ 
mine  what  information  is  then  accurate,  rel¬ 
evant.  timely  and  complete.  With  the  pas¬ 
sage  of  time,  seemingly  Irrelevant  or  un¬ 
timely  information  may  acquire  new  signifi¬ 
cance  as  further  Investigation  or  contact 
brings  new  details  to  light.  In  the  criminal 
Investigative  process,  accuracy  and  rel¬ 
evance  of  information  concerning  infor¬ 
mants  can  only  be  determined  In  a  court  of 
law.  The  restrictions  imposed  by  subsection 
(eX5)  would  restrict  the  ability  of  trained 
investigators  to  exercise  their  judgment  in 
reporting  information  relating  to  infor¬ 
mants’  actions  and  would  Impede  the  devel¬ 
opment  of  criminal  Intelligence  necessary 
for  effective  law  enforcement. 

Prom  subsection  (eX8)  because  the  notice 
requirements  of  this  provision  could  present 
a  serious  Impediment  to  criminal  law  en¬ 
forcement  by  revealing  investigative  tech¬ 
niques.  procedures,  and  the  existence  of 
confidential  Investigations. 

ExmPTKD  Racoao  Systems 
(Specific  Ebcemptions) 

ID-A0501.10DAMI. 

SYSNAME— Counterintelligence 
Research  File  System  (CTRPS) 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UE.C.  552a(k) 
(1),  (2)  or  (5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a; 
(cX3).  (d).  (eXl).  (eX4KO).  (eX4XH), 

(eX4XI)  and  (f). 

AUTHORITY— 5  UE.C.  552a(k)  (1).  (2) 
and  (5). 

REASONS— Information  in  the  files  is  ob¬ 
tained  from  overt  and  sensitive  Intelligence 
sources,  and  contains  information  classified 
in  the  interest  of  national  security  under 
the  provisions  of  EO  11652.  The  system  con¬ 
tains  investigatory  material  compiled  for 
law  enforcement  purposes  as  well  as  for  de¬ 
termining  the  suitability  for  employment  or 
military  service  and  thus  will  also  require 
the  protection  of  confidential  sources.  Infor- 
nmtion  may  reflect  the  efforts  of  hostile  in¬ 
telligence  services  in  the  collection  effort 
against  the  US  Army. 

Additionally,  the  following  factors  are  at 
issue  in  disclosure  of  data  from  this  system 
of  records;  release  of  exempted  information 
would  endanger  the  safety  of  sources  in¬ 
volved  in  Intelligence  programs;  release 
would  invade  the  privacy  of  those  individ¬ 
uals  involved  In  intelligence  programs;  re¬ 
lease  would  compromise  and  thus  negate 
specialized  techniques  used  to  support  intel¬ 
ligence  programs;  and  release  would  inter¬ 
fere  with  and  negate  the  orderly  conduct  of 
Intelligence  operations.  Exemption  from  the 
remaining  provisions  is  predicated  upon  the 
exemption  from  disclosure  or  upon  the  need 
for  conducting  complete  and  proper  investi¬ 
gations. 


Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0501.11DAMI. 

SYSNAME-List  of  Hostile  Intelligence 
Collectors  of  Unclassified  Military  Informa¬ 
tion  (LHICUMI). 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a(k) 

(1)  or  (k)  (2)  are  exempt  from  the  following 

provisions  of  ‘Title  5  U.S.C.  section  552a; 
(CX3),  (d),  (eXl),  (eX4KO).  (eX4)(H), 

(eX4XI)  and  (f). 

AUTHORITY— 5  U.S.C.  552a(k)  (1)  and 

(2) . 

REASONS— Information  in  the  system  is 
used  by  intelligence  and  counter-intelli¬ 
gence  field  elements  to  determine  EEl  TEs- 
sentlal  Elements  of  Information)  of  hostile 
Intelligence  collectors  and  its  revelation 
would  negate  and  interfere  with  the  con¬ 
duct  of  intelligence  operations.  Information 
is  obtained  from  sensitive  as  well  as  open 
sources  and  is  classified  as  appropriate 
under  EO  11652.  Information  is  also  ob¬ 
tained  from  material  obtained  from  investi¬ 
gatory  material  compiled  for  law  enforce¬ 
ment  purposes.  Additionally,  the  following 
factors  are  at  issue  in  disclosure  of  data 
from  this  system  of  records;  release  of 
exempted  Information  would  endanger  the 
safety  of  sources  involved  in  Intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  involved  in  Intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  to 
support  intelligence  programs;  and  release 
would  Interfere  with  and  neggte  the  orderly 
conduct  of  intelligence  operations.  Exemp¬ 
tion  from  the  remaining  provisions  is  predi¬ 
cated  upon  the  exemption  from  disclosure 
or  upon  the  need  for  conducting  (x>mplete 
and  proper  investigations. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0501.12DAMI. 

SYSNAME— Subversion  and  Espionage 
Directed  Against  the  US  Army  (SAEDA). 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  US.C.  552a(k) 
(1).  (2)  or  (5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a: 
(CX3).  (d).  (eXl),  (eX4XO).  (eX4XH). 

(eX4XI)  and  (f>. 

AUTHORITY-5  USC.  552a(k)  (1).  (2) 
and (5X 

REASONS— Information  is  obtained  from 
individuals  reporting  Incidents  indicating  at¬ 
tempts  at  subversion  or  espionage  against 
the  US  Army.  Resulting  Investigations  may 
be  classified  under  the  provisions  of  EO 
11652.  Executive  Order  11652  provides  for 
the  protection  of  official  Information  and 
material  which,  because  It  bears  directly  on 
the  effectiveness  of  our  national  defense 
and  the  (x>nduct  of  our  foreign  relations, 
must  be  limited  in  its  accessibility.  To  pro¬ 
tect  against  hostile  actions,  both  overt  and 
covert,  it  is  essential  that  such  official  infor¬ 
mation  and  material  be  given  only  limited 
dissemination.  Additionally,  the  following 
factors  are  at  issue  in  disclosure  of  data 
from  this  system  of  records:  release  of 
exempted  information  would  endanger  the 
safety  of  sources  Involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  involved  In  intelligence 
programs:  release  would  compromise  and 
thus  negate  specialized  techniques  used  in 
support  of  Intelligence  programs;  and  re¬ 
lease  would  interfere  with  and  negate  the 
orderly  conduct  of  Intelligence  operations. 
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Relevant  to  the  above  considerations,  ex¬ 
emption  is  necessary  from  the  requirements 
to  provide  an  individual  an  accounting  of 
diaclosxires  and  to  inform  an  individual 
whether  a  record  exists  on  him  within  this 
system  of  records,  during  the  period  in 
which  an  investigative  interest  and  activity 
remains  concemng  that  individual.  This  is 
necessary  to  avoid  disclosure  of  the  exis¬ 
tence  of  on-going  law  enforcement  investi¬ 
gations  and  compromise  of  the  purposes  and 
objectives  for  such  on-going  investigations. 
Further,  the  disclosure  of  data  within  this 
record  system  is  exempt  to  the  extent  that 
the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  in¬ 
formation  to  the  Oovemment  under  an  ex¬ 
press  or  implied  promise  that  the  identity  of 
the  source  would  be  held  in  confidence. 
These  assurances  are  essential  to  the  frank 
and  candid  disclosure  of  Information  which 
is  essential  to  the  purposes  of  these  investi¬ 
gations.  Confidence  in  the  integrity  of  the 
Oovemment’s  assurances  must  be  main¬ 
tained  or  the  Investigative  process  will  be  se¬ 
verely  damaged.  The  exemption  of  an 
individual's  right  of  access  to  records  on 
him  in  this  system  of  records  and  the  rea¬ 
sons  therefor  necessitate  and  provide  the  ra¬ 
tionale  for  the  exemption  of  this  system  of 
records  from  the  requirements  of  record 
amendment  and  other  cited  provisions. 
Maintaining  information  which  is  strictly 
relevant  to  law  enforcement  purposes  may 
result  in  exclusion  of  seemingly  irrelevant 
data  of  significant  value  in  determining  the 
qualifications  and  suitability  of  individuals 
for  Federal  civilian  emploment,  military 
service.  Federal  contracts,  or  access  to  clas¬ 
sified  information. 

Ezkmprd  Rbcoxb  Ststkiu 
(Specific  Exemptions) 

ID-A0501.13DAMI. 

SY8NAME— Directory  of  Known  or  Sus¬ 
pect  Hostile  Intelligence  Personalities 
(DOK8H1P). 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
652a(k)(l).  (2)  or  (5)  are  exempt  from  the 
following  provisions  of  Title  S  DH.C.  section 
652a:  (CX3).  (d).  (eXl),  (eX4XO).  (eX4XH). 
(eX4XI),  and  (f). 

ADTHORITT-5  U.S.C.  552a(k)  (1).  (2) 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  official  informa¬ 
tion  and  material  which,  because  it  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  rela¬ 
tions,  must  be  limited  in  its  accessibility.  To 
protect  against  hostile  actions,  both  overt 
and  covert,  it  is  essential  that  such  official 
Information  and  material  be  given  only 
limited  dissemination.  Additionally,  the  fol¬ 
lowing  factors  are  at  issue  in  disclosure  of 
data  from  this  system  of  records:  release  of 
exempted  Information  would  endanger  the 
safety  of  sources  Involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  Involved  in  intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  in 
support  of  intelligence  programs;  and  re¬ 
lease  would  interfere  with  and  negate  the 
orderly  conduct  of  intelligence  operations. 
Relevant  to  the  above  considerations,  ex¬ 
emption  is  necessary  from  the  requirements 
to  provide  an  individual  an  accounting  of 
disclosures  and  to  Inform  an  individual 
whether  a  record  exists  on  him  within  this 
system  of  records,  diuing  the  period  in 
which  an  Investigative  interest  and  activity 


remains  concerning  that  Individual.  This  is 
necessary  to  avoid  disclosure  of  the  exis¬ 
tence  of  on-going  law  enforcement  investi¬ 
gations  and  compromise  of  the  purposes  and 
objectives  toj  such  on-going  investigations. 
Further,  the  disclosure  of  data  within  this 
record  system  is  exempt  to  the  extent  that 
the  dlsclosiure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  in¬ 
formation  to  the  Oovemment  imder  an  ex¬ 
press  or  implied  promise  that  the  identity  of 
the  source  would  be  held  in  confidence. 
These  assurances  are  essential  to  the  frank 
and  candid  disclosure  of  Information  which 
1b  essential  to  the  purposes  of  these  investi¬ 
gations.  Confidence  in  the  integrity  of  the 
(]k>vemment’s  assurances  must  be  main¬ 
tained  or  the  investigative  process  will  be  se¬ 
verely  damaged.  The  exemption  of  an 
individual's  right  of  access  to  records  on 
him  in  this  system  of  records  and  the  rea¬ 
sons  therefor  necessitate  and  provide  the  ra¬ 
tionale  for  the  exemption  of  this  system  of 
records  from  the  requirements  of  record 
amendment  and  other  cited  provisions. 
Maintaining  information  which  Is  strictly 
relevant  to  law  enforcement  purposes  may 
result  in  exclusion  of  seemingly  Irrelevant 
data  of  significant  value  in  determining  the 
qualifications  and  suitability  of  individuals 
for  Federal  civilian  employment,  military 
service.  Federal  contracts,  or  access  to  clas¬ 
sified  Information. 

EzncPTXD  Recori)  Systems 
(Specific  Exemptions) 

ID-A0502.03DAMI. 

SYSN AME— Intelligence  Collection  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
S52a(kXl),  (2)  or  (5)  tue  exempt  from  the 
following  provisions  of  Title  5  U.S.C.  section 
552a:  (cX3),  (d),  (eX4XO),  (eX4XH),  (eX4XI) 
and  (f). 

AUTHORn'Y-5  U.S.C.  552a(k)  (1),  (2) 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  some  official  in¬ 
formation  and  material  which,  because  it 
bears  directly  on  the  effectiveness  of  our  na¬ 
tional  defense  and  the  conduct  of  our  for¬ 
eign  relations,  must  be  subject  to  some  con¬ 
straints  for  the  security  of  our  Nation  and 
the  safety  of  our  people  wd  our  allies.  To 
protect  against  actions  hostile  to  the  United 
States,  of  both  overt  and  covert  nature,  it  is 
essential  that  such  official  information  and 
material  be  given  only  limited  dissemina¬ 
tion.  This  exemption  is  also  essential  to  pro¬ 
tect  the  privacy  and  personal  safety  of  the 
sources  involved.  It  is  vital  to  the  conduct  of 
secure  operations  under  Director,  Central 
Intelligence  Directives  4  and  5  and  Defense 
Intelligence  Agency  Manual  58-11.  Addi¬ 
tionally,  the  disclosure  of  data  within  this 
system  of  records  is  exempt  to  the  extent 
that  the  disclosure  of  such  data  would 
reveal  the  identity  of  sources  who  furnished 
information  to  the  Oovemment  imder  an 
express  or  implied  promise  that  source  iden¬ 
tities  would  be  held  in  confidence.  These  as¬ 
surances  are  essential  to  the  frank  and 
candid  disclosure  of  Information  which  is  es¬ 
sential  to  the  Investigative  purposes.  Confi¬ 
dence  in  the  Integrity  of  government  assur¬ 
ances  must  be  maintained  or  the  investiga¬ 
tive  process  will  be  severly  damaged.  Ex¬ 
emption  fnnn  the  other  requirements  is  pre¬ 
mised  on  and  follows  from  the  rationale 
which  requires  exemption  from  access. 


Exempted  Recoeo  Systems 
(Specific  Exemptions) 

ID— A0502.  lOaDAMI. 

SYSNAME-USAINTA  Investigative  File 
System. _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(kXl),  (2)  or  (5)  are  exempt  from  the 
following  provisions  of  Title  5  U.S.C.  section 
552a;  (d).  (eX4XO),  (eX4XH)  and  (eX4XI). 

AUTHORITY-5  VB.C.  552a(k)  (1).  (2) 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  some  official  in¬ 
formation  and  material  which,  because  it 
be.ir;  directly  on  the  effectiveness  of  our  na¬ 
tional  defense  and  the  conduct  of  our  for- 
eigii  relations,  must  be  subject  to  some  con¬ 
straints  for  the  security  of  our  Nation  and 
the  safety  of  our  people  and  our  allies.  To 
protect  against  actions  hostile  to  the  United 
States,  of  both  overt  and  covert  nature,  it  is 
essential  that  such  official  information  and 
material  be  given  only  limited  dissemina¬ 
tion.  Additionally,  in  the  conduct  of  such 
operations  which  produce  these  records,  at 
times  the  methods  and  arrangements  with 
our  Allies  pertinent  to  the  conduct  of  intel¬ 
ligence  operations  are  relevant  to  this  issue 
of  national  security  interests  and  must  be 
safeguarded.  Further,  the  disclosure  of  un¬ 
classified  data  within  this  record  system  is 
exempt  only  to  the  extent  that  the  disclo¬ 
sure  of  such  material  would  reveal  the  iden¬ 
tity  of  a  source  who  furnished  information 
to  the  Oovemment  under  an  express  or  im¬ 
plied  promise  that  the  Identity  of  the  source 
would  be  held  in  confidence.  These  assur¬ 
ances  are  essential  to  the  frank  and  candid 
disclosure  of  information  which  is  essential 
to  the  purposes  of  these  investigations.  Con¬ 
fidence  in  the  integrity  of  the  Government's 
assurances  must  be  maintained  or  the  inves¬ 
tigative  process  will  be  severely  damaged. 
Exemption  from  the  other  requirements  Is 
premised  on  and  follows  from  the  rationale 
which  requires  exemption  from  access. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A0502.11USAREUR. 

SYSNAME— File  Search  Mirofilm  Storage 
and  Retrieval  System. 

EXEMPTION— AU  portions  of  this  system 
of  records  which  fall  within  5  UJS.C. 
552a(kXl),  (2)  or  (5)  are  exempt  from  the 
following  provisions  of  Title  5  U.S.C.  section 
552a;  (cK3).  (d).  (eK4XO).  (eX4XH).  and  (f). 

AUTHORITY— 5  U.S.C.  552a(k)  (1),  (2) 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  official  informa¬ 
tion  and  Duterlal  which,  because  it  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  rela¬ 
tions,  must  be  limited  in  its  accessibility.  To 
protect  against  hostile  actions,  both  overt 
and  covert,  it  is  essential  that  such  official 
information  and  material  be  given  only 
limited  dissemination.  Additionally,  the  fol¬ 
lowing  factors  are  at  issue  in  disclosure  of 
data  from  this  system  of  records;  release  of 
exempted  information  would  endanger  the 
safety  of  sources  involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  involved  in  intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  to 
support  Intelligence  programs;  and  release 
would  interfere  with  and  negate  the  orderly 
conduct  of  intelligence  operations.  Exemp¬ 
tion  from  access  necessarily  Includes  exemp¬ 
tion  from  the  other  requirements. 
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PRIVACY  ACT  ISSUANCES 


Ezkmpted  Rmom  Ststdu 
(Specific  ExempUom) 

ID-A0503.04USASA. 

SY8NAME— Security  OearaDce  Cue 
PUeg  (SCCF). 

EXEMPTION— All  portions  of  this  S3«tem 
of  records  which  fall  within  5  UJ3.C. 
&62a(kX5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a:  (d>. 

AUTHORITY-5  UJ8.C.  552a(iLK5). 

REASONS— The  disclosure  of  data  within 
this  system  Is  exempt  to  the  extent  that  the 
disclosure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  informa¬ 
tion  under  an  expreu  or  implied  promise 
that  his  Identity  would  be  held  In  confi¬ 
dence.  These  assurances  are  essential  to  the 
frank  and  candid  disclosure  of  Information 
which  Is  essential  to  the  purposes  of  these 
Investigations.  Confidence  In  the  Integrity 
of  the  Oovemment’s  promises  must  be 
maintained  or  the  Investigative  proceu  arUl 
be  severely  damaged. 

ExxMrTED  Rscoao  Srsmu 
(Specific  Exemptions) 

ID-A0503.06aDAMI. 

SYSNAME— Coimterintelllgence 
Operations  Pile. 

EXEMPTION— All  portions  of  this  sjrstem 
of  records  which  fall  within  5  U.S.C. 
552a(kKl).  (2)  or  (5)  are  exempt  from  provi¬ 
sions  of  Title  5  D.S.C.  section  552a:  (cX3). 
(d).  (eXl).  (eX4XO).  (eX4XH),  (eX4XI)  and 
(f). 

AUTHORrrY-5  U.S.C.  552a(kXl).  (2), 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  official  informa¬ 
tion  and  material  which,  because  It  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defettse  and  the  conduct  of  our  foreign  rela¬ 
tions,  must  be  limited  in  its  accessablUty.  To 
protect  against  hostile  actions,  both  overt 
and  covert.  It  Is  essential  that  such  official 
Information  and  material  be  given  only 
limited  dissemination.  Additionally,  the  fol¬ 
lowing  factors  are  at  issue  In  dlaclosure  of 
data  from  this  system  of  records:  release  of 
exempted  Information  would  endanger  the 
safety  of  sources  involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  Involved  in  intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  in 
support  of  Intelligence  programs;  and  re¬ 
lease  would  Interfere  with  and  negate  the 
orderly  conduct  of  Intelligence  operations. 
Relevant  to  the  above  considerations,  ex¬ 
emption  is  necessary  fitun  the  requirements 
to  provide  an  individual  an  accounting  of 
disclosures  and  to  Inform  an  Individual 
whether  a  record  exists  on  him  within  this 
system  of  records,  during  the  period  in 
which  an  investigative  interest  and  activity 
remains  concerning  that  individual.  This  is 
necessary  to  avoid  disclosure  of  the  exis¬ 
tence  of  on-going  law  enforcement  investi¬ 
gations  and  compromise  of  the  purposes  and 
objectives  for  such  on-going  investigations. 
Further,  the  disclosure  of  data  within  this 
record  sjrstem  is  exempt  to  the  extent  that 
the  dlaclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  in- 
formaticm  to  the  Government  under  an  ex¬ 
press  or  implied  promise  that  the  identity  of 
the  source  would  be  held  In  confidence. 
These  assurances  are  essential  to  the  frank 
and  candid  disclosure  of  Information  which 
is  essential  to  the  purposes  of  these  investi¬ 
gations.  Confidence  in  the  integrity  of  the 
Oovemment’s  assurances  must  be  main¬ 


tained  or  the  investigative  process  will  be  se¬ 
verely  damaged.  'The  exemption  of  an 
Individual’s  right  of  access  to  records  on 
him  in  this  system  of  records  and  the  rea¬ 
sons  therefor  necessitate  and  provide  the  ra¬ 
tionale  for  the  exemption  of  this  system  of 
records  from  the  requirements  of  record 
amendment  and  other  cited  provisions. 
Maintaining  information  which  is  strictly 
relevant  to  law  enforcement  purposes  may 
result  in  exclusion  of  seemingly  irrelevant 
data  of  significant  value  in  determining  the 
qualifications  and  suitability  of  individuals 
for  Federal  civilian  emplojrment,  military 
service.  Federal  contracts,  or  access  to  clas¬ 
sified  information. 

ExKiirTEu  Rxcoao  Systems 
(Specific  Exemptions) 

IO-A0506.01  DAMI. 

SYSNAME— Security  Access  Information 
PUes.  _ 

EXEMPTION- All  portions  of  this  system 
of  records  which  fall  within  5  UJS.C. 
552a(kXl).  (2)  or  (5)  are  exempt  from  the 
following  provisions  of  ’Title  5  U.S.C.  section 
5S2a:  (c).  (d).  (eX4KO).  (eX4XH).  (eX4KI). 
and  (f). 

AUTHORITY-5  U.S.C.  552aikKl).  (2). 
and  (5). 

REASONS— Executive  Order  11652  pro¬ 
vides  for  the  protection  of  official  informa¬ 
tion  and  material  which,  because  it  bears  di¬ 
rectly  on  the  effectiveness  of  our  national 
defense  and  the  conduct  of  our  foreign  rela¬ 
tions,  must  be  limited  in  its  accessibility.  To 
protect  against  hostile  actions,  both  overt 
and  covert,  it  is  essential  that  such  official 
information  and  material  be  given  only 
limited  dissemination.  Additionally,  the  fol¬ 
lowing  factors  are  at  issue  in  disclosure  of 
data  from  this  system  of  records;  release  of 
exempted  information  would  endanger  the 
safety  of  sources  involved  in  intelligence 
programs;  release  would  invade  the  privacy 
of  those  individuals  Involved  in  intelligence 
programs;  release  would  compromise  and 
thus  negate  specialized  techniques  used  in 
support  of  Intelligence  programs;  and  re¬ 
lease  would  interfere  with  and  negate  the 
orderly  conduct  of  intelligence  operations. 
Relevant  to  the  above  considerations,  ex¬ 
emption  is  necessary  from  the  ^wquirements 
to  provide  an  individual  an  accounting  of 
disclosures  and  to  inform  an  individual 
whether  a  re<x>rd  exists  on  him  within  this 
system  of  records,  during  the  period  in 
which  an  investigative  interest  and  activity 
remains  concerning  that  individual.  ’This  is 
necessary  to  avoid  disclosure  of  the  exis¬ 
tence  of  on-going  law  enforcement  investi¬ 
gations  and  compromise  of  the  purposes  and 
objectives  for  such  on-going  investigations. 
Further,  the  disclosure  of  data  within  this 
re<x>rd  system  is  exempt  to  the  extend  that 
the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under  an  ex¬ 
press  or  Implied  promise  that  the  identity  of 
the  source  would  be  held  in  confidence. 
’These  assurances  are  essential  to  the  frank 
and  candid  disclosure  of  information  which 
is  essential  to  the  purposes  of  these  investi¬ 
gations.  Confidence  in  the  integrity  of  the 
Government’s  assurances  must  be  main¬ 
tained  or  the  investigative  process  will  be  se¬ 
verely  damaged.  ’The  exemption  of  an 
individual’s  right  of  access  to  records  on 
him  in  this  system  of  re<»rd8  and  the  rea¬ 
sons  therefor  necessitate  and  provide  the  ra¬ 
tionale  for  the  exemption  of  this  system  of 
records  from  the  requirements  of  record 
amendment  and  other  (dted  provisions. 


Maintaining  information  which  is  strictly 
relevant  to  law  enforcement  purposes  may 
result  in  exclusion  of  seemingly  irrelevant 
data  of  significant  value  in  determining  the 
qualifications  and  suitability  of  individuals 
for  Federal  civilian  employment,  military 
service.  Federal  ccmtracts,  or  access  to  clas¬ 
sified  Information. 

Exempted  Record  System 
(SPBCnnC  EXEMPTIONS) 

ID- A0506.0  IfDAMI. 

SYSNAME— Security  Clearance  Informa¬ 
tion  Files. 

EXEMPTION— All  portion  of  this  system 
which  faU  within  5  US.C.  552a(kXl).  (2)  or 
(5)  are  exempt  from  the  following  provi¬ 
sions  of  ’Title  5  US.C.  section  552a:  (d), 
(eK4KO).  (eK4XH),  (eX4XI).  and  (f). 

AUTHORITY-5  U.S.C.  562a(kXl),  (2)  and 
(5). 

REIASONS— Material  contained  in  this 
record  which  is  properly  and  currently  clas¬ 
sified  under  the  Executive  Order  11652  in¬ 
cludes  data  concerning  sensitive  source  and 
operational  methods  whose  dissemination 
must  be  strictly  controlled  because  of  its  re¬ 
lationship  to  national  security  intelligence 
considerations.  Additionally,  in  the  conduct 
of  operations  which  produce  these  records, 
at  times  the  methods  and  arrangements 
with  our  Allies  pertinent  to  the  conduct  of 
intelligence  operations  are  relevant  to  this 
issue  of  national  security  Interests  and  must 
be  safeguarded.  Further,  the  disclosure  of 
unclassified  data  within  this  record  system 
is  exempt  only  to  the  extent  that  the  disclo¬ 
sure  of  such  material  would  reveal  the  iden¬ 
tity  of  a  source  who  furnished  information 
to  the  Government  under  an  express  prom¬ 
ise  that  the  Identity  of  the  source  would  be 
held  in  confidence,  or,  prior  to  the  effective 
date  of  5  U.S.C.  5S2a.  imder  an  implied 
promise  that  the  Identity  of  the  source 
would  be  held  in  confidence.  ’These  assur¬ 
ances  are  essential  to  the  purposes  of  these 
investigations.  Confidence  in  the  integrity 
of  the  Government’s  assurance  must  be 
maintained  or  the  Investigative  process  will 
be  severely  damaged.  Exemption  from 
access  necessarily  Includes  exemption  from 
the  other  requirements. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A0508  07aUSACIDC. 

SYSNAME— Criminal  Investigation  Ac- 
creditatlon  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a(k) 
(2).  (5)  or  (7)  are  exempt  from  the  following 
provisions  of  ’Title  5  U.S.C.  section  552a:  (d). 
(eXl),  (eX4XG).  (eX4XH).  and  (f). 

AUTHORITY— 5  U.S.C.  552a(k)  (2).  (5) 
and  (7). 

REASONS— From  subsections  (d), 

(eX4XO).  (eX4XH).  and  (f)  because  disclo¬ 
sure  of  portions  of  the  information  in  this 
system  of  records  would  seriously  impair 
the  selection  and  management  of  these 
uniquely  functioning  individuals;  hamper 
the  inclusion  of  comments,  reports  and  eval¬ 
uations  concerning  the  performance,  quali¬ 
fications,  character,  actions  and  propensi¬ 
ties  of  the  agent;  and  prematurely  compro¬ 
mise  investigations  which  either  concern 
the  conduct  of  the  agent  himself  or  investi¬ 
gations  wherein  he  or  she  is  integrally  or 
only  peripherally  involved.  Additionally,  the 
exemptitm  from  access  necessarily  includes 
exemptions  from  the  amendment  and  the 
agency  procedures  which  would  otherwise 


FEDERAL  REGISTER,  VOL.  42,  NO.  ItS — WEDNESDAY,  SEPTEMBER  2B,  1477 


be  required  to  process  these  types  of  re¬ 
quests. 

From  subsection  (eHl)  because  the  failure 
to  maintain  all  known  Information  about 
agents  could  affect  the  effective  utilization 
of  the  Individual  and  substantially  Increase 
the  operational  hazards  Incumbent  In  the 
employement  of  agents  In  very  compromis¬ 
ing  and  sensitive  situations. 

Extumo  Rbcoro  Systems 
(Specific  Exemptions) 

ID— A0508.09DAPE. 

SYSNAME— FBI  Criminal-Type  Report- 
Ing  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(JK2)  are  exempt  from  the  following 
provisions  of  Title  5  UB.C.  section  S52a; 
(cK3),  (cK4).  (d),  (eK2).  (eX3).  (eX4XO). 
(eK4XH).  (eX8),  (f)  and  (g).  AU  portions  of 
this  system  of  records  which  fall  within  5 
U.S.C.  552a(kX2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  U.S.C.  section 
552a;  (cX3).  (d),  (eXl).  (eX4XO).  (eX4XH). 
and  (f). 

AUTHORITY-5  UH.C.  552a  (JX2)  and 
(kX2). 

REIASONS— From  subsections  (cX4).  (d), 
(eX4XO>,  (eX4XH).  (f)  and  (g)  because 
granting  individuals  access  to  information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  laws  could  In¬ 
terfere  with  proper  investigations  and  the 
orderly  administration  of  Justice.  Disclosure 
of  this  Information  could  result  In  the  con¬ 
cealment,  alteration  or  destruction  of  evi¬ 
dence.  the  Identification  of  offenders  or  al¬ 
leged  offenders,  nature  and  disposition  of 
charges;  and  jeopardize  the  safety  and  well 
being  of  Informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render  Ineffec¬ 
tual  investigative  techniques,  sources  and 
methods  used  by  this  component,  and  could 
result  In  the  invasion  of  the  privacy  of  indi¬ 
viduals  only  incedentally  related  to  an  In¬ 
vestigation.  Exemption  from  access  neces¬ 
sarily  Includes  exemption  from  the  other  re¬ 
quirements. 

From  subsection  (cX3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  investigation  on  notice  that  he 
is  under  investigation  and  provide  him  with 
significant  Information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  Impediment  to  law  enforcement  in¬ 
vestigations. 

From  subsection  (eX2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation  and  thereby  present  a  serious 
,  impediment  to  effective  law  enforcement. 

From  subsection  (eX3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  in  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  Informants. 

From  subsection  (eX8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
Impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  Issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques,  procedures  or  evidence. 

EhUMPTED  RBCoas  System 
(Specific  Exemptions) 

ID-A0508.1  laUSACIDC. 


DEPARTMENT  OF  DEFENSE 

SYSNAME— Criminal  Investigation  and 
Oime  Laboratory  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(jX2)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a; 
(cX3).  (cX4).  (d),  (eXl),  (eX2).  (eX3), 
(eX4Xa).  (eX4XH),  (eX5),  (eX8),  (f)  and  (g). 
All  portions  of  this  system  of  records  which 
faU  within  5  U.S.C.  552a  (kXl),  (kX2)  or 
(kX5)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  U.S.C.  section  552a;  (cX3). 
(d),  (eXl),  (eX4XO).  (eX4XH).  and  (f). 

AUTHORITY-5  U.S.C.  552a  (jX2),  (k) 
(1).  (2).  and  (5). 

REASONS— From  subsection  (cX3)  be¬ 
cause  the  release  of  accounting  of  disclo¬ 
sures  would  place  the  subject  of  an  investi¬ 
gation  on  notice  that  he  is  under  investiga¬ 
tion  and  provide  him  with  significant  infor¬ 
mation  concerning  coordinated  investigative 
effort  and  techniques  and  the  nature  of  the 
investigation,  resulting  in  a  serious  Impedi¬ 
ment  to  criminal  law  enforcement  acti^ties 
or  the  compromise  of  properly  classified  ma¬ 
terial. 

From  subsection  (cX4);  (d);  (eX4XO); 
(eX4XH);  (f)  and  (g)  because  access  might 
compromise  ongoing  investigations,  reveal 
classified  information,  investigatory  tech¬ 
niques  or  the  Identity  of  confidential  infor¬ 
mants,  or  Invade  the  privacy  of  persons  who 
provide  Information  in  connection  with  a 
particular  investigation.  The  exemption 
from  access  necessarily  includes  exemption 
from  amendment,  certain  agency  require¬ 
ments  relating  to  access  and  amendment  of 
records,  and  civil  liability  predicated  upon 
agency  compliance  with  those  specific  provi¬ 
sions  of  the  Privacy  Act.  The  exemption 
from  access  necessarily  includes  exemptions 
from  the  other  requirements. 

From  subsection  (eXl)  because  the  nature 
of  the  investigative  function  creates  unique 
problems  in  prescribing  specific  perimeters 
in  a  particular  case  as  to  what  information 
is  relevant  or  necessary.  Also  due  to  close  li¬ 
aison  and  working  relationships  with  other 
federal,  state,  local  and  foreign  national  law 
enforcement  agencies,  information  may  be 
received  which  may  relate  to  a  case  then 
under  the  investigative  jurisdiction  of  an¬ 
other  government  agency  but  it  is  necessary 
to  maintain  this  information  in  order  to 
provide  leads  for  appropriate  law  enforce¬ 
ment  purposes  and  to  establish  patterns  of 
activity  which  may  relate  to  the  Jurisdiction 
of  both  the  USACIDC  and  other  agencies. 

From  subsection  (eX2)  because  collecting 
information  from  the  subject  of  criminal  In¬ 
vestigations  would  thwart  the  investigative 
process  by  placing  the  subject  of  the  investi¬ 
gation  on  notice  thereof. 

From  subsection  (eX3)  because  supplying 
an  Individual  with  a  form  containing  the  in¬ 
formation  specified  could  result  in  the  com¬ 
promise  of  an  investigation,  tend  to  inhibit 
the  cooperation  of  the  individuals  queried, 
and  render  ineffectual  investigative  tech¬ 
niques  and  methods  utilized  by  USACIDC 
in  the  performance  of  their  criminal  law  en¬ 
forcement  duties. 

From  subsection  (eXS)  because  this  re¬ 
quirement  would  unduly  hamper  the  crimi¬ 
nal  investigative  process  due  to  the  great 
volume  of  records  maintained  and  the  ne¬ 
cessity  for  rapid  information  retrieval  and 
dissemination.  Also,  in  the  collection  of  in¬ 
formation  for  law  enforcement  purposes,  it 
is  impossible  to  determine  what  Information 
is  then  accurate,  relevant,  timely  and  com¬ 
plete.  With  the  passage  of  time,  seemingly 
irrelevant  or  untimely  Information  may  ac- 
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quire  new  significance  as  further  investiga¬ 
tion  brings  new  details  to  light.  In  the  crimi¬ 
nal  investigative  process  accuracy  and  rel¬ 
evance  of  information  can  only  be  deter¬ 
mined  in  a  court  of  law.  The  restrictions  im¬ 
posed  by  subsection  (eX5)  would  restrict  the 
ability  of  trained  investigators  to  exercise 
their  judgment  in  reporting  on  investiga¬ 
tions  and  Impede  the  development  of  crimi¬ 
nal  intelligence  necessary  for  effective  law 
enforcement. 

From  subsection  (eX8)  because  the  notice 
requirements  of  this  provision  could  present 
a  serious  impediment  to  criminal  law  en¬ 
forcement  by  revealing  investigative  tech¬ 
niques,  procedures,  and  the  existence  of 
confidential  investigations. 

Exempted  Record  System 
(General  Exemptions) 

ID-A0508. 1  IbUSACIDC. 

SYSNAME— Criminal  Information  Re- 
porta  and  Cross  Index  Card  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UJ8.C. 
552a(jX2)  are  exempt  from  the  following 
provisions  of  5  UJS.C.  552a;  (cX3).  (cX4),  (d), 
(eXl),  (eX2).  (eX3),  (eX4Xa).  (eX4XH). 
(eX5),  (eX8),  (f).  and  (g).  All  portions  of  this 
system  of  records  which  fall  within  5  UH.C. 
552a(k)  (1)  and  (2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  5  U.S.C.  552a:  (cX3), 
(d).  (eX4XO).  (eX4XH).  and  (f). 

AUTHORITY-5  UJS.C.  552a(jX2)  and  (k) 
(l)and(2). 

REASONS— From  subsection  (cX3)  be¬ 
cause  the  release  of  accounting  of  disclo¬ 
sures  would  place  the  subject  of  an  investi¬ 
gation  on  notice  that  he  Is  under  investiga¬ 
tion  and  provide  him  with  significant  infor¬ 
mation  concerning  coordinated  investigative 
effort  and  techniques  and  the  nature  of  the 
investigation,  resulting  in  a  serious  impedi¬ 
ment  to  criminal  law  enforcement  activities 
or  the  compromise  of  properly  classified  ma¬ 
terial. 

From  subsection  (cX4),  (d),  (eX4XO), 
(eX4XH).  (f),  and  (g)  because  access  might 
compromise  ongoing  investigations,  reveal 
investigatory  techniques  and  the  identity  of 
confidential  informants,  and  invade  the  pri¬ 
vacy  or  persons  who  provide  information  in 
connection  with  a  particular  investigation. 
The  exemption  from  access  necessarily  in¬ 
cludes  exemption  from  amendment,  certain 
agency  requirements,  relating  to  access  and 
amendment  of  records,  and  civil  liability 
predicated  upon  agency  compliance  with 
those  specific  provisions  of  the  Privacy  Act. 
In  addition,  subsections  (dXeX4XO), 
(eX4XH)  and  (f)  are  necessary  to  protect 
the  secxirlty  of  information  properly  classi¬ 
fied  in  the  Interest  of  national  and  foreign 
policy. 

From  subsection  (eXl)  becauuse  the  nature 
of  the  criminal  investigative  function  cre¬ 
ates  unique  problems  in  prescribing  specific 
perimeters  in  a  particular  case  what  infor¬ 
mation  is  relevant  or  necessary.  Also,  due  to 
close  liaison  and  working  relationships  with 
other  federal,  state,  local  and  foreign  na¬ 
tional  law  enforcement  agencies,  informa¬ 
tion  nmy  be  received  which  may  relate  to  a 
case  then  under  the  Investigative  jurisdic¬ 
tion  of  another  government  agency  but  it  is 
necessary  to  maintain  this  information  in 
order  to  provide  leads  for  appropriate  law 
enforcement  purposes  and  to  establish  pat¬ 
terns  of  activity  which  may  relate  to  the  ju¬ 
risdiction  of  both  the  CID  and  other  agen¬ 
cies. 

From  subsection  (eX2)  because  collecting 
information  from  the  subject  of  criminal  in- 
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vesUs»tiona  would  thwart  the  lnveatlc«tlve 
prooeae  by  placing  the  subject  of  the  Investi¬ 
gation  on  notice  thereof. 

Prom  subsection  (eKS)  because  supplying 
an  Individual  with  a  form  containing  the  in¬ 
formation  specified  could  result  In  the  com¬ 
promise  of  an  investigation,  tend  to  Inhibit 
the  cooperation  of  the  individuals  queried, 
and  render  ineffectual  Investigative  tech- 
nlques  and  methods  utilised  by  USACIDC 
In  the  performatK»  of  their  criminal  law  en- 
forcnnent  duties. 

Prom  subsection  (eKS)  because  this  re¬ 
quirement  would  unduly  hamper  the  crimi¬ 
nal  Investigative  process  due  to  the  great 
volume  of  records  maintained  and  the  ne¬ 
cessity  for  rapid  Information  retrieval  and 
dissemination.  Also,  in  the  collection  of  In¬ 
formation  for  law  enforcement  purposes,  it 
is  Impossible  to  determine  what  Information 
is  then  accurate,  relevant,  timely  and  com¬ 
plete.  With  the  passage  .of  time,  seemingly 
Irrelevant  or  untimely  information  may  ac¬ 
quire  new  significance  as  further  Investiga¬ 
tion  brings  new  details  to  light.  In  the  crimi¬ 
nal  investigative  process  accuracy  and  rel¬ 
evance  of  information  can  only  be  deter¬ 
mined  in  a  court  of  law.  The  restrictions  im¬ 
posed  by  subsection  (eKS)  would  restrict  the 
ability  of  trained  tnvestlgaton  to  exercise 
their  Judgment  in  reporting  (Hi  investiga¬ 
tions  and  Impede  the  development  of  crimi¬ 
nal  Intelligence  necessary  tor  effective  law 
enforcement. 

From  subsection  (eKS)  because  the  notice 
requirements  of  this  provision  could  present 
a  serious  impediment  to  criminal  law  en¬ 
forcement  by  revealing  Investigative  tech¬ 
niques.  procedures,  and  the  existence  of 
sonfldentlal  Investigations. 

ExofnxD  Racoiu)  Systems 
(Specific  Elxemptions) 

1D-A0508.160APE. 

SYSNAME-Abeentee  Case  FUes. 
EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
&52a(JK2)  are  exempt  from  the  foUowlng 
provisions  of  Title  5  UE.C.  section  562a: 
(CK3).  (cK4).  (d).  (eK2).  (eK3).  (eK4KO). 
(eK4KH).  (eKS).  (f).  and  (g).  All  pcnlkHis  of 
this  syst^  of  records  which  fall  within  5 
UE.C.  552a(kK2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UE.C.  section 
552a:  (cK3).  (d).  (eK4KO).  (eK4KH).  and  (f). 

AUTHORITY-5  UJ3.C.  552a(JK2)  and 
(kK2). 

REASONS— From  subsection  (cK4).  (d), 
(eK4KO).  (eK4KH).  (f),  and  (g)  because 
granting  Indlvldiuds  access  to  Information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  laws  could  in¬ 
terfere  with  profier  investigations  and  the 
orderly  administration  of  justice.  Disclosure 
of  this  information  could  result  In  the  con¬ 
cealment.  alteration  or  destruction  of  evi¬ 
dence.  the  Identification  of  offenders  or  al¬ 
leged  offi'nders.  nature  and  disposition  of 
cliarges.  and  Jeopardise  the  safety  and  well¬ 
being  of  Informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  Infor¬ 
mation  could  also  reveal  and  render  Ineffec¬ 
tual  Investigative  techniques,  sources  and 
methods  used  by  this  component,  and  could 
result  In  the  invasion  of  the  privacy  of  Indi¬ 
viduals  only  Incidentally  related  to  an  Inves¬ 
tigation.  Exemption  from  access  necessarily 
Includes  exemption  from  the  other  require¬ 
ments. 

PnHn  subsection  (cK3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  Investigation  on  notice  that  he 


Is  under  Investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  Impediment  to  law  enforcement  in¬ 
vestigations. 

From  subsection  (eK2)  because  In  a  crimi¬ 
nal  in’  other  law  enforcem«it  Investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  Individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  In¬ 
vestigation  and  thereby  present  a  serious 
Impediment  to  effective  law  enforcement. 

From  subsection  (eK3)  because  compli¬ 
ance  would  constitute  a  serious  Impediment 
to  law  enforcement  in  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  Informants. 

From  subsection  (eK8)  because  (XHnpl- 
lance  with  this  provision  would  provide  an 
impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  Issue  warrants  or  sub¬ 
poenas  and  by  revealing  Investigative  tech¬ 
niques.  procedures,  or  evidence. 

Exempted  Rb(X)ro  Systems 
(Specific  Exemptions) 
ID-A0508.17DAPE. 

SYSNAME-Milltary  Police  Reporting 
FUes.  _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(JK2)  are  exempt  from  the  following 
provisions  of  Title  5  UJB.C.  section  5S2a; 
(cK3).  (cK4).  (d).  (eK3).  (eKS),  (eK4Ka). 
(eK4KH).  (eK8>.  it),  and  (g).  All  portions  of 
this  system  of  records  which  faU  within  5 
U.S.C.  552a(kK2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  n.S.C.  section 
553a:  (cK3).  (d).  (eKl).  (d).  (eKl).  (eK4KO). 
(eK4KH).  and  (f). 

ADTHORITT-6  UJS.C.  562a(JK2)  and 
(kK2). 

REASONS— From  subsection  (cK4),  (d), 
(eK4KO).  (eK4KH).  (eK4KI).  (f).  and  (g)  be¬ 
cause  granting  Individuals  aixess  to  infor¬ 
mation  collected  and  maintained  by  this 
component  relating  to  the  enforcement  of 
criminal  laws  could  interfere  with  orderly 
investigattons  and  the  orderly  administra¬ 
tion  of  Justice.  Disclosure  of  this  Informa- 
tl(ni  could  result  in  the  concealment,  alter¬ 
ation  or  destruction  of  evidence,  the  Identi¬ 
fication  of  offenders  or  alleged  offenders, 
nature  and  disposition  of  charges;  and  jeop¬ 
ardise  the  safety  and  well-being  of  infor¬ 
mants.  witnesses  and  their  families,  and  law 
enforcement  personnel  and  their  families. 
Disclosure  of  this  information  could  also 
reveal  and  render  Ineffectual  Investigative 
techniques,  sources  and  meUuxls  used  by 
this  component,  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  Individuals  only  in¬ 
cidentally  related  to  an  Investigation. 

From  subsectiiui  (cK3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  Investigation  on  notice  that  he 
Is  under  investigation  and  provide  him  arlth 
signlfkxmt  Information  concerning  the 
nature  of  the  investigation,  thus  resulting  In 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

From  subsection  (eK3)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  frtnn 
the  subject  Individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  In- 
vestigatl<Hi  and  thereby  present  a  serious 
impediment  to  effective  law  enfoicement. 

From  subsection  (eK3)  because  compli¬ 
ance  would  constitute  a  serious  Impediment 


to  law  enforcement  in  that  it  would  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
cmifldentlal  Informants. 

From  subsection  (eK8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques,  procedures,  or  evidence. 

Exempted  Rbcord  Systems 
(Specific  Exemptions) 
lD-A0508.24aDAPE 

SYSNAME— Serious  Incident  Reporting 
FUes. 

EXEMPTION-AU  portions  of  this  system 
of  records  which  fall  within  5  UJS.C. 
552a(jK2)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a: 
(cK3).  (CK4).  (d),  (eK2),  (eK3).  (eK4KO). 
(eK4KH).  (eK8).  (f).  and  (g).  AU  portions  of 
this  system  of  records  which  faU  within  5 
U.S  C.  552a(kK2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UH.C.  section 
552a:  (cK3),  (d).  (eKl),  (eK4KO).  (eK4KH). 
and  (f). 

AUTHORITY— 5  U.S.C.  552a  (jK2)  and 
(kK2). 

REASONS— From  subsections  (cK4).  (d). 
(eK4Ka).  (eK4KH),  (f)  and  (g)  because 
granting  Indlvldusds  access  to  Infonnatlon 
coUected  and  maintained  by  this  cmnponent 
relating  to  the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investigations 
and  the  (Hderly  administration  of  Justice. 
Disclosure  of  this  information  could  result 
In  the  concealment,  alteration  or  destruc¬ 
tion  of  evidence,  the  identification  of  of¬ 
fenders  or  alleged  offenders,  nature  and  dis¬ 
position  of  charges;  and  Jeopardize  the 
safety  and  weU  being  of  informants,  wit¬ 
nesses  and  their  families,  and  law  enforce¬ 
ment  personnel  and  their  famUles.  Disclo¬ 
sure  of  this  information  could  also  reveal 
and  render  ineffectual  investigative  tech¬ 
niques,  aoiures  and  methods  used  by  this 
component,  and  could  result  In  the  Invasion 
of  the  privacy  of  individuals  cmly  Incidental¬ 
ly  related  to  an  Investigation.  Exemption 
from  access  necessarily  includes  exemption 
from  the  other  requirements. 

Prom  subsection  (cK3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  investigation  on  notice  that  he 
is  under  investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

Fnxn  subsection  (eK2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation  and  thereby  present  a  serious 
impediment  to  effective  law  enforcement. 

From  subsection  (eK3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  In  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  Investi¬ 
gation  or  reveal  the  Identity  of  witnesses  or 
confidential  informants. 

From  subsection  (eK8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
Impediment  to  law  enforcement  by  Interfer¬ 
ing  with  the  ability  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques,  procedures  or  evidence. 
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Ezhcpted  Rbcobo  STirm 

(General  Exemptions) 

ID-A0508.2ftaU8ACIDC. 

8Y8NA]0^— Index  to  Criminal  Inveatlga- 
tlve  Case  Files. 

Exemption— All  portions  of  this  system  of 
records  which  faU  within  5  UJB.C.  SS2a(i>(2) 
are  exempt  from  the  foUoarlng  provisions  of 
S  UJB.C.  5S2a:  (cX3).  (cK4).  (d).  (eXl).  (eX2). 
(eXS).  (eX4XO).  (eX4XH).  (eXB),  (eXS).  (f). 
and  (g).  All  portions  of  this  system  of  re¬ 
cords  which  fall  within  6  UJS.C.  S82a  (kXl) 
and  (2)  are  exempt  from  the  following  pro¬ 
visions  of  5  U.S.C.  552a  (cX3),  (d).  (eX4XO). 
<eX4XH).  and  (f). 

Authorlty-6  D.8.C.  552a  (jX2)  and  (k)  (1) 
and  (2). 

Reasons— Prom  subsection  (cX3)  because 
the  release  of  accounting  of  disclosures, 
would  place  the  subject  of  an  tnvestlgatlcm 
on  notice  that  he  Is  under  Investigation  and 
provide  him  with  significant  Information 
concerning  coordinated  Investigative  effort 
and  techniques  and  the  nature  of  the  Inves¬ 
tigation.  resulting  in  a  serious  Impediment 
to  criminal  law  enforcement  activities  or  the 
compromise  of  properly  classified  materlaL 
Prom  subsection  (cX4).  (d),  (eX4XO). 
(eX4XH).  (f).  and  (g)  because  access  might 
compromise  ongoing  Investigations,  reveal 
Investigatory  techniques  and  the  Identity  of 
confidential  informants,  and  invade  the  pri¬ 
vacy  of  persons  who  provide  Information  In 
conncetlon  with  a  particular  investigation. 
The  exemption  from  access  necessarily  in¬ 
cludes  exemption  from  amendment,  certain 
agency  requirements  relating  to  access  and 
amendment  of  records,  and  dvll  liability 
predicated  upon  agency  compliance  with 
those  specific  provisions  of  the  Privacy  Act. 
In  addition,  subsections  (d),  (eX4XO), 
(eX4XH)  and  (f)  are  necessary  to  protect 
the  security  of  Information  properly  classi¬ 
fied  in  the  Interest  of  national  and  foreign 
policy. 

From  subsection  (eXl)  because  the  nature 
of  the  criminal  Investigative  function  cre¬ 
ates  unique  problems  in  prescribing  specific 
perimeters  In  a  particular  case  what  infor¬ 
mation  is  relevant  or  necessary.  Also,  due  to 
close  liaison  and  working  relationships  arlth 
other  federal,  state,  local  and  foreign  na¬ 
tional  law  enforcement  agencies,  informa¬ 
tion  may  be  received  which  may  relate  to  a 
case  then  under  the  Investigative  Jurisdic¬ 
tion  of  another  govenunent  ageiwy  but  it  Is 
necessary  to  maintain  this  information  in 
order  to  provide  leads  for  appropriate  law 
enforcement  purposes  and  to  est^Ush  pate 
terns  of  activity  which  may  relate  to  the  ju¬ 
risdiction  of  both  the  CID  and  other  agen¬ 
cies. 

Prom  subsection  (eX2)  because  collecting 
Information  from  the  the  subject  of  crimi¬ 
nal  investlgatioiu  would  thwart  the  Investi¬ 
gative  process  by  placing  the  subject  of  the 
Investigation  on  notice  thereof. 

Prom  subsection  (eX3)  because  supplying 
an  individual  with  a  form  containing  the  In¬ 
formation  specified  could  result  In  the  com¬ 
promise  of  an  investigation,  tend  to  Inhibit 
the  cooperation  of  the  Individuals  queried, 
and  render  Ineffectual  Investigative  tech¬ 
niques  and  methods  utilised  by  U8ACIDC 
In  the  performance  of  their  criminal  law  en¬ 
forcement  duties. 

From  subsection  (eX5)  because  this  re¬ 
quirement  would  unduly  hamper  the  crimi¬ 
nal  investigative  process  due  to  the  great 
volume  of  records  maintained  and  the  ne¬ 
cessity  for  rapid  information  retrieval  and 
dissemination.  Also,  in  the  collection  of  in¬ 
formation  for  law  enforcement  purposes.  It 


Is  Impossible  to  determine  what  information 
is  then  accurate,  relevant,  timely  and  com¬ 
plete.  With  the  passage  of  time,  seemingly 
Irrelevant  or  untimely  information  may  ac¬ 
quire  new  significance  as  further  investiga¬ 
tion  brings  new  details  to  light.  In  the  crimi¬ 
nal  Investigative  process  accuracy  and  rel¬ 
evance  of  Information  can  only  be  deter¬ 
mined  In  a  court  of  law.  The  restrictions  im¬ 
posed  by  subsection  (eX5)  would  restrict  the 
ability  of  trained  Investigators  to  exercise 
their  judgment  in  reporting  on  Investiga¬ 
tions  and  Impede  the  development  of  crimi¬ 
nal  Intelligence  necessary  for  effective  law 
enforcement. 

From  subsection  (eX8>  because  the  notice 
requirements  of  this  provision  could  present 
a  serious  impediment  to  criminal  law  en¬ 
forcement  of  revealing  Investigative  tech¬ 
niques,  procedures,  and  the  existence  of 
confldental  investigations. 

Exxmptxd  Ricoro  8tstxm 
(General  Exemptions) 

m— A0508.25bUSACIDC. 

8YSNAME— Index  to  Case  Files— Repub¬ 
lic  ofVletnam  CY70-CY73. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(jX2)  are  exempt  from  the  following 
provisions  of  5  U.S.C.  552a:  (cX3).  (cX4).  (d). 
(eXI),  (eX2).  (eX3).  (eX4XO),  (eX4XH). 
(eX5).  (eX8),  (f).  and  (g).  All  portions  of  this 
system  of  records  which  fall  within  5  U.S.C. 
552a  (kXl)  and  (2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  5  UJ3.C.  5S2a:  (cX3), 
(d).  (eX4XO).  (eX4XH),  and  (f). 

ADTHORrrY-5  VS.C.  552a(jX2)  and 
(kXl)and(2). 

REASONS— From  subsection  (cX3)  be¬ 
cause  the  release  of  accounting  of  disclo¬ 
sures  would  place  the  subject  of  an  investi¬ 
gation  on  notice  that  he  is  under  Investiga¬ 
tion  and  provide  him  with  significant  Infor¬ 
mation  concerning  coordinated  investigative 
effort  and  techniques  and  the  nature  of  the 
investigation,  resulting  in  a  serious  impedi¬ 
ment  to  criminal  law  enforcement  activities 
or  the  compromise  of  properly  classified  ma¬ 
terial. 

From  subsection  (cX4).  (d),  (eX4XG), 
(eX4XH).  (f),  and  (g)  because  access  might 
compromise  ongoing  investigations,  reveal 
investigatory  techniques  and  the  identity  of 
confidential  informants,  and  invade  the  pri¬ 
vacy  of  persons  who  provide  Information  in 
connection  with  a  particular  investigation. 
The  exemption  from  access  necessarily  in¬ 
cludes  exemption  from  amendment,  certain 
agency  requirements  relating  to  access  and 
amendment  of  records,  and  civil  liability 
predicated  upon  agency  compliance  with 
those  specific  provisions  of  the  Privacy  Act. 
In  addition,  subsections  (d).  (eX4XG), 
(eX4XH).  and  (f)  are  necessary  to  protect 
the  security  of  information  properly  classi¬ 
fied  In  the  Interest  of  national  and  foreign 
policy. 

From  subsection  (eXl)  because  the  nature 
of  the  criminal  investigative  function  cre¬ 
ates  unique  problems  in  prescribing  specific 
perimeters  in  a  partlciilar  case  what  infor¬ 
mation  is  relevant  or  necessary.  Also,  due  to 
close  liaison  and  working  relationships  with 
other  federal,  state,  local  and  foreign  na¬ 
tional  law  enforcement  agencies,  informa¬ 
tion  may  be  received  which  may  relate  to  a 
case  then  imder  the  Investigative  jurisdic¬ 
tion  of  another  government  agency  but  It  is 
necessary  to  maintain  this  information  in 
order  to  provide  leads  for  appropriate  law 
enforcement  purposes  and  to  establish  pat¬ 
terns  of  activity  which  may  relate  to  the  ju¬ 


risdiction  of  both  the  CID  and  other  agen¬ 
cies. 

Prom  subsection  (eX2)  because  collecting 
information  from  the  subject  of  criminal  in- 
vestUmtlons  would  thwart  the  Investigative 
process  by  placing  the  subject  of  the  investi¬ 
gation  on  notice  thereof. 

From  subsectiem  (eX3)  because  supplying 
an  Individual  arlth  a  form  containing  the  In¬ 
formation  specified  could  result  in  the  com¬ 
promise  of  an  investigation,  tend  to  Inhibit 
the  cooperation  of  the  individuals  queried 
and  render  ineffectual  Investigative  tech- 
nlques  and  methods  utilized  by  USACIDC 
in  the  performance  of  their  criminal  law  en¬ 
forcement  duties. 

From  subsection  (eX5)  because  this  re¬ 
quirement  would  unduly  hamper  the  crimi¬ 
nal  investigative  process  due  to  the  great 
volume  of  records  maintained  and  the  ne¬ 
cessity  for  rapid  Information  retrieval  and 
dissemination.  Also  in  the  collection  of  in¬ 
formation  for  law  enforcement  purposes,  it 
is  Impossible  to  determine  what  information 
is  then  accurate,  relevant,  timely,  and  com¬ 
plete.  With  the  passage  of  time,  seemingly 
Irrelevant  or  untimely  information  may  ac¬ 
quire  new  significance  as  further  investiga¬ 
tion  brings  new  details  to  light.  In  the  crimi¬ 
nal  investigative  process  accuracy  and  rel¬ 
evance  of  information  can  only  be  deter¬ 
mined  in  a  court  of  law.  The  restrictions  Im¬ 
posed  by  subsection  (eX5)  would  restrict  the 
ability  of  trained  investigators  to  exercise 
their  judgment  in  reporting  on  investiga¬ 
tions  and  impede  the  development  of  crimi¬ 
nal  intelligence  necessary  for  effective  law 
enforcement. 

From  subsection  (eX8)  because  the  notice 
requirements  of  this  provision  could  present 
a  serious  impediment  to  criminal  law  en¬ 
forcement  by  revealing  investigative  tech¬ 
nique.  procedures,  and  the  existence  of  (x>n- 
fidential  investigations. 

Exxmptkd  Rxcoiio  Ststems 
(Specific  Exemptions) 
ID-A0509.08DAPE. 

SYSNAME-^Registration  and  Permit 
FUes. 

EXEMPTION— This  system  of  records  in¬ 
sofar  as  it  contains  information  falling 
within  section  3(kX2)  of  the  Privacy  Act  is 
exempted  from  the  following  provisions  of 
Title  5  U.S.C.  section  552a(cK3). 
AUTHORITY— 5  U.S.C.  552a(kX2). 
REASONS— Prom  subsection  (cX3)  be¬ 
cause  the  release  of  accounting  of  disclo¬ 
sures  would  place  the  subject  of  an  investi¬ 
gation  on  notice  that  he  is  under  investiga¬ 
tion  and  provide  him  with  significant  infor¬ 
mation  concerning  the  nature  of  the  investi¬ 
gation  thus  resulting  in  a  serious  impedi¬ 
ment  to  law  enforcement  investigations. 

Exempted  Recobo  Systems 
(Specific  Exemptions) 
m— A0509.09aDAPE. 

SYSNAME— Traffic  Law  Enforcement 
FUes.  _ 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(jX2)  are  exempt  from  the  following 
provisions  of  Title  5  UH.C.  section  552a: 
(cX3).  (cX4).  (d).  (eX2).'(eX3).  (eX4XO). 
(eX4XH).  (eX8).  (f)  and  (g).  All  portions  of 
this  s3rstem  of  records  which  faU  within  5 
UJB.C.  552a(kX2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UH.C.  section 
552a:  (CX3).  (d).  (eXl),  (eX4XO).  (eX4XH). 
and  (f). 

AUTHORITY-5  UJS.C.  552a  (jX2)  and 
(kX2). 
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PRIVACY  ACT  ISSUANCES 


REASONS— Prom  subsections  (cK4).  (d). 
(e)<4HO).  (e)(4KH).  (f)  and  (g)  because 
granting  Individuals  access  to  Information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  laws  could  In¬ 
terfere  with  proper  investigations  and  the 
orderly  administration  of  Justice.  Disclosure 
of  this  information  could  result  in  the  con¬ 
cealment,  alteration  or  destruction  of  evi¬ 
dence.  the  identification  of  offenders  or  al¬ 
leged  offenders,  nature  and  disposition  of 
charges;  and  Jeopardise  the  safety  and  well 
being  of  Informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render  ineffec¬ 
tual  investigative  techniques,  sources  and 
methods  used  by  this  component,  and  could 
result  in  the  invasion  of  the  privacy  of  indi¬ 
viduals  only  incidentally  related  to  an  inves¬ 
tigation.  Exemption  from  access  necessarily 
includes  exemption  from  the  other  require¬ 
ments. 

Prom  subsection  (cMS)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  investigation  on  notice  that  he 
is  under  investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

Prom  subsection  (eK2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  Investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation  and  thereby  present  a  serious 
impediment  to  effective  law  enforcement. 

Prom  subsection  (eX3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  in  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  informants. 

Prom  subsection  (eK8)  because  compli¬ 
ance  with  this  provision  would  provide  sm 
impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  abQity  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques,  procedures  or  evidence. 

ExntPTED  Rbcohs  Ststdis 
(General  Exemptions) 

ID- A0509.  ISbDAPE. 

SYSNAME— Expelled  or  Barred  Person 
Piles. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UB.C. 
S52a(JK2)  are  exempt  from  the  following 
provisions  of  Title  5  UB.C.  section  552a: 
(cK3),  (CX4).  (d).  (eX2).  (eX3).  (eX4XO), 
(eX4XH),  (e)<8).  (f)  and  (g).  All  portions  of 
this  system  of  records  which  fall  within  5 
UB.C.  552a(kX2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  n.S.C.  section 
552a:  (cX3).  (d).  (eX4XO).  (eX4XH)  and  (f). 

AUTHORITY-5  U.S.C.  552a(JX2). 

REASONS— Prom  subsections  (cX4).  (d). 
(eX4XO).  (eX4XH).  (f)  and  (g)  because 
granting  individuals  access  to  information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  criminal  laws 
could  Interfere  with  orderly  investigations 
and  the  orderly  administration  of  Justice. 
Disclosure  of  this  information  could  result 
in  the  concealment,  alteration  or  destruc¬ 
tion  of  evidence,  the  Identification  of  of¬ 
fenders  or  alleged  offenders,  and  the  nature 
and  disposition  of  charges;  and  Jeopardize 
the  safety  and  well  being  of  informants,  wit¬ 
nesses  and  their  families,  and  law  enforce¬ 
ment  personnel  and  their  families.  Disclo¬ 


sure  of  this  information  could  also  reveal 
and  render  ineffectual  investigative  tech¬ 
niques,  sources,  and  methods  used  by  this 
component,  and  could  result  In  the  Invasion 
of  the  privacy  of  individuals  only  incidental¬ 
ly  related  to  an  Investigation. 

Prom  subsection  (cX3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  investigation  on  notice  that  he 
Is  under  investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

Prom  subsection  (eX2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation.  and  thereby  present  a  serious 
Impediment  to  effective  law  enforcement. 

Prom  subsection  (eX3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  In  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  Informants. 

Prom  subsection  (eX8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  Investigative  tech¬ 
niques.  procedures  or  evidence. 

Exkkptcd  Rccoro  Ststsms 
(Specific  Ehcemptions) 

ID-A0509.19DAPE. 

SYSNAME— Military  Police  Investigator 
Certification  Piles. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UJB.C. 
552a(kX2).  (5)  or  (7)  are  exempt  from  the 
following  provisions  of  Title  5  U.S.C.  section 
552a;  (d).  (eX4XO).  (eX4XH).  and  (f). 

AUTHORITY— 6  UB.C.  552a(k)  (2),  (5). 
and  (7).  v 

REASONS— Prom  subsections  (d). 
(eX4XO).  (eX4XH).  and  (f)  because  disclo¬ 
sure  or  portions  of  the  information  in  this 
sjrstem  of  records  would  seriously  impair 
the  selection  and  management  of  these 
uniquely  functioning  individuals;  hamper 
the  inclusion  of  comments,  reports  and  eval¬ 
uations  concerning  the  performance,  quali¬ 
fications.  character,  actions  and  propensi¬ 
ties  of  the  agent;  and  prematurely  compro¬ 
mise  investigations  which  either  concern 
the  conduct  of  the  agent  himself  or  investi¬ 
gations  wherein  he  or  she  is  integrally  or 
only  peripherally  involved.  Additionally,  the 
exemption  from  access  necessarily  Includes 
exemptions  from  the  amendment  and  the 
agency  procedures  which  would  otherwise 
be  required  to  process  these  types  of  re¬ 
quests. 

Exxmptkp  Rscoro  Systcms 
(Specific  Exemptions) 

ID-A0509.21DAPE 

SYSNAME— Local  Criminal  Information 
PUes. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UB.C. 
552a(JX2)  are  exempt  from  the  following 
provisions  of  Title  5  UB.C.  section  552a: 
(cX3).  (CX4).  (d).  (eX2).  (eX3).  (eX4XO). 
(eX4XH).  (eX8).  (f)  and  (g).  All  portions  of 
this  system  of  records  which  fall  within  5 
U.S.C.  552a(kX2)  are  exempt  from  the  fol¬ 
lowing  provisions  of  Title  5  UB.C.  section 
552a:  (cX3),  (d).  (eX4XO).  (eX4XH).  and  (f). 


AUTHORITY-5  U.S.C.  552a(JX2)  and 
(kX2). 

REASONS— Prom  subsections  (cX4),  (d), 
(eX4XO),  (eX4)  (f)  (H)  and  (g)  because 
granting  individuals  access  to  Information 
collected  and  maintained  by  this  component 
relating  to  the  enforcement  of  laws  could  In¬ 
terfere  with  proper  investigations  and  the 
orderly  administration  of  Justice.  Disclosure 
of  this  information  could  result  in  the  con¬ 
cealment,  alteration  or  destruction  of  evi¬ 
dence.  the  identification  of  offenders  or  al¬ 
leged  offenders,  nature  and  disposition  of 
charges;  and  Jeopardize  the  safety  and  well 
being  of  Informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render  ineffec¬ 
tual  Investigative  techniques,  sources  and 
methods  used  by  this  component,  and  could 
result  In  the  invasion  of  the  privacy  of  indi¬ 
viduals  only  incidentally  related  to  an  inves¬ 
tigation.  Exemption  from  access  necessarily 
Includes  exemption  from  the  other  require¬ 
ments. 

Prom  subsection  (cX3)  because  the  release 
of  accounting  of  disclosure  would  place  the 
subject  of  an  investigation  on  notice  that  he 
is  under  investigation  and  provide  him  with 
significant  information  concerning  the 
nature  of  the  investigation,  thus  resulting  in 
a  serious  impediment  to  law  enforcement  in¬ 
vestigations. 

Prom  subsection  (eX2)  because  in  a  crimi¬ 
nal  or  other  law  enforcement  investigation, 
the  requirement  that  Information  be  collect¬ 
ed  to  the  greatest  extent  practicable  from 
the  subject  individual  would  alert  the  sub¬ 
ject  as  to  the  nature  or  existence  of  the  in¬ 
vestigation  and  therby  present  a  serious  Im¬ 
pediment  to  effective  law  enforcement. 

From  subsection  (eX3)  because  compli¬ 
ance  would  constitute  a  serious  impediment 
to  law  enforcement  in  that  it  could  compro¬ 
mise  the  existence  of  a  confidential  investi¬ 
gation  or  reveal  the  identity  of  witnesses  or 
confidential  informants. 

From  subsection  (eX8)  because  compli¬ 
ance  with  this  provision  would  provide  an 
Impediment  to  law  enforcement  by  interfer¬ 
ing  with  the  ability  to  issue  warrants  or  sub¬ 
poenas  and  by  revealing  investigative  tech¬ 
niques  procedures  or  evidence. 

EzKurTKD  Rcooro  STsmts 
(Specific  Exemptions) 

ID-A0709.01aDAPE. 

SYSNAME— United  SUtes  Military  Acad- 
emy  Candidate  FUes. 

EXEMPTION- All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a 
(k)  (5)  and  (7)  are  exempt  from  the  follow¬ 
ing  provision  of  Title  5  UJ3.C.  section  552a: 
(d). 

AUTHORITY— 5  UJ8.C.  552a(k)  (5)  and 
(7). 

REASONS— It  Is  Imperative  that  the  con¬ 
fidential  nature  of  evaluation  and  investiga¬ 
tory  material  on  candidates,  cadets,  and 
graduates,  furnished  to  the  United  States 
Military  Academy  under  the  promise  of  con¬ 
fidentiality.  be  maintained  to  Insure  the 
candid  presentation  of  information  neces¬ 
sary  in  determinations  involving  admission 
to  the  Military  Academy  and  suitability  for 
commissioned  service  and  future  promotion. 

EZZIfFTKD  RBCORO  STSTDU 
(Specific  Exemptions) 

ID-A0709.03aDAPE. 

SYSNAME— United  SUtes  Military  Acad 
emy  C^et  Piles. 
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EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.8.C.  5S2a 
ik)  (5)  or  (7)  are  exempt  from  the  following 
provision  of  Title  5  U.S  C.  section  552a(d). 

AUTHORITY-S  U.S.C.  5S2a(k)  (5)  and 
(7). 

REASONS— It  Is  Imperative  that  the  con¬ 
fidential  nature  of  evaluation  and  Investiga¬ 
tory  material  on  candidates,  cadets,  and 
graduates,  furnished  to  the  United  States 
Military  Academy  under  promise  of  confi¬ 
dentiality,  be  maintained  to  Insure  the 
candid  presentation  of  Information  neces¬ 
sary  in  determinations  involving  admission 
to  the  Military  Academy  and  suitability  for 
commissioned  service  and  future  promotion. 

ExnrPTXo  Rbcoro  Ststem 
(Specific  Exemptions) 

ID-A0702.03aUSAR£C. 

SYSNAME-Enllstment  Eligibility  PUes. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fail  within  5  t7.S.C. 
552a(kK5)  are  exempt  from  the  provisions 
of  Title  5  U.S.C.  secUon  5S2a(d). 

AUTHORITY-8  UJ3.C.  852a(kK5). 

REASONS— It  is  Imperative  that  the  con¬ 
fidential  nature  of  evaluations  and  investi¬ 
gatory  material  on  applicants  applying  for 
enlistment  furnished  to  the  US  Anny  Re¬ 
cruiting  Conunand  under  an  express  prom¬ 
ise  of  confidentiality,  be  maintained  to 
insure  the  candid  presentation  of  informa¬ 
tion  necessary  in  determinations  of  enlist¬ 
ment  and  suitability  for  enlistment  into  the 
United  States  Army. 

Exjeicfted  Rscohd  System 
(Specific  Exemptions) 

ID— A702.08aDASO 

SYSNAME— Army  Medical  Procurement 
Applicant  Files. 

EXEMPriON— All  portions  of  this  system 
of  records  which  fall  within  5  UE.C. 
552a(kX5)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  SS2a:  (d). 

AUTHORITY-6  UE.C.  552a(kK5). 

REASONS— It  is  Imperative  that  the  con¬ 
fidential  nature  of  evaluation  and  investiga¬ 
tory  material  on  applicants  furnished  to  the 
Army  Medical  Procurement  Program  under 
an  express  promise  of  confidentiality,  be 
maintained  to  Insure  that  candid  presenta¬ 
tion  of  information  necessary  in  determlna- 
tions  involving  selection  for  AMEDD  train¬ 
ing  programs  and  for  suitability  for  commis¬ 
sioned  service  and  future  promotion. 

Exempted  Record  System 
(Specific  Exemptions) 

m- A0704.10bUSAREC. 

SYSNAME-Armed  Services  Vocational 
Aptitude  Battery  (ASVAB)  System. 

EXEMPTION- All  portions  of  this  system 
which  faU  within  5  US.C.  5S2a(kK6)  are 
exempt  from  the  following  provisions  of 
TiUe  5  UE.C.  secUon  552a:  (d). 

AUTHORITY-5  U.S.C.  552a(kX6). 

REASONS— Exemption  is  needed  for  the 
portion  of  records  which  pertain  to  individ¬ 
ual  item  reponse  on  tests,  to  preclude  com¬ 
promise  of  scoring  keys. 


DEPARTMENT  OF  DEFENSE 

Exempted  Record  System 
(Specific  Exemptions) 

ID-A070«.01aOAPE. 

SYSNAME-Unlted  SUtes  Military  Acad¬ 
emy  Candiate  Piles. 

EXEMPTION— All  portions  of  this  system 
which  fall  within  5  U.S.C.  552a(k)  (5).  (6),  or 
(7)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  U.S.C.  section  552a:  (d). 

AUTHORITY-8  U.S.C.  552a(k)  (5).  (8) 
and  (7). 

REASONS— From  subsection  (d)  because 
access  might  reveal  investigatory  and  test¬ 
ing  techniques.  The  exemption  from  access 
necessarily  includes  exemption  from  amend¬ 
ment.  certain  agency  requirements  relating 
to  access  and  amendment  of  records,  and 
civil  liability  predicated  upon  agency  com¬ 
pliance  with  those  specific  provisions  of  the 
Privacy  Act. 

Exemption  is  necessary  to  protect  the 
Identity  of  individuals  who  furnished  infor¬ 
mation  to  the  United  States  Military  Acade¬ 
my  which  is  used  in  determining  suitability, 
eligibility,  or  qualifications  for  military  ser¬ 
vice  and  which  was  provided  under  an  ex¬ 
press  promise  of  confidentiality. 

Exemption  is  needed  for  the  portion  of  re¬ 
cords  compiled  within  the  Academy  which 
pertain  to  testing  or  examination  material 
used  to  rate  individual  qualifications,  the 
disclosure  of  which  would  compromise  the 
objectivity  or  fairness  of  the  testing  or  ex¬ 
amination  process. 

Exemption  is  required  for  evaluation  ma¬ 
terial  used  by  the  Academy  in  determining 
potential  for  promotion  in  the  armed  ser¬ 
vices,  to  protect  the  identity  of  a  source  who 
furnished  information  to  the  Academy 
under  an  express  promise  of  confidentiality. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A0709.03aDAPE. 

SYSNAME— United  States  MUltary  Acad- 
emy  Cadet  Files. 

EXEMPTION —All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C.  552a(k) 
(5)  or  (7)  are  exempt  from  the  following 
provision  of  Title  5  U.S.C.  section  552a:  (d). 

AUTHORITY-5  U.S.C.  552a(k)  (5)  and 
(7). 

REASONS— It  is  imperative  that  the  con¬ 
fidential  nature  of  evaluation  and  investiga¬ 
tory  material  on  candidates,  cadets,  and 
graduates,  furnished  to  the  United  States 
Military  Academy  under  promise  of  confi¬ 
dentiality,  be  maintained  to  insure  the 
candid  presentation  of  Information  neces¬ 
sary  in  determinations  involving  admission 
to  the  Military  Academy  and  suitability  for 
commissioned  service  and  future  promotion. 

Exempted  Record  System 
(Specific  Exemptions) 

ID— A070».03bDAPE. 

SYSNAME-Unlted  States  Corps  of 
Cadets  Personnel  Records. 

EXEMPTION— All  portions  of  this  system 
which  faU  within  5  U.S.C.  552a(k)  (5)  and 
(7)  are  exempt  from  the  following  provi- 
slonsof  Title  5  U.S.C.  522a:  (d). 

AUTHORITY-5  UJ5.C.  522a(k)  (5)  and 
(7). 
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REASONS— It  is  imperative  that  cadet 
evaluation  reports,  rendered  by  other  cadets 
under  the  promise  of  confidentiality,  be 
maintained  in  a  confidential  nature  to 
insure  candid  evaluations  necessary  in  coun¬ 
seling  cadets  on  their  performance  and  in 
determining  their  suitability  for  commis¬ 
sioned  service. 

Exempted  Record  Systems 
(General  Exemptions) 

ID— A0720.04aDAPE 

SYSNAME— Individual  Correctional 

Treatment  Piles. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(JX2)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a; 
(CK3),  (cK4).  (d),  (eK2).  (eK3).  (eX4KO), 
(e/(4KH).  (eK5).  (eK8),  (f),  and  (g). 

AUTHORITY-5  U.S.C.  552a(JX2). 

REASONS— Oranting  Individuals  access 
to  information  collected  and  maintained  by 
this  component  relating  to  the  enforcement 
of  criminal  laws  could  interfere  with  the  or¬ 
derly  administration  of  Justice.  Disclosure 
of  this  information  could  Jeopardize  the 
safety  and  well-being  of  information 
sources,  correctional  supervisors  and  other 
confinement  facility  administrators.  Disclo¬ 
sure  of  the  information  could  also  result  in 
the  invasion  of  privacy  of  persons  who  pro¬ 
vide  information  used  in  developing  individ¬ 
ual  correctional  treatment  programs.  Fur¬ 
ther.  disclosure  could  result  in  a  deteriora¬ 
tion  of  a  prisoner’s  self-image  and  adversely 
affect  meaningful  relationships  between  a 
prisoner  and  his  counselor  or  supervisor. 
These  factors  are.  of  course,  essential  to  the 
rehabilitative  process.  Exemption  from  the 
remaining  provisions  is  predicated  upon  the 
exemption  from  disclosure  or  upon  the  need 
for  proper  functioning  of  correctional  pro¬ 
grams. 

Exempted  Record  Systems 
(General  Exemptions) 

ID-A0720.04bDAPE. 

SYSNAME— Individual  Correctional 

Treatment  Files. 

EIXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  UJS.C. 
552a(JX2)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a; 
(CX3).  (cX4),  (d).  (eX2).  (eX3),  (eX4XG). 
(eX4XH),  (eX5),  (eX8).  (f).  and  (g). 

AUTHORITY-5  U.S.C.  552a(JX2). 

REASONS — Oranting  Individuals  access 
to  infonnation  collected  and  maintained  by 
this  component  relating  to  the  enforcement 
of  criminal  laws  could  interfere  with  the  or¬ 
derly  administration  of  Justice.  Disclosure 
of  this  information  could  Jeopardize  the 
safety  and  well-being  of  information 
sources,  correctional  supervisors  and  other 
confinement  facility  administrators.  Disclo- 
siire  of  the  information  could  also  result  in 
the  Invasion  of  privacy  of  persons  who  pro¬ 
vide  information  used  in  developing  individ¬ 
ual  correctional  treatment  programs.  Fur¬ 
ther.  disclosure  could  result  in  a  deteriora¬ 
tion  of  a  prisoner’s  self-image  and  adversely 
affect  meaningful  relationships  between  a 
prisoner  and  his  counselor  or  supervisor. 
These  factors  are,  of  course,  essential  to  the 
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rehabilitative  process.  Exemption  from  the 
remalnlns  provisions  Is  predicated  upon  the 
exemption  from  disclosure  or  upon  the  need 
for  proper  functioning  of  correctional  pro¬ 
grams. 

Exucmo  Racoas  Systems 
(General  Exemptions) 

ID-A0721.11aDAPE. 

SYSNAME— Individual  Correctional 

Treatment  Files. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  IJ.S.C. 
5S2a(JK2)  are  exempt  from  the  following 
provisions  of  Title  5  UJ3.C.  section  S52a: 
(cK3),  (cK4).  (d>.  (eK2),  (eK3).  (eX4KO). 
(eX4KH>,  (eXS).  (eX8),  (f).  and  (g). 

AUTHORITY-5  UH.C.  552a(JX2). 

REIASONS— Granting  Individuals  access 
to  information  (x>llected  and  maintained  by 
this  component  relating  to  the  enforcement 
of  criminal  laws  could  interfere  with  the  or¬ 
derly  administration  of  Justice.  Disclosure 
of  this  Information  could  Jeopardize  the 
safety  and  well-being  of  Information 
sources,  correctional  supervisors  and  other 
confinement  facility  administrators.  Disclo¬ 
sure  of  the  information  could  also  result  in 
the  invasion  of  privacy  of  persons  who  pro¬ 
vide  information  used  In  developing  individ¬ 
ual  correctional  treatment  programs.  Fur¬ 
ther.  disclosure  could  result  In  a  deteriora¬ 
tion  of  a  prisoner’s  self-image  and  adversely 
affect  meaningful  relationships  between  a 
prisoner  and  his  counselor  or  supervisor. 
These  factors  are.  of  course,  essential  to  the 
rehabilitative  process.  Elxemption  from  the 
remaining  provisions  is  predicated  upon  the 
exemption  from  dlacl(»ure  or  upon  the  need 
for  proper  functioning  of  correctional  pro¬ 
grams. 

Exempted  Rbcoho  Systems 
(General  Exemptions) 

ID-A0721.12DAPE. 

SYSNAME— Individual  Ck>rrectlonal 

Treatment  Piles. 

EXEMPTION— All  portions  of  this  system 
of  records  which  fall  within  5  n.S.C. 
552a(JX2)  are  exempt  from  the  following 
provisions  of  Title  5  UH.C.  section  552a: 
(cX3),  (CX4),  (d),  (eX2).  (eX3).  (eX4XO). 
(eX4XH).  (eX5).  (eXS).  (f).  and  (g). 

AUTHORITY-5  UJS.C.  552a(JX2). 

REASONS— Granting  individuals  access 
to  information  collected  and  maintained  by 
this  component  relating  to  the  enforcement 
of  criminal  laws  could  interfere  with  the  or¬ 
derly  adndnistration  of  Justice.  Disclosure 
of  this  information  could  Jeopardize  the 
safety  and  well-being  of  information 
sources,  correctional  supervisors  and  other 
confinement  facility  administrators.  Disclo¬ 
sure  of  the  information  could  also  result  in 
the  invasion  of  privacy  of  persons  who  pro¬ 
vide  informaticm  used  in  developing  individ¬ 
ual  correctional  treatment  programs.  Fur¬ 
ther.  disclosure  could  result  in  a  deteriora¬ 
tion  of  a  prisoner’s  self-image  and  adversely 
affect  meaningful  relationships  between  a 
prisoner  and  his  counselor  or  supervisor. 
'These  factors  are,  of  course,  essential  to  the 
rehabilitative  process.  Exemption  from  the 
remaining  provisions  is  predicated  upon  the 
exemption  from  disclosure  or  upon  the  need 
for  proper  functioning  of  correctional  pro¬ 
grams. 

R«rwTT»n  RB(X>RD  SYSTEMS 
(Specific  Exemptions) 
ID-A0726.a4DAAG. 


SYSNAME-Casualty  Case  FUes. 
EXEMPTION- All  portions  of  this  system 
of  records  which  fall  within  5  U.S.C. 
552a(kXl)  are  exempt  from  the  following 
provisions  of  ’Title  5  UH.C.  section  552a; 
(CX3),  (d).  (eXl).  (eX4XO).  (eX4XH),  and 
(f). 

AUTHORrTY-5  U.S.C.  552a(kXl). 
REASONS— Granting  access  to  the  infor¬ 
mation  contained  in  these  files  may  result 
in  their  disclosure  to  unauthorized  person¬ 
nel  and  may  be  a  detriment  to  the 
Clovemment’s  efforts  to  obtain  a  complete 
accounting  for  the  service  members  listed  as 
PW/MIA  in  Southeast  Asia.  Also,  certain  in¬ 
formation  contained  in  the  files  is  not  factu¬ 
al  or  may  only  allege  to  pertain  to  the  ser¬ 
vice  member.  However,  if  requested  by  the 
service  member,  the  service  member’s  pri¬ 
mary  next  of  kin  or  secondary  next  of  kin 
(PNOK/SNOK)  or  the  service  member’s 
legal  representative,  the  following  pnx^e- 
dures  aill  be  followed. 

(a)  The  files,  if  possible,  arlll  be  declassi¬ 
fied  and  released. 

(b)  The  files  which  for  security  reasons 
cannot  be  declassified  will  be  screened  to  de¬ 
velop  an  imclasslfied  version  of  the  file  for 
release. 

(c)  Those  files  which  contain  information 
or  which  allege  facts  about  a  service 
member  or  which  may  be  linked  to  one  or 
more  persons,  as  Judged  by  intelligence  ex¬ 
perts,  may  be  released  after  complying  with 
pr(x:edures  (a)  and  (b)  above,  and  then  only 
with  the  approval  of  the  Director.  Army  Ca¬ 
sualty  and  Memorial  Affairs,  or  upon  appeal 
by  The  Adjutant  General  of  the  Army.  In 
the  interest  of  national  security  and  the 
PW/MlA’s  and  their  families,  every  effort 
will  be  made  to  assure  full  disclosure  of  the 
requested  information. 

Exempted  Record  Systems 
(Specific  Exemptions) 
ID-A0727.05  OSA. 

SYSNAME— Army  Council  of  Review 
Boards  FUes. 

KXEMPTIGN— All  portions  of  this  system 
of  records  which  fall  within  5  UH.C. 
552a(kXl)  are  exempt  from  the  following 
provisions  of  Title  5  U.S.C.  section  552a: 
(cX3).  (d),  (eX4XG).  (eX4XH).  and  (f). 
AUTHORITY— 5  UH.C.  552a(kXl). 
REASONS— Disclosure  of  those  records 
which  are  currently  and  properly  classified 
in  the  interests  of  national  security  could 
cause  damage  to  the  national  defense  or  for¬ 
eign  policy.  The  exemption  from  access  nec¬ 
essarily  Includes  exemptions  from  the  other 
requirements. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A0917.I0aDAAO. 

SYSNAMI^-Chlld  Protection  Case  Man- 
agement  Piles. 

EXEMPTION— AU  portions  of  this  system 
which  fall  within  5  UH.C.  552a(k)  (2)  and 
(5)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  UH.C.  section  552a:  (d). 

AUTHORITY— 5  UJ3.C.  552a(k)  (2)  and 
(5). 

REASONS— Exemptions  are  needed  in 
order  to  encourage  persons  having  knowl¬ 
edge  of  abusive  or  neglectful  acts  toward 
children  to  report  such  information  and  to 
protect  such  sources  from  embarrassment 
or  recriminations  as  well  as  to  protect  their 
right  to  privacy.  It  is  essential  that  the  iden¬ 
tities  of  all  individuals  who  furnish  informa¬ 
tion  under  an  express  promise  of  confiden¬ 


tiality  be  protected.  Additionally,  granting 
individuals  access  to  information  relating  to 
criminal  and  civil  law  enforcement  could  In¬ 
terfere  with  ongoing  investigations  and  the 
orderly  administration  of  Justice  in  that  it 
could  result  in  the  concealment,  alterations, 
destruction  or  fabrication  of  information; 
could  hamper,  the  identification  of  offenders 
or  alleged  offenders  and  the  disposition  of 
charges;  and  could  Jeopardize  the  safety  and 
well-being  of  parents  and  their  children. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A1012.01bDAPE. 

SYSNAME— USMAPS  Admissions  Pile. 

EXEMPTION— All  portions  of  this  system 
which  fall  within  5  U.S.C.  553a(k)  (5)  and 
(7)  are  exempt  from  the  following  provi¬ 
sions  of  Title  5  UH.C.  552a;  (d). 

AUTHORITY-5  U.S.C.  552a(k)  (5)  and 
(7), 

REASONS— It  is  imperative  that  the  con¬ 
fidential  nature  of  evaluation  material  on 
candidates,  furnished  to  the  United  States 
Military  Academy  Preparatory  School, 
under  an  express  promise  of  confidentiality, 
be  maintained  to  insure  the  candid  presen¬ 
tation  of  information  necessary  in  determi¬ 
nations  involving  admission  to  the  United 
States  Military  Academy  Preparatory 
Sch(x>l  and  suitability  for  conunissloned  ser¬ 
vice. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID-A10I2.e4aDAPE 

SYSNAME-USMAPS  ’Training  FUes. 

EXEMPTIONS— AU  portions  of  this 
system  which  faU  within  5  U.S.C.  552a(k)  (5) 
and  (7)  are  exempt  from  the  following  pro¬ 
visions  of  Title  5  U.S.C.  section  552a:  (d). 

AUTHORTrY-5  U.S.C.  552a(k)  (5)  and 
(7). 

REIASONS— It  is  imperative  that  the  con¬ 
fidential  nature  of  evaluation  material  on 
candidates,  furnished  to  the  United  States 
MUitary  Academy  Preparatory  School, 
under  an  express  promise  of  confidentiality, 
be  maintained  to  insure  the  candid  presen¬ 
tation  of  information  necessary  in  determi¬ 
nations  involving  retention  at  the  United 
States  MUitary  Academy  Prepatory  School 
and  admission  to  the  United  States  MUitary 
Academy  and  suitabUity  for  commissioned 
service. 

Exempted  Record  Systems 
(Specific  Exemptions) 

ID— A10I5.06DAAG. 

SYSNAME — School  Employee  FUe. 

EXEMPTION— AU  portions  of  this  system 
of  re<x>rds  which  faU  within  5  U.S.C. 
552a(kX5)  are  exempt  from  the  foUowing 
provisions  of  ’Title  5  UE.C.  section  552a:  (d). 

AUTHORITY— 5  UH.C.  552a(kH5). 

REASONS— To  ensure  frank  and  candid 
repUes,  evaluations  of  supervisors  or  super¬ 
visory  officials  were  obtained  under  an  im- 
pUed  promise  that  the  identity  of  the  evalu¬ 
ating  official  would  be  held  in  confidence. 
These  evaluations  are  exempted  from  the 
access,  and  hence  the  amendment  provi¬ 
sions.  only  to  the  extent  that  disclosure 
would  identify  the  evaluating  officials. 
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Subpart  F — Porsonol  Privacy  and 
Rights  of  Individuals  Rogording 
Thoir  Porsonol  Rocords 

S  701.100  Purpose. 

This  subpart  implements  the  Priva¬ 
cy  Act  of  1974  (5  U.S.C.  552a)  and  De¬ 
partment  of  Defense  Directive  5400.11, 
Personal  Privacy  and  Rights  of  Indi¬ 
viduals  Regarding  Their  Personal  Re¬ 
cords  (DOD  Dir.  5400.11)  by  delineat¬ 
ing  and  prescribing  policies,  condi¬ 
tions,  and  procedures  for: 

(a)  Notifying  an  individual  in  re¬ 
sponse  to  his  request  if  a  Department 
of  the  Navy  system  of  records  named 
by  the  Individual  contains  a  record 
pertaining  to  him. 

(b)  Verifying  the  identity  of  an  indi¬ 
vidual  who  requests  his  record,  or  in¬ 
formation  pertaining  to  him,  before 
the  record  or  information  is  made 
available. 

(c)  Granting  access  to  an  individual 
upon  that  individual’s  request  for  his 
record  or  for  information  pertaining 
to  him. 

(d)  Reviewing  a  request  from  an  in¬ 
dividual  concerning  the  amendment  of 
any  record  of  information  pertaining 
to  the  individual,  for  making  a  deter¬ 
mination  on  the  request,  and  for  an 
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appeal  of  an  initial  adverse  determina¬ 
tion. 

(e)  Collection,  safeguarding,  mainte¬ 
nance,  public  notice,  use,  and  dissemi¬ 
nation  of  personal  information. 

(f)  Disclosing  personal  information, 
and  for  exempting  systems  of  records 
from  the  requirements  of  5  U.S.C. 
552a. 

(g)  Establishing  rules  of  conduct  for 
the  guidance  of  Department  of  the 
Navy  personnel,  who  will  be  subject  to 
criminal  penalties  for  non-compliance 
with  the  act. 

§  701.101  Scope  and  effect 

(a)  Applicability.  This  subpart  ap¬ 
plies  throughout  the  Department  of 
the  Navy,  and  to  any  contractor  main¬ 
taining  a  system  of  records  to  accom¬ 
plish  a  Department  of  the  Navy  pur¬ 
pose.  Its  provisions  govern  the  collec¬ 
tion,  maintenance,  use,  and  dissemina¬ 
tion  of  personal  information,  and  all 
requests  from  individuals  who  seek  in¬ 
formation  on,  access  to.  copies  of,  or 
amendment  of  records  pertaining  to 
themselves  under  the  provisions  of  5 
U.S.C.  552a.  Additionally,  all  requests 
received  from  individuals  for  copies  or 
examination  of  records  pertaining  to 
themselves,  and  which  are  located  in  a 
system  of  records,  as  defined  in 
§701.105,  will  be  processed  in  accor¬ 
dance  with  this  subpart,  even  though 
the  individuals  specify  that  the  re¬ 
quests  are  made  under  5  U.S.C.  552 
(Freedom  of  Information  Act),  SEC 
NAVINST  5720.42B  (32  CFR  Part  701, 
subparts  A-D),  or  other  authority. 
This  subpart  does  not  apply  to: 

(1)  Requests  from  individuals  for 
access  to  records  pertaining  to  them¬ 
selves,  but  which  are  not  included  in  a 
system  of  records,  as  defined  in 
§701,105.  These  requests  will  be  pro¬ 
cessed  In  accordance  with  32  CFR  Part 
701,  Subparts  A-D.  Subsequent  re¬ 
quests  for  amendment  of  such  records, 
however,  will  normally  be  processed  in 
accordance  with  this  subpart. 

(2)  Requests  for  records  pertaining 
to  other  individuals,  where  such  indi¬ 
viduals’  consent  is  not  provided.  Such 
third  party  requests  are  governed  by 
32  CFR  Part  701,  Subparts  A-D. 

(3)  Requests  by  the  General  Ac¬ 
counting  Office  for  information  or  re¬ 
cords  pertaining  to  individuals,  except 
with  respect  to  the  requirement  for 
disclosure  accountings  as  provided  in 
paragraph  (c)  of  §701.107.  Action  on 
such  requests  is  governed  by,  SECNA 
VINST  5741.2E. 

(b)  Other  directives.  Should  any  ex¬ 
isting  directive  dealing  with  the  disclo¬ 
sure  of  individual  personal  records 
conflict  with  this  subpart,  the  provi¬ 
sions  of  this  subpart  shall  take  prece¬ 
dence. 

§701.104  Policy,  responsibilities,  and  au¬ 
thority. 

(a)  Policy  and  general  requirements. 

(1)  Subject  to  the  conditions  and  di- 
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rections  in  this  subpart,  it  is  the  policy 
of  the  Department  of  the  Navy  to 
ensure  that  all  personnel  at  all  eche¬ 
lons  of  command  or  authority  within 
the  Department  comply  fully  with  the 
purposes  and  requirements  of  5  U.S.C. 
552a  for  preserving  the  privacy  of  in¬ 
formation  concerning  individuals  in 
departmental  records.  Stated  general¬ 
ly,  these  purposes  and  requirements 
are: 

(1)  To  permit  individuals  to  know 
what  records  pertaining  to  them  are 
collected,  maintained,  used,  or  dissemi¬ 
nated  in  the  Department,  to  have 
access  to  and  have  copies  made  of  all 
or  any  portions  of  such  records,  and  to 
obtain  amendment  of  such  records, 
when  a  discrepancy  is  noted; 

(ii)  To  permit  individuals  to  prevent 
records  pertaining  to  them  obtained 
by  the  Department  for  a  particular 
purpose  from  being  used  or  made 
available  for  another  purpose  without 
their  consent; 

(lii)  To  require  the  Department  to 
collect,  maintain,  use.  or  disseminate 
records  of  identifiable  personal  infor¬ 
mation  only  for  necessary  and  lawful 
purposes,  and  in  a  manner  which  en¬ 
sures  that  the  information  is  current 
and  accurate  for  the  intended  uses; 

(iv)  To  ensure  that  adequate  safe¬ 
guards  are  provided  to  prevent  misuse 
of  personal  information  in  records; 
and 

(V)  To  ensure  that  requests  of  indi¬ 
viduals  for  notification,  access,  or 
amendments  concerning  their  records 
are  acted  on  as  promptly  as  feasible, 
even  though  such  requests  may  be 
minor  in  nature. 

(2)  In  furtherance  of  the  above 
policy,  the  Department  of  the  Navy 
will  maintain  in  its  records  only  such 
information  about  an  individual  as  is 
reasonably  necessary  to  accomplish  a 
purpose  or  mission  required  by  statlite 
or  executive  order  of  the  President.  In 
assessing  need,  consideration  will  be 
given  to  alternatives,  such  as:  use  of 
information  not  individually  identifi¬ 
able;  use  of  sampling;  selective  collec¬ 
tion  of  certain  data  for  certain  individ¬ 
uals,  only.  Additionally,  consideration 
is  to  be  given  to  the  length  of  time  in¬ 
formation  is  needed,  and  the  cost  of 
maintaining  the  information  com¬ 
pared  to  the  risks  and  adverse  conse¬ 
quences  of  not  maintaining  the  infor¬ 
mation. 

(3)  No  system  of  records,  as  defined 
in  §  701.105(d)  shall  be  maintained 
within  the  Department  of  the  Navy 
unless  it  has  been  described  or  includ¬ 
ed  in  a  records  system  notice  pub¬ 
lished  in  the  Federal  Register,  in  ac¬ 
cordance  with  §701.108  of  this  Sub¬ 
part. 

(4)  The  Department  of  the  Navy  will 
not  maintain  any  records  describing 
how  an  individual  exercises  rights 
guaranteed  by  the  first  amendment, 
including  religious  and  political  be- 
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llefs.  freedom  of  speech  and  press,  and 
the  right  of  assembly  and  to  petition, 
unless  they  are: 

(1)  Expressly  authorised  by  statute; 

(il)  Authorised  by  the  individual 

about  whom  the  record  is  maintained; 

(ill)  Within  the  scope  of  an  autho¬ 
rized  law  enforcement  activity;  or 

(iv)  For  the  maintenance  of  certain 
items  of  information  relating  to  reli¬ 
gious  affiliation  for  members  of  the 
naval  service  who  are  chaplains.  This 
should  not  be  construed,  however,  as 
restricting  or  excluding  solicitation  for 
information  which  the  Individual  is 
willing  to  have  in  his  record  concern¬ 
ing  religious  preference  particularly 
that  required  in  emergency  situations. 

(5)  Records  used  by  the  Department 
of  the  Navy  in  making  determinations 
about  an  individual  will  be  maintained 
with  such  accuracy,  relevance,  timeli¬ 
ness,  and  completeness  as  is  reason¬ 
ably  necessary  to  ensure  fairness  to 
the  Individual  in  any  determination 
concerning  him. 

(b)  Responaibilities.  (1)  Each  ad¬ 
dressee  is  responsible  for  implement¬ 
ing  and  executing  the  purposes  and  re¬ 
quirements  of  5  U.S.C.  552a  within  his 
organization,  in  accordance  with  the 
provisions  of  this  subpart. 

(2)  The  Chief  of  Naval  Operations 
(Op-09B)  is  responsible  for  administer¬ 
ing  and  supervising  the  execution  of  5 
U.S.C.  552a  and  this  subpart  within 
the  Department  of  the  Navy.  Addi¬ 
tionally.  the  Chief  of  Naval  Oper¬ 
ations  <Op-4)9Bl)  is  designated  as  the 
principal  Privacy  Act  coordinator  for 
the  Department  of  the  Navy. 

(3)  The  Commandant  of  the  Marine 
Corps  is  responsible  for  administering 
and  supervising  the  execution  of  5 
U.S.C.  552a  and  this  subpart  within 
the  Marine  Corps. 

(c)  Denial  authority.  Only  the  fol¬ 
lowing  officials  (and  their  respective 
deputies,  principal  assistants,  or  desig¬ 
nees)  are  authorized  to  deny  requests 
for  notification,  access,  and  amend¬ 
ment  made  under  this  subpart,  when 
the  records  relate  to  matters  within 
their  respective  areas  of  command, 
area  coordination,  technical,  or  admin¬ 
istrative  responsibility,  as  appropriate: 

(1)  In  the  Navy  Department,  the  Ci¬ 
vilian  Executive  Assistants,  the  Chief 
of  Naval  Operations,  the  Commandant 
of  the  Marine  Corps,  the  Chief  of 
Naval  Material,  the  Chief  of  Naval 
Personnel,  the  Chief,  Bureau  of  Medi¬ 
cine  and  Surgery,  the  heads  of  Depart¬ 
ment  of  the  Navy  Staff  Offices, 
Boards,  and  Councils,  the  Auditor 
General  of  the  Navy,  the  Naval  In¬ 
spector  General,  and  the  Assistant 
Judge  Advocate  (^neral  (Civil  Law). 

(2)  In  the  Shore  Establishment, 
Commanders  of  Naval  Systems  Com¬ 
mands;  the  Commanders  of  the  Naval 
Intelligence  Command,  Naval  Security 
Group  Command,  and  Naval  Telecom¬ 
munications  Command;  the  Chiefs  of 


Naval  Education  and  Training,  Naval 
Air  Training,  and  Naval  Technical 
Training;  the  President.  Naval  War 
College;  the  Superintendent.  Naval 
Postgraduate  School;  the  Superinten¬ 
dent,  the  U.S.  Naval  Academy;  the 
Chief  of  Naval  Reserve;  the  Oceanog¬ 
rapher  of  the  Navy;  and  Comman¬ 
dants  of  Naval  Districts. 

(3)  In  the  Operating  Forces,  CIN 
CLANT,  CINCPAC,  Fleet  Command¬ 
ers  in  Chief,  Force  Commanders,  Type 
Commanders,  and  the  Commander. 
Military  Sealift  Command. 

(4)  Commanders  of  major  Navy  and 
Marine  Corps  activities  designated  by 
the  Chief  of  Naval  Operations  or  the 
Commandant  of  the  Marine  Corps. 

(d)  Review  authority.  (1)  The  Assis¬ 
tant  Secretary  of  the  Navy  (Manpower 
and  Reserve  Affairs).  as  the 
Secretary’s  designee,  shall  act  upon  re¬ 
quests  for  administrative  review  of  ini¬ 
tial  denials  of  requests  for  amendment 
of  records  of  fitness  reports  and  per¬ 
formance  evaluations  of  military  per¬ 
sonnel. 

(2)  The  Judge  Advocate  General,  as 
the  Secretary’s  designee,  shall  act 
upon  requests  for  administrative 
review  of  initial  denials  of  requests  for 
notification,  access,  or  amendment  of 
records,  other  than  as  indicated  in 
paragraph  (d)(1)  of  this  section  and 
other  than  initial  denials  of  request 
for  notification,  access,  or  amendment 
of  records  from  civilian  Official  Per¬ 
sonnel  Folders  or  records  contained  on 
any  other  Civil  Service  Commission 
forms. 

(e)  Law  enforcement  activity  re¬ 
quests  for  records  from  non-DOD  agen¬ 
cies.  The  authority  to  request  records 
from  a  civil  or  criminal  law  enforce¬ 
ment  agency  outside  of  DOD,  under 
subsection  (bK7)  of  5  UJ5.C.  552a,  is 
delegated  to  the  Commandant  of  the 
Marine  Corps,  the  Director  of  Naval 
Intelligence,  the  Judge  Advocate  Gen¬ 
eral,  and  the  General  Counsel.  These 
officials  may  fiulher  delegate  this  au¬ 
thority  to  deputies,  assistants,  and 
other  subordinates  who  exercise  au¬ 
thority  over  an  office  or  division. 

§  701.105  Definitions. 

For  the  purposes  of  this  subpart,  the 
following  meanings  apply: 

(a)  Individual  A  citizen  of  the 
United  States,  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence;  or  an 
enlistee  in  the  United  States  naval  ser¬ 
vice,  including  a  minor.  Additionally, 
the  legal  guardian  of  an  individual  or 
a  parent  of  a  minor  has  the  same 
rights  as  the  individual,  and  may  act 
on  behalf  of  the  individual  concerned 
under  this  subpart.  Members  of  the 
naval  service,  once  properly  accepted, 
are  not  minors  for  purposes  of  this 
subpart.  ’The  use  of  the  term  “individ¬ 
ual”  does  not,  however,  vest  rights  in 
the  representatives  of  decedents  to  act 
on  behalf  of  the  decedent  under  this 


subpart,  nor  does  the  term  embrace  in¬ 
dividuals  acting  in  an  entrepreneurial 
capacity  (e.g.,  sole  proprietorships  and 
partnerships). 

(b)  Maintain.  When  used  in  the  con¬ 
text  of  records  on  individuals,  includes 
collect,  file  or  store,  preserve,  retrieve, 
update  or  change,  use,  or  disseminate. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  Information  about  an  indi- 
vidu^  that  is  maintained  by  or  for  the 
Department  of  the  Navy  or  by  any  ele¬ 
ment  of  the  Navy  Department,  operat¬ 
ing  forces  or  shore  establishment,  in¬ 
cluding.  but  not  limited  to,  his  educa¬ 
tion.  financial  transactions,  medical 
history,  qualifications,  service  data, 
and  criminal  or  employment  history, 
and  which  contains  his  name,  or  the 
identifying  number,  symbol,  or  other 
identyfing  particular  assigned  to  the 
individual,  such  as  a  finger  or  voice 
print  or  a  photograph. 

(d)  System  of  records.  A  group  of  re¬ 
cords  under  the  control  of  the  Depart¬ 
ment  of  the  Navy  or  of  any  element  of 
the  Navy  Department,  operating 
forces,  or  shore  establishment,  from 
which  information  is  retrieved  by  the 
name  of  the  individual  or  by  some 
identifying  number,  symbol,  or  other 
identifying  particular  assigned  to  the 
individual. 

(e)  System  manager.  That  official 
who  has  overall  responsibility  for  re¬ 
cords  within  a  particular  system.  Sys¬ 
tems  managers  are  indicated  in  the 
published  record  system  notices.  If 
more  than  one  official  is  indicated  as  a 
system  manager,  initial  contact  should 
be  established  at  the  appropriate  level 
(e.g.,  for  local  records,  contact  should 
be  made  at  the  local  level). 

(f)  Routine  use.  When  used  with  re¬ 
spect  to  the  disclosure  of  a  record,  the 
use  of  a  record  in  compliance  with  the 
section  of  the  published  record  system 
notice  specifying  “routine  uses.”  pro¬ 
vided  such  use  is  compatible  with  the 
purpose  for  which  the  record  was  col¬ 
lected.  Normally  this  term  Is  used  in 
connection  with  interagency  transfers 
of  records,  rather  than  transfers 
within  the  Department  of  Defense  and 
the  Department  of  the  Navy. 

(g)  Disclosure.  ’The  conveyance  of 
any  information  from  a  record  by  any 
means  of  conmumication  to  any  other 
person  or  entity. 

S  701.104  Notification,  acccM,  and  amend¬ 
ment  procedures. 

(a)  General  (1)  Summary  of  require¬ 
ments.  (i)  “Notification”  procedures 
are  provided  imder  subsection  (eK4)  of 
5  U.S.C.  552a  to  enable  an  individual 
to  ascertain  from  the  appropriate 
system  manager  whether  or  not  a  par¬ 
ticular  system  of  records  contains  in¬ 
formation  pertaining  to  him.  If  the 
system  does  contain  such  a  record,  the 
individual  may  request  “access”  to  the 
record,  pursuant  to  subsection  (d)(1) 
of  5  U.S.C.  552a.  to  ascertain  the  con- 
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tents.  “Amendment"  procedures  are 
provided  imder  subsections  (dH2)  and 

(3)  of  5  U.S.C.  S52a.  to  enable  the  Indi¬ 
vidual  to  seek  correction  or  deletion  of 
information  about  himself  in  the 
record  which  he  considers  to  be  erro¬ 
neous.  If  a  request  for  “amendment”  is 
denied  after  a  final  determination,  the 
individual  may  file  a  “statement  of  dis¬ 
pute,"  to  be  noted  in  the  pertinent  re¬ 
cords  and  to  be  shown  in  connection 
with  disclosures  of  such  records.  Indi¬ 
viduals  have  a  statutory  right  to 
obtain  administrative  review  of  denials 
of  requests  for  amendment,  and,  by 
this  subpart,  are  accorded  the  right  to 
obtain  similar  review  of  denials  of  re¬ 
quests  for  notification  and  access. 

(ii)  The  provisions  of  this  paragraph 
apply  to  requests  by  individuals,  or 
their  authorized  representatives,  for 
records  pertaining  to  themselves  that 
are  contained  in  systems  of  records, 
even  though  the  requests  specify  that 
they  are  made  piusuant  to  the  Free¬ 
dom  of  Information  Act  or  other  au¬ 
thority.  This  subpart  does  not,  howev¬ 
er,  require  that  an  individual  be  given 
notification  or  access  to  a  record  that 
is  not  retrieved  by  name  or  other  indi¬ 
vidual  identifier.  Requests  for  amend¬ 
ment  of  records— whether  or  not  con¬ 
tained  in  a  system  of  records— will  nor¬ 
mally  be  processed  in  accordance  with 
this  instruction,  unless;  (A)  They  are 
routine  requests  for  administrative 
corrections  not  specifying  that  they 
are  made  under  this  subpart  or  5 
U.S.C.  552a,  or  (B)  They  are  requests 
addressed  to  the  Board  for  Correction 
of  Naval  Records,  which  is  governed 
by  other  authority. 

(2)  System  “rules. "  System  managers 
are  responsible  for  ensuring  that,  for 
each  system  of  records  maintain^,  a 
record  system  notice  is  published  in 
the  Federal  Register,  stating  the  pro¬ 
cedures  by  which  an  individual  may  be 
notified  whether  the  system  contains 
records  pertaining  to  him.  Additional¬ 
ly,  system  managers  are  responsible 
for  establishing,  and  making  available 
to  individuals  upon  request,  rules  ap¬ 
plicable  to  requests  for  access  or 
amendment  of  records  within  each 
system.  Such  rules  must  conform  to 
the  requirements  of  this  subpart  and 
S  701.117.  In  addition,  they  should  con¬ 
tain  the  following; 

(1)  A  statement  of  custodial  officials 
other  than  the  system  manager,  if 
any,  authorized  to  grant  requests  for 
notification  or  access; 

(li)  The  minimmn  formal  require¬ 
ments  for  requests,  including  applica¬ 
ble  requirements  for  requests  to  be  re¬ 
duced  to  writing;  and,  in  the  case  of  a 
request  to  provide  the  requester’s  re¬ 
cords  directly  to  an  authorized  repre¬ 
sentative  who  is  other  than  the  parent 
of  a  minor,  or  other  legal  guardian— a 
recently  si^ed  authorization  specify¬ 
ing  the  records  to  be  released  and  the 
recipient  of  the  records  (notarized  au¬ 


thorizations  may  be  required  if  the 
sensitivity  of  the  information  in  the 
records  warrants); 

(ill)  The  information  which  should 
be  provided  by  the  individual  to  assist 
in  identifying  relevant  systems  of  re¬ 
cords  and  the  individual  identifiers 
(e.g.,  full  name,  social  security 
number,  etc.)  needed  to  locate  records 
in  the  particular  system;  and 

(iv)  'The  requirements  for  verifying 
the  requester’s  identity,  to  which  the 
following  policies  apply: 

(A)  Prior  to  being  given  notification 
or  access  to  personal  information,  an 
individual  is  generally  required  to  pro¬ 
vide  reasonable  verification  of  his 
identity.  No  verification  of  identity, 
however,  shall  be  required  of  an  indi¬ 
vidual  seeking  notification  or  access  to 
records  which  are  otherwise  available 
to  any  member  of  the  public  under  32 
CFR  Part  701,  subparts  A-D. 

(B)  In  the  case  of  an  individual  who 
seeks  notification,  access,  or  amend¬ 
ment  in  person,  verification  of  identity 
will  normally  be  made  from  those  doc¬ 
uments  that  an  individual  is  likely  to 
have  readily  available  such  as  an  em¬ 
ployee  or  military  identification  card, 
driver’s  license,  or  medical  card. 

(C)  When  notification,  access,  or 
amendment  is  requested  by  mail,  ver¬ 
ification  of  identity  may  be  obtained 
by  requiring  the  individual  to  provide 
certain  minimum  identifying  data, 
such  as  date  of  birth  and  some  item  of 
information  in  the  record  that  only 
the  concerned  individual  would  likely 
know.  If  the  sensitivity  of  the  informa¬ 
tion  in  the  record  warrants,  a  signed 
and  notarized  statement  of  Identity 
may  be  required. 

(D)  When  a  record  has  already  been 
identified,  an  individual  shall  not  be 
denied  notification  or  access  solely  for 
refusing  to  disclose  his  social  security 
number. 

(3)  Responsibilities  for  action  of  ini¬ 
tial  requests,  (i)  Subject  to  the  provi¬ 
sions  of  this  paragraph  and  the  appli¬ 
cable  system  manager’s  rules,  requests 
for  notification  and  access  may  be 
granted  by  officials  having  custody  of 
the  records,  even  if  they  are  not 
system  managers  or  denial  authorities. 
Requests  for  amendment  may  be 
granted  by  the  cognizant  system  man¬ 
ager.  Denials  of  initial  requests  for  no¬ 
tification,  access,  or  amendment  of  re¬ 
cords  imder  this  instruction,  however, 
may  be  made  only  by  those  officials 
designated  as  denial  authorities  under 
paragraph  (c)  of  §  701.104. 

(ii)  Copies  of  investigatory  records 
that  are  compiled  by  an  investigative 
organization,  but  are  in  the  temporary 
custody  of  another  organi^tion. 
which  is  holding  the  record  for  disci¬ 
plinary.  administrative,  judicial,  inves¬ 
tigative.  or  other  purposes,  are  the  re¬ 
cords  of  the  originating  investigative 
organization.  Upon  completion  of  the 
official  action,  the  investigative  re¬ 


ports  are  required  to  be  destroyed  or 
returned,  in  accordance  with  the 
instructions  of  the  originating  investi¬ 
gative  agency.  Individuals  seeking  no¬ 
tification  or  access,  or  making  other 
requests  under  this  instruction  con¬ 
cerning  such  records,  shall  be  directed 
to  the  originating  Investigative  organi¬ 
zation.  For  example,  a  request  for  no¬ 
tification  or  access  to  a  Naval  Investi¬ 
gative  Service  report  in  the  temporary 
custody  of  another  activity  should  be 
forwarded  directly  to  the  Director, 
Naval  Investigative.  Service. 

(4)  “Blanket”  requests  not  honored. 
Requests  seeking  notification  and/or 
access  concerning  all  systems  of  re¬ 
cords  within  the  Department  of  the 
Navy,  or  a  component  thereof,  shall 
not  be  honored.  Individuals  making 
such  requests  shall  be  notified  that; 

(i)  Requests  for  notification  and/or 
access  must  be  directed  to  the  appro¬ 
priate  system  manager  for  the  particu¬ 
lar  record  system,  as  indicated  in  the 
current  Federal  Register  record 
system  notice  (a  citation  should  be 
provided),  and 

(ii)  Requests  must  either  designate 
the  particular  system  of  records  to  be 
searched,  or  provide  sufficient  infor¬ 
mation  for  the  system  manager  to  as¬ 
certain  the  appropriate  system.  Indi¬ 
viduals  should  also  be  provided  with 
any  other  information  needed  for  ob¬ 
taining  consideration  of  their  requests. 

(5)  Criteria  for  determinations,  (i)  as 
further  explained  in  §701.111,  por¬ 
tions  of  designated  records  systems 
(indicated  in  subpart  G  of  this  part) 
are  exempt,  in  certain  circumstances, 
from  the  requirement  to  provide  noti¬ 
fication.  access  and/or  amendment. 
Only  denial  authorities  (and  the  desig¬ 
nated  review  authority)  may  exercise 
an  exemption  and  deny  a  request,  and 
then  only  in  cases  where  there  is  spe¬ 
cifically  determined  to  be  a  significant 
and  legitimate  governmental  purpose 
served  by  denying  the  request.  A  re¬ 
quest  for  notification  may  be  denied 
only  when  an  applicable  exemption! 
has  been  exercised  by  a  deniel  or 
review  authority.  A  request  for  access 
may  be  denied  by  a  denial  or  review 
authority,  in  whole  or  part,  on  the 
basis  of  the  exercise  of  an  applicable 
exemption  or  for  the  reasons  set  forth 
in  §  701.106(a)(5)(U)  or  (Ui). 

(ii)  Where  a  record  has  been  com¬ 
piled  in  reasonable  anticipation  of  a 
civil  action  or  proceeding,  a  denial  au¬ 
thority  (or  the  designate  review  au¬ 
thority)  may  deny  an  individual’s  re¬ 
quest  for  access  to  that  record  pursu¬ 
ant  to  subsection  (dK5)  of  5  U.S.C. 
552a,  provided  that  there  is  specifical¬ 
ly  determined  to  be  a  significant  and 
legitimate  governmental  purpose  to  be 
served  by  denying  the  request.  Consul¬ 
tation  with  the  Office  of  the  Judge 
Advocate  General,  Office  of  General 
Counsel,  or  other  originator,  as  appro¬ 
priate.  is  required  prior  to  granting  or 
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denying  access  to  attorney-advice  ma¬ 
terial.  This  includes,  but  is  not  limited 
to.  legal  opinions. 

(iii)  Where  a  denial  authority,  or  the 
designated  review  authority,  deter¬ 
mines  that  the  grant  of  access  to  the 
entire  contents  of  a  record  to  the  re¬ 
questing  individual  would  result  in  a 
clearly  unwarranted  invasion  of  the 
personal  privacy  of  another  individual 
mentioned  in  the  same  record,  and 
such  other  individual  has  not  fur¬ 
nished  his  written  consent  for  the 
record  to  be  disclosed  to  the  requester, 
the  portion  of  the  record  that  pertain 
solely  to  such  other  individual  shall  be 
deleted  from  a  copy  of  the  record.  The 
requesting  individual  shall  then  be 
granted  access  to  a  copy  of  the  re¬ 
maining  portions  of  the  record. 

(iv)  As  indicated  in  9701.10S(a), 
where  a  record  pertains  to  an  individ¬ 
ual  who  is  a  minor,  the  minor’s  parent 
or  legal  giuuxlian  is  normally  entitled 
to  obtain  notification  concerning,  and 
access  to,  the  minor's  record,  pursuant 
to  the  provisions  of  this  paragraph. 
When,  however,  an  applicable  law  or 
regulation  prohibits  notification  to,  or 
access  by,  a  parent  or  legal  guardian 
with  respect  to  a  particular  record,  or 
portions  of  a  record,  pertaining  to  a 
minor,  the  provisions  of  the  governing 
law  or  regulation  and  $701,107,  shall 
govern  disclosures  of  the  existence  or 
contents  of  such  records  to  the 
minor’s  parent  or  legal  guardian. 
(Members  of  the  naval  service,  once 
property  accepted,  are  not  minors  for 
the  purposes  of  this  subpart.) 

(V)  Subject  to  the  provisions  of  this 
paragraph,  a  medical  record  shall  be 
made  available  to  the  individual  to 
whom  it  pertains  unless,  in  the  Judg¬ 
ment  of  a  physician,  access  to  such 
record  could  have  an  adverse  effect 
upon  the  individual’s  physicial  or 
mental  health.  When  it  has  been  de¬ 
termined  that  granting  access  to  medi¬ 
cal  information  could  have  an  adverse 
effect  upon  the  individual  to  whom  it 
pertains,  the  individual  may  be  asked 
to  name  a  physician  to  whom  the  in¬ 
formation  shall  then  be  transmitted. 
This  shall  not  be  deemed  a  denial  of  a 
request  for  access. 

(vi)  Criteria  for  determinations  on 
requests  for  amendment  of  records  are 
set  forth  in  $  701.106(dKl). 

(6)  Time  requirements  for  making 
acknowledgements  and  determina¬ 
tions.  (i)  A  request  for  notification, 
access,  or  amendment  of  a  record  shall 
be  acknowledged  in  writing  within  10 
working  days  (Saturdays,  Sundays, 
and  legal  holidays  excluded)  of  receipt 
by  the  proper  office.  The  acknowl¬ 
edgement  shall  clearly  identify  the  re¬ 
quest  and  advise  the  individual  when 
he  may  expect  to  be  advised  of  action 
taken  on  the  request.  No  separate  ac¬ 
knowledgement  of  receipt  is  necessary 
if  a  request  for  notification  or  access 
can  be  acted  upon,  and  the  individual 


advised  of  such  action,  within  the  10- 
worklng-day  period.  If  a  request  for 
amendment  is  presented  in  person, 
written  acknowledgement  may  be  pro¬ 
vided  at  the  time  the  request  is  pre¬ 
sented. 

(li)  Determinations  and  required 
action  on  initial  requests  for  notifica¬ 
tion.  access,  or  amendment  of  records 
shall  be  completed,  if  reasonably  possi¬ 
ble.  within  30  working  days  of  receipt 
by  the  cognizant  office. 

(b)  Notification  procedures.  (1) 
Action  upon  receipt  of  request  Sub¬ 
ject  to  the  provisions  of  this  para¬ 
graph.  upon  receipt  of  an  individual’s 
initial  request  for  notification,  the 
system  manager  or  the  other  appropri¬ 
ate  custodial  official  shall  acknowl¬ 
edge  the  request  as  required  by 
$  701.106(aK6Ki)  and  take  one  of  the 
following  actions: 

(1)  If  consideration  cannot  be  given 
to  the  request,  because— 

(A)  The  individual’s  identity  is  not 
satisfactorily  verified; 

(B)  The  record  system  is  not  ade¬ 
quately  identified,  or  the  individual 
has  not  furnished  the  information 
needed  to  locate  a  record  within  the 
system;  or 

(C)  The  request  is  erroneously  ad¬ 
dressed  to  an  official  having  no  re¬ 
sponsibility  for  the  record  or  system  of 
records  in  question— inform  the  individ¬ 
ual  of  the  correct  means,  or  additional 
information  needed,  for  obtaining  con¬ 
sideration  of  his  request  for  notifica¬ 
tion; 

(ii)  Notify  the  individual,  in  writing, 
whether  the  system  of  records  con¬ 
tains  a  record  pertaining  to  him  (a  no¬ 
tification  that  a  system  of  records  con¬ 
tains  no  records  pertaining  to  the  indi¬ 
vidual  shall  not  be  deemed  a  denial  of 
a  request  for  notification  or  access); 

(iii)  If  it  is  determined  that  notifica¬ 
tion  should  be  denied  under  an  avail¬ 
able  exemption  and  the  official  is  not 
a  denial  authority,  forward  the  re¬ 
quest  to  the  cogniauit  denial  author¬ 
ity,  with  a  copy  of  the  requested 
re(x>rd.  and  comments  and  recommen¬ 
dations  concerning  disposition;  or 

(iv)  If  the  official  is  a  denial  author¬ 
ity,  take  the  appropriate  action  pre¬ 
scribed  in  S  70I.I06(bK2). 

(2)  Action  by  denial  authority,  (i)  If 
the  denial  authority  determines  that 
no  exemption  is  available  or  that  an 
available  exemption  should  not  be  ex¬ 
ercised.  he  shall  provide  the  requested 
notification,  or  direct  the  system  man¬ 
ager  or  appropriate  custodial  author¬ 
ity  to  do  so. 

(ii)  If  the  denial  authority  deter¬ 
mines  that  an  exemption  is  applicable 
and  that  denial  of  the  notification 
would  serve  a  significant  and  legiti¬ 
mate  governmental  purpose  (e.g., 
avoid  interfering  with  an  on-going  law 
enforcement  investigation),  he  shall 
promptly  send  the  requesting  individ¬ 
ual  an  original  and  one  copy  of  a  letter 


stating  that  no  records  from  the 
system  of  records  specified  in  the  re¬ 
quest  are  available  to  the  individual 
under  the  Privacy  Act.  The  letter  shall  j 
also  inform  the  individual  that  he  may  j 
request  further  administrative  review 
of  the  matter  within  120  days,  by 
letter  to  the: 

Judge  Advocate  General  (Code  14L),  De¬ 
partment  of  the  Navy,  Washington,  DC 
20370. 

The  individual  shall  be  further  in¬ 
formed  that  a  letter  requesting  such  \ 
review  should  contain  the  enclosed 
copy  and  a  statement  of  the 
individual’s  reasons  for  requesting  the 
review. 

(ill)  A  copy  of  the  letter  denying  no¬ 
tification  shall  be  forwarded  directly 
to  the  Chief  of  Naval  Operations  (Op- 
09BI)  or  the  Commandant  of  the 
Marine  Corps  (Code  M).  as  appropri¬ 
ate.  These  officials  shall  maintain 
copies  of  all  denial  letters  in  a  form 
suitable  for  rapid  retrieval,  periodic 
statistical  compilation,  and  manage¬ 
ment  evaluation. 

(3)  Action  by  revievring  authority. 
Upon  receipt  of  a  request  for  review  of 
a  determination  denying  an 
individual’s  initial  request  for  notifica¬ 
tion.  the  Judge  Advocate  General 
shall  obtain  a  copy  of  the  case  file 
from  the  denial  authority,  review  the 
matter,  and  make  a  final  administra¬ 
tive  determination.  He  is  designated  to 
perform  such  acts  as  may  be  required 
by  or  on  behalf  of  the  Secretary  of  the 
Navy  to  accomplish  a  thorough  review 
and  to  effectuate  the  determination. 
Within  30  working  days  of  receipt  of 
the  request  for  review,  whenever  prac¬ 
ticable.  the  Judge  Adovcate  General 
shall  inform  the  requesting  individual, 
in  writmg,  of  the  final  determination 
and  the  action  thereon.  If  the  final  de¬ 
termination  is  to  grant  notification, 
the  Judge  Advocate  General  may 
either  provide  the  notification  or 
direct  the  system  manager  to  do  so.  If 
the  final  determination  is  to  deny  no¬ 
tification,  the  individual  shall  be  in¬ 
formed  that  it  has  been  determined 
upon  review  that  there  are  no  records 
in  the  specified  system  of  records  that 
are  available  to  him  under  the  Privacy 
Act. 

(c)  Access  procedures.  (1)  Fees.  When 
a  copy  of  a  record  is  furnished  to  an 
individual  in  response  to  a  request  for 
access,  he  will  normally  be  charged  du¬ 
plication  fees  determined  in  accor¬ 
dance  with  $701.40,  unless  such  fees 
are  waived.  If  the  individual  requests 
that  his  record  be  made  available  for 
review  in  person  and  copying  is  the 
only  means  by  which  the  record,  can 
be  shown  to  him  (e.g..  when  a  copy 
must  be  made  in  order  to  delete  infor¬ 
mation  pertaining  to  another  individ¬ 
ual  in  the  record),  a  duplication  fee 
shall  not  be  charged.  Search  fees  are 
not  assessable  under  the  Privacy  Act. 
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Civil  Service  CommlMlon  Regulation 
297.11$  will  be  used  to  determine  the 
fees  to  be  charged  for  copying  records 
from  CSC  Gk>vemment-wlde  systems 
of  records. 

(2)  Action  upon  receipt  of  reouesL 
Subject  to  the  provisions  of  this  para¬ 
graph,  upon  receipt  of  an  Individual’s 
initial  request  for  access,  the  system 
manager  or  other  appropriate  custodi¬ 
al  official  shall  acknowledge  the  re¬ 
quest  as  required  by  9701.106(a)(6Kl), 
and  take  one  of  the  following  actions: 

(I)  If  consideration  cannot  be  given 
to  the  request  because— 

(A)  The  Individual's  identity  Is  not 
satisfactorily  verified; 

(B)  The  record  system  is  not  ade¬ 
quately  identified  or  the  individual 
has  not  furnished  the  information 
needed  to  locate  a  record  within  ,  a 
system;  or 

(C)  *1716  request  is  erroneously  ad- 
dresed  to  an  official  not  having  re¬ 
sponsibility  for  granting  access  to  the 
record  or  system  of  records  in  ques¬ 
tion— 

Inform  the  individual  of  the  correct 
means  or  additional  information 
needed,  for  obtaining  consideration  of 
his  request  for  access: 

(II)  If  It  Is  determined  that  the  indi¬ 
vidual  should  be  granted  access  to  the 
entire  record  requested,  the  official 
shall  Inform  the  individual,  in  writing, 
that  access  is  granted,  and  shall 
either. 

(A)  Inform  the  individual  that  he 
may  review  the  record  at  a  specified 
place  and  at  specified  times,  that  he 
may  be  accompanied  by  a  person  of 
his  own  choosing  to  review  the  record 
(In  which  event  he  may  be  asked  to 
furnish  written  authorization  for  the 
record  to  be  disciissed  in  the  accompa¬ 
nying  person’s  presence),  and  that  he 
may  further  obtain  a  copy  of  the 
record  upon  agreement  to  pay  a  dupli¬ 
cation  fee;  or 

(B)  Furnish  a  copy  of  the  record,  if 
the  individual  requested  that  a  copy  to 
be  sent  and  agreed  in  advance  to  pay 
duplication  fees  determined  in  accor¬ 
dance  with  1701.40,  tmless  such  fees 
are  waived. 

(Hi)  If  it  is  necessary  to  deny  the  in¬ 
dividual  access  to  all  or  part  of  the  re¬ 
quested  record,  and— 

(A)  The  official  is  not  a  denial  au¬ 
thority-forward  the  request  to  the 
cognizant  denial  authority,  with  a 
copy  of  the  requested  record,  and  com¬ 
ments  and  recommendations  concern¬ 
ing  disposition;  or 

(B)  The  official  is  a  denial  author¬ 
ity— take  the  action  prescribed  in 
701.106(cK3)  (i)  or  (11)  as  appropriate. 

(3)  Action  by  denial  Authority,  (i)  If 
the  denial  authority  determines  that 
access  should  be  granted  to  the  entire 
record,  he  shall  promptly  make  It 
available  to*the  requesting  individual 
In  the  manner  prescribed  In 
|70I.109(eX2Xl),  or  direct  the  system 
manager  to  do  so. 


(11)  If  the  denial  authority  deter¬ 
mines  that  access  to  the  entire  record 
should  be  denied  under  the  criteria 
specified  in  paragraph  (aX5)  (i),  (ii).  or 
(ill)  of  this  section,  he  shall  promptly 
send  the  requesting  individual  an 
original  and  one  copy  of  a  letter  In¬ 
forming  the  individual  of  the  denial  of 
access  and  the  reasons  therefor,  in¬ 
cluding  citation  of  any  applicable  ex¬ 
emptions  and  a  brief  discussion  of  the 
significant  and  legitimate  governmen¬ 
tal  purpo8e(s)  served  by  the  denial  of 
access.  The  denial  letter  shall  also 
Inform  the  individual  that  he  may  re¬ 
quest  further  administrative  review  of 
Uie  matter  within  120  days,  by  letter. 

(A)  If  the  record  is  from  a  civilian 
Official  Personnel  Folder  or  is  con¬ 
tained  on  any  other  Civil  Service  Com¬ 
mission  form,  to— 

Director.  Bureau  of  Manpower  Information 
Systems.  UJB.  Civil  Service  Commission. 
1900  E  Street  NW..  Washington.  DC 
20415;  or 

(B)  If  for  any  other  record,  to— 

Judge  Advocate  General  (Code  14D.  De¬ 
partment  of  the  Navy.  Washington,  DC 
20370 

The  individual  sji^l  be  further  in¬ 
formed  that  a  letter  requesting  such 
review  should  contain  the  enclosed 
copy  of  the  denial  letter  and  a  state¬ 
ment  of  the  individual’s  reasons  for 
seeking  review  of  the  initial  determi¬ 
nation. 

(ill)  A  copy  of  the  denial  letter  shall 
be  forwarded  directly  to  the  Chief  of 
Naval  Operations  (Op-()9Bl)  or  the 
Commandant  of  the  Marine  Corps. 
(Code  M)  as  provided  in  paragraph 
(bX2Kiii)  of  this  section. 

(Iv)  If  the  denial  authority  deter¬ 
mines  that  access  to  portions  of  the 
record  should  be  denied  under  the  cri¬ 
teria  specified  in  paragraph  (aXSXi), 
(il).  or  (ill)  of  this  section,  he  shall 
promptly  make  an  expurgate  copy  of 
the  record  available  to  the  requesting 
individual  and  issue  a  denial  letter,  in 
the  manner  and  form  provided  in  the 
preceding  paragraph,  as  to  the  por¬ 
tions  of  the  record  that  are  required  to 
be  deleted. 

(4)  Action  by  reviewing  authority. 
Upon  receipt  of  a  request  for  review  of 
a  determination  denying  an 
individual’s  initial  request  for  access, 
the  Judge  Advocate  General  shall 
obtain  a  copy  of  the  case  file  from  the 
denial  authority,  review  the  matter, 
and  make  a  fiiud  administrative  deter¬ 
mination.  He  is  designated  to  perform 
such  acts  as  may  be  required  by  or  on 
behalf  of  the  Secretary  of  the  Navy  to 
accomplish  a  thorough  review  and  to 
effectuate  the  determination. 

(1)  Within  30  dayt  of  receipt  of  the 
request  for  review,  if  practicable,  the 
Ju^e  Advocate  General  shall  inform 
the  requesting  individual,  in  writing, 
of  the  final  determinatlcm  and  the 
action  thereon. 


(ii)  If  such  determination  has  the 
effect  of  granting  a  request  for  access, 
in  whole  or  in  part,  the  Judge  Advo¬ 
cate  General  may  either  provide 
access  in  accordance  with  paragraph 
(cX2Xii)  (A)  or  (B)  of  this  section,  or 
direct  the  system  manager  to  do  so. 

(iii)  If  the  final  determination  has 
the  effect  of  denying  a  request  for 
access,  in  whole  or  part,  the  individual 
shall  be  informed  of  the  reasonis)  and 
statutory  basis  for  the  denial— includ¬ 
ing  regulatory  citations  for  any  ex¬ 
emption  exercised  and  an  explanation 
of  the  significant  and  legitimate  gov¬ 
ernmental  purpose  served  by  exercis¬ 
ing  the  exemption— and  of  his  rights 
to  seek  judiciid  review. 

(iv)  If  the  determination  is  based,  in 
whole  or  part,  on  a  security  classifica¬ 
tion.  the  individual  shall  be  apprised 
of  the  matters  set  forth  in 
(701.9(dX4Xii)  of  this  Subpart  relat¬ 
ing  to  declassification  review  and 
appeal. 

(d)  Amendment  procedure*.  (1)  Crite¬ 
ria  for  determination*  on  reguett*  for 
amendment  (i)  As  further  explained 
in  $701,111  of  this  Subpart,  many  of 
the  systems  of  records  listed  in  sub¬ 
part  G  are  exempt,  in  part,  from 
amendment  requirements.  Such  ex¬ 
emptions,  where  iq}pli(mble,  may  be 
exercised  only  by  denial  authorities 
(and  by  the  designated  review  authori¬ 
ties  upon  requc^sts  for  review  of  initial 
denials),  and  then  only  in  cases  where 
there  is  specifically  determined  to  be  a 
significant  and  legitimate  governmen¬ 
tal  purpose  to  be  served  by  exercising 
the  exemption. 

(il)  If  an  available  exemption  is  not 
exercised  an  individual’s  request  for 
amendment  of  a  record  pertaining  to 
himself  shall  be  granted  if  it  is  deter¬ 
mined,  on  the  basis  of  the  information 
presented  by  the  requester  and  all 
other  reasonably  available  related  re¬ 
cords,  that  the  requested  amendment 
is  warranted  in  order  to  make  the 
record  sufficiently  accurate,  relevant, 
timely,  and  ccmiplete  as  to  ensure  fair¬ 
ness  in  any  determination  which  may 
be  made  about  the  individual  on  the 
basis  of  the  record.  If  the  requested 
amendment  would  involve  the  deletion 
of  particular  information  frmn  the 
record,  the  information  shall  be  de¬ 
leted  unless  it  is  determined  that— in 
addition  to  being  accurate,  relevant  to 
the  individual,  timely,  and  complete— 
the  information  is  relevant  and  neces¬ 
sary  to  accomplish  a  purpose  or  func¬ 
tion  required  to  be  performed  by  the 
Department  of  the  Navy  pursuant  to  a 
statute  or  Executive  order. 

(ill)  The  foregoing  is  not  intended  to 
permit  the  alteration  of  evidence  pre¬ 
sented  In  the  course  of  judicial  or 
quasl-judlclal  proceedings.  Any 
changes  in  such  rectmls  should  be 
made  only  through  the  procedures  es¬ 
tablished  for  changing  such  records. 
These  provisions  are  also  not  designed 
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to  permit  collateral  attack  upon  that 
which  has  already  been  the  subject  of 
a  Judicial  or  quasi-Judiclal  action.  For 
example,  an  Individual  would  not  be 
permitted  to  challenge  a  court-martial 
conviction  under  this  subpart,  but  the 
individual  would  be  able  to  challenge 
the  accuracy  with  which  a  conviction 
has  been  recorded  in  a  record. 

(iv)  As  indicated  in  paragraph  (aXl) 
of  this  section,  the  procedures  in  this 
paragraph  are  generally  applicable  to 
requests  for  amendment  of  records,  ir¬ 
respective  of  whether  a  particular 
record  is  contained  in  a  system  of  re¬ 
cords.  provided  that  it  can  be  identi¬ 
fied  and  located. 

(2)  Action  upon  receipt  of  request 
Subject  to  the  provisions  of  this  para¬ 
graph.  upon  receipt  of  an  individual’s 
initial  request  for  amendment  of  a 
record,  the  system  manager  (or  official 
occupying  a  comparable  position  with 
respect  to  a  record  not  contained  in  a 
system  of  records)  shall  acknowledge 
the  request  in  the  mamier  prescribed 
by  paragraph  (a)(6Ki)  of  this  section 
and.  within  30  days.  If  reasonably  pos¬ 
sible.  take  one  of  the  following  ac¬ 
tions: 

(i)  If  consideration  cannot  be  given 
to  the  request  because— 

(A)  The  individual’s  identity  is  not 
satisfactorily  verified: 

(B)  The  Individual  has  not  furnished 
the  information  needed  to  locate  the 
record: 

(C)  'The  individual  has  not  provided 
adequate  information  as  to  how  or 
why  the  record  should  be  amended:  or 

(D)  The  request  is  erroneously  ad¬ 
dressed  to  an  official  having  no  re¬ 
sponsibility  for  the  record  or  system  of 
records  in  question-^ 

inform  the  individual  of  the  correct 
means,  or  additional  information 
needed,  for  obtaining  consideration  of 
his  request  for  amendment  (a  request 
may  not  be  rejected,  nor  may  the  indi¬ 
vidual  be  required  to  resubmit  his  re¬ 
quest.  however,  unless  this  is  essential 
for  processing  the  request): 

(11)  If  the  system  manager  deter¬ 
mines  that  the  individual’s  request  to 
amend  a  record  is  warranted  under  the 
criteria  In  paragraph  (dXl)  of  this  sec¬ 
tion.  he  shall  promptly  amend  the 
record  and  advise  the  individual,  in 
writing,  of  that  action  and  its  effect. 
The  system  manager  also  should  at¬ 
tempt  to  identify  other  records  affect¬ 
ed  by  the  requested  amendment  and 
should  make  other  necessary  amend¬ 
ments  accordingly.  Amendments  to  re¬ 
cords  should  be  made  in  accordance 
with  existing  directives  and  estab¬ 
lished  procedures  for  changing  re¬ 
cords.  If  applicable  and  consistent  with 
this  subpart.  The  system  manager 
shall  advise  previous  recipients  of  the 
record  for  whom  a  disclosure  account¬ 
ing  has  been  made  that  the  record  has 
been  amended,  and  of  the  substance  of 
the  correction; 


(ill)  If  the  system  manager  is  a 
denial  authority,  and  denial  of  the  re¬ 
quest  for  amendment,  in  whole  or 
part,  is  warranted,  take  the  appropri¬ 
ate  action  prescribed  in  paragraph 
(d)(3)  (ii)  or  (iii)  of  this  section:  or 
(iv)  If  the  system  manager  is  not  a 
denial  authority,  but  denial  of  the  re¬ 
quest  for  amendment,  in  whole  or 
part,  appears  to  be  warranted,  forward 
the  request  to  the  cognizant  denial  au¬ 
thority  with  a  copy  of  the  disputed 
record  and  comments  and  recommen¬ 
dations  concerning  disposition. 

(3)  Action  by  denial  authority,  (i)  If 
the  denial  authority  determines  that 
amendment  of  the  record  is  warranted 
under  the  criteria  In  paragraph  (dXl) 
of  this  section,  he  shall  direct  the 
system  manager  to  take  the  action 
prescribed  in  paragraph  (dX2Xli)  of 
this  section. 

(ii)  If  the  denial  authority  deter¬ 
mines  that  amendment  of  the  record 
is  not  warranted  under  the  criteria  in 
paragraph  (dXl)  of  this  section,  he 
shall  promptly  send  the  requesting  in¬ 
dividual  an  original  and  one  copy  of  a 
letter  informing  him  of  the  denial  of 
the  request  and  the  reason!  s)  for  the 
denial,  including  a  citation  of  any  ex¬ 
emption  exercised  and  a  brief  discus¬ 
sion  of  the  significant  and  legitimate 
governmental  purpose(s)  served  by  ex¬ 
ercising  the  exemption.  The  denial 
letter  shall  Inform  the  individual  that 
he  may  request  further  administrative 
review  of  the  matter,  as  follows: 

(A)  If  the  record  is  a  fitness  report 
or  performance  evaluation  (including 
proficiency  and  conduct  marks)  from  a 
military  personnel  file— by  letter, 
within  120  days,  to: 

Assistant  Secretary  of  the  Navy  (Manpower 
and  Reserve  Affairs),  Department  of  the 
Navy.  Washington,  DC  20350;  or 

(B)  If  the  record  is  from  a  civilian 
Official  Personnel  Folder  or  is  con¬ 
tained  in  any  other  Civil  Service  Com¬ 
mission  form— by  letter,  within  30 
days,  to: 

Director.  Bureau  of  Manpower  Information 
Systems,  U.S.  Civil  Service  Commission, 
1900  E  Street.  NW..  Washington.  DC 
20415;  or 

(C)  For  any  other  record— by  letter, 
within  120  days,  to: 

Judge  Advocate  Oeneral  (Code  14L),  De¬ 
partment  of  the  Navy,  Washington,  DC 
20370. 

The  individual  shall  be  further  in¬ 
formed  that  a  letter  requesting  such 
review  should  contain  the  enclosed 
copy  of  the  denial  letter  and  a  state¬ 
ment  of  the  reasons  for  seeking  review 
of  the  initial  determination  denying 
the  request  for  amendment.  A  copy  of 
the  denial  letter  shall  be  forwarded  to 
the  Chief  of  Naval  Operations  or  Com¬ 
mandant  of  the  Marine  Corps,  as  pro¬ 
vided  in  paragraph  (bX2Xiil)  of  this 
section. 


(ill)  If  the  denial  authority  deter¬ 
mines  that  a  request  for  amendment 
of  a  record  should  be  granted  in  part 
and  denied  in  part,  he  shall  take  the 
action  prescribed  in  paragraph 
(dX3Xii)  of  this  section  with  respect  to 
the  portion  of  the  request  which  is 
granted,  and  the  action  prescribed  in 
paragraph  (dX3Xii)  of  this  section 
with  respect  to  the  |>ortion  of  the  re¬ 
quest  which  is  denied. 

(4)  Action  by  reviewing  authority. 
Upon  receipt  of  a  request  for  review  of 
a  determination  denying  an 
individual’s  initial  request  for  amend¬ 
ment  of  a  record,  the  Assistant  Secre¬ 
tary  of  the  Navy  (Manpower  and  Re¬ 
serve  Affairs)  or  the  Judge  Advocate 
Oeneral.  as  appropriate,  shall  obtain  a 
copy  of  the  ca^  file  from  the  denial 
authority,  review  the  matter,  and 
make  a  final  administrative  determina¬ 
tion,  either  granting  or  denying 
amendment,  in  whole  or  in  part.  Those 
officials  are  designated  to  perform 
such  acts  as  may  be  required  by  or  on 
behalf  of  the  Secretary  of  the  Navy  to 
accomplish  a  thorough  review  and  ef¬ 
fectuate  the  determination. 

(i)  Within  30  working  days  of  receipt 
of  the  request  for  review,  the  designat¬ 
ed  reviewing  official  shall  inform  the 
requesting  individual,  in  writing,  of 
the  final  determination  and  the  action 
thereon,  except  that  the  Assistant  Sec¬ 
retary  of  the  Navy  (Manpower  and  Re¬ 
serve  Affairs)  may  authorize  an  exten¬ 
sion  of  the  time  limit  where  warranted 
because  a  fair  and  equitable  review 
cannot  be  completed  within  the  pre¬ 
scribed  time,  or  for  other  good  cause. 
If  an  extension  is  granted,  the  request¬ 
ing  individual  shall  be  informed,  in 
writing,  of  the  reason  for  the  delay, 
and  the  approximate  date  on  which 
the  review  will  be  completed  and  the 
final  determination  made. 

(ii)  If,  upon  completion  of  review, 
the  reviewing  officii  determines  that 
denial  of  the  request  for  amendment  is 
warranted  under  the  criteria  in  para¬ 
graph  (dXl)  of  this  section,  the  indi¬ 
vidual  shall  be  Informed,  in  writing: 

(A)  Of  the  final  denial  of  the  request 
for  amendment  of  the  record,  and  the 
reason!  s)  therefor; 

(B)  Of  the  right  to  file  with  the  ap¬ 
propriate  system  manager  a  concise 
statement  of  the  individual’s  reason(s) 
for  disagreeing  with  the  decision  of 
the  agency,  and  that  such  statement 
of  dispute  must  be  received  by  the 
system  manager  within  120  days  fol 
owing  the  date  of  the  reviewing 
authority’s  final  determination; 

(C)  Of  other  procedures  for  filing 
such  statement  of  dispute,  and  that  a 
properly  filed  statement  of  dispute 
will  be  made  available  to  anyone  to 
whom  the  record  is  subsequently  dis¬ 
closed,  together  with,  if  deemed  appro¬ 
priate.  a  brief  statement  summarizing 
the  reason(s)  why  the  Department  of 
the  Navy  refused  the  request  to 
amend  the  record: 
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(D)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  dispute,  to  the  extent 
that  the  prior  recipients  can  be  ascer¬ 
tained  from  disclosure  accountings 
which  have  maintained;  and 

(E)  Of  his  right  to  seek  Judicial 
review  of  the  reviewing  authority’s  re¬ 
fusal  to  amend  a  record. 

(ill)  If  the  reviewing  official  deter¬ 
mines  upon  review  that  the  request 
for  amendment  of  the  record  should 
be  granted,  he  shall  Inform  the  re¬ 
questing  individual  of  the  determina¬ 
tion,  in  writtlng,  and  he  shall  direct 
the  system  manager  to  amend  the 
record  accordingly,  and  to  inform  pre¬ 
vious  recipients  of  the  record  for 
whom  disclosure  accountings  have 
been  made  that  the  record  has  been 
amended  and  the  substance  of  the  cor¬ 
rection. 

(Iv)  Statements  of  dispute.  When  an 
individual  properly  files  a  statement 
of  dispute  under  the  provisions  of 
paragraph  (dX4)  (11)  and  (ill)  of  this 
section,  the  system  manager  shall 
clearly  annotate  the  record  so  that  the 
dispute  is  apparent  to  anyone  who 
may  subsequently  access,  use,  or  dis¬ 
close  it.  The  notation  itself  should  be 
Integral  to  the  record.  For  automated 
systems  of  records,  the  notation  may 
consist  of  a  special  indicator  on  the 
entire  record  or  on  the  specific  part  of 
the  record  in  dispute.  The  system 
manager  shall  advise  previous  recipi¬ 
ents  of  the  record  for  whom  account¬ 
ing  disclosure  has  been  made  that  the 
record  has  been  disputed,  if  the  state¬ 
ment  of  dispute  is  germane  to  the  in¬ 
formation  disclosed,  and  shall  provide 
a  copy  of  the  individual’s  statement. 

(A)  The  individual’s  statement  of 
dispute  need  not  be  filed  as  an  integral 
part  of  the  record  to  which  it  pertains. 
It  shall,  however,  be  maintained  in 
such  a  manner  as  to  permit  ready  re¬ 
trieval  whenever  the  disputed  portion 
of  the  record  is  to  be  disclosed.  When 
information  which  is  the  subject  of  a 
statement  of  dispute  is  subs^uently 
disclosed,  the  system  manager  shall 
note  that  the  information  is  disputed, 
and  provide  a  copy  of  the  individual’s 
statement  of  dispute. 

(B)  The  ssrstem  manager  may  in¬ 
clude  a  brief  summary  of  the  reasons 
for  not  making  an  amendment  when 
disclosing  disputed  information.  Sum¬ 
maries  normally  will  be  limited  to  the 
reasons  stated  to  the  individual.  Al¬ 
though  these  summaries  may  be  treat¬ 
ed  as  a  part  of  the  Indlvlduid’s  record, 
they  will  not  be  subject  to  the  amend¬ 
ment  procedures  of  this  paragraph. 

|7tl.l07  DisekMorc  to  others  and  disclo- 
Muc  aeeowting. 

(a)  Summaiy  of  reouirements.  Sub¬ 
section  (b)  of  5  U.S.C.  552a  prohibits 
an  agency  from  disclosing  any  record 
contained  In  a  system  of  records  to 
any  person  or  agency,  except  pursuant 


to  the  written  request  or  consent  of 
the  individual  to  whom  the  record  per¬ 
tains.  unless  the  disclosure  is  autho¬ 
rized  under  one  or  more  of  the  11  ex¬ 
ceptions  noted  in  paragraph  (b)  of  this 
section.  Subsection  (iKl)  of  5  U.S.C. 
552a  prescribes  criminal  penalties  for 
personnel  who  knowingly  and  willfully 
make  unauthorized  disclosiires  of  in¬ 
formation  about  individuals  from  an 
agency’s  records.  Subsection  (c)  of  5 
n.8.C.  552a  requires  accurate  account¬ 
ings  to  be  kept,  as  prescribed  In  para¬ 
graph  (c)  of  this  section  in  connection 
with  most  disclosures  of  a  record  per¬ 
taining  to  an  individual  (Including  dis¬ 
closures  made  pursuant  to  the 
individual’s  request  or  consent).  ’This 
Is  to  permit  the  individual  to  deter¬ 
mine  what  agencies  or  persons  have 
been  provided  information  from  the 
record,  enable  the  agency  to  ^vlse 
prior  recipients  of  the  record  of  any 
subsequent  amendments  or  statements 
of  dispute  concerning  the  record,  and 
provide  an  audit  trial  for  review  for 
the  agency’s  compliance  with  5  U.S.C. 
552a. 

(b)  Conditions  of  disclosure.  No 
record  contained  in  a  system  of  re¬ 
cords  shall  be  disclosed,  except  pursu¬ 
ant  to  a  written  request  by.  or  with 
the  prior  written  consent  of,  the  indi¬ 
vidual  to  whom  the  record  pertains, 
unless  disclosure  of  the  record  falls 
within  one  of  the  exceptions  specified 
below.  Disclosure  to  third  parties  on 
the  basis  of  the  written  consent  or  re¬ 
quest  of  the  individual  is  permitted, 
but  not  required,  by  this  subpart. 

(1)  Intra-agency.  Disclosure  may  be 
made  to  personnel  of  the  Department 
of  the  Navy  or  other  component  of 
DoD  (including  private  contractor  per¬ 
sonnel  who  are  engaged  to  perform 
services  needed  in  connection  with  the 
operation  of  a  sirstera  of  records  for  a 
DoD  component),  who  have  a  need  for 
the  record  in  the  performance  of  their 
duties,  provided  this  use  is  compatible 
with  the  purpose  for  which  the  record 
is  maintained.  ’This  provision  is  based 
on  the  "need  to  know’’  concept. 

(i)  ’This  may  include,  for  example, 
disclosure  to  personnel  managers, 
review  boards,  discipline  officers, 
court-martial  personnel,  medical  offi¬ 
cers.  investigating  officers,  and  repre¬ 
sentatives  of  the  Judge  Advocate  Oen- 
eral.  Auditor  General,  Naval  Inspector 
General,  or  the  Naval  Investigative 
Service,  who  require  the  information 
in  order  to  discharge  their  official 
duties.  Examples  of  personnel  outside 
the  Navy  who  may  be  included  are: 
personnel  of  the  Joint  Chiefs  of  Staff, 
Armed  Forces  Entrance  and  Examin¬ 
ing  Stations,  Defense  Investigative 
Service,  or  the  other  military  depart¬ 
ments,  who  require  the  information  in 
order  to  discharge  an  official  duty. 

(ii)  It  may  also  include  a  transfer  of 
records  between  naval  components 
and  non-DOD  agencies  in  connection 


with  the  Personnel  Exchange  Program 
(PEP)  and  interagency  support  agree¬ 
ments.  Disclosure  accountings  are  not 
required  for  intra-agency  disclosure 
and  disclosures  made  in  connection 
with  interagency  support  agreements 
or  the  PEP.  Although  some  disclosures 
authorized  by  this  paragraph  might 
also  meet  the  criteria  for  disclosure 
under  other  exceptions  specified  in 
the  following  paragraphs,  they  should 
be  treated  under  paragraph  (dXl)  of 
this  section  for  disclosure  accounting 
purposes. 

(2)  Freedom  of  Information  Act  Dis¬ 
closure  may  be  made  of  those  records, 
or  information  obtained  from  the  re¬ 
cords.  required  to  be  released  under 
the  provisions  of  the  Freedom  of  In¬ 
formation  Act  and  32  CFR  Part  701, 
subparts  A-D.  'That  act  has  the  gener¬ 
al  effect  of  requiring  the  release  of 
any  record  which  does  not  fall  within 
one  of  the  nine  exemptions  specified 
in  f  701.5(bX4Xil),  including  an  exemp¬ 
tion  for  records  which,  if  disclosed, 
would  result  in  a  clearly  unwarranted 
Invasion  of  the  personal  privacy  of  an 
individual.  Examples  of  information 
pertaining  to  military  personnel  which 
is  normally  released  are:  name,  rank  or 
rate,  date  of  rank,  amounts  of  pay  and 
allowances  included  in  gross  compen¬ 
sation,  duty  status,  present  and  past 
duty  stations,  duty  station  address,  fi¬ 
nalized  future  duty  station,  office 
phone  number,  source  of  commission, 
military  and  civilian  educational  level, 
and  promotion  sequence  number. 
Similar  examples  pertaining  to  civilian 
employees  are:  name,  grade,  duty  sta¬ 
tion,  date  of  employment,  title  or  posi¬ 
tion.  gross  ^ary,  office  phone 
number,  and  office  address.  The  inf  or 
mation  specified  in  the  above  exam¬ 
ples  may  be  provided  without  requir¬ 
ing  a  written  request.  For  guidelines 
concerning  disclosure  of  other  items  of 
Information  pertaining  to  individuals, 
see  32  Cm  Part  701,  subpart  B.  Dis¬ 
closure  accountings  are  not  required 
for  disclostires  made  under  the  Free¬ 
dom  of  Information  Act. 

(3)  Routine  use.  Disclosure  may  be 
made  for  a  “routine  use”  (as  defined  in 
§  701.105(f))  that  is  compatible  with 
the  purpose  for  which  the  record  is 
collected  and  listed  as  a  routine  use  in 
the  applicable  record  system  notice 
published  in  the  Federal  Register  in 
accordance  with  f  701.108  of  this  sub¬ 
part.  The  routine  uses  listed  in  the  ap¬ 
plicable  record  system  notice,  rather 
than  those  Usted  in  the  applicable  Pri¬ 
vacy  Act  statement,  are  controlling,  al¬ 
though  the  lists  should  be  similar.  Dis¬ 
closure  accountings  are  required  for 
disclosures  made  pursuant  to  a  routine 
use. 

(4)  Bureau  of  the  Census.  Disclosure 
may  be  made  to  the  Bureau  of  the 
Census  for  purposes  of  planning  or 
carrying  out  a  censtis  or  survey  or  re¬ 
lated  activity  authorized  by  law.  Dis- 
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closure  accountings  are  required  for 
disclosures  made  to  the  Bureau  of  the 
Census. 

(5)  Statistical  research  or  reporting. 
Disclosure  may  be  made  to  a  recipient 
who  has  provided  adequate  written  as¬ 
surance  that  the  record  will  be  used 
solely  as  a  statistical  research  or  re¬ 
porting  record,  provided  the  record  is 
transferred  in  a  form  that  is  not  indi¬ 
vidually  identifiable  (l.e.,  the  identity 
of  the  individual  cannot  be  deduced  by 
tabulation  or  other  methodology).  The 
written  request  must  state  the  purpose 
of  the  request,  and  will  be  made  a  part 
of  the  activity’s  accounting  for  the  dis¬ 
closure.  Accountings  are  not  required 
when  activities  publish  gross  statistics 
concerning  a  population  in  a  system  of 
records  (e.g.,  statistics  on  employee 
turnover  rates,  military  reenlistment 
rates,  and  sick  leave  usage  rates). 

(6)  National  Archives.  Disclosure 
may  be  made  to  the  National  Archives 
when  the  record  has  sufficient  histori¬ 
cal  or  other  value  to  warrant  contin¬ 
ued  preservation  by  the  U.S.  Govern¬ 
ment.  or  for  evaluation  by  the  Admin¬ 
istrator  of  General  Services  or  his  des¬ 
ignee  to  determine  whether  the  record 
has  such  value.  Records  transferred  to 
a  federal  records  center  for  storage  or 
safekeeping  do  not  fall  under  this  pro¬ 
vision.  Such  transfers  are  not  consid¬ 
ered  disclosures  under  this  act,  since 
the  records  remain  under  the  control 
of  the  transferring  element.  Account¬ 
ing  is  not  required  for  transfers  or  re¬ 
cords  to  federal  records  centers.  Dis¬ 
closure  accountings  are  required  for 
disclosures  made  to  the  National  Ar¬ 
chives. 

(7)  Civil  or  criminal  law  enforce¬ 
ment  activity.  Disclosure  may  be  made 
to  another  agency  or  Instnunentallty 
of  any  governmental  Jurisdiction 
within  or  under  the  control  of  the 
United  States,  for  a  civil  or  criminal 
law  enforcement  activity,  if  the  activ¬ 
ity  is  authorized  by  law.  and  if  the 
head  of  the  agency  or  instrumentality 
has  made  a  written  request  to  the  ac¬ 
tivity  which  maintains  the  record, 
specifying  the  particular  record  de¬ 
sired  and  the  law  enforcement  purpose 
for  which  the  record  is  sought.  The 
head  of  the  agency  or  instrumentality 
may  have  delegated  authority  to  re¬ 
quest  records  to  other  officials.  Re¬ 
quests  by  these  designated  officials 
shall  be  honored  if  they  provide  satis¬ 
factory  evidence  of  their  authorization 
to  request  records.  Blanket  requests 
for  all  records  pertaining  to  an  individ¬ 
ual  shall  not  be  honored.  A  record 
may  also  be  disclosed  to  a  law  enforce¬ 
ment  activity,  provided  that  such  dis¬ 
closure  has  been  established  as  a  “rou¬ 
tine  use’’  in  the  published  record 
system  notice.  Disclosure  to  foreign 
law  enforcement  agencies  is  not  cov¬ 
ered  under  the  provisions  of  this  para¬ 
graph.  Such  disclosures  may  be  made 
only  pursuant  to  an  established  “rou¬ 


tine  use’’  published  in  the  record 
system  notice  or  pursuant  to  other 
governing  authority.  Disclosure  ac¬ 
countings  are  required  for  disclosures 
to  civil  or  criminal  law  enforcement 
agencies. 

(8)  Emergency  conditions  Disclosure 
may  be  made  under  emergency  condi¬ 
tions  involving  compelling  circum¬ 
stances  affecting  the  health  and 
safety  of  a  person,  provided  that  noti¬ 
fication  of  the  disclosure  is  transmit¬ 
ted  to  the  last  known  address  of  the 
Individual  to  whom  the  record  per¬ 
tains.  For  example,  an  activity  may 
disclose  records  when  the  time  re¬ 
quired  to  obtain  the  consent  of  the  in¬ 
dividual  to  whom  the  record  pertains 
might  result  in  a  delay  which  could 
impair  the  health  or  safety  of  a 
person.  The  individual  about  whom 
the  records  are  disclosed  need  not  nec¬ 
essarily  be  the  Individual  whose 
health  or  safety  is  in  peril  (e.g.,  release 
of  dental  charts  on  several  individuals 
in  order  to  identify  a  person  injured  in 
an  accident).  In  instances  where  infor¬ 
mation  imder  alleged  emergency  con¬ 
ditions  is  requested  by  telephone,  an 
attempt  will  be  made  to  verify  the 
inquirer’s  and  medical  facility’s  identi¬ 
ties  and  the  caller’s  telephone  number. 
The  requested  Information,  if  then 
considered  appropriate  and  of  an 
emergency  nature,  may  be  provided  by 
return  call.  Disclosure  accountings  are 
required  for  diik:losure8  made  under 
emergency  conditions. 

(9)  Congress  and  Members  of  Con¬ 
gress  Disclosure  may  be  made  to 
either  House  of  Congress,  or.  to  the 
extent  of  matters  within  its  Jurisdic¬ 
tion.  to  any  committee  or  subcommit¬ 
tee  thereof,  or  to  any  Joint  committee 
of  Congress  or  subcommittee  thereof. 
Disclosure  may  not  be  made,  however, 
to  a  Member  of  Congress  requesting  in 
his  individual  capacity  or  on  behalf  of 
a  constituent,  except  in  accordance 
with  the  following  rules: 

(i)  Upon  receipt  of  an  oral  or  written 
request  from  a  Member  of  Congress  or 
his  staff,  inquiry  should  be  made  as  to 
the  identity  of  the  originator  of  the 
request.  If  the  request  was  prompted 
by  a  request  for  assistance  by  the  indi¬ 
vidual  to  whom  the  record  pertains, 
the  requested  information  may  be  dis¬ 
closed  to  the  requesting  Congressional 
Office. 

(ii)  If  the  request  was  originated  by 
a  person  other  than  the  individual  to 
whom  -the  record  pertains,  the  Con¬ 
gressional  office  must  be  informed 
that  the  requested  information  cannot 
be  disclosed  without  the  written  con¬ 
sent  of  the  individual  to  whom  the 
record  pertains.  If  the  Congressional 
office  subsequently  states  that  it  has 
received  a  request  for  assistance  from 
the  individual  or  has  obtained  the 
individual’s  written  consent  for  disclo¬ 
sure  to  that  office,  the  requested  in¬ 
formation  may  be  disclosed. 


(iii)  If  the  Congressional  office  re¬ 
quests  the  Department  of  the  Navy  to 
obtain  the  consent  of  the  individual  to 
whom  the  record  pertains,  that  office 
should  be  informed  that  it  is  the 
policy  of  the  Department  not  to  inter¬ 
fere  in  the  relationship  of  a  Member 
of  Congress  and  his  constituent,  and 
that  the  Department  therefore  does 
not  contact  an  individual  who  is  the 
subject  of  a  congressional  inquiry. 

(Iv)  If  the  Congressional  office  in¬ 
sists,  an  attempt  should  be  made  to 
secure  the  written  consent  of  the  indi¬ 
vidual  to  whom  the  record  pertains.  If 
neither  the  congressional  office  nor 
the  Department  of  the  Navy  obtains 
the  individual’s  written  consent,  only 
information  required  to  be  released 
undei;  the  Freedom  of  Information  Act 
and  32  CFR  Part  701,  Subparts  A-D 
should  be  disclosed.  (See  paragraph 
(b)(2)  of  this  section). 

Disclosure  accountings  are  required  for 
disclosures  made  to  Congress  or  Mem¬ 
bers  of  Congress,  except  nonconsensual 
disclosures  pursuant  to  the  Freedom  of 
Information  Act  provided  for  in  para¬ 
graph  (bK9Kiv)  of  this  section. 

(10)  Comptroller  GeneraL  Disclosure 
may  be  made  to  the  Comptroller  Gen¬ 
eral  of  the  United  States,  or  to  any  of 
hlB  authorized  representatives,  in  the 
course  of  the  performance  of  the 
duties  of  the  General  Accounting 
Office.  See  $701. 103(a)(3).  above,  and 
SECNAVINST  5741.2E.  Disclosure  ac- 
coimtings  are  required  for  disclosures 
to  the  Comptroller  General  or  Gener¬ 
al  Accounting  Office. 

(11)  Court  of  competent  jurisdiction. 
Disclosure  may  be  made  in  response  to 
an  order  from  a  court  of  competent  Ju¬ 
risdiction.  subject  to  the  following  pro¬ 
visions: 

(i)  When  a  record  Is  disclosed  under 
compulsory  legal  process,  and  the  Issu¬ 
ance  of  that  order  Is  made  public  by 
the  court  which  Issued  it,  activities 
shall  make  reasonable  efforts  to  notify 
the  individual  to  whom  the  record  per¬ 
tains  of  the  disclosure  and  the  nature 
of  the  information  provided.  This  re¬ 
quirement  may  be  satisfied  by  notify¬ 
ing  the  individual  by  maU  at  the  last 
known  address  contained  in  the  activ¬ 
ity  records.  Disclosure  ac(x>untings  are 
required  for  disclosures  made  pursu¬ 
ant  to  court  orders. 

(ii)  Upon  being  served  with  an  order 
which  is  not  a  matter  of  public  record, 
an  activity  shall  seek  to  be  advised  as 
to  when  it  will  become  public.  An  ac¬ 
counting  for  the  disclosure  shall  be 
made  at  the  time  the  activity  complies 
with  the  order,  but  neither  the  identi¬ 
ty  of  the  party  to  whom  the  disclosure 
was  made  nor  the  purpose  of  the  dis¬ 
closure  shall  be  made  available  to  the 
concerned  individual  unless  the  court 
order  has  become  a  matter  of  public 
record. 

(c)  Disclosure  accountings— il)  Re¬ 
sponsibilities.  With  respect  to  a  disclo- 
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sure  of  a  record  which  it  maintains  in 
a  system  of  records,  each  activity  is  re¬ 
sponsible  for  keeping  an  accurate  ac¬ 
counting  of  the  date,  nature,  and  pur¬ 
pose  of  the  disclosure,  and  the  name 
and  address  of  the  person  or  agency  to 
whom  the  disclosure  is  made.  When 
disclosure  is  made  by  an  activity  other 
than  the  activity  that  is  responsible 
for  maintaining  the  record,  the  activ¬ 
ity  making  the  disclosure  is  responsi¬ 
ble  for  giving  written  notification  of 
the  above  information  to  the  activity 
responsible  for  maintaining  the 
record,  to  enable  the  latter  activity  to 
keep  the  required  disclosure  account¬ 
ing. 

(2)  Disclosures  for  which  account¬ 
ings  are  required.  A  disclosure  ac¬ 
counting  is  required  for  all  disclosiu'es 
of  records  maintained  in  a  system  of 
records,  except;  intra-agency  disclo¬ 
sures  pursuant  to  paragraph 
701.107(bKl)  of  this  section:  Freedom 
of  Information  Act  disclosures  pursu¬ 
ant  to  paragraphs  (bK2)  or  (9Kiv)  of 
this  section;  or.  if  they  involve  gross 
statistics  covert  a  population  of  a 
system  of  records,  and  identification 
of  individuals  is  not  possible,  disclo¬ 
sures  for  statistical  research  or  report¬ 
ing  purposes  pursuant  to  paragraph 
(bX5)  of  this  section.  A  disclosure  ac¬ 
counting  is  required  for  a  disclosure 
made  to  another  person  or  agency  pur¬ 
suant  to  the  request  or  consent  of  the 
individual  to  whom  the  record  per¬ 
tains.  (There  is  no  requirement  for 
keeping  an  accounting  for  disclosures 
of  disclosiuT  accountings.) 

(3)  Accounting  method.  Since  the 
characteristics  of  various  records 
maintained  with  the  Department  of 
the  Navy  vary  widely,  no  uniform 
method  for  keeping  disclosure  ac¬ 
countings  is  prescribed.  For  most 
paper  records,  it  may  be  suitable  to 
maintain  the  accountings  on  a  record- 
by-record  basis,  physically  affixed  to 
the  records.  The  primary  criteria  are 
that  the  selected  method  be  one  which 
will: 

(i)  Enable  an  individual  to  ascertain 
what  persons  or  agencies  have  re¬ 
ceived  disclosures  pertaining  to  him; 

(ii)  Provide  a  basis  for  informing  re¬ 
cipients  of  subsequent  amendments  or 
statements  of  dispute  concerning  the 
record;  and 

(iii)  Provide  a  means  to  prove,  if  nec¬ 
essary.  that  the  activity  has  complied 
with  the  requirements  of  5  U.S.C.  552a 
and  this  subpart. 

(4)  Retention  of  accounting  record. 
A  disclosure  accounting,  if  one  is  re¬ 
quired.  shall  be  maintained  for  the  life 
of  the  record  to  which  the  disclosure 
pertains,  or  for  at  least  five  years  after 
the  date  of  the  disclosure  for  which 
the  aocoxmting  is  made,  whichever  is 
longer. 

(5)  Accounting  to  the  individuoL 
Unless  an  iqiplicable  exemption  has 
been  exercised,  system  managers  or 


other  appropriate  custodial  officals 
shall  provide  all  information  in  the 
disclosure  accounting  to  an  individual 
requesting  such  information  concern¬ 
ing  his  records,  except  entries  pertain-' 
ing  to  disclosures  made  pursuant  to 
paragraph  (bKlKii)  of  this  section, 
and  disclosures  made  at  the  written  re¬ 
quest  of  the  head  of  another  agency  or 
government  instnunentality  for  law 
enforcement  purposes  under  para¬ 
graph  (b)<7)  of  this  section.  Activities 
should  maintain  the  accoimting  of  the 
latter  two  types  of  disclosures  in  such 
a  manner  that  the  notations  are  read¬ 
ily  segregable,  to  preclude  improper 
release  to  the  individual.  The  process 
of  making  the  accovmting  available 
may  also  require  transformation  of 
the  data  in  order  to  make  it  compre¬ 
hensible  to  the  individual.  Requests 
for  disclosure  accountings  otherwise 
available  to  the  individual  may  not  be 
denied  unless  a  denial  authority  (or 
the  designated  review  authority)  has 
exercised  an  applicable  exemption  and 
denied  the  request,  and  then  only 
when  it  has  been  determined  that 
denial  of  the  request  would  serve  a  sig¬ 
nificant  and  legitimate  Government 
purpose  (e.g.,  avoid  interfering  with  an 
ongoing  law  enforcement  investiga¬ 
tion).  System  managers,  denial  au¬ 
thorities,  and  the  designated  review 
authority  shall  follow  appropriate  pro¬ 
cedures  prescribed  in  f  701.106(b),  to 
exercise  an  exemption,  to  deny  a  re¬ 
quest  for  an  accoimting  of  disclosures, 
and  to  review  such  denials. 

(d)  Accuracy  requirements.  Prior  to 
disclosing  any  record  about  an  individ¬ 
ual  to  any  person  other  than  an 
agency,  and  other  than  pursuant  to  5 
U.S.C.  552a  and  32  CFR  Part  701,  sub¬ 
parts  A-D.  reasonable  efforts  are  re¬ 
quired  to  ensure  that  such  records  are 
accurate,  complete,  timely,  and  rel¬ 
evant  for  Department  of  the  Navy 
purposes.  It  may  be  appropriate  to 
advise  the  recipient  that  the  informa¬ 
tion  was  accurate  as  of  a  specific  date, 
or  otherwise  give  guidance  concerning 
its  quality. 

(e)  Mailing  lists.  No  activity  nor  any 
member  or  employee  of  the  Depart¬ 
ment  of  the  Navy  shall  sell  or  rent  in¬ 
dividuals’  names  and  addresses  unless 
such  action  is  specifically  authorized 
by  law.  This  provision  should  not  be 
construed  to  require  the  withholding 
of  names  and  addresses  otherwise  per¬ 
mitted  to  be  made  public. 

§701.109  Collection  of  personal  informa¬ 
tion  from  individual. 

(a)  Collection  directly  from  individ¬ 
uals.  PersoBid  information  shall  be 
collected,  to  the  greatest  extent  practi¬ 
cable.  directly  from  the  individual 
when  the  information  may  adversely 
affect  an  individual’s  rights,  benefits, 
and  privileges  under  Federal  pro¬ 
grams.  ’The  collection  of  information 
from  third  parties  shall  be  minimized. 


Exceptions  to  this  policy  may  be  made 
when  warranted.  'The  following  are  ex¬ 
amples,  not  necessarily  exhaustive,  of 
situations  which  may  warrant  excep¬ 
tions: 

( 1 )  ’There  is  need  to  ensure  the  accu¬ 
racy  of  information  supplied  by  an  in¬ 
dividual  by  verifying  it  through  a 
third  party,  e.g.,  verifying  information 
for  a  security  clearance; 

(2)  The  nature  of  the  information  is 
such  that  it  can  be  obtained  only  from 
a  third  party,  such  as  supervisor’s  as¬ 
sessment  of  an  employee’s  perfor¬ 
mance  in  a  previous  Job  or  assignment: 
or 

(3)  Obtaining  the  information  from 
the  individual  would  present  excep¬ 
tional  practical  difficulties  or  would 
result  in  unreasonable  cost. 

(d)  Informing  individuals  from 
whom  personal  information  is  request¬ 
ed.  (1)  Individuals  who  are  asked  to 
supply  personal  information  about 
themselves  tor  a  system  of  records 
must  be  advised  of; 

(1)  The  authority  (statute  or  Execu¬ 
tive  order)  which  authorizes  the  solici¬ 
tation; 

(ii)  All  major  purposes  for  which  the 
Department  of  Defense  uses  the  infor¬ 
mation  (e.g.,  pay  entitlement,  retire¬ 
ment  eligibility,  or  security  clearance); 

(ill)  A  brief  summary  of  those  rou¬ 
tine  uses  to  be  made  of  the  informa¬ 
tion  as  published  in  the  Federal  Reg¬ 
ister.  and  distributed  by  SECJNAV 
notice;  and 

(iv)  Whether  disclosure  is  manda¬ 
tory  or  voluntary,  and  the  possible 
consequences  for  falling  to  respond. 

(2)  ’This  statement,  which  is  referred 
to  as  a  “Privacy  Act  statement,’’  must 
be  given  regardless  of  the  medium 
used  in  requesting  the  information, 
e.g.,  a  blank  sheet,  preprinted  form 
with  a  control  number,  format,  ques¬ 
tionnaire.  survey  sheet,  or  interview.  It 
may  be  provided  on  the  form  used  to 
collect  the  information,  or  on  a  sepa¬ 
rate  form  or  sheet,  a  copy  of  which 
may  be  retained  by  the  in^vldual. 

(3)  When  the  privacy  statement  is  to 
be  attached  or  provided  with  the  form, 
the  statement  wiU  be  assigned  the 
same  identifying  number  as  the  form 
used  in  collecting  the  information,  and 
the  suffix.  “Privacy  Act  Statement.’’ 
For  example,  a  DD  Form  398  would  be 
identified  as  “DD  Form  398— Privacy 
Act  Statement.’’  for  unnumbered  for¬ 
mats.  such  as  questionnaires  and 
survey  report  forms,  the  Privacy  Act 
statement  will  bear  the  report  control 
symbol,  if  one  applies,  or  the  OMB 
number,  i.e.,  “OMB  Approval  No.  21— 
R0268.  Privacy  Act  Statement.’’  ’The 
statement  will  be  positioned  in  such  a 
manner  that  individuals  from  whom 
the  information  about  themselves  is 
being  collected  will  be  informed  about 
the  act  before  they  begin  to  furnish 
any  of  the  information  requested. 

(4)  For  the  purpose  of  determining 
whether  a  Privacy  Act  statement  is  re- 
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qulred,  “personal  Information”  should 
be  considered  to  be  information  about 
an  individual  that  is  intimate  or  pri¬ 
vate  to  the  individual,  as  distinguished 
from  information  related  solely  to  the 
individual’s  official  functions.  It  ordi¬ 
narily  includes,  for  example,  informa¬ 
tion  pertaining  to  an  individual’s  fi¬ 
nancial,  family,  social  and  recreational 
affairs;  his  medical,  educational  (other 
than  military  training),  employment, 
or  criminal  history:  or  information 
that  identifies,  describes,  or  affords  a 
basis  for  inferring  personal  character¬ 
istics,  such  as  finger  or  voice  prints  or 
photographs.  It  ordinarily  does  not  in¬ 
clude  such  information  as  the  time, 
place,  and  manner  of,  or  reasons  or  au¬ 
thority  for,  an  individual’s  execution 
or  omission  of  acts  directly  related  to 
the  duties  of  his  P^deral  employment 
or  military  assignment. 

(5)  The  head  of  the  proponent  activ¬ 
ity  (i.e.,  the  initiating  or  sponsoring 
activity)  is  responsible  for  determining 
whether  a  Privacy  Act  statement  is  re¬ 
quired,  and  for  ensuring  that  it  is  pre¬ 
pared  and  available  as  an  attachment 
or  as  a  part  of  the  form.  etc. 

(c)  Requesting  an  individual’s  social 
security  number  iSSN).  Department  of 
the  Navy  activities  may  not  deny  an 
individual  any  right,  benefit,  or  privi¬ 
lege  provided  by  law  because  the  indi¬ 
vidual  refuses  to  disclose  his  SSN, 
imless  such  disclosure  is  required  by 
Federal  statute  or.  in  the  case  of  sys¬ 
tems  of  records  in  existence  and  oper¬ 
ating  before  January  1.  1975,  where 
such  disclosure  was  required  luider 
statute  or  regulation  adopted  prior  to 
January  1.  1975  to  verify  the  identity 
of  an  individual  E.O.  No.  9397  autho¬ 
rizes  DoD  components  to  use  the  SSN 
as  a  system  of  numerical  identification 
of  indUviduals. 

(d)  Informing  an  individual  when 
requesting  his  SSN.  (1)  When  an  indi¬ 
vidual  is  requested  to  disclose  his 
social  security  number,  he  must  be  in¬ 
formed: 

(1)  Whether  such  disclosure  is  man¬ 
datory  or  voluntary; 

(ii)  By  what  statutory  or  other  au¬ 
thority  the  number  is  solicited:  and 

(ill)  What  uses  will  be  made  of  it. 

(2)  An  activity  may  request  an 
individual’s  SSN  even  though  it  is  not 
required  by  Federal  statute,  or  Is  not 
for  a  system  of  records  in  existence 
and  operating  prior  to  January  1. 1975. 
However,  the  separate  Privacy  Act 
statement  for  the  SSN.  alone,  or  a 
merged  Privacy  Act  statement,  cover¬ 
ing  both  the  SSN  and  other  items  of 
personal  information,  must  make  clear 
that  disclosure  of  the  number  is  volun¬ 
tary.  If  the  individual  refuses  to  ‘dis¬ 
close  his  SSN,  the  activity  must  be 
prepared  to  identify  the  individual  by 
alternate  means. 

(3)  Once  a  military  member  or  civil¬ 
ian  employee  of  the  Department  of 
the  Navy  has  disclosed  his  SSN  for 
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purposes  of  establishing  personnel,  fi¬ 
nancial,  or  medical  records  upon  entry 
into  naval  service  or  employment,  the 
SSN  becomes  his  service  or  employ¬ 
ment  identification  number.  It  is  not 
required  that  such  an  individual  be  in¬ 
formed  of  the  items  under  paragiaph 
(dKl)  of  this  section  when  he  is  subse¬ 
quently  requested  to  provide  or  verify 
this  identification  number  in  connec¬ 
tion  with  those  records. 

§701.110  Safeguarding  personal  informa¬ 
tion. 

(a)  Legislative  requirement  The 
Privacy  Act  requires  establishment  of 
appropriate  administrative,  technical, 
and  physical  safeguards  to  ensure  the 
security  and  confidentiality  of  records, 
and  to  protect  against  any  anticipated 
threats  or  hazards  to  their  security  or 
integrity  which  could  result  in  sub¬ 
stantial  harm,  embarrassment,  incon¬ 
venience.  or  unfairness  to  any  individ¬ 
ual  on  whom  information  is  required. 

(b)  Responsibility.  At  each  location, 
and  for  each  system  of  records,  an  of¬ 
ficial  shall  be  designated  as  having  re¬ 
sponsibility  for  safeguarding  the  infor¬ 
mation  therein.  Specific  safeguards  for 
individual  systems  must  be  tailored  to 
the  existing  circumstances,  with  con¬ 
sideration  given  to  sensitivity  of  the 
data,  need  for  continuity  of  oper¬ 
ations.  need  for  accuracy  and  reliabil¬ 
ity  in  operations,  general  security  of 
the  area,  cost  of  safeguards,  etc. 

(c)  Minimum  safeguards.  Ordinarily, 
personal  information  should  be  afford¬ 
ed  at  least  the  protection  required  for 
information  designated  as  “For  Offi¬ 
cial  Use  Only”.  (See  SECNAVINST 
5570.2B.)  For  privacy,  the  guideline  is 
to  provide  reakbnable  safeguards  to 
prevent  inadvertent  or  unauthorized 
disclosures  of  record  content,  includ¬ 
ing  during  processing,  storage,  trans¬ 
mission.  and  disposal. 

(d)  Automatic  data  processing.  The 
Director,  Depsutment  of  the  Navy 
Automatic  Data  Processing  Manage¬ 
ment  is  responsible  for  determining 
and  formulating  policies  and  proce¬ 
dures,  as  necessary,'  to  ensure  that 
ADP  sytems  containing  personal  infor¬ 
mation  contain  adequate  safeguards  to 
protect  personal  privacy,  and  are  in  ac¬ 
cordance  with  SECNAVINST  5230.4 
and  OPNAVINST  5510.1E. 

(e)  Disposal  Reasonable  care  must 
be  taken  to  ensure  that  personal  infor¬ 
mation  is  not  subject  to  unauthorized 
disclosiu'e  during  records  disposal.  If 
contractors  are  hired  to  haul  trash 
containing  personal  information,  con¬ 
tract  provisions  as  specified  in 
§  701.112  should  be  incorporated  in  the 
contract.  If  paper  trash  contidning 
personal  information  is  sold  for  recy¬ 
cling.  legal  assistance  should  be  ob¬ 
tained  to  insert  in  the  sale  contract 
clauses  that  will  make  the  buyer  a 
Government  contractor  subject  to  the 
provisions  of  5  U.S.C.  552a. 


§701.111  Exemptions. 

(a)  Summary.  Subsection  (j)  and  (k) 
of  5  U.S.C.  552a  authorize  the  Secre¬ 
tary  of  the  Navy  to  adopt  rules  desig¬ 
nating  eligible  systems  of  records  as 
exempt  from  certain  requirements  of  5 
U.S.C.  552a.  In  accordance  with  32 
cm  Part  701,  subpart  E,  publication 
of  a  general  notice  of  a  proposed  rule- 
making  concerning  exemptions  for  sys¬ 
tems  of  records  is  required  to  appear 
in  the  Federal  Register  at  least  30 
days  prior  to  the  effective  date,  in 
order  to  afford  interested  persons  an 
opportunity  to  comment.  32  CFR  701, 
subpart  O  indicates  systems  so  desig¬ 
nated,  the  type  of  exemption,  the  au¬ 
thority  and  reasons  for  the  exemption, 
and  the  provisions  of  5  U.S.C.  552a 
from  which  each  system  has  been 
exempted. 

(b)  Subsection  (i)(2)  exemptions.  To 
be  eligible  for  an  exemption  imder  the 
authority  of  subsection  (JK2).  5  U.S.C. 
552a  requires  that  a  system  of  records 
be  maintained  by  an  activity  whose 
principal  function  involves  the  en¬ 
forcement  of  criminal  laws,  and  that 
the  system  consist  of  criminal  identi- 
fsdng  data,  criminal  investigative  re¬ 
cords.  or  reports  concerning  an  indi¬ 
vidual  at  any  stage  of  the  law  enforce¬ 
ment  process,  from  indictment  or  re- 
feral  of  charges  to  release  from  super¬ 
vision. 

(1)  By  perfecting  a  subsection  (JK2) 
exemption,  a  system  of  records  may  be 
exempted  from  one  or  more  of  the  fol¬ 
lowing  provisions  of  5  U.S.C.  552a  as 
specified  in  the  published  rule  pertain¬ 
ing  to  the  system;  Subsections  (aK3) 
and  (4),  (d),  (e)  (I)  through  (3),  (eK4) 
(O)  through  (I).  (eK5).  (eK8),  (f).  and 
(g). 

(2)  These  cited  subsections  include 
the  requirements  for  providing  indi¬ 
viduals  with  opportunity  to  obtain  no¬ 
tification  access,  and  amendment  con¬ 
cerning  their  records,  the  requirement 
for  providing  individuals  with  disclo¬ 
sure  accovmtings  and  notification  con¬ 
cerning  disclosures  pursuant  to  court 
orders,  the  requirement  for  providing 
individuals  with  disclosure  accoimtings 
and  notification  concerning  disclosiu^ 
pursuant  to  court  orders,  the  require¬ 
ment  for  providing  individuals  with 
Privacy  Act  statements,  the  require¬ 
ment  for  collecting  personal  informa¬ 
tion  directly  from  the  individuals  con¬ 
cerned.  and  the  provisions  allowing  in¬ 
dividuals  to  seek  civil  remedies  against 
the  Department. 

(c)  Subsection  (k)  exemptions.  Ex¬ 
emptions  under  the  authority  of  sub¬ 
section  (k)  of  5  UJS.C.  552a  differ  from 
those  under  subsection  (JK2).  While 
broader  categories  of  systems  are  eligi¬ 
ble  for  exemption  under  subsection 
(k),  the  effect  of  a  subsection  (k)  ex¬ 
emption  is  more  limited  in  scope  than 
Is  a  subsection  (jK2)  exemption.  Sub¬ 
section  (k)  exemptions  apply  only  to 
eligible  records  in  designated  systems. 
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and  may  exempt  the  eligible  records 
only  from  one  or  more  of  the  follow¬ 
ing  provisions  of  K  U.S.C.  552a:  subsec¬ 
tions  (cK3).  (d).  (e)(1).  (eK4)(0) 

through  (I),  and  (f ).  These  subsections 
include  the  requirements  for  providing 
individuals  with  opportunity  to  obtain 
notification,  access,  and  amendment 
concerning  their  records,  and  the  re¬ 
quirement  for  providing  individuals 
with  accountings  of  disclosures.  To  be 
eligible  for  a  subsection  (k)  exemption, 
the  pertinent  records  within  a  desig¬ 
nated  system  must  contain  one  or 
more  of  the  following: 

(1)  Information  specifically  autho¬ 
rized  to  be  classified  under  OPNA- 
VINST  5510.1E  and  Executive  Order 
No.  11652:  ((kKl)  exemption): 

(2)  Investigative  records  compiled 
for  law  enforcement  purposes,  other 
than  material  covered  under  a  subsec¬ 
tion  (J)  exemption:  (k)(2)  exemption); 

(3)  Records  maintained  in  connec¬ 
tion  with  providing  protective  services 
to  the  President  of  the  United  States 
or  other  individuals  protected  pursu¬ 
ant  to  18  U.S.C.  3056:  (kK3)  exemp¬ 
tion); 

(4)  Records  used  only  for  statistical, 
research,  or  other  evaluation  purposes, 
and  which  are  not  used  to  make  deci¬ 
sions  on  the  rights,  benefits,  or  privi¬ 
leges  of  Individuals,  except  as  permit¬ 
ted  by  13  U.S.C.  8  (kK4)  exemption); 

(5)  Confidential  source  information 
(see  paragraph  (e)  of  this  section)  in 
investigative  records  compiled  solely 
for  the  purpose  of  determining  suit¬ 
ability.  eligibility,  or  qualifications  for 
Federal  civilian  employment,  military 
service.  Federal  contracts,  or  access  to 
classified  information;  (kK5)  exemp¬ 
tion); 

(6)  Test  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  Federal  service,  the  dis¬ 
closure  of  which  would  compromise 
the  objectivity  or  fairness  of  the  test¬ 
ing  or  examination  process;  (kK6)  ex¬ 
emption):  or 

(7)  Confidential  source  Information 
(see  paragraph  (e)  of  this  section)  in 
evaluation  records  used  for  determin¬ 
ing  potential  for  promotion  in  the 
armed  services  (kK7)  exemption). 

(d)  Limitations  on  denying  notifica^ 
tion,  access,  and/or  amendment  on  the 
basis  of  an  exemption.  (1)  Classified 
information.— Prior  to  denying  a  re¬ 
quest  for  notification,  access,  or 
amendment  concerning  a  classified 
record  on  the  basis  of  a  subsection 
(kXl)  exemption,  denial  authorities 
having  classification  Jurisdiction  over 
the  classified  matters  in  the  record 
shall  review  the  record  to  determine  if 
the  classification  Is  proper  under  the 
criteria  of  OPNAVINST  5510.1E.  If 
the  denial  authority  does  not  have 
classification  Jurisdiction,  immediate 
coordination  shall  be  effected  with  the 
official  having  classification  Jurisdic¬ 


tion  in  order  to  obtain  a  review  of  the 
propriety  of  the  classification.  If  it  is 
determined  upon  review  that  the  clas¬ 
sification  is  proper,  consideration  shall 
also  be  given  to  the  appropriateness  of 
permitting  the  requester  to  view  the 
record  in  classified  form,  provided  that 
he  has  or  can  be  given  the  requisite  se¬ 
curity  clearance. 

(2)  Lata  enforcement  records— Re¬ 
quests  for  notification  or  access  shall 
not  be  denied  qp  the  basis  of  a  subsec¬ 
tion  (kK2)  exemption  if  the  requested 
record  has  been  used  as  a  basis  for 
denying  the  individual  a  right,  benefit, 
or  privilege  to  which  he  would  be  enti¬ 
tled  in  the  absence  of  the  record, 
except  that  access  may  be  limited  to 
the  extent  necessary  to  protect  the 
identity  of  a  confidential  source,  as  de¬ 
fined  in  paragraph  (e)  of  this  section. 
Additionally,  neither  a  subsection 
(JK2)  nor  a  subsection  (kK2)  exemp¬ 
tion  shall  be  the  basis  for  a  denial  of  a 
request  for  notification  or  access  con¬ 
cerning  a  record,  or  a  portion  thereof, 
unless  granting  the  request  Is  in  accor¬ 
dance  with  the  exemptions  specified  in 
5  UJ3.C.  552a,  and  would: 

(1)  Interfere  with  enforcement  pro¬ 
ceedings; 

(il)  Deprive  a  person  of  a  right  to  a 
fair  trial  or  an  impartial  adjudication; 

(ill)  Constitute  an  unwarranted  inva¬ 
sion  of  personal  privacy; 

(iv)  Disclose  the  identity  of  a  confi¬ 
dential  source  or  disclose  confidential 
information  furnished  only  a  confi¬ 
dential  source  in  the  course  of  a  crimi¬ 
nal  investigation  or  in  the  course  of  a 
lawful  national  security  intelligence 
investigation: 

(v)  Disclose  investigative  techniques 
and  procedures  not  already  in  the 
public  domain  and  requiring  protec¬ 
tion  from  public  disclosure  to  ensure 
their  effectiveness; 

(vi)  Endanger  the  life  or  physical 
safety  of  law-enforcement  personnel; 
or 

(vii)  Otherwise  be  deemed  not  releas- 
able  under  5  U.S.C.  552  and  32  CFR 
Part  701,  subparts  A-D. 

(e)  Confidential  sources.  For  the 
purposes  of  subsection  (k)  exemptions, 
a  “confidential  source”  is  a  person 
who  has  furnished  information  to  the 
Federal  Government  under: 

(1)  An  express  promise  that  his  iden¬ 
tity  would  be  held  in  confidence,  or 

(2)  An  implied  promise  made  prior  to 
September  27,  1975,  that  his  identity 
would  be  held  in  confidence. 

(f )  Promises  of  confidentiality.  Ex¬ 
press  promises  of  confidentiality  shall 
be  granted  on  a  selective  basis,  and 
only  when  such  promises  are  needed 
and  are  in  the  interest  of  the  service. 
Officials  exercising  denial  authority 
shall  establish  i4}propriate  procedures 
and  standards  governing  the  granting 
of  confidentiality  for  records  systems 
within  their  cognizance. 


1701.112  Contractors. 

Any  unit,  activity,  or  official  letting 
a  contract  that  involves  the  mainte¬ 
nance  of  a  system  of  records  to  accom¬ 
plish  a  Department  of  the  Navy  pur¬ 
pose  shall  include  in  that  contract 
such  terms  as  are  necessary  to  incor¬ 
porate  the  relevant  provisions  of  5 
U.S.C.  552a. 

fi  701.117  Rules  for  amendment  requests. 

5  U.S.C.  552a  provides  for  individuals 
to  request  amendment  of  their  person¬ 
al  records  where  the  individuals  be¬ 
lieve  the  records  to  be  inaccurate,  ir¬ 
relevant,  untimely,  or  incomplete.  The 
following  rules  for  amendment  re¬ 
quests  are  in  effect; 

(a)  Requests  must  be  in  writing  and 
must  indicate  that  they  are  being 
made  under  the  Privacy  Act  (5  U.S.C. 
552a).  this  subpart,  or  SECNAVINST 
5211.5A.  Requests  should  contain  suf¬ 
ficient  information  to  locate  and  iden¬ 
tify  the  particular  record  which  the 
requester  Is  seeking  to  amend  (e.g., 
full  name,  social  security  number,  date 
of  birth,  etc.).  A  request  should  also 
contain  a  statement  of  the  changes  de¬ 
sired  to  be  made  to  the  record,  the  rea¬ 
sons  for  requesting  amendment,  and 
any  available  information  the  request¬ 
er  can  provide  in  support  of  the  re¬ 
quest,  including  pertinent  documents 
and  related  records. 

(b)  Requests  for  amendment  must  be 
submitted  to  the  appropriate  system 
manager  designated  in  the  published 
record  system  notices. 

(c)  A  letter  indicating  receipt  will  be 
sent  to  the  requester  within  10  work¬ 
ing  days  after  the  request  has  been  re¬ 
ceived  by  the  appropriate  system  man¬ 
ager.  The  letter  will  contain  details  as 
to  when  the  requester  may  expect  to 
be  advised  of  action  taken  on  the  re¬ 
quest.  The  requester  may  also  be 
asked  to  provide  additional  verifica¬ 
tion  of  his  identity.  This  is  to  protect 
the  privacy  of  other  individuals  by  en¬ 
suring  that  the  requester  is  seeking  to 
amend  his  own  records  and  not.  inad¬ 
vertently  or  intentionally,  the  records 
of  another  individual. 

(d)  A  letter  indicating  whether  or 
not  the  request  for  amendment  has 
been  granted  will  be  sent  to  the  re¬ 
quester  as  soon  as  a  decision  has  been 
reached  by  the  appropriate  authority. 
If  it  is  determined  that  the  requested 
amendment  is  warranted,  the  request¬ 
er  will  be  advised  of  the  action  taken 
and  of  the  effect  of  that  action.  If  it  is 
determined  that  the  requested  amend¬ 
ment  is  not  warranted,  the  requester 
will  be  advised  of  the  reasons  for  the 
refusal  and  of  the  proced\ires  and  time 
limits  within  which  the  requester  can 
seek  further  review  of  the  refusal. 

{701.118  Rules  of  conduct  under  the  Pri¬ 
vacy  Act. 

(a)  Maintaining  personal  records.  It 
is  unlawful  to  maintain  systems  of  re- 
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corda  about  IndividuaLs  without  prior 
announcement  in  the  Federal  Regis¬ 
ter.  Anyone  who  does  is  subject  to 
criminal  penalties  up  to  $5,000.  Even 
with  such  notice,  care  shall  be  taken 
to  keep  only  such  personal  informa¬ 
tion  as  is  necessary  to  do  what  law  and 
the  President,  by  executive  order,  re¬ 
quire.  The  Information  is  to  be  used 
only  for  the  purposes  described  in  the 
Federal  Register. 

(b)  Disclosure.  Information  about  an 
individual  shall  not  be  disclosed  to  any 
unauthorized  individual.  Anyone  who 
makes  an  unauthorized  disclosure  on 
purpose  may  be  fined  up  to  $5,000. 
Every  member  or  employee  of  the  De¬ 
partment  of  the  Navy  who  maintains 
records  about  individuals  has  an  obli¬ 
gation  to  do  his  part  in  protecting  per¬ 
sonal  information  from  unauthorized 
disclosure.  This  subpart  describes 
when  disclosures  are  authorized. 

(c)  Individual  access,  every  individ¬ 
ual.  with  certain  exceptions,  has  the 
right  to  look  at  any  record  the  Depart¬ 
ment  of  the  Navy  keeps  on  him,  to 
copy  it,  and  to  request  to  have  it  cor¬ 
rected  if  he  considers  it  wrong.  The  in¬ 
dividual  attempting  to  exercise  these 
rights  shall  be  given  courteous  and 
considerate  assistance. 

(d)  Ensuring  accuracy.  The  Depart¬ 
ment  of  the  Navy  has  an  obligation  to 
use  only  accurate,  timely,  relevant, 
and  complete  information  when 
making  decisions  about  individuals, 
every  member,  official,  and  employee 
involved  in  keeping  records  on  individ¬ 
uals  shall  assist  in  the  discharge  of 
this  obligation. 

Subpart  G— Privacy  Act  Exompfions 
9  701.120  Purpose. 

This  subpart  contains  rules  promul¬ 
gated  by  the  Secretary  of  the  Navy, 
pursuant  to  5  U.S.C.  552a  (J)  and  (k), 
and  9701.111  of  this  part,  to  exempt 
certain  systems  of  Department  of  the 
Navy  records  from  specified  provisions 
of  5  U.S.C.  552a. 

9  701.121  Exemption  for  clsMifled  records. 

All  systems  of  records  maintained  by 
the  Department  of  the  Navy  and  its 
components  shall  be  exempt  from  the 
requirements  of  5  U.S.C.  552a(d)  pur¬ 
suant  to  5  U.S.C.  552a(kKl),  to  the 
extent  that  the  system  contains  any 
information  properly  classified  under 
Executive  Order  11652  and  that  is  re¬ 
quired  by  Executive  Order  11652  to  be 
kept  secret  in  the  interest  of  national 
defense  or  foreign  policy.  This  exemp¬ 
tion,  which  may  be  applicable  to  parts 
of  all  systems  of  records,  is  necessary 
because  certain  records  systems  not 
otherwise  specifically  designated  for 
exemptions  herein  may  contain  isolat¬ 
ed  items  of  information  that  have 
been  properly  classified. 
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9  701.122  Exemption  for  accurity  oper- 
ationt  activitiea. 

ID—N00011J03 

Sysname:  Security  Incident  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a;  (cK3). 
(cK4).  (d),  (eK2).  (3).  (eK4)  (O) 
through  (I).  (eM5).  (eK8),  (f).  and  (g). 

Authoritt:  5  U.S.C.  552a(jK2). 

Reasons:  Granting  individuals  access 
to  information  collected  and  main¬ 
tained  by  this  agency  relating  to  the 
enforcement  of  criminal  laws  could  in¬ 
terfere  with  orderly  investigations, 
with  the  orderly  administration  of  Jus¬ 
tice.  and  possibly  enable  suspects  to 
avoid  detection  or  apprehension.  Dis¬ 
closure  of  this  information  could 
result  in  concealment,  destruction,  or 
fabrication  of  evidence,  and  Jeopardize 
the  safety  and  well  being  of  infor¬ 
mants.  witnesses  and  their  families, 
and  of  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  this 
component,  and  could  result  in  the  in¬ 
vasion  of  privacy  of  individuals  only 
incidentally  related  to  an  investiga¬ 
tion.  The  exemption  of  the 
individual’s  right  of  access  to  his  re¬ 
cords.  and  the  reason  therefor,  neces¬ 
sitate  the  exemption  of  this  system  of 
records  from  the  requirements  of 
other  cited  provisions. 

9  701.123  Exemptions  for  specific  Navy 
record  systems. 

(a)  Office  of  Civilian  Personnel 
(f )  ID—N96021—02 

Sysname:  Supervisor’s  Report  of  Po¬ 
tential  to  Perform  and  Reference 
Check  Records  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  UJ3.C.  552a:  (cK3). 
(d).  (eK4)  (O)  and  (H).  and  (f ). 

Authoritt:  5  U.S.C.  553a(kK5). 

Reaxons:  Elxempted  portions  of  this 
system  contain  information  considered 
relevant  and  necessary  to  make  a  de¬ 
termination  as  to  the  qualifications, 
eligibility,  or  suitability  for  Federal 
employment  or  access  to  classified  in¬ 
formation.  and  that  was  obtained  by 
providing  express  or  implied  promise 
to  the  source  that  his  identity  would 
not  be  revealed  to  the  subject  of  the 
record. 

(2)  ID—N96021—44A 

Sysname:  Navy  Central  Clearance 
Group  (NCCG)  Records. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cK3). 
(d).  (eK4)  (G)  and  (H).  and  (f). 


Authority:  5  U.S.C.  552a(k)  (1)  and  (5). 

Reasons:  Exempted  portions  of  this 
system  contain  information  considered 
relevant  and  necessary  to  make  a  de¬ 
termination  as  to  qualifications,  eligi¬ 
bility,  or  suitability  for  Federal  em- 
plo5ment.  or  access  to  classified  infor¬ 
mation,  and  that  was  obtained  by  pro¬ 
viding  an  express  or  implied  promise 
to  the  source  that  his  identity  would 
not  be  revealed  to  the  subject  of  the 
record. 

(3)  ID—N96021—44B 

Sysname:  Civilian  Personnel  Securi¬ 
ty  Files. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a;  (cM3). 
(d).  (e)(4)  (G)  through  (I),  and  (f). 

Authority:  •  U.S.C.  bb3a(r)  (i),  (2),  and 

(B). 

Reasons:  Exempted  portions  of  this 
system  contain  information  which  has 
been  properly  classified  imder  Execu¬ 
tive  Order  11652,  and  which  Is  re¬ 
quired  to  be  kept  secret  in  the  interest 
of  national  defense  or  foreign  policy. 
Exempted  portions  of  this  system  also 
contain  information  considered  rel¬ 
evant  and  necessary  to  make  a  deter¬ 
mination  as  to  qualifications,  eligibil¬ 
ity,  or  suitability  for  Federal  employ¬ 
ment  or  access  to  classified  informa¬ 
tion,  and  that  was  obtained  by  provid¬ 
ing  an  express  or  implied  promise  to 
the  source  that  his  identity  would  not 
be  revealed  to  the  subject  of  the 
record.  Granting  individuals  access  to 
certain  information  compiled  for  law 
enforcement  purpose  in  this  system 
of  records  could  interfere  with  orderly 
investigations  by  disclosing  the  exis¬ 
tence  of  investigations  and  investiga¬ 
tive  techniques,  and  result  in  the  con¬ 
cealment.  destruction,  or  fabrication 
of  evidence. 

(b)  Bureau  of  Naval  Personnel. 

U)  ID—N00022.81 

Sysname:  Personnel  Security  Eligi¬ 
bility  Information  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  title  5,  United 
States  Code,  section  552a:  (cK3).  (d), 
(eX4)  (G)  through  (I).  and  (f). 

Authority:  5  U.S.C.  552a(k)  (1),  (2),  (5), 
and  (7). 

Reasons:  Granting  individuals  access 
to  information  collected  and  main¬ 
tained  in  this  system  of  records  could 
interfere  with  orderly  investigations; 
result  in  the  disclosure  of  classified 
material;  Jeopardize  the  safety  of  in¬ 
formants.  witnesses,  and  their  fam¬ 
ilies;  disclose  investigative  techniques: 
and  result  in  the  invasion  of  privacy  of 
individuals  only  incidentally  related  to 
an  investigation.  Material  will  be 
screened  to  permit  access  to  unclassi¬ 
fied  information  that  will  not  disclose 
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the  Identity  of  sources  who  provided 
information  to  the  Government  under 
an  express  or  implied  promise  of  confi¬ 
dentiality. 

(2)  ID—N00022.82 

Sytname:  Navy  Personnel  Evalua¬ 
tion  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cK3), 
(d).  (e)(1).  (eK4).  (G)  through  (I),  and 
(f). 

Authority:  5  UJ3.C.  S52s(k)  (1),  (2).  (5). 
and  (7). 

Reasons;  Granting  individuals  access 
to  information  collected  and  main¬ 
tained  in  this  system  could  result  in 
disclosure  of  classified  material.  Jeop¬ 
ardize  the  safety  of  informants  and 
witnesses  and  their  families,  and  result 
in  the  invasion  of  privacy  of  individ¬ 
uals  only  incidentally  related  to  an  in¬ 
vestigation.  Material  will  be  screened 
to  permit  access  to  unclassified  materi¬ 
al  and  to  information  that  will  not  dis¬ 
close  the  sources  who  provided  the  in¬ 
formation  under  the  express  or  im¬ 
plied  promise  of  confidentiality. 

(J)  ID—N00022EQOPPINFOSYS. 

Sysname:  Equal  Opportunity  Infor¬ 
mation  and  Support  System. 

Exemption:  Portions  of  this  ssrstem 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cX3). 
(d).  (eK4)  (O)  through  (I),  and  (f). 

Authoritt:  5  U.S.C.  652a(k)  (1)  and  (5). 

Reasons:  Granting  access  to  infor¬ 
mation  in  this  system  of  records  could 
result  in  the  disclosure  of  classified 
material,  or  reveal  the  identity  of  a 
source  who  furnished  information  to 
the  Government  under  an  express  or 
implied  promise  of  confidentiality. 
Material  will  be  screened  to  permit 
access  to  unclassified  material  and  to 
information  that  will  not  disclose  the 
identity  of  a  confidential  source. 

(4)  ID—N000220FFPROMSYS. 

Sysname:  Officer  Promotion  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (c)(3), 
(d),  (eXl).  (eX4)  (O)  through  (I),  and 
(f). 

Aurhority:  5  U.8.C.  552a(k)  (1),  (5),  (6). 
and  (7). 

Reasons:  Granting  individuals  access 
to  this  system  of  records  could  result 
in  the  disclosure  of  classified  material, 
or  the  identification  of  sources  who 
provided  information  to  the  Govern¬ 
ment  under  an  express  or  implied 
promise  of  confidentiality.  Material 
will  be  screened  to  permit  access  to  un¬ 
classified  material  and  to  information 
that  does  not  disclose  the  identity  of  a 
confidential  source. 
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(5)  ID—N00022PERSRECSYS. 

Sysname:  Navy  Personnel  Records 
System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  provisions  of  5  U.S.C.  552a:  (cX3), 
(d).  (eXl),  (eX4)  (G)  through  (I),  and 
(f). 

Authority:  6  U.S.C.  552a(k)  (1)  and  (5). 

Reasons:  Granting  individuals  access 
to  certain  portions  of  the  information 
collected  and  maintained  in  this 
system  of  records  could  result  in  the 
imauthorized  disclosure  of  classified 
material.  Material  will  be  screened  in 
order  to  provide  access  to  unclassified 
information  that  does  not  disclose  the 
identity  of  a  source  who  provided  in¬ 
formation  imder  an  express  or  implied 
promise  of  confidentiality. 

(c)  Navy  Recruiting  Conunand. 

( J)  ID—N6671S.20  SAS. 

Sysname:  Officer  Selection  and  Ap¬ 
pointment  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cX3). 
(d).  (eXl),  (eX4)  (O)  through  (I),  and 
(f). 

AuTHORirr:  5  U.8.C.  552a(k)  (1).  (5).  (6), 
and  (7). 

Reasons:  Granting  individuals  access 
to  portions  of  this  system  of  records 
could  result  in  the  disclosure  of  classi¬ 
fied  material,  or  the  identification  of 
sources  who  provided  information  to 
the  Government  under  an  express  or 
implied  promise  of  confidentiality. 
Material  will  be  screened  to  permit 
access  to  unclassified  material  or  to  in¬ 
formation  that  does  not  disclose  the 
identity  of  a  confidential  soturce. 

(2)  ID—N6671S.3RESS. 

Sysname:  Recruiting  Enlisted  Selec¬ 
tion  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cX3), 
(d),  (eXl),  (eX4)  (G)  through  (I),  and 
(f). 

Authority:  5  U.8.C.  552a(k)  (1),  (5).  (6). 
and  (7). 

Reasons:  Granting  individuals  access 
to  portions  of  this  system  of  records 
could  result  in  the  unauthorized  dis¬ 
closure  of  classified  material  or  the 
identification  of  sources  who  provided 
information  to  the  Government  under 
an  express  or  implied  promise  of  confi¬ 
dentiality.  Material  will  be  screened  to 
permit  access  to  unclassified  material 
or  to  information  that  does  not  dis¬ 
close  the  identity  of  a  confidential 
source. 

(d)  Naval  Security  Group  Command, 
(i)  ID-N00069NSGHG12PAC01. 

Sysname:  Naval  Security  Group  Per¬ 
sonnel  Security/ Access  Files. 
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Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  553a:  (cX3), 
(d),  (eXl).  (eX4)  (G)  through  (I),  and 

(f) . 

Authority:  S  U.8.C.  552a(k)  (1)  through 
(5). 

Reasons:  Exempted  portions  of  this 
system  contain  information  that  has 
been  properly  classified  under  Execu¬ 
tive  Order  11652,  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy. 

Exempted  portions  of  this  system 
also  contain  information  considered 
relevant  and  necessary  to  make  a  de¬ 
termination  as  to  qualification,  eligi¬ 
bility,  or  suitability  for  access  to  classi¬ 
fied  special  intelligence  information, 
and  that  was  obtained  by  providing  an 
express  or  implied  promise  to  the 
source  that  his  identity  would  not  be 
revealed  to  the  subject  of  the  record. 

(e)  Naval  Investigative  Service. 

ID-N6328S. 

Sysname:  NIS  Investigative  Files 
System. 

Exemption:  (1)  Portions  of  this 
system  of  records  are  exempt  from  the 
following  subsections  of  5  n.S.C.  552a: 
(cX3).  (cX4).  (d).  (e)  (2)  and  (3).  (eX4) 
(G)  through  (I).  (eX5).  (eX8).  (f).  and 

(g) . 

Authority:  (1)  5  U.8.C.  562a(jX2). 

Reasons:  (1)  Granting  individuals 
access  to  information  collected  and 
maintained  by  this  component  relating 
to  the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investiga¬ 
tions.  with  the  orderly  administration 
of  Justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  the  concealment,  destruction, 
or  fabrication  of  evidence  and  Jeopar¬ 
dize  the  safety  and  well  being  of  infor¬ 
mants,  witnesses  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  this 
component,  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  individuals 
only  incidentally  related  to  an  investi¬ 
gation.  The  exemption  of  the 
individual’s  right  of  access  to  his  re¬ 
cords,  and  the  reasons  therefor,  neces¬ 
sitate  the  exemption  of  this  system  of 
records  from  the  requirements  of  the 
other  cited  provisions. 

Exemption:  (2)  Portions  of  this 
system  of  records  are  exempt  from  the 
following  subsections  of  5  U.S.C.  552a: 
(cX3),  (d).  (eXl),  (eX4)  (G)  through 
(I),  and  (f). 

Authority:  (2)  5  U.8.C.  552a(k)  (1) 
through  (5). 

Reasons:  (2)  The  release  of  disclo¬ 
sure  accountings  would  permit  the 
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subject  of  an  investigation  to  obtain 
valuable  information  concerning  the 
nature  of  that  investigation,  and  the 
information  contained,  or  the  identity 
of  witnesses  or  informants,  and  would 
therefore  present  a  serious  impedi¬ 
ment  to  law  enforcement.  In  addition, 
disclosure  of  the  accounting  would 
amount  to  notice  to  the  individual  of 
the  existence  of  a  record.  Access  to  the 
records  contained  in  this  system  would 
inform  the  subject  of  the  existence  of 
material  compiled  for  law  enforcement 
purposes,  the  premature  release  of 
which  could  prevent  the  successful 
completion  of  investigation,  and  lead 
to  the  improper  influencing  of  wit¬ 
nesses,  the  destruction  of  records,  or 
the  fabrication  of  testimony. 

Exempt  portions  of  this  system  also 
contain  information  that  has  been 
properly  classified  under  Executive 
Order  11652,  and  that  is  required  to  be 
kept  secret  in  the  interest  of  national 
defense  or  foreign  policy. 

Exempt  portions  of  this  system  also 
contain  information  considered  rel¬ 
evant  and  necessary  to  make  a  deter¬ 
mination  as  to  qualifications,  eligibil¬ 
ity.  or  suitability  for  Federal  civilian 
employment,  military  service.  Federal 
contracts,  or  access  to  classified  infor¬ 
mation.  and  was  obtained  by  providing 
an  express  or  implied  assurance  to  the 
source  that  his  identity  would  not  be 
revealed  to  the  subject  of  the  record. 
The  notice  for  this  system  of  records 
published  in  the  Federal  Register 
sets  forth  H^e  basic  statutory  or  relat¬ 
ed  authority  for  maintenance  of  the 
system.  However,  in  the  course  of 
criminal  investigations,  cases,  and  mat¬ 
ters.  the  Naval  Investigative  Service 
will  occasionally  obtain  information 
concerning  actual  or  potential  viola¬ 
tions  of  law  that  are  not  strictly 
within  its  statutory  or  other  author¬ 
ity,  or  may  compUe  information  in  the 
course  of  an  investigation  that  may 
not  be  relevant  to  a  specific  prosecu¬ 
tion.  In  the  interest  of  effective  law 
enforcement,  it  is  necessary  to  retain 
such  information  in  this  system  of  re¬ 
cords,  since  it  can  aid  in  establishing 
patterns  of  criminal  activity  and  can 
provide  valuable  leads  for  Federal  and 
other  law  enforcement  agencies. 

The  categories  of  sources  of  records 
in  this  system  have  been  published  in 
the  Federal  Register  in  broad  generic 
terms.  The  identity  of  specific  sources, 
however,  must  be  withheld  in  order  to 
protect  the  confidentiality  of  the 
source  of  criminal  and  other  law  en¬ 
forcement  information.  This  exemp¬ 
tion  is  further  necessary  to  protect  the 
privacy  and  physical  safety  of  wit¬ 
nesses  and  informants. 

This  system  of  records  is  exempted 
from  procedures  for  notice  to  an  indi¬ 
vidual  as  to  the  existence  of  records 
pertaining  to  him  dealing  with  an 
actual  or  potential  civil  or  regulatory 
investigation,  because  such  notice  to 
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an  individual  would  be  detrimental  to 
the  successful  conduct  and/or  comple¬ 
tion  of  an  investigation,  pending  or 
future.  Mere  notice  of  the  fact  of  an 
investigation  could  inform  the  subject 
or  others  that  their  activities  are 
under,  or  may  become  the  subject  of, 
an  investigation.  This  could  enable  the 
subjects  to  avoid  detection,  to  influ¬ 
ence  witnesses  improperly,  to  destroy 
records,  or  to  fabricate  testimony. 

(f)  Naval  Intelligence  Command. 

U)  ID—N0001S.L1000 

Sysname:  Naval  Intelligence  Man¬ 
agement  Information  System 
(NIMIS). 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a;  (cK3), 
(d),  (eK4KO),  and  (H),  and  (f). 

AuTHoamr:  5  U.S.C.  552a(kKl). 

Reasons:  Exempted  portions  of  this 
system  contained  information  that  has 
been  properly  classified  under  Execu¬ 
tive  Order  11652  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy. 

(2)  ID—N0001S.ON153-1A 

Sysname:  Status  of  Downed  Naval 
Aviation  Personnel,  ^utheast  Asia 
Operations. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  n.S.C.  552a:  (cK3), 
(d),  (eKl),  (eH4)(0)  through  (I),<and 
(f). 

Authoritt:  S  U.S.C.  552a(kXl). 

Reasons:  Exempted  portions  of  this 
system  contained  information  that  has 
been  properly  classified  under  Execu¬ 
tive  Order  11652,  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy. 

(3)  ID—NOOOIS.OOKI 

Sysname:  Special  Intelligence  Per¬ 
sonnel  Access  File. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  n.S.C.  552a:  (cK3), 
(d),  (eKl),  (eK4KG)  through  (I).  and 
(f). 

Authoritt:  5  UJ3.C.  552s(kXl)  and  (5). 

Reasons:  Exempted  portions  of  this 
system  contained  information  that  has 
been  properly  classified  under  Execu¬ 
tive  Order  11652  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy. 
Exempted  portions  of  this  system  also 
contain  information  considered  rel¬ 
evant  and  necessary  to  make  a  deter¬ 
mination  as  to  qualifications,  eligibil¬ 
ity,  or  suitability  for  access  to  classi¬ 
fied  information,  and  was  obtained  by 
providing  an  express  or  implied  prom¬ 
ise  to  the  source  that  his  identity 
would  not  be  revealed  to  the  subject  of 
the  record. 


(g)  Fleet  Aviation  Specialized  Oper¬ 
ational  Training  Group,  Pacific  Fleet. 

(/)  ID-N09191  POW  DEBRIEFS 

Sysname:  Summary  Debriefs  of 
Former  Prisoners  of  War. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (c)(3). 
(d).  (e)(1),  (eK4KG)  through  (I),  and 
(f). 

Authoritt:  5  U.S.C.  552a(kKl). 

Reasons:  Exempted  portions  of  this 
system  contained  information  that  has 
been  proi>erly  classified  under  Execu¬ 
tive  Order  11652  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  defense  or  foreign  policy. 

(h)  Naval  Material  Command. 

(I)  ID—N00037  CNM  (MAT  09G1) 

Sysname:  Investigatory  (Fraud 

System). 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cX3). 
(d),  (eKl).  (eK4KO)  through  (I),  and 
(f). 

Authoritt:  5  U.S.C.  552a(kMl).  (2),  and 
(5). 

Reasons:  Exempt  portions  of  this 
system  of  records  contained  informa¬ 
tion  that  has  been  properly  classified 
under  Executive  Order  11652  and  that 
is  required  to  be  kept  secret  in  the  in¬ 
terest  of  national  defense  or  foreign 
policy.  Exempted  portions  of  this 
system  also  contain  information  con¬ 
sidered  relevant  and  necessary  to 
make  a  determination  as  to  qualifica¬ 
tions,  eligibility,  or  suitability  for  Fed¬ 
eral  employment  and  Federal  con¬ 
tracts.  and  that  was  obtained  by  pro¬ 
viding  an  express  or  implied  promise 
to  the  source  that  his  identity  would 
not  be  revealed  to  the  subject  of  the 
record.  Granting  individuals  access  to 
certain  information  collected  and 
maintained  by  this  component  relating 
to  the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investiga¬ 
tions,  with  orderly  administration  of 
Justice,  and  possibly  enable  suspects  to 
avoid  detection  or  apprehension.  Dis¬ 
closure  of  this  information  could 
result  in  the  concealment,  destruction, 
or  fabrication  of  evidence,  and  could 
also  reveal  and  render  ineffectual  in¬ 
vestigative  techniques,  sources,  and 
methods  used  by  this  component. 

(i)  Naval  Resale  System  Office. 

(2)  ID—N002S0  IR-PERS~RECORD 

Sysname:  Industrial  Relations  Per¬ 
sonnel  Records. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (d). 
(eK4KG)  and  (H).  and  (f). 

Authoritt:  5  U.S.C.  552a(kK5),  and  (6). 

Reasons:  Exempted  portions  of  this 
system  contain  information  considered 
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relevant  and  necessary  to  make  a  de¬ 
termination  as  to  the  qualifications, 
eligibility  or  suitability  for  Federal 
employment,  and  was  obtained  by  pro¬ 
viding  an  express  or  Implied  promise 
to  the  source  that  his  identity  would 
not  be  revealed  to  the  subject  of  the 
record.  Exempted  portions  of  this 
system  also  contain  test  or  examina¬ 
tion  material  used  solely  to  determine 
individual  qualifications  for  appoint¬ 
ment  or  promotion  in  the  Federal  ser¬ 
vice.  the  disclosure  of  which  would 
compromise  the  objectivity  or  fairness 
of  the  testing  or  examination  process. 

(j)  Navy  and  Marine  Corps  Ex¬ 
changes  and  Commissaries. 

(f )  ID—NOOOllJOlO 

Svsname:  Navy  and  Marine  Corps 
Ebcchange  and  Commissary  Security 
FUes. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cK3). 
(d).  (eKl).  (eK4KO)  through  (I),  and 
(f). 

Authoritt:  S  n.S.C.  552a(kX2). 

Reasons:  Oianting  Individuals  access 
to  information  collected  and  main¬ 
tained  by  these  activities  relating  to 
the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investiga¬ 
tions  with  the  orderly  administration 
of  justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  the  concealment,  destruction, 
or  fabrication  of  evidence,  and  could 
also  reveal  and  render  ineffectual  in¬ 
vestigative  techniques,  sources,  and 
methods  used  by  these  activities. 

(k)  Naval  Clemency  and  Parole 
Board. 

(1)  ID— N3 1708  NC&PB 

Syaname:  Naval  Clemency  and 
Parole  Board  files. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  UB.C.  552a:  (cK4), 
(d).  (eK4KO)  and  (H).  and  (f). 

Authority:  S  U.S.C.  552a(JX2). 

Reason:  Granting  individuals  access 
to  records  maintained  by  this  Board 
could  interfere  with  internal  processes 
by  which  Board  personnel  are  able  to 
formulate  decisions  and  policies  with 
regard  to  clemency  and  parole  in  cases 
involving  naval  prisoners  and  other 
persons  under  the  jurisdiction  of  the 
Board.  Material  will  be  screened  to 
permit  access  to  all  material  except 
such  records  or  documents  as  reflect 
items  or  opinion,  conclusion,  or  recom¬ 
mendation  expressed  by  individual 
bcMird  members  or  by  the  board  as  a 
whole.  The  exemption  of  the 
individual’s  right  of  access  to  portions 
of  these  records,  and  the  reasons 
therefor,  necessitate  the  partial  ex¬ 
emption  of  this  system  of  records  from 


the  requirements  of  the  other  cited 
provisions. 

(1)  Office  of  the  Secretary. 

(1)  ID-N  31693.  WHSP. 

SYSNAME-Whlte  House  Support 
Program. 

EXEMPTION— Portions  of  this 
system  of  records  of  5  U.S.C.. 

552a(cK3).  (d).  (eXl).  (eK4XO) 

through  (I),  and  (f). 

AUTHORITY-5  U.S.C.  552a(j:)  (D. 
(2),  (3).  and  (5). 

REASONS— Exempted  portions  of 
this  system  may  contain  information 
which  has  been  properly  classified 
under  Executive  Order  11652,  and 
which  is  required  to  be  kept  secret  in 
the  interest  of  national  defense  or  for¬ 
eign  policy.  Exempted  portions  of  this 
system  may  also  contain  information 
considered  relevant  and  necessary  to 
make  a  determination  as  to  qualifica¬ 
tions.  eligibility,  or  suitability  for 
access  to  classified  information,  and 
which  was  obtained  by  providing  an 
express  or  implied  promise  to  the 
source  that  his  identity  would  not  be 
revealed  to  the  subject  of  the  record. 
Exempted  portions  of  tk^  sjrstem  may 
also  contain  information  collected  and 
maintained  in  connection  with  provid¬ 
ing  protective  services  to  the  President 
and  other  individuals  protected  pursu¬ 
ant  to  18  n.S.C.  3056.  Exempted  por¬ 
tions  of  this  system  may  also  contain 
investigative  records  compiled  for  law- 
enforcement  purposes,  the  disclosiu'e 
of  which  could  reveal  the  identity  of 
sources  who  provided  information 
under  an  express  or  implied  promise  of 
confidentiality,  compromise  investiga¬ 
tive  techniques  and  procedures.  Jeop¬ 
ardize  the  life  or  physical  safety  of 
law-enforcement  personnel,  or  other¬ 
wise  interfere  with  enforcement  pro¬ 
ceedings  or  adjudications. 

§701.124  Exemptions  for  specific  Marine 
Corps  record  systems. 

(o)  ID—MMNOOOOl 

Sysname:  Deserter  Inquiry  Pile. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  UJ5.C.  552a:  (cK3), 
(c)(4).  (d).  (eK2).  (eK3).  (eK4KG) 
through  (I).  (eK5).  (eK8).  (f).  and  (g). 

Authoritt:  5  U.6.C.  552a(JX2). 

Reasons:  Granting  individuals  access 
to  information  coUected  and  main¬ 
tained  by  this  component  relating  to 
the  enforcement  of  criminal  laws 
could  interfere  with  orderly  adminis¬ 
tration  of  justice,  and  possibly  enable 
suspects  to  avoid  detection  or  appre¬ 
hension.  Disclosure  of  this  informa¬ 
tion  could  result  in  the  concealment, 
destruction,  or  fabrication  of  evidence, 
and  jeopardize  the  safety  and  well 
being  of  informants,  witnesses  and 
their  families,  and  law  enforcement 
personnel  and  their  families.  Disclo¬ 
sure  of  this  information  could  also 


reveal  and  render  ineffectual  investi¬ 
gative  techniques,  sources,  and  meth¬ 
ods  used  by  this  component,  and  could 
result  in  the  invasion  of  the  privacy  of 
individuals  only  incldentially  related 
to  an  investigation. 

The  exemption  of  the  individual’s 
right  of  access  to  his  records,  and  the 
reasons  therefore,  necessitate  the  ex¬ 
emption  of  this  system  of  records  from 
the  requirements  from  the  other  cited 
provisions. 

(6)  ID-MMN00024 

Sysname:  Absentee  Processing  Files. 

Exemption:  Portions  of  this  system 
of  records  are  exempted  from  the  fol¬ 
lowing  subsections  of  5  U.S.C.  552a: 
(cK3).  (c)(4).  (d).  (eK2)  an  (3). 

(eK4KG)  through  (I).  (eK5).  (eX8).  (f). 
and  (g). 

Authoritt:  5  UB.C.  652a(jX2). 

Reasons  Granting  individuals  access 
to  information  collected  and  main¬ 
tained  by  this  component  relating  to 
the  enforcement  of  criminal  laws 
could  interfere  with  orderly  investiga¬ 
tions,  with  the  orderly  administration 
of  justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension. 
Disclosure  of  this  information  could 
result  in  the  concealment,  destruction, 
or  fabrication  of  evidence,  and  jeopar¬ 
dize  the  safety  and  well  being  of  infor¬ 
mants,  witnesses  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor- 
‘mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  this 
component  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  individuals 
only  incidentally  related  to  an  investi¬ 
gation. 

The  exemption  of  the  individual’s 
right  of  access  to  his  records,  and  the 
reasons  therefor,  necessitate  the  ex¬ 
emption  of  this  system  of  records  from 
the  requirements  of  the  other  cited 
provisions. 

(C)  ID—MMNOOOIS 

Sysname:  Base  Security  Incident  Re¬ 
porting  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:(cK3), 
(cK4),  (d),  (eK2)  and  (3).  (eX4KG) 
through  (I),  (eX5).  (eX8),  (f).  and  (g). 

Authoritt:  5  UA.C.  552R(aXJX2). 

Reasons:  Granting  individuals  access 
to  information  collected  and  main¬ 
tained  by  these  activities  relating  to 
the  enforceent  of  criminal  laws  could 
interfere  with  orderly  investigations, 
with  the  orderly  administration  of  jus¬ 
tice,  and  possibly  enable  siiiq^ects  to 
avoid  detection  or  apprehension.  Dis¬ 
closure  of  this  information  could 
result  in  the  concealment,  destruction, 
or  fabrication  of  evidence,  and  jeopar¬ 
dize  the  safety  and  well-being  of  infor- 
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manU.  witnesses  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  this 
component,  and  could  result  in  the  in¬ 
vasion  of  the  privacy  of  individuals 
only  incidentally  related  to  an 
investigation. 

The  exemption  of  the  individual’s 
right  *of  access  to  his  records,  and  the 
reasons  therefor,  necessitate  the  ex¬ 
emption  of  this  system  of  records  from 
the  requirements  of  the  other  cited 
provisions. 

(d)  ID—MMN00019 

Sysname:  Drug/Alcohol  Abuse  Re¬ 
porting  Program. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (cK3). 
(d),  (e)(1).  (eK4KG)  through  (I),  and 
(f). 

Authokitt:  5  U.S.C.  SS2a(kK2). 

Reasons:  Granting  individuals  access 
to  portions  of  this  system  of  records 
relating  to  the  enforcement  of  crimi¬ 
nal  laws  could  interfere  with  orderly 
investigations  and  with  the  orderly  ad¬ 
ministration  of  Justice.  Disclosure  of 
this  information,  alteration  or  destruc¬ 
tion  of  evidence,  and  Jeopardize  the 
safety  and  well-being  of  informants, 
witnesses  and  their  families,  and  law 
enforcement  personnel  and  their  fam¬ 
ilies.  Disclosure  of  this  informationr 
could  also  reveal  and  render  ineffectu¬ 
al  investigative  techniques,  sources, 
and  methods  used  by  this  component, 
and  could  result  in  the  invasion  of  the 
privacy  of  individuals  only  incidentally 
related  to  an  investigation.  The  ex¬ 
emption  of  the  individual's  right  of 
access  to  portions  of  the  records  in 
this  record  system,  and  the  reasons 
therefor,  necessitate  the  exemption  of 
this  system  of  records  from  the  re¬ 
quirements  of  the  other  cited  provi¬ 
sions. 

(e)  ID—MMN00022 

Sysname:  Vehicle  Control  System. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (c)(3). 
(cK4).  (d),  (eK2).(eK3).  (eK4).  (G) 
through  (I),  (eK5).  (eKSKf),  and  (g). 

Aothoeitt:  S  U.S.C.  &52a(JK2). 

Reaeons:  Granting  Individuals  access 
to  portions  of  records  maintained  by 
these  activities  relating  to  the  enforce¬ 
ment  of  criminal  laws  could  interfere 
with  orderly  investigations,  with  the 
orderly  administration  of  Justice,  and 
possibly  enable  suspects  to  avoid  de¬ 
tection  or  apprehension.  Disclosure  of 
this  information  could  result  in  the 
concealment,  destruction,  or  fabrica¬ 
tion  of  evidence,  and  Jeopardize  the 
safety  and  well-being  of  formants,  wit¬ 


nesses  and  their  families,  and  law  en¬ 
forcement  personnel  and  their  fam¬ 
ilies.  Disclosure  of  this  information 
could  also  reveal  and  render  ineffectu¬ 
al  investigative  techniques,  sources, 
and  methods  used  by  this  component, 
and  could  result  in  the  invasion  of  the 
privacy  of  individuals  only  incidentally 
related  to  an  investigation. 

The  exemption  of  the  individual’s 
right  of  access  to  portions  of  these  re¬ 
cords,  and  the  reasons  therefor,  neces¬ 
sitate  the  exemption  of  this  system  of 
records  from  the  requirements  of  the 
other  cited  provisions. 

(/)  ID—MMN-00023 

Sysname:  Prisoner  Records. 

Exemption:  Portions  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  subsections  of  5  U.S.C.  552a:  (c)(3), 
(cK4),  (eK2).  (eM3).(eK4).  (G)  through 
(I).  (eK5).  (e)(8).  (f)  and  (g). 

Aothoritt:  5  U.S.C.  552a(jX2). 

Reasons:  Granting  individuals  access 
to  portions  of  these  records  pertaining 
to  or  consisting  of,  but  not  limited  to, 
disciplinary  reports,  criminal  investi¬ 
gations.  and  related  statements  of  wit¬ 
nesses.  and  such  other  related  matter 
in  conjunction  with  the  enforcement 
of  criminal  laws,  could  interfere  with 
orderly  investigations,  with  the  order¬ 
ly  administration  of  Justice,  and  possi¬ 
bly  enable  suspects  to  avoid  detection 
or  apprehension.  Disclosure  of  this  in¬ 
formation  could  result  in  the  conceal¬ 
ment,  destruction,  or  fabrication  of 
evidence,  ai^d  Jeopardize  the  safety 
and  well-being  of  informants,  wit¬ 
nesses  and  their  families,  and  law  en¬ 
forcement  personnel  and  their  fam¬ 
ilies.  Disclosure  of  this  information 
could  also  reveal  and  render  ineffectu¬ 
al  investigative  techniques,  sources, 
and  methods  used  by  these  compo¬ 
nents  and  could  result  in  the  invasion 
of  the  privacy  of  individuals  only  inci¬ 
dentally  related  to  an  investigation. 

The  exemption  of  the  individual’s 
right  of  access  to  portions  of  these  re¬ 
cords,  and  the  reasons  therefor,  neces¬ 
sitate  the  exemption  of  this  system  of 
records  from  the  requirements  of  the 
other  cited  provisions. 

(g)  ID— MIN  00001. 

SYSNAME— Personnel  Security  Eli¬ 
gibility  and  Access  Information 
System. 

EXEMPTION-Portions  of  this 
system  of  records  are  exempt  from  the 
following  subsections  of  5  U.S.C.  552a 
(cK3),  (d).  (eXl),  (eK4KG).  through 
(I),  and  (f). 

AUTHORITY-5  U.S.C.  552a(k)  (2). 
(3).  and  (5),  as  applicable. 

REASONS— Exempt  portions  of  this 
system  contain  information  that  has 
been  properly  classified  imder  Execu¬ 
tive  Order  11652,  and  that  is  required 
to  be  kept  secret  in  the  interest  of  na¬ 
tional  security  or  foreign  policy. 

Exempt  portions  of  this  system  also 
(x>ntain  information  considered  rel¬ 
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evant  and  necessary  to  make  a  deter¬ 
mination  as  to  qualifications,  eligibil¬ 
ity,  or  suitability  for  federal  civilian 
employment,  militsiry  service,  federal 
contracts,  or  access  to  classified,  com- 
partmented,  or  otherwise  sensitive  in¬ 
formation.  and  was  obtained  by  pro¬ 
viding  an  expressed  or  implied  assur¬ 
ance  to  the  source  that  his  identity 
would  not  be  revealed  to  the  subject  of 
the  record. 

Exempted  portions  of  this  system 
further  contain  information  that  iden¬ 
tifies  sources  whose  confidentiality 
must  be  protected  to  ensure  that  the 
privacy  and  physical  ssdety  of  these 
witnesses  and  informants  are  protect¬ 
ed. 

CHAPTER  VII— DEPARTMENT  OF  THE 
AIR  FORCE 

PART  806b— AIR  FORCE  PRIVACY 
Aa  PROGRAM 

Swbpart  A — Ocncrol  kiformatiMi 

806b.l  Air  Force  Policy. 

806b.2  Air  Force  Supplements. 

806b.S  Terms  Ebcplalned. 

8()6b.4  Responsibilities  Assigned. 

806b.5  Delegation  of  Authority. 

806b.6  Judicial  Sanctions. 

806b.7  How  to  Prepare  the  Annual  Report. 
806b.8  Making  Changes  to  Manual,  Auto¬ 
mated,  and  Microform  Systems  of  Re¬ 
cords. 

Swbpaft  1  Accass  by  the  Iwdlvldwol 

808b.9  Specific  Policies  Oovemlng  Re¬ 
quests  for  Air  Force  Systems  of  Records. 
806b.  10  Requests  To  Determine  the  Exis¬ 
tence  of  Records. 

806b.ll  Requests  For  Access  to  Personal 
Record  Data. 

806b.  12  Verifying  Identity  of  Individual. 
806b.l3  Denial  of  Access. 

806b.  14  Time  Limit  for  Granting  or  Deny¬ 
ing  Access. 

S06b.l5  Requests  for  Amendment  of  Re¬ 
cords. 

806b.  16  Acknowledgment  of  Amendment 
Requests. 

806b.  17  Amendment  of  Records. 

806b.l8  Review  of  Initial  Refusals. 

806b.  19  Statements  of  Disagreement. 
806b.20  Methods  of  Amending  Records. 
806b.21  Privacy  Case  Files. 

806b.22  [Reserved]. 

Subpart  C — Pisdesurs  ef  Psrsnol  bifenaotiew 
t*  Other  Agendet  and  bidMdufds 

806b.23  General  Information. 

806b.24  Conditions  of  Disclosure. 

806b.25  Requests  for  Disclosure  Received 
Under  the  Freedom  of  Information  Act. 
806b.26  Accounting  of  Disclosures. 

806b.27  Names  and  Addresses^ 

806b.28  Processing  Telephone  Requests  for 
Disclosure  of  Personal  Record  Data. 

Subpart  D — CoNacHan  of  Partonol  hifomiation 
Frooi  bidivMual 

806b.29  Collection  Directly  Prom  the  Indi¬ 
vidual. 

8()6b.30  Informing  Individuals  From 
Whom  Information  Is  Requested. 

8()6b.31  Forms  in  Use  Prior  to  September 
27, 1976. 
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•0<lb.32  Forms  Initiated  or  Revised  On  and 
After  September  27.  1975. 

Sec. 

806b.33  Processing  a  Form  That  Solicits 
Personal  Information. 

806b.S4  Effect  of  the  Privacy  Act  of  1974 
on  Publications. 

806b.35  Requesting  an  Individual's  Social 
Security  Number  (S8N). 

Subpart  E — Systaais  af  Kacards 

•06b.3g  General  Policies. 

806b.37  Record  System  Notices.  RCS:  OD- 
A(A)  1379. 

806b.38  Report  of  New  Systems  of  Records 
That  Require  Advance  Public  Notice. 
RCS;  DD-A(A)1379. 

808b.39  Changes  To  Existing  Systems  Not 
Requiring  Advance  Public  Notice. 

•06b.40  Standards  of  Accuracy. 

•Mb.41  Restriction  on  Maintenance  of 
Certain  Records. 

806b.42  Rules  of  Conduct. 

806b.43  Safeguarding  Personal  Informa¬ 
tion  in  Records  Systems. 

SiApart  F*~dxaaipfioas 

806b.44  General  Procedures. 

80flb.45  General  Exemptions. 

806b.4d  Specific  Exemptions. 

806b.47  Exempted  Records  in  Nonexempt- 
ed  Systems  of  Records. 

M6b.48  Submission  Instructions. 

Sabpart  O — ngwrat 

906b.49  Figure  1,  Instructions  for  Complet¬ 
ing  AF  Form  1606.  Register  of  Forms 
Affected  by  Privacy  Act. 

806b.S0  Flgxire  2.  Instuctions  for  Complet¬ 
ing  AF  Form  1607.  Privacy  Act  State¬ 
ment. 

SeOb.Sl  Figure  3.  Preparing  an  AF  Form 
771.  Accounting  of  Disclosures. 

006b.62  Figure  4.  General  Exemption 
Format 

806b.53  Figure  5,  Specific  Exemption 
Format. 

•06b.54  Figure  6.  Sample  System  Notice. 

MMbAS  Instructions  for  Preparatkm  of 
Record  System  Notices. 

806b.56  Report  on  New  Systems  Which  Re¬ 
quire  Public  Notice.  RCS:  DD— A(A) 
1379. 

906b.57  General  Exemption  Notices. 

806b.58  Specific  Exemption  Notices. 

Authorltr.  Pub.  L.  93-579  (S  U.S.C.  552a). 

SubpcHf  A — Ownwrol  Information 

S89«b.l  Air  Force  Policy. 

(a)  To  protect  individuals  from  un¬ 
warranted  invasion  of  their  personal 
privacy. 

(b)  To  permit  individuals  to; 

(1)  Know  what  records  pertaining  to 
them  are  collected,  maintained,  used, 
or  disseminated  by  the  Department  of 
the  Air  Force. 

(2)  Have  access  to  and  a  copy  of  all 
or  any  portion  of  their  records  in  a 
format  easily  understandable  to  them. 

(3)  Correct  or  amend  their  records. 

(c)  To  collect,  maintain,  use,  or  dis¬ 
seminate  any  record  of  identifiable 
personal  information  only  for  neces¬ 
sary  and  lawful  purposes. 

(d)  To  ensure  that  information  is 
timely  and  accurate  for  its  intended 


use  and  adequately  safegiuu'ded  to 
prevent  misuse  and  unauthorized  dis¬ 
closure. 

9  806b.2  Air  Force  Supplements. 

Commands  are  not  to  change, 
through  supplements  or  other  publica¬ 
tions,  the  basic  policies  or  procedures 
prescribed  in  this  part.  Forward  two 
printed  copies  of  each  major  command 
or  separate  operating  agency  publica¬ 
tion  that  implements  this  directive  to 
Headquarters,  United  States  Air 
Force.  Documentation  Systems  Ehvl- 
slon,  (HQ  USAF/DAD).  Washington. 
D.C.  20330.  A  copy  of  each  implement¬ 
ing  directive  issued  below  command 
level  will  be  forwarded  to  the  parent 
command/DAD. 

9  806b.3  Terms  Explained. 

(a)  Forms.  The  term  forms  includes 
not  only  forms  in  the  limited  sense 
(preprinted  documents  with  spaces  for 
recording  information)  but  also  any 
document  including  letters,  post  cards, 
formats,  questionnaires,  svuveys,  re¬ 
ports,  and  memorandums,  printed  or 
otherwise  reproduced  with  space  for 
filling  in  personal  information,  de- 
scrlptional  personal  material,  address¬ 
es,  or  answers. 

(b)  Individual.  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence. 
Where  a  system  of  records  covers  both 
citizens  and  nonresident  aliens,  only 
that  portion  which  relates  to  citizens 
or  resident  aliens  is  subject  to  the  Act 
but  Air  Force  activities  are  encouraged 
to  treat  such  systems  as  if  they  were 
to  their  entirety,  subject  to  the  act. 

Note  A  legal  guardian  or  the  parent  of  a 
aolnor  has  the  same  rights  as  the  individual 
and  may  act  on  behalf  of  the  individual. 

(c)  Maintain.  The  collection,  use, 
maintenance,  and  dissemination  of  re¬ 
cords.  This  refers  to  recordkeeping 
tasks  as  well  as  control  over  and  ac¬ 
countability  for  systems  of  records. 

(d)  Official  use.  Within  the  context 
of  this  part,  this  term  encompasses 
those  instances  in  which  officials  and 
employees  of  the  Air  Force  have  a 
demonstrated  need  for  access  to  any 
record  in  the  performance  of  their  of¬ 
ficial  duties,  subject  to  parts  which 
govern  access  to  classified  informa¬ 
tion. 

(e)  Record.  Any  item,  collection,  or 
grouping  of  information  about  individ¬ 
uals  that  is  maintained  by  an  Air 
Force  activity,  including,  but  not  limit¬ 
ed  to;  education,  financial  transac¬ 
tions.  medical  histories;  and  criminal 
or  raiployment  histories  that  contain 
their  names,  or  the  identifying  num¬ 
bers,  symbols,  or  other  particular  as¬ 
signed  to  individuals,  such  as  finger  or 
voice  prints  or  photogri4>hs. 

(f)  Routine  use.  With  respect  to  the 
disclosure  of  a  record,  the  use  of  such 
record  for  a  purpose  which  is  compati¬ 


ble  with  the  purpose  for  which  it  was 
collected.  Routine  use  encompasses 
the  specific  wajrs  or  processes  in  which 
the  information  is  used,  including  the 
persons  or  organizations  to  whom  the 
record  may  be  disclosed,  even  if  such 
use  occurs  infrequently. 

(g)  Statistical  record.  A  record  in  a 
system  of  records  maintained  for  sta¬ 
tistical  research  or  reporting  purposes 
only  and  not  used  in  any  manner  in 
making  decisions  about  the  rights, 
benefits,  or  entitlements  of  an  individ¬ 
ual. 

(h)  Systems  manager.  The  chief  of  a 
staff  office  at  each  echelon  of  com¬ 
mand.  the  head  of  a  major  staff  func¬ 
tion  within  a  headquarters  (deputies, 
directors,  and  comparable  officials, 
etc.),  and  commanders  who; 

(1)  By  Air  Force  regulation  or  other 
issuance,  prescribe  the  establishment 
and  maintenance  of  an  Air  Force-wide 
syst^n  of  records,  or  a  function  or  pro¬ 
cess  which  results  in  the  establish¬ 
ment  of  an  Air  Force-wide  system  of 
records 

(2)  By  regulation  or  other  issuance, 
prescribe  the  establishment  and  main¬ 
tenance  of  a  command,  activity,  staff 
office,  or  installation-unique  system  of 
records,  or  prescribe  a  fimctioo  or  pro¬ 
cess  which  results  in  the  establish¬ 
ment  of  such  a  system  of  records.  / 

(i)  System  of  records.  A  group  of  any 
records  maintained  by  any  Air  Force 
activity  or  Air  Force  records  main¬ 
tained  by  a  contractor  in  which  infor¬ 
mation  is  as  distinguished  from  can  be 
retrieved  by  a  person’s  name  or  by 
some  identifying  number,  symbol,  or 
other  particular  assigned  to  the  indi¬ 
vidual. 

Notz:  a  grouping  of  a  series  of  records  ar¬ 
ranged  chronologically  or  subjectively 
which  la  not  retrieved  by  individual  identifi¬ 
er.  is  not  a  8yst«n  of  records  as  explained 
herein,  even  if  individual  information  could 
be  retrieved  by  the  identifier  through  case 
or  paper-by-paper  search. 

(j)  Terms  used  in  completing  record 
systems  notices.  See  9  SOdb.SS,  Instruc¬ 
tions  for  Preparation  of  Record 
System  Notices. 

(k)  Workdays.  All  duty  days  exclud¬ 
ing  Saturday.  Sunday,  and  legal  Fed¬ 
eral  holidays. 

9  806b.4  Rcaponaibilities  Assigned. 

(a)  Administrative  Assistant  to  the 
Secretary  of  the  Air  Force  (SAF/AA). 
Implements  and  complies  with  the 
statutory  provisions  of  the  Privacy  Act 
within  the  Air  Force.  This  official  is 
also  the  final  decision  authority  on 
appeal  actions  (see  9  806b.5<a)). 

(b)  Director  of  Administration,  HQ 
VSAF.  Blanages  and  administers  the 
Air  Force  Privacy  Act  program.  The 
Documentation  Systems  Division  (HQ 
USAF/DAD)  is  designated  as  the  Air 
Force  Privacy  Act  office  and  is  respon¬ 
sible  for  ensuring  that  the  necessary 
actions  are  accomplished. 
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(c)  HQ  VSAF  Deputy  Chief*  of  Staff 
iDCSX  and  Comparable  Official*  and 
SAF  Office*.  Ensiire  compliance  with 
this  regxilation  within  their  deputates 
and  staff  offices  and  designate  a  Priva¬ 
cy  Officer  to  assume  the  responsibil¬ 
ities  in  paragraph  (h)  of  this  section. 

(d)  Commander*  of  Major  Com- 
mandt  tMAJCOM*)  and  Separate  Op¬ 
erating  Agencie*  iSOA*).  Implement 
this  regxUation  within  their  commands 
and  ensure  compliance  with  its  provi¬ 
sions  command-wide. 

(e)  MAJCOM  and  SOA  Director*  of 
AdminUtration.  Monitor  and  adminis¬ 
ter  the  command-wide  program.  These 
responsibilities  may  be  delegated  to 
another  staff  function  if  approved  by 
HQ  USAF/DA.  Accordingly,  the  Direc¬ 
tor  of  Administration  designates  a 
command  Privacy  Act  Officer  within 
the  DAD  staff  function,  and  a  Privacy 
Officer  at  each  installation  with  re¬ 
sponsibilities  outlined  in  S806b.4  sub- 

'  paragraph  (g)  and  (h)  below.  Furnish 
HQ  USAF/DAD  in  writing,  the  name, 
grade  or  rank,  and  telephone  number 
of  the  Command  Privacy  Act  Officer, 
including  all  future  changes. 

Note:  Privacy  Act  monlton  may  be  desig¬ 
nated  at  such  subordinate  organisations  and 
staff  elements  as  necessary. 

(f)  Record  Sy*tem  Manager*.  Ensure 
response  to  requests  for  information 
from  individuals  and  other  sources; 
maintain  an  accountability  record  of 
disclosures  of  information,  which  pro¬ 
vide  data  needed  to  prepare  the 
annual  report  to  the  Privacy  Officer; 
submit  to  the  Privacy  Officer  systems 
notices  for  existing,  changed,  and  pro¬ 
posed  record  systems  which  are  within 
the  purview  of  this  part  and  conduct 
the  initial  and  annual  review  and  eval¬ 
uation  of  record  systems  in  accordance 
with  Subpar*  E  of  this  part. 

(g)  Command  Privacy  Act  Officer: 

(1)  Serves  as  the  primary  point  of 
contact  within  the  command  on  all 
Privacy  Act  matters. 

(2)  Ensures  that  appropriate  com¬ 
mand  personnel  are  trained  or  orient¬ 
ed  in  the  provisions  of  the  act. 

(3)  Elevelops  the  command  supple¬ 
ment  to  this  part,  as  required. 

(4)  Compiles  material  for  the  annual 
report,  and  record  system  notices  or 
changes  thereto  for  submission  to  HQ 
USAF/DAD. 

(5)  Monitors  accuracy  and  complete¬ 
ness  of  records  contained  in  systems  of 
records. 

(h)  Privacy  Officer: 

(1)  Acts  as  liaison  between  the  Priva¬ 
cy  Act  Officer  and  individual  responsi¬ 
ble  for  systems  of  records. 

(2)  Implements,  administers,  and 
monitors  the  Privacy  Act  program 
within  his  or  her  area  of  jurisdiction. 

(3)  Assures  that  personnel  are 
trained. 

(4)  Compiles  material  for  the  annual 
report,  and  record  system  notices  for 
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submission  to  the  command  Privacy 
Act  Officer. 

9  806b.5  Delegation  of  Authority. 

(a)  The  Administrative  Assistant  to 
the  Secretary  of  the  Air  Force  (SAF/ 
AA)  is  the  final  decision  authority  on 
appeal  actions. 

(b)  Denial  Authorities.  The  author¬ 
ity  to  deny  the  disclosure  of  records 
will  not  be  delegated  to  a  lower  level 
than  those  specified  below  unless  ap¬ 
proved  by  SAF/AA.  Submit  requests 
for  waiver  to  denial  authorities  stated 
herein,  with  justification,  to  HQ 
USAF/DAD.  Only  the  following  offi¬ 
cials  or  their  designees,  have  the  au¬ 
thority  to  deny  the  release  of  records: 

(1)  Deputy  chiefs  of  staff  and  chiefs 
of  comparable  offices  or  higher  level 
at  SAF  or  HQ  USAF. 

(2)  Commanders  of  major  commands 
or  of  separate  operating  agencies  of 
the  Air  Force.  These  denial  authorities 
should,  however,  consult  with  the 
Staff  Judge  Advocate,  or  with  CJeneral 
Counsel  in  OSAF,  before  making  a  de¬ 
termination  to  deny,  or  partially  deny, 
a  request  from  the  dlrclosure  of  re¬ 
cords. 

(c)  Disclosiu^  Authorities: 

(1)  The  person  or  official  named  in 
the  record  system  notice  published  in 
the  Federal  Register  as  the  individual 
to  whom  the  request  is  to  be  ad¬ 
dressed. 

(2)  The  System  Manager  as  named 
in  the  Federal  Register. 

(3)  If  the  disclosure  authority 
cannot  be  determined  for  a  specified 
system  of  records  to  which  an  individ¬ 
ual  requests  access,  send  the  request 
to  HQ  USAF/DAD. 

(d)  The  Commander.  Air  Force 
Office  of  Special  Investigation 
(AFOSI);  the  Chief  of  Security  Police: 
Base  Chiefs  of  Security  Police;  AFOSI 
District  Commanders.  These  individ¬ 
uals  and  their  designees  are  delegated 
the  authority  to  request  records  from 
any  source  for  law  enforcement  activi¬ 
ties  in  accordance  with  5  UB.C. 
552a(bK7).  All  such  requests  must  be 
in  writing  indicating  the  particular 
portion  of  the  record  desired  and  the 
law  enforcement  activity  that  is  re¬ 
questing  the  record.  A  copy  of  the  re¬ 
quests  will  be  filed  with  the  appropri¬ 
ate  AFOSI  or  Security  Police  office. 

9  80€b.6  Judicial  Sanctions. 

(a)  Individuals  may  have  a  civil 
cause  of  action  against  the  Depart¬ 
ment  of  the  Air  Force  when  Air  Force 
officials: 

(1)  Deny  a  request  to  amend  a 
record,  or  do  not  respond  to  a  request 
for  a  review  of  the  denial  within  30 
days. 

(2)  Refuse  individuals  (or  their  rep¬ 
resentatives)  access  to.  or  a  copy  of. 
any  record  or  information  in  their  pos¬ 
session  pertaining  to  the  requesting  in¬ 
dividuals. 


(3)  Fail  to  maintain  complete  and  ac¬ 
curate  personal  records,  resulting  in 
an  adverse  determination  made  con¬ 
cerning  the  individual. 

(4)  Fail  to  comply  with  this  part 
thereby  adversely  affecting  an  individ¬ 
ual. 

(b)  Individuals  may  seek  redress  by 
filing  a  complaint  in  the  United  States 
District  Court  in; 

(1)  The  district  where  they  reside  or 
have  their  principal  place  of  business. 

(2)  The  district  in  which  the  records 
are  situated. 

(3)  The  District  of  Columbia. 

The  complaint  must  be  filed  within 
two  years  after  the  individual  first  ac¬ 
quired  a  cause  of  action  under  the  pro¬ 
visions  of  this  regulation,  unless  will¬ 
ful  misinterpretations  have  been  made 
by  Air  Force  officials.  If  the  latter  is 
the  case,  complaint  must  be  filed 
within  two  years  after  discovery  of  the 
misinterpretations. 

(c)  Any  officer  or  employee  who  will¬ 
fully  discloses  individually  identifiable 
information  to  one  not  entitled  to  re¬ 
ceive  it;  maintains  a  system  of  records 
without  first  publishing  it  in  the  Fed¬ 
eral  Register;  or  any  person  who 
knowingly  obtains  a  record  pertaining 
to  an  individual  under  false  pretenses 
may  be  guilty  of  a  misdemeanor  and 
fined  not  more  than  $5,000. 

9  80€.b.7  How  to  prepare  the  annual 
report. 

Each  MAJCOM/SOA  Privacy  Act 
Officer,  and  Office  of  the  Secretary  of 
the  Air  Force/HQ  USAF  Privacy  Offi¬ 
cer  at  deputate  (or  comparable)  level 
compiles  and  prepares  the  report  for 
his  or  her  respet^ive  office  or  com¬ 
mand.  Submit  the  report  in  duplicate 
to  reach  HQ  USAF/DAD  by  March  1 
of  each  calendar  year.  The  Report 
Control  Symbol  is  DD-A  (A)  1379,  >and 
the  report  period  is  January  1  to  De¬ 
cember  31  of  each  year.  The  report 
must  include,  but  is  not  limited  to  the 
following: 

(a)  Summary.  Briefly  describe  the 
status  of  actions  taken  to  comply  with 
the  act.  and  results;  problems  encoun¬ 
tered.  and  recommendations  for  any 
changes  in  legislation,  policies  or  pro¬ 
cedures. 

(b)  Accompli*hment*.  Summarize 
major  accomplishments  such  as  im¬ 
provements  in  information  practices 
and  safeguards. 

(c)  Plan*.  Describe  major  plans  or 
programs  for  Privacy  Act  activities  in 
the  upcoming  year  such  as  area  of  em¬ 
phasis,  additional  securing  of  facilities 
planned,  staff  visits  to  subordinate  ele¬ 
ments.  etc. 

(d)  Exemption*.  List  systems  of  re¬ 
cords  which  are  exempted  during  the 
year,  the  number  of  records  in  each 
system  exempted  from  each  specific 
provision,  and  the  reasons  for  the  ex¬ 
emption.  (Refer  to  Subpart  F  of  this 
part  for  the  specific  provisions  under 
which  an  exemption  is  authorized.) 
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(e)  Number  of  Systems.  Indicate  the 
number  of  systems  of  records  changed, 
the  number  of  new  systems  created, 
and  the  reasons:  for  example,  elimina¬ 
tion  of  all  or  portions  of  systems  of  re¬ 
cords  and  any  reduction  in  the  number 
of  individuals  on  whom  records  are 
maintained. 

(f )  Requests  To  Amend  Records.  The 
number  of  cases  on  which  the  System 
Manager  or  office  of  custody  was 
unable  to  act  within  30  workdays. 

(g)  Operational  Experiences.  Provide 
a  general  description  of  operational 
experiences  and  for  each  system  of  re¬ 
cords  (in  relation  to  the  total  number 
of  records  in  the  system),  an  estimate 
of  the  number  of  individuals  who: 

(1)  Requested  Information  on  the 
existence  of  records  pertaining  to 
them. 

(2)  Refused  to  provide  information 
requested  by  the  Air  Force. 

(3)  Requested  access  to  their  re¬ 
cords. 

(4)  Appealed  initial  refusals  to 
amend  records. 

(5)  Sought  redress  through  the 
courts. 

(h)  Costs.  Provide  the  actual  or  esti¬ 
mated  cost  of  implementing  this  Part 
and  administering  its  provisions.  Items 
of  expense  should  include  but  are  not 
limited  to  the  following: 

(1)  Developmental:  Records  system 
redesign  to  accommodate  Privacy  Act 
requirements;  acquistion  of  equip¬ 
ment,  facilities,  and  personnel,  etc.; 
publications  and  forms  development 
(and  other  instructions)  to  include 
printing  and  distribution  costs;  for 
forms,  provide  the  following: 

(i)  Number  of  forms  for  which  a  Pri¬ 
vacy  Act  statement  was  issued. 

(ii)  Total  costs  incurred  in  develop¬ 
ing,  collecting,  processing,  transmit¬ 
ting.  and  using  information  required. 

(2)  Operational:  Manpower  and 
equipment  costs  incurred  in  collecting, 
consolidating,  preparing,  reproducing, 
and  distributing  reports  prescribed; 
manipulating  information  gathered 
into  the  desired  structure  or  format 
for  data  processing  purposes;  transpor¬ 
tation  and  per  diem  expenses  for  staff 
visits  to  subordinate  units,  etc. 

S  80€b.8  Making  Changes  to  Manual, 
Autonwted,  and  Microform  Syatems  of 
Records. 

(a)  Manual  Systems  of  Records. 
Make  changes  directly  in  the  record. 
Maintain  necessary  support  docu¬ 
ments  such  as  statements  of  disagree¬ 
ment,  Justifications  for  •  refusal  to 
amend  records,  and  the  accounting  of 
disclosures  with  the  record  file  or  as 
part  of  a  Privacy  Case  file  (see 
S806b.2I). 

(b)  Automated  Systems  of  Records. 
Make  changes  directly  in  the  record.  If 
this  is  not  possible,  flag  the  record  to 
indicate  the  existence  and  location  of 
the  change:  that  is.  file  folder,  etc. 


Also,  consider  coding  the  record  to  in¬ 
dicate  the  existence  and  location  of 
the  statement  of  disagreement.  Justifi¬ 
cation  for  refusal  to  amend  record, 
and  the  accounting  of  disclosures,  as 
applicable. 

(c)  Microform  Systems  of  Record:  (1) 
Change  the  record,  when  feasible  (roll 
film,  cartridges,  microfiche  Jackets, 
low  reduction  microfiche),  by  splicing 
or  otherwise  inserting  Information 
into  the  record.  If  substitution  is  not 
feasible,  for  example  in  microfiche, 
there  are  two  alternatives: 

(1)  Attach  a  new  fiche,  with  updated 
information,  to  the  original. 

(ii)  Flag  original  fiche  to  indicate  ex¬ 
istence  and  location  of  supplementary 
information.  In  cases  where  deletion 
or  obliteration  is  impractical,  as  with 
high-reduction  microfiche,  reconstruct 
or  flag  the  fiche  in  a  manner  which 
makes  access  unlikely  without  consult¬ 
ing  the  correct  supplementary  infor¬ 
mation: 

(2)  Add  statements  of  disagreement 
or  additional  information  to  the 
record  by  flagging  the  record  to  indi¬ 
cate  the  existence  and  location  of  this 
information  in  files. 

Subport  B— Accost  by  fho  Individuol 

§806b.9  Specific  Policies  Governing  Re¬ 
quests  for  Air  Force  Systems  of  Re¬ 
cords. 

(a)  Requests  for  access  by  the  indi¬ 
vidual  received  by  any  Air  Force  activ¬ 
ity  maintaining  a  system  of  records: 

(1)  Will  not  be  denied  solely  because 
the  record’s  physical  presence  is  not 
readily  available  (that  is  on  computer 
or  on  magnetic  tape)  or  because  the 
context  of  the  record  may  disclose  sen¬ 
sitive  information  about  another  indi¬ 
vidual.  To  protect  the  personal  privacy 
of  other  individuals  who  may  be  iden¬ 
tified  in  a  record,  prepare  an  extract 
deleting  only  that  information  which 
would  not  be  released  to  the  individual 
under  32  CFR  806. 

(2)  May  not  be  denied  because  those 
records  are  exempted  from  disclosure 
under  the  provisions  of  32  CFR  806. 

(3)  Concerning  a  medical  record,  will 
be  disclosed  to  the  individual  to  whom 
it  pertains  xmless,  in  the  Judgment  of  a 
physician,  access  could  have  an  ad¬ 
verse  effect  upon  the  individual’s 
physical  or  mental  health.  When  it 
has  been  determined  that  the  disclo¬ 
sure  of  medical  information  could 
have  an  adverse  effect  upon  the  indi¬ 
vidual  to  whom  it  pertains,  the  infor¬ 
mation  may  be  transmitted  to  a  physi¬ 
cian  named  by  the  requesting  individ¬ 
ual. 


(5)  Must  be  in  existence  at  the  time 
of  the  request;  that  is.  there  is  no  obli¬ 
gation  to  create  a  record  to  satisfy  a 
request  for  personal  record  data.  How¬ 
ever.  if  portions  of  the  data  being  re¬ 
quested  exist  in  the  form  of  several  re¬ 
cords  at  different  locations,  the  infor¬ 
mation  may  be  consolidated  by  the  ac¬ 
tivity  that  initially  received  the  re¬ 
quest.  If  gathering  the  information 
would  involve  excessive  administrative 
costs,  the  individual  should  be  re¬ 
ferred  to  the  sources  at  those  locations 
where  these  data  are  maintained. 

(6)  Will  be  processed  expeditiously 
and  as  stated  in  this  regulation.  Every 
effort  will  be  made  to  assist  the  indi¬ 
vidual  seeking  knowledge  of  or  access 
to  his/her  record. 

(7)  Will  be  processed  as  stated 
herein  and  32  CFR  952.  if  they  involve 
investigative  reports  compiled  by  the 
Air  Force  Office  of  Special  Investiga¬ 
tions  (AFOSI)  and  other  investigative 
offices.  (Investigatory  records  com¬ 
piled  by  any  investigative  organization 
which  are  in  the  temporary  ctistody  of  - 
an  organization  for  piirposes  of  adjudi¬ 
cation  or  other  personnel  action  are 
the  records  of  the  originating  investi¬ 
gative  organization.)  Individuals  will 
be  directed  to  the  originating  investi¬ 
gative  organization  and  instructed  to 
direct  all  requests  to  that  organiza¬ 
tion.  Records  concerning  the  adjudica¬ 
tion,  or  other  personnel  actions  based 
on  the  investigative  records,  originated 
by  the  organization  using  the  investi¬ 
gation,  are  the  records  of  the  using  or¬ 
ganization  which  will  respond  to  all 
other  requests  concerning  them. 

(8)  Will  be  processed  as  prescribed  in 
this  Part,  even  if  the  request  was  for¬ 
warded  under  the  Freedom  of  Infor¬ 
mation  Act.  Requests  for  access  to  re¬ 
cords  must  be  acknowledged  within 
ten  workdays  of  receipt  and  access 
provided  within  30  workdays.  When 
the  transfer  of  action  from  one  office 
to  another  is  necessary,  it  will  be  made 
within  two  workdays;  the  office  receiv¬ 
ing  the  action  will  acknowledge  receipt 
to  the  requester  within  the  remaining 
eight  workdays.  In  unusual  circum¬ 
stances.  the  command  Privacy  Act  Of¬ 
ficer  or  HQ  USAF/OSAF  Privacy  Offi¬ 
cer  may  authorize  an  extension  of  the 
time  limit  for  processing  a  request,  by 
giving  written  notice  to  the  requester, 
explaining  the  reason  for  the  exten¬ 
sion,  and  indicating  the  date  on  which 
a  notice  of  determination  is  expected 
to  be  dispatched.  Copies  of  this  writ¬ 
ten  notice  must  be  sent  to  the  next 
higher  command  with  information 
copies  to  HQ  USAF/Litigatlon  Divi- 


(4)  Must  be  reasonably  specific  ii\_sion.  Office  of  the  Judge  Advocate 
identifying  the  record  in  a  system  of  (JACL).  and  DAD.  Washington,  D.C. 
records.  Normally,  blanket  requests  by  20330. 

individuals  for  all  records  pertaining  (9)  Which  are  not  included  in  a 
to  them  will  not  be  honored.  Instead,  system  of  records  will  be  processed  in 
the  individuals  should  be  asked  to  accordance  with  32  CFR  806. 


identify  the  specific  record  or  records  (b)  This  part  does  not  entitle  an  in¬ 
to  which  they  are  seeking  access.  dividual  to  any  information  compiled 
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in  reasonable  anticipation  of  a  civil 
action  or  proceeding. 

f  80Sb.l0  Requests  To  Determine  the  Exis¬ 
tence  of  Records. 

(a)  Individuals  who  seek  knowledge 
of  whether  a  system  of  records  per¬ 
taining  to  them  is  maintained  by  the 
Air  Force  should* 

(1)  Consult  the  Air  Force  systems 
notices  published  in  the  Federal  Reg¬ 
ister  to  identify  the  system(s)  of  re¬ 
cords  they  are  seeking. 

(2)  Determine  the  organizational  ele¬ 
ment  that  should  have  custody  of  re¬ 
cords  pertaining  to  them,  from  the 
system  notices  or  a  knowle^e  of  their 
previous  association  with  the  Air 
Force  (as  a  member,  civilian  employee, 
dependent,  or  other). 

(3)  Submit  a  request  to  the  organiza¬ 
tional  element(s)  likely  to  have  custo¬ 
dy  of  the  records,  or  to  the  System 
Manager  identified  in  the  applicable 
systems  notice.  Individuals  should  be 
aware  that  they  may  need  to  provide 
certain  personal  items  of  informaition 
which  are  specified  in  the  systems 
notice  before  any  request  for  access  to 
a  record  can  be  granted  Such  infor¬ 
mation  is  used  to  verify  identity  to 
preclude  unauthorized  disclosures  and 
generally  includes  such  data  as  name, 
address,  etc. 

(b)  On  receipt  of  the  request,  the 
office  of  custodial  responsibility  for 
the  record  or  systems  manager  will  act 
on  the  request  and  will  notify  the  indi¬ 
vidual  of  the  results  within  ten  work¬ 
days  of  receipt  of  the  request  (see 
S806.9(aK8)  about  time  extensions). 
The  systems  manager  will  also  inform 
the  individual  how  to  gain  access  to 
the  records. 

S  80€b.ll  Requests  for  Access  to  Personal 
Record  Data. 

Each  Air  Force  activity  that  main¬ 
tains  systems  of  records  to  which  indi¬ 
viduals  request  access  must: 

(a)  Inform  the  individuals  whether 
or  not  the  system  of  records  contains  a 
record  pertaining  to  them  and  the 
times  and  places  where  they  may 
review  their  records. 

(b)  Permit  the  individuals  to  review 
their  records.  The  activity  may  require 
individuals  who  wish  to  be  accompa¬ 
nied  by  another  person  when  receiving 
access  to  their  records  to  furnish  a 
written  statement  authorizing  discus¬ 
sion  of  the  records  in  the  presence  of 
the  accompanying  person. 

(c)  Permit  them  to  obtain  a  copy  of 

their  records  unless  exempted  in  ac¬ 
cordance  with  Subpart  F  of  this  part 
and  listed  in  H806b.57  and  806b.58. 
The  copy  provided  will  be  in  a  form 
comprehensible  to  the  individuals. _ 

(d)  Apply  fees  specified  in  32  CFR 
806.21  when  reproducing  records  re¬ 
quested  by  individuals.  Normally, 
oc^srlng  fees  totalling  less  than  $3.00 
will  be  waived.  No  fees  will  be  chained 


for  record  searches,  or  for  reproduc¬ 
tion  when  it  is  done  for  the  conve¬ 
nience  of  the  Air  Force  or  required  in 
order  to  grant  access. 

9  80€b.l2  Verifying  Identity  of  indiriduals. 

Individuals  will  not  be  required  to 
state  a  reason  or  otherwise  Justify 
their  need  to  gain  access  to  a  record 
pertaining  to  them.  However,  the  ac¬ 
tivity  having  custody  of  the  record 
may  require  that  individuals  provide 
reasonable  verification  of  identity 
before  granting  access,  subject  to  the 
following  conditions: 

(1)  Individuals  need  not  verify  their 
identities  if  the  records  they  seek  are 
available  to  any  member  of  the  public 
under  the  Freedom  of  Information 
Act. 

(2)  For  individuals  who  seek  access 
in  person,  identity  will  be  verified  by 
using  documents  they  are  likely  to 
have  readily  available  (employee  or 
military  identification  card,  driver’s  li¬ 
cense.  or  medical  card).  On  mail  re¬ 
quests.  verification  of  identity  may 
consist  of  minimum  identifying  data, 
such  as  name  and  date  of  birth  or 
similar  information.  If  the  sensitivity 
of  the  requested  data  warrants,  a 
signed  notarized  statement  of  identity 
may  be  required. 

(3)  Individuals  will  not  be  denied 
access  to  their  record  for  refusing  to 
disclose  their  Social  Security  Number 
(SSN)  unless  disclosure  of  their  SSN  is 
required  by  Federal  statute  or  by  regu¬ 
lation  adopted  before  January  1,  1975. 

(4)  For  individuals  who  seek  access 
by  telephone,  identification  require¬ 
ments  must  be  reasonable  and  the 
minimum  necessary  ^to  grant  the 
access,  such  as  name,  date  of  birth, 
etc.  Release  of  information  by  this 
means  may  be  at  the  discretion  of  the 
activity  having  custody  of  the  record. 
If  the  identity  of  the  caller  is  in  ques¬ 
tion,  ask  that  the  request  for  access  be 
submitted  in  writing  or  make  a  return 
call  to  insure  the  identity  of  the  re¬ 
quester. 

9  806b.l3  Denial  Access. 

If,  in  the  Judgment  of  the  Systems 
Manager,  a  legitimate  purpose  exists 
for  denying  access,  within  five  work¬ 
days  the  manager  will  forward  a  copy 
of  the  request,  together  with  a  copy  of 
the  record  involved  and  the  reasonis) 
for  recommending  denials  to  the  ap¬ 
propriate  Denial  Authority  identified 
in  9806b.5(b).  The  Systems  Manager 
will  promptly  notify  the  requesting  in¬ 
dividual  of  the  referral.  Only  a  Denial 
Authority  is  authorized  to  deny  access. 

9  806b.l4  Time  Limit  for  Granting  or  Den¬ 
ying  Access. 

Normally,  access  will  be  granted  or 
denied  within  ten  workdays  of  receipt 
of  the  request  by  the  proper  office. 


9  806b.l5  Requests  for  Amendment  of  Re¬ 
cords. 

(a)  Individuals  have  the  right  to  re¬ 
quest  that  their  records  be  amended 
by  correction,  deletion,  addition,  or 
other  changes.  Such  requests  may  be 
made  either  in  person  or  by  mail. 
Except  in  instances  involving  correc¬ 
tion  of  minor  errors,  requests  for 
amendment  will  normally  be  submit¬ 
ted  in  writing  to  the  System  Manager 
having  physical  custody  of  the  record. 
The  request  should  contain  sufficient 
information  to  permit  identification 
and  location  of  the  records,  a  descrip¬ 
tion  of  the  item  or  portion  for  which 
the  amendment  is  requested,  the 
reason  why  the  amendment  is  being 
requested  and.  if  available,  documen¬ 
tary  evidence  supporting  the  request¬ 
ed  amendment. 

(b)  A  request  will  not  be  rejected  or 
required  to  be  resubmitted  unless  ad¬ 
ditional  information  is  essential  to 
process  it;  nor  will  incomplete  or  inac¬ 
curate  requests  be  rejected  categorical¬ 
ly.  Instead,  the  individual  will  be 
asked  to  clarify  the  request  as  needed. 
An  individual  will  be  required  to  pro¬ 
vide  verfication  of  identity  as  pre¬ 
scribed  in  9  806b.l2  to  ensure  that  the 
requester  is  seeking  to  amend  records 
pertaining  to  him  or  her.  not  records 
of  another  individual. 

9  806b.  16  Acknowledgment  of  Amendment 
Requests. 

A  written  acknowledgment  identify¬ 
ing  the  request  and  advising  the  indi¬ 
vidual  when  he  or  she  may  expect  to 
be  advised  of  action  taken  must  be 
provided  to  the  individual  within  ten 
workdays  after  receipt  of  the  request. 
No  separate  acknowledgment  of  re¬ 
ceipt  is  necessary  if  the  request  can  be 
approved  or  denied  and  the  individual 
informed  thereof  within  the  ten-day 
period.  For  requests  presented  in 
person,  a  written  acknowledgment 
may  be  provided  at  the  time  the  re¬ 
quest  is  presented.  When  practicable, 
a  decision  on  amendment  will  be  made 
to  the  requester  within  thirty  work¬ 
days  after  receipt  of  the  request. 

9  8668.17  Amendment  of  Records. 

(a)  Individuals  may  formally  request 
amendment  of  any  personal  records 
maintained  by  the  Air  Force  which 
relate  to  them.  Amendments  to  re¬ 
cords  under  this  Part  will  be  limited 
solely  to  factual  matters.  Requests  for 
retroactive  promotion,  removal  of  dis¬ 
ciplinary  action,  correction  or  removal 
of  effectiveness  reports,  etc.,  must  be 
presented  to  the  Air  Force  Board  for 
the  Correction  of  Military  Records  or 
other  appropriate  forum  as  provided 
by  Air  Force  directives.  Requests  for 
factual  corrections  may  also  be  sub¬ 
mitted  to  the  Board  for  Correction  of 
Military  Records.  System  Managers 
may  routinely  amends  records  l(x»lly 
when  documentary  evidence  furnished 
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by  the  individual,  or  otherwise  avail¬ 
able  to  the  Air  Force,  conclusively 
demonstrates  an  error  in  fact,  or  no  le¬ 
gitimate  reasons  exist  for  not  amend¬ 
ing  the  record.  In  these  cases,  the  Sys¬ 
tems  Manager  will  amend  the  record 
accordingly  and  promptly  advise  the 
individual.  Requests  for  amendment 
which  are  not  resolved  by  the  Systems 
Manager  will  be  forwarded  expedi¬ 
tiously  to  the  appropriate  Denial  Au¬ 
thority  identified  in  $  806b.5  for  deter¬ 
mination.  All  requests  for  amendment 
of  military  personnel  records  under 
the  Privacy  Act  will  be  forwarded  for 
action  to  the  HQ  USAF  office  of  pri¬ 
mary  responsibility  for  the  informa¬ 
tion  being  corrected.  Each  request  will 
be  accompanied  by  a  copy  of  the  re¬ 
cords  or  portions  involved. 

(b)  If  the  Denial  Authority  agrees 
with  any  portion  or  all  of  the 
individual’s  request,  he  or  she  will 
promptly  advise  the  individual  of  the 
decision  and  direct  the  System  Man¬ 
ager  to  amend  the  record.  After 
amending  the  record,  all  known  recipi¬ 
ents  and  holders  of  the  record  as  re¬ 
flected  on  the  disclosure  accoimting 
record  will  be  notified  of  the  amend¬ 
ment  and  directed  to  amend  their 
copies. 

(c)  If  the  Denial  Authority  disagrees 
with  all  or  any  portion  of  an  amend¬ 
ment  request,  he  or  she  will  promptly: 

(1)  Inform  the  individual  of  the  re¬ 
fusal  and  the  reasons  therefor. 

(2)  Advise  the  individual  that  he  or 
she  may  request  review  by  the  final 
decision  authority.  SAF/AA. 

(3)  Advise  the  indlvlduM  that  a  re¬ 
quest  for  further  review  should  be  ad¬ 
dressed  through  him  or  her,  so  that  all 
papers  on  the  case  can  be  assembled 
for  consideration  by  SAF/AA. 

(4)  Furnish  a  copy  of  the  refusal 
letter  to  the  Systems  Manager  possess¬ 
ing  the  records. 

§  806.b.l8  Review  of  initial  refusals. 

(a)  An  individual  may  request  a 
review  of  the  initial  refusal  in  writing 
from  the  Office  of  the  Secretary  of 
the  Air  Force  within  45  days  of  the 
denial.  The  request  should  be  ad¬ 
dressed  to  the  Director  of  Administra¬ 
tion,  Headqiuuters  United  States  Air 
Force  (HQ  USAF/DA),  Washington. 
D.C.  20330,  and  sent  through  the  ini¬ 
tial  Denial  Authority..  The  Denial  Au¬ 
thority  will  forward  to  HQ  USAF/DA 
a  complete  file  consisting  of:  (1)  The 
request  for  review;  (2)  The  request  for 
amendment;  (3)  The  initial  refusal;  (4) 
A  copy  of  the  record  or  portions  in¬ 
volved;  and  (5)  Any  records  or  coordi¬ 
nation  actions  that  relate  to  the  initial 
refusal. 

(b)  The  Directorate  of  Administra¬ 
tion  (HQ  USAF/DA)  will  convene  the 
Air  Force  Privacy  Board  to  review  the 
initial  denial.  Membership  of  the 
Board  will  consist  of  a  representative 
from  HQ  USAF/DA  (Chairman),  the 


Office  of  the  Judge  Advocate  General 
(HQ  USAF/JA),  and  an  Air  Staff  func¬ 
tion  not  having  primary  responsibility 
for  the  record  in  question.  If  the 
record  is  the  primary  responsibility  of 
HQ  USAF/DA  or  HQ  USAF/JA.  a 
member  from  another  Air  Staff  orga¬ 
nization  will  be  substituted  on  the 
Board.  The  Chairman  may,  when 
deemed  appropriate,  request  the  assis¬ 
tance  of  subject-matter  experts  to 
advise  the  Board. 

(c)  Functions  of  the  Board  include: 

(1)  Reviewing  requests  submitted  in 
accordance  with  §  806.18(a);  and  (2) 
Providing  recommendations  to  the 
Office  of  the  Vice  Chief  of  Staff  of  the 
Air  Force, 

(d)  If  the  Office  of  the  Vice  Chief  of 
Staff  of  the  Air  Force  determines  that 
the  record  should  be  amended,  the  in¬ 
dividual  will  be  advised  promptly.  Si¬ 
multaneously,  the  appropriate  Sys¬ 
tems  Manager  will  be  directed, 
through  the  Denial  Authority,  to 
amend  the  records  and  direct  previous 
recipients  to  amend  their  copies 
(S  806b.l7(b)). 

(e)  If  the  Office  of  the  Vice  Chief  of 
Staff  of  the  Air  Force  determines  that 
a  denial  is  appropriate,  the  request 
will  be  forwarded  through  the  Office 
of  the  Air  Force  General  Counsel 
(SAF/GC)  to  the  Office  of  the  Admin¬ 
istrative  Assistant  to  the  Secretary  of 
the  Air  Force  (SAF/AA)  for  a  final  de¬ 
cision. 

(f)  If  "SAF/AA”  determines  that  the 
record  should  be  amended,  the  individ¬ 
ual  will  be  advised  promptly.  Simulta¬ 
neously,  the  appropriate  Systems 
Manager  will  be  directed,  through  the 
Denial  Authority,  tc/  amend  the  re¬ 
cords  and  direct  previous  recipients  to 
amend  their  copies  (f  806b.l7(b)). 

(g)  If  after  conducting  the  review, 
SAF/AA  upholds  the  Denial 
Authority's  refusal  to  amend  the 
record,  the  individual  will  be  notified 
that: 

(1)  The  amendment  request  has 
been  refused  after  review  with  reasons 
for  refusal. 

(2)  He  or  she  has  a  right  to  file  with 
the  Systems  Manager,  a  concise  state¬ 
ment  containing  reasons  why  he  or 
she  disagrees  with  the  Air  Force’s  deci¬ 
sion. 

(3)  ’The  disagreement  statement  will 
be  a  part  of  the  record  and  will,  thus, 
become  available  to  anyone  who  subse¬ 
quently  uses  the  record. 

(4)  Known  prior  recipients  of  the 
disputed  record  will  be  provided  a  copy 
of  his  or  her  disagreement  statement. 

(h)  A  final  determination  on  the 
Individual’s  request  for  review  of.  an 
initial  refusal  to  amend  a  record  must 
be  completed  within  30  workdays  after 
receipt  by  HQ  USAF/DA,  unless  it  is 
determined  that  a  fair  and  equitable 
review  cannot  be  completed  in  that 
time.  If  additional  time  is  required, 
the  individual  will  be  informed  in  writ¬ 


ing  of  the  reasons  for  the  delay  and  of 
the  date  when  the  results  of  the 
review  may  be  expected. 

(i)  The  procedure  established  by  this 
paragraph  is,  for  purposes  of  Air  Force 
Regulation  40-771,  ’Appeal  and  Griev¬ 
ance  Procedures’  (not  published  in 
Federal  Register),  a  statutory  appeal 
procedure.  A  request  for  review  of  a 
refusal  to  amend  a  personal  record 
may  not  be  processed  through  the  reg¬ 
ulatory  grievance  prixiedure  of  "AFR 
40-771”  or  a  grievance  procedure  con¬ 
tained  in  an  agreement  negotiated 
under  Executive  Order  11491,  as 
amended.” 

(4)  Known  prior  recipients  of  the 
disputed  record  will  be  provided  a  copy 
of  his  or  her  disagreement  statement. 

(d)  A  final  determination  on  the 
individual’s  request  for  review  of  an 
initial  refusal  to  amend  a  record  must 
be  completed  within  thirty  workdays 
after  receipt,  by  SAF/AA.  unless  it  is 
determined  that  a  fair  and  equitable 
review  cannot  be  completed  in  that 
time.  If  additional  time  is  required, 
the  individual  will  be  informed  in  writ¬ 
ing  of  the  reasons  for  the  delay  and  of 
the  date  when  the  results  of  the 
review  may  be  expected. 

(e)  The  procedure  established  by 
this  paragraph  is.  for  purposes  of  Air 
Force  Regulation  4()-7’71,  "Appeal  and 
Grievance  Procedures”  (not  published 
in  Federal  Register),  a  statutory 
appeal  pr(x:edure.  A  request  for  review 
of  a  refusal  to  amend  a  personal 
record  may  not  be  processed  through 
the  regulatory  grievance  procedure  of 
AFR  40-771  or  a  grievance  procedure 
contained  in  an  agreement  negotiated 
under  Executive  Order  11491,  as 
amended. 

§  806b.l9  Statements  of  Disagreement 

(a)  When  an  individual  files  a  state¬ 
ment  of  disagreement,  the  Systems 
Manager  will  clearly  annotate  the 
record  so  that  the  disagreement  is  ap¬ 
parent  to  anyone  who  may  subse¬ 
quently  grant  access  to.  use.  refer  to, 
or  disclose  the  record.  When  an  ac¬ 
counting  of  disclosures  Is  available, 
the  Systems  Manager  will  advise  previ¬ 
ous  recipients  that  the  records  have 
been  disputed  and  provide  them  with  a 
copy  of  the  individual’s  statement. 

(b)  The  individual’s  statement  of  dis¬ 
agreement  should  be  filed  with  the 
record  to  which  it  pertains.  Where  this 
is  not  feasible  (for  example,  automat¬ 
ed  systems  or  microfiche),  it  will  be 
maintained  so  as  to  permit  ready  re¬ 
trieval  whenever  the  disputed  portion 
of  the  record  is  disclosed.  Every  effort 
will  be  made  to  assure,  by  annotation 
or  other  device,  that  whenever  the  dis¬ 
puted  record  is  retrieved  or  used  for 
any  purpose,  the  user  will  be  referred 
to  the  statement  of  disagreement. 

(c)  When  information  which  is  the 
subject  of  a  statement  of  disagreement 
is  subsequently  disclosed,  the  Systems 
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Manager  will  note  which  information 
in  the  record  is  disputed  and  provide 
the  requester  a  copy  of  the 
individual’s  statement  of  disagree¬ 
ment.  The  Systems  Manager  may  in¬ 
clude  a  brief  summary  of  the  reasons 
for  not  amending  the  record  when  dis¬ 
closing  disputed  information.  Sum¬ 
maries  will  be  limited  to  the  reasons 
given  to  the  individual  by  SAF/AA. 
The  summary  will  be  treated  as  a  part 
of  the  individual’s  record:  however,  it 
will  not  be  subject  to  the  amendment 
procedures. 

§  806b.20  Methods  of  Amending  Records. 

Amendments  of  records  will  be  phys¬ 
ically  accomplished,  as  circumstances 
warrant,  through  the  addition  of  sup¬ 
plementary  information,  or  by  means 
of  annotation,  alteration,  obliteration, 
deletion,  or  destruction  of  the  record 
or  a  portion  of  it.  Disposition  instruc¬ 
tions  in  Air  Force  Manual  12-50,  “Dis¬ 
position  of  Air  Force  Documentation’’ 
(not  published  in  Federal  Register), 
do  not  apply  to  destruction  of  docu¬ 
ments  accomplished  in  order  to  amend 
records  pursuant  to  this  Part. 

9  806b.21  Privacy  Case  Files. 

Privacy  case  files  will  be  established 
in  each  element  of  the  Air  Force  in¬ 
volved  in  processing  privacy  requests. 
Such  case  files  will  include  requests 
from  and  replies  to  individuals  on 
whether  a  system  contains  a  record 
pertaining  to  them;  requests  for  and 
approvals  or  denials  of  access:  requests 
for  amendment  and  approvals,  initial 
refusals,  and  final  review  actions;  co¬ 
ordination  actions;  and  related  papers. 
Privacy  case  files  will  be  used  solely  in 
processing  requests,  and  as  a  source  of 
precedents  for  formulating  policies 
and  procedures  or  for  processing  simi¬ 
lar  requests.  Under  no  circumstances 
will  privacy  case  files  be  disclosed  to 
make  any  other  determination  about 
an  individual.  Disposition  of  privacy 
case  files  will  be  in  accordance  with 
Air  Force  Manual  12-50. 

9  806b.22  Reserved. 

Subpart  C — Disclotur*  of  Parsonal  in* 

formotion  to  Other  Agondos  and 

Individuals 

9  806b.23  General  Information. 

Except  as  prescribed  in  Subpart  B, 
this  part  does  not  authorize  or  compel 
disclosure  of  records  to  anyone  other 
than  the  individual  to  whom  the 
record  pertains.  The  fact  that  an  indi¬ 
vidual  is  informed  of  the  purposes  for 
which  information  is  collected  accord¬ 
ing  to  9806b.30  does  not  constitute 
consent  to  disclosure.  A  disclosure  may 
be  either  the  transfer  of  a  record  or 
the  granting  of  access  to  a  record.  Air 
Force  activities  will  not  automatically 
disclose  a  record  to  someone  other 


than  the  individual  to  whom  it  per¬ 
tains  simply  because  such  a  disclosure 
is  permitted  in  9  806b.24.  Air  Force  ac¬ 
tivities  will  continue  to  abide  by  other 
constraints  on  their  authority  to  dis¬ 
close  information  to  a  third  party  in¬ 
cluding  the  effect  upon  the  individual 
of  making  that  disclosure. 

9  80€b.24  Condition!  of  Disclosure. 

No  record  contained  in  a  system  of 
records  maintained  by  the  Depart¬ 
ment  of  the  Air  Force  will  be  disclosed 
by  any  means  of  communication  (for 
example,  oral,  written,  eliH^tronic,  or 
mechanical)  to  any  person,  or  to  any 
agency  outside  the  Department  of  De¬ 
fense  (DOD),  without  a  written  re¬ 
quest  by,  or  the  prior  written  consent 
of  the  individual  to  whom  the  record 
pertains,  unless  disclosure  of  the 
record  will  be: 

(a)  To  Department  of  Defense  DOD) 
officials  and  employees  who  need  the 
record  in  the  performance  of  their 
duties  and  who  will  use  the  record  for 
the  purpose  for  which  it  is  maintained. 
For  example,  transfer  or  disclosure  of 
information  between  the  Air  P^rce 
and  other  DOD  components  when  Air 
Force  civilian  or  military  personnel 
are  assigned  to  or  processed  by  a  Joint 
activity  or  another  component  or  ac¬ 
tivity  thereof,  such  as:  Armed  Fores 
Examination  and  Entrance  Stations 
AFEES),  Air  Terminals,  and  Defense 
Investigative  Service  DIS). 

(b)  Required  to  be  disclosed  to  the 
public  under  the  Freedom  of  Informa¬ 
tion  Act  (32  CFR  806).  Some  examples 
of  personal  information  pertaining  to 
military  personnel,  which  normally 
are  released  without  an  imwarranted 
invasion  of  privacy  are:  name,  rank, 
date  of  rank,  gross  pay,  present  and 
past  duty  assignments,  future  assign¬ 
ments  which  have  been  finalized, 
office  or  unit  address  and  phone 
number,  source  of  commission,  mili¬ 
tary  and  civilian  education  level,  and 
promotion  sequence  number.  Disclo¬ 
sure  of  personal  information  pertain¬ 
ing  to  civilian  employees  will  be  made 
In  accordance  with  the  Federal  Per¬ 
sonnel  Manual  (see  chapter  294,  sec¬ 
tion  7). 

(c)  For  a  routine  use  as  explained  in 
9806b.3  and  as  indicated  in  the  Air 
Force  or  other  agency  system  notices 
published  in  the  Federal  Register. 

(d)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
(%nsus  or  survey  or  related  activity 
pursuant  to  Title  13,  United  States 
Code. 

(e)  To  a  recipient  who  has  provided 
DOD  or  to  the  Air  Force  with  advance 
written  assurance  that  the  record  will 
be  used  solely  as  a  statistical  research 
or  reporting;  and : 

(1)  The  record  is  to  be  transferred  in 
a  fohn  that  is  not  individually  identifi¬ 
able  (that  is,  the  identity  of  the  indi¬ 
vidual  cannot  be  determined  or  de¬ 


duced  by  combining  various  statistical 
records  or  by  referencing  to  public  re¬ 
cords  or  other  sources  of  information). 

(2)  The  record  will  not  be  used  to 
make  any  decisions  about  the  rights, 
benefits,  or  entitlements  of  an  individ¬ 
ual. 

(f)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of 
General  Services  or  a  designee,  to  de¬ 
termine  whether  the  record  has  such 
value.  Records  transferred  to  Federal 
records  centers  for  safekeeping  or 
storage  do  not  fall  within  this  catego¬ 
ry  because  Federal  records  center  per¬ 
sonnel  act  on  behalf  of  the  Depart¬ 
ment  of  the  Air  Force  in  this  instance 
and  the  records  remain  under  Air 
Force  control.  No  disclosure  account¬ 
ing  record  of  the  transfer  of  records  to 
Federal  records  centers  needs  to  be 
maintained  since  such  transfers  are 
not  considered  to  be  disclosures  within 
the  terms  of  this  regulation. 

(g)  To  an  agency  outside  of  DOD  (or 
instrumentality  of  any  governmental 
Jurisdiction  within  or  under  the  con¬ 
trol  of  the  United  States)  for  a  civil  or 
criminal  law  enforcement  activity  au¬ 
thorized  by  law.  ’The  head  of  the 
agency  or  instrumentality,  or  a  desig¬ 
nee,  must  submit  a  written  request  for 
the  record  to  the  System  Manager. 
The  request  must  specify  the  particu¬ 
lar  record  or  portion  desired  and  the 
law  enforcement  purpose  for  which 
the  record  is  requested.  Blanket  re¬ 
quests  for  all  records  pertaining  to  an 
individual  will  not  be  accepted.  A 
record  may  also  be  disclosed  to  a  law 
enforcement  agency  by  the  Air  Force 
office  which  maintains  the  record 
when  criminal  conduct  is  suspected. 
(This  disclosure  has  been  established 
as  a  routine  use  for  .  all  USAF  record 
systems  and  Published  in  the  Federal 
Register  according  to  9  806b.5.) 

(h)  To  another  person  under  compel¬ 
ling  circumstances  affecting  the 
health  or  safety  of  an  individual  pro¬ 
vided  that  notification  of  any  such  dis¬ 
closure  is  sent  to  the  last  known  ad¬ 
dress  of  the  individual  to  whom  the 
record  pertains.  The  individual  on 
whom  records  are  disclosed  need  not 
necessarily  be  the  individual  whose 
health  or  safety  is  at  peril,  such  as  re¬ 
lease  of  dental  records  on  several  indi¬ 
viduals  in  order  to  identify  an  individ¬ 
ual  killed  or  seriously  injured  in  an  ac¬ 
cident. 

(i)  To  either  House  of  Congress, 
Congressional  committee,  or  subcom¬ 
mittee  thereof,  or  any  Joint  cominittee 
of  Congress,  in  pursuit  of  matters 
within  its  Jurisdiction. 

(J)  To  the  Comptroller  General,  or 
any  of  his  or  her  authorized  represen¬ 
tatives,  on  business  of  the  General  Ac¬ 
counting  Office, 
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(k)  Pursuant  to  the  order  of  a  court 
of  competent  jurisdiction: 

(l)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  issuance 
of  the  order  or  subpoena  is  made 
public  by  the  court  which  issued  it, 
reasonable  efforts  must  be  made  to 
notify  the  individual  to  whom  the 
record  pertains.  This  may  be  accom¬ 
plished  by  notifying  the  individual  by 
mall  at  the  most  recent  address. 

(2)  When  served  with  an  order  to 
disclose  a  record,  an  effort  will  be 
made  to  determine  whether  the  Issu¬ 
ance  of  the  order  is  a  matter  of  public 
record.  If  it  is  not.  ask  to  be  advised  if 
it  becomes  public.  An  accoimtlng  of 
the  disclosure  will  be  made  at  the  time 
of  compliance  with  the  order  or  sub¬ 
poena. 

1 806b.25  Requests  for  Disclosure  Re- 
ccired  Under  the  Freedom  of  Informa¬ 
tion  Act 

If  the  information  is  part  of  a 
system  or  records  as  explained  in 
(806b.5,  process  requests  for  personal 
information  received  under  the  Free¬ 
dom  of  Information  Act  according  to 
this  regulation. 

f  806b.26  Accounting  of  Disclosures. 

Each  systems  manager  having  direct 
responsibility  for  and  physical  custody 
of  a  system  of  records  as  explained  in 
|806b.3  will: 

(a)  Except  for  the  disclosures  des¬ 
cribed  in  i  806b.24  (a)  and  (b).  keep  an 
accurate  accounting  of  the  date, 
nature,  and  purpose  of  each  disclosure 
of  a  record  to  any  person  or  agency 
outside  the  Department  of  Defense; 
and  the  name  and  address  of  the 
person  or  agency  to  whom  the  disclo¬ 
sure  is  made.  Accoimtlng  is  required 
even  when  disclosure  is  at  the 
individual’s  request  or  written  consent. 
Accounting  is  also  required  for  all  dis¬ 
closures  made  under  { 806b.24  (c) 
through  (k).  When  feasible,  the  disclo¬ 
sure  accounting  record  may  be  filed  in 
the  folder  for  each  individual  to  whom 
it  pertains.  However,  systems  manag¬ 
ers  need  not  make  a  notation  on  a 
single  document  of  every  (Usclosure  of 
a  particular  record,  provided  they  can 
reconstruct  the  required  information 
from  their  accoimtlng  systems  when: 

(1)  Requested  by  the  individual 
under  paragraph  (c)  of  this  section. 

(2)  Necessary  to  inform  previous  re^ 
cipients  of  any  corrected  or  disputed 
information. 

(3)  Necessary  to  provide  a  cross  ref¬ 
erence  to  the  Justification  or  basis  for 
disclosure,  such  as  written  documenta¬ 
tion  which  is  required  when  releasing 
records  for  statistical  or  law  enforce¬ 
ment  purposes. 

(4)  Necessary  to  provide  an  audit 
trail  for  subsequent  reviews  of  Air 
Force  compliance  with  conditions  of 
disclosure  outlined  in  this  section. 

(b)  Retain  the  accounting  described 
in  9806b.26(a)  for  at  least  five  years 


from  the  date  of  disclosure  or  the  life 
of  the  record,  whichever  is  longer.  No 
accounting  of  the  disclosure  of  the  ac¬ 
counting  need  be  maintained.  The  ac¬ 
counting  need  not  be  retained  on  a 
record-by-record  basis  as  long  as  the 
procedures  used  by  the  systems  man¬ 
ager  will  permit  satisfying  the  require¬ 
ments  in  paragraph  (a)  of  this  section. 
Further,  while  the  accounting  of  dis¬ 
closure  is  required  to  be  maintained 
for  at  least  five  years,  the  record  itself 
will  be  disposed  of  according  to  AFM 
12-50. 

(c)  On  request  of  the  individual  to 
whom  the  record  pertains,  make  avail¬ 
able  to  that  individual  all  information 
in  the  accounting  of  disclosures  except 
those  pertaining  to  disclosures  to  an¬ 
other  agency  outside  DOD  or  Govern¬ 
ment  instrumentality  for  law  enforce¬ 
ment  purposes,  unless  the  system  of 
records  is  exempt  from  this  part  ac¬ 
cording  to  S  806b.45. 

(d)  Air  Force  Form  771,  Accounting 
of  Disclosures.  Air  Force  Form  771 
may  be  used  for  recording  required 
documentary  information,  and  as  an 
aid  for  compUing  information  for  the 
annual  report  (9  806b.7).  However,  its 
use  is  optional.  Systems  managers  may 
use  any  dlsirable  system  for  keeping 
notations  of  disclosures,  provided  a 
document  listing  of  all  disclosures  can 
be  constructed  from  the  system. 

S  806.27  Names  and  Addresses. 

(a)  An  individual’s  name  and  address 
or  listings  will  not  be  sold  or  rented  by 
any  Air  Force  activity,  unless  specifi¬ 
cally  authorized  by  law.  This  will  not 
be  construed  to  require  the  withhold¬ 
ing  of  names  and  addresses  otherwise 
permitted  to  be  made  public. 

(b)  Lists  or  compilations  of  names 
and  home  addresses,  or  individual 
home  addresses  will  not  be  disclosed  to 
the  public  without  the  consent  of  the 
individual  involved.  ’The  public  in¬ 
cludes,  but  is  not  limited  to.  members 
of  Congress  acting  in  their  individual 
capacities  or  on  behalf  of  constituents, 
creditors,  and  commercial  and  finan¬ 
cial  institutions.  Requests  for  home 
addresses  may  be  referred  to  the  last 
known  address  of  the  individual  for 
reply  at  his  or  her  discretion.  The  re¬ 
questor  will  be  notified  of  such  refer¬ 
rals.  This  prohibition  may  be  waived 
when  circumstances  of  a  case  indicate 
compelling  and  overriding  interests. 

S806b.28  Proceuing  Telephone  Requests 
for  Disclosure  of  Perstnal  R^ord 
Data. 

(a)  A  telephone  request  from  an¬ 
other  agency  or  a  third  person  may  be 
granted  at  the  discretion  of  the  sys¬ 
tems  manager  or  official  directly  re¬ 
sponsible  for  or  having  direct  control 
over  a  system  of  records,  provided  the 
information  to  be  disclos^: 

(1)  Is  limited  to  data  which  if  re¬ 
leased  would  not  result  in  an  unwar¬ 


ranted  invasion  of  the  individual’s  per¬ 
sonal  privacy:  and 

(2)  The  disclosure  has  been  listed  as 
a  “routine  use’’  in  the  record  systems 
notice  published  in  the  Federal  Regis¬ 
ter. 

Note  In  some  Instances,  certain  portions 
of  a  record  may  be  releasable  to  the  public 
under  the  Freedmn  of  Information  Act.  If 
so.  these  specific  portions  may  be  disclosed. 
For  more  guidance  on  what  military  person¬ 
nel  Information  may  be  released  to  the 
public,  refer  to  S  806b.24(b). 

(b)  Identification  requirements  for 
telephone  disclosures  will  be  reason¬ 
able  and  should  include  a  request  that 
the  caller  identify  himself  or  herself 
by  providing  name,  official  address, 
telephone,  or  similar  identifying  data 
before  disclosure  Is  made.  Every  effort 
will  be  made  to  safeguard  against  un¬ 
warranted  disclosures.  It  is  incumbent, 
therfore,  on  the  recipients  of  such 
calls  to  confirm  the  validity  of  the  re¬ 
quest,  if  the  authenticity  of  the  tele¬ 
phone  requester  and  need  for  the  per¬ 
sonal  record  data  is  in  question.  If  in 
doubt,  ask  the  caller  to  submit  a  writ¬ 
ten  request;  or  the  recipient,  at  his  or 
her  discretion,  may  make  a  return  call 
to  insure  the  identity  of  the  requester. 

Subporf  D — CollocNon  of  PorsoiMil 
InfomMition  From  Individuals 

S  806b.29  Collection  Directly  From  the  In¬ 
dividual. 

Collect  personal  information,  to  the 
greatest  extent  practicable,  directly 
from  the  individual  when  the  informa¬ 
tion  may  result  in  adverse  determina¬ 
tions  about  an  individual’s  rights, 
benefits,  and  privileges  under  Federal 
programs.  Do  not  collect  information 
from  third  parties  unless: 

(a)  The  accuracy  of  information  sup¬ 
plied  by  an  individual  must  be  verified 
with  a  third  party. 

(b)  The  nature  of  the  information  is 
such  that  it  can  only  be  obtained  from 
a  third  party,  such  as  an  employee’s 
performance  in  a  previous  Job  or  as¬ 
signment. 

(c)  Obtaining  the  information  from 
the  individual  would  present  excep¬ 
tional  difficulties  or  would  result  in 
unreasonable  cost. 

(d)  Other  compelling  and  unusual 
circumstances  similar  to  those  de¬ 
scribed  above  necessitate  the  need  for 
third  party  involvement. 

S  806b.30  Informing  Individuals  From 
Whom  Information  is  Requested. 

Indivldvials  who  are  asked  to  supply 
persorial  information  about  them¬ 
selves  will  be  advised  of: 

(a)  The  Federal  statute  or  executive 
order  of  the  President  which  autho¬ 
rized  the  solicitation  of  the  informa¬ 
tion,  including  the  brief  title  or  sub¬ 
ject  of  that  statute  or  order.  For  ob¬ 
taining  the  Social  Security  Number 
(SSN),  provide  the  statute,  executive 
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order.  Air  Force  departmental  or  local 
directive,  or  other  Government 
agency’s  regulation  which  requires  the 
SSN. 

(b)  The  principal  purpose<s)  for 
which  it  is  to  be  used; 

(c)  The  routine  used  to  be  made  of 
it; 

(d)  Whether  furnishing  the  informa¬ 
tion  is  mandatory  or  voluntary;  and 

(e)  The  effects  on  the  individual,  if 
any.  of  not  providing  all  or  any  part  of 
it. 

Note  This  advice  must  be  given  regardless 
of  the  media  used  on  requesting  or  record¬ 
ing  Information,  whether  it  is  a  form  in  the 
usual  sense  (that  is,  a  preprinted  document 
with  a  control  number  and  edition  date)  or 
a  format,  questionnaire,  survey  sheet,  or 
report  rendered  on  a  blank  sheet. 

S  8066.31  Forms  in  Use  Prior  to  Septem¬ 
ber  27. 1975. 

To  meet  the  requirement  stated  in 
1 806b.30.  each  form  in  use  before  Sep¬ 
tember  27.  1975.  that  will  continue  to 
be  used  on  and  after  that  date,  must 
be  accompanied  by  Air  Force  Form 
1607,  Privacy  Act  Statement.  For 
forms  not  included  in  the  initial  re¬ 
ports  submissions  forwarded  to  HQ 
USAF/Publication  Systems  Manage¬ 
ment  Branch,  complete  Air  Force 
Form  1606.  Register  of  Forms  Affected 
by  Privacy  Act,  and  Air  Force  Form 
1607,  as  shown  in  $$  806b.49  and 
806b.50.  Follow  the  procedures  in 
8  806b.33. 

880€bJ2  Forms  Initiated  or  Revised  on 
and  After  September  27,  1975. 

As  forms  are  revised  or  new  ones 
issued,  the  Privacy  Act  Statement  will 
be  incorporated,  if  practical,  in  the 
body  of  each  one.  It  should  be  con¬ 
spicuously  placed  so  the  individual  can 
read  the  statement  before  he  or  she 
begins  to  furnish  the  information  re¬ 
quested.  The  procediu’es  contained  in 
1 806b.33  apply. 

§  80€b.33  Processing  a  Form  That  Solicits 
Personal  Information. 

(a)  Form  Explained.  Refer  to 
§  806.3(a). 

<b)  Originator  of  a  Form.  First,  de¬ 
termine  whether  the  form  (new  or  re¬ 
vised)  requires  a  Privacy  Act  State¬ 
ment.  Consult  the  l(x;al  forms  manage¬ 
ment  official  for  guidance,  if  needed. 
If  the  Statement  is  required. 

(1)  Complete  Air  Force  (AF)  Form 
1607  as  shown  in  8806b.50.  Confirm 
with  the  local  Judge  Advocate  that 
the  statutory  authority  or  executive 
order  cited  as  accurate. 

(2)  If  the  Social  Security  Number 
(SSN)  is  among  the  items  of  personal 
information  being  solicited,  then  state 
whether  disclosure  is  mandatory  or 
voluntary,  and  the  authority  and  uses 
to  be  made  of  it.  Although  a  separate 
Statement  need  not  be  completed  for 
the  SSN  alone,  entries  on  the  AF 


Form  1607,  as  stipulated  in  paragraph 
(bKl)  of  this  section  must  be  made  in¬ 
dependently  of  those  covering  other 
items  of  information  being  requested. 
See  8  806b.35  on  Social  Security  Num¬ 
bers. 

(3)  A  separate  AF  Form  1607  must 
be  completed  for  each  new  or  revised 
form.  If  the  form  to  be  revised  already 
contains  the  printed  Statement  and 
ihe  information  required  by  8806b.30 
is  current,  an  AF  Form  1607  need  not 
be  resubmitted. 

(4)  Forward  the  completed  AF  Form 
1607  together  with  AF  Form  1141,  Re¬ 
quest  for  Approval  and  Development 
of  Form,  and  the  new  or  revised  form 
(and  prescribing  directive)  through 
the  Privacy  Officer  to  the  l(x;al  forms 
management  official  for  review,  evalu¬ 
ation,  and  pr(x;essing. 

(5)  HQ  USAF  staff  offices  and  SOAs 
that  have  OPR  responsibility  for  AF 
or  Department  of  Defense  (DD)  forms, 
initiate  new  Privacy  Act  Statement 
forms.  Send  a  copy  of  AF  Form  1606, 
AF  Form  1141,  and  the  original  of  the 
Privacy  Act  Statement  to  HQ  USAF/ 
Publications  Division. 

(c)  Forms  Management  OfficiaL  In 
reviewing,  evaluating,  and  processing, 
assiu'e  that; 

(1)  Statements  are  sufficiently  com¬ 
plete  and  specific  but.  at  the  same 
time,  concise  and  phrased  in  language 
easily  understood  by  the  individual. 

(2)  Privacy  Act  Statements  are  avail¬ 
able  and  that  new  forms  contain  the 
Privacy  Act  Statement,  if  required. 

(3)  For  forms  in  regularly-issued, 
numbered  series  the  Statement  bears 
the  same  number  to  which  it  pertains. 
For  unnumbered  formats,  question¬ 
naires.  survey  forms  used  to  gather  in¬ 
formation,  that  the  Sta^ment  bears 
the  Report  Control  Symbol  assigned 
to  it. 

(4)  Cost  figures  are  maintained  for 
developing,  reproducing,  distributing 
the  new  or  revised  form.  These  figures 
will  be  included  in  the  Aimual  Report 
(see  8  806b.7). 

(5)  A  list  of  all  forms  developed  lo¬ 
cally  that  solicit  personal  information 
is  maintained.  AF  Form  1606  may  be 
used  for  this  purpose. 

(6)  A  (x>py  of  each  new  or  revised 
form  containing  the  Privacy  Act  State¬ 
ment  is  provided  HQ  USAF/DAPS 
through  the  Command  Forms  Man¬ 
agement  Office.  The  Command  Forms 
Management  Official  should  list  all 
such  forms  on  AF  Form  1606  and  for¬ 
ward  it  along  with  a  copy  of  each  form 
listed. 

8  80€b.34  Effect  of  the  Privacy  Act  of  1974 
on  Publications. 

(a)  Each  publication  issued  by  an  Air 
Force  organization,  which  requires  the 
maintenance,  coilection.  use,  or  dis¬ 
semination  of  a  system  of  records  sub¬ 
ject  to  the  Privacy  Act  of  1974  will 
identify  the  specific  statute  (including 


the  specific  chapter  or  section)  or  ex¬ 
ecutive  order  of  the  President  which 
authorizes  the  records.  Such  authority 
may  be  derived  from; 

(1)  A  Federal  statute,  or  executive 
order  explicftly  authorizing  or  direct¬ 
ing  the  maintenance  of  a  system  of  re¬ 
cords. 

(2)  A  Federal  statute,  or  executive 
order  authorizing  or  directing  the  Air 
Force  to  perform  a  function,  which  re¬ 
quires  the  maintenance  of  a  system  of 
records. 

(b)  Coordination  with  the  appropri¬ 
ate  Privacy  Act  Officer  and  Staff 
Judge  Adv(x;ate  is  mandatory  for  all 
new  or  revised  publications  which  re¬ 
quire  maintaining,  collecting,  using,  or 
(llsseminating  records  subject  to  the 
Privacy  Act  of  1974.  Include  in  a  sepa¬ 
rate  single  column  paragraph,  set  one 
space  below  the  purpose  paragraph,  or 
in  the  first  paragraph  of  each  affected 
new.  revised,  or  changed  publication 
the  statement,  “This  publication  is  af¬ 
fected  by  the  Privacy  Act  of  1974. 
Each  form  that  is  subject  to  the  provi¬ 
sions  of  section  806b.30  and  required 
by  this  publication  contains  a  Privacy 
Act  Statement,  either  incorporated  in 
the  body  of  the  document  or  in  a  sepa¬ 
rate  statement  accompanying  each 
such  document.” 

(c)  To  assist  users,  HQ  USAF  pub¬ 
lishes  a  separate  listing  of  department¬ 
al  publications  that  are  affected  by 
the  Privacy  Act  of  1974,  in  appropriate 
"O”  series  indexes.  It  also  identifies 
affected  publications  by  using  the 
symbol  “(Pri-Act)”  immediately  fol¬ 
lowing  the  title  of  the  affected  publi¬ 
cation  in  the  numerical  portion  of  the 
index.  Similar  provisions  should  be 
made  at  MAJCXDM.  SOA,  and  subordi¬ 
nate  levels  for  affected  publications 
which  they  issue. 

8  806b.35  Requesting  an  Individual’s 
Social  Security  Number  (SSN). 

(a)  No  individual  may  be  denied  any 
right,  benefit,  or  privilege  provided  by 
law  because  he  or  she  refuses  to  dis¬ 
close  his  or  her  SSN  unless  disclosure: 

(1)  Is  required  by  Federal  statute,  or 

(2)  Was  required  under  statute  or 
regulations  adopted  prior  to  January 
1.  1975  for  a  system  of  records  in  exis¬ 
tence  and  operating  before  that  date. 

Note  Executive  Order  9397,  November  22. 
1943,  authorizes  use  of  the  SSN  as  a  system 
of  numerical  identification  of  individuals. 

(b)  The  fact  that  disclosure  of  the 
SSN  is  not  required  by  Federal  statute 
or  is  not  for  a  system  of  records  in  ex¬ 
istence  and  operating  prior  to  January 
1. 1975,  does  not  preclude  Air  Force  of¬ 
ficials  requesting  it  from  individuals 
concerned.  However,  the  separate  Pri¬ 
vacy  Act  Statement  for  the  SSN  alone, 
or  a  merged  Privacy  Act  Statement, 
covering  not  only  the  SSN  but  also 
other  items  of  personal  information, 
must  make  clear  that  disclosure  of  the 
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SSN  is  voluntary.  If  the  Individual  re¬ 
fuses  to  disclose  it,  be  prepared  to 
Identify  the  individual  by  alternate 
means. 

(c)  If  an  individual  is  asked  to  dis¬ 
close  his  or  her  SSN.  the  requesting 
official  must  inform  the  individual 
whether  that  disclosure  is  mandatory 
or  voluntary;  by  what  statutory  or 
other  authority  such  number  is  solicit¬ 
ed;  and  what  uses  will  be  made  of  it. 

(d)  Refer  to  9S806b.33  and  806b.50 
for  instructions  or  how  to  include  in¬ 
formation  contained  in  paragraphs  (b) 
and  (c)  of  this  section  in  a  Privacy  Act 
Statement. 

Subpart  E — Systams  of  Rocords 

S  806b.36  General  Policies. 

(a)  Each  Air  Force  activity  will; 

(1)  Maintain  in  its  records  systems 
only  such  information  about  an  indi¬ 
vidual  that  is  relevant  and  necessary 
to  accomplish  its  mission  required  by 
Federal  statute  or  executive  order. 

(2)  Identify  the  specific  provision  of 
law  or  executive  order  which  provides 
authority  for  maintaining  personal  in¬ 
formation  in  each  system  of  records. 

(b)  Statutory  authority  to  establish 
or  maintain  a  system  of  records  does 
not  convey  unlimited  authority  to  col¬ 
lect  and  maintain  information  for 
useful  or  convenient  purposes.  The 
Systems  Manager  for  each  system  of 
records  will  evaluate  each  category  of 
information  in  a  system  to  determine 
relevance  and  necessity.  In  performing 
this  evaluation  the  Systems  Manager 
considers: 

(1)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  purpose  for 
which  the  system  is  maintained. 

(2)  Specific  adverse  consequence  of 
not  collecting  each  category  of  infor¬ 
mation. 

(3)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of 
data  not  individually  identifiable  or 
through  sampling  techniques. 

(4)  Length  of  time  that  the  informa¬ 
tion  is  needed  and.  where  appropriate, 
techniques  for  purging  parts  of  the 
record. 

(5)  Financial  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

(6)  Necessity  and  relevance  of  this 
information  to  all  individuals  included 
in  the  system. 

(c)  After  completion  of  the  evalua¬ 
tion  in  S806b.36(b)  discontinue  each 
category  or  item  of  information  that 
does  not  appear  to  be  reasonably  Justi¬ 
fiable.  Such  information  will  be  de¬ 
leted.  withdrawn,  or  destroyed  pro¬ 
vided  it  can  be  economically  segregat¬ 
ed  from  necessary  and  relevant  infor¬ 
mation. 

(d)  The  evaluation  prescribed  above 
will  be  performed: 

(1)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  an  ex¬ 
isting  system  of  records. 


(2)  Annually,  prior  to  the  publica¬ 
tion  of  all  system  notices  in  the  Feder¬ 
al  Register. 

S  804b.37  Record  Syatein  Notices,  RCS: 
DD-A(A)  1379. 

The  Privacy  Act  of  1974  requires 
that  a  notice  of  the  existence  of  each 
system  of  records,  as  defined  in 
S806b.3  be  published  in  the  Federal 
Register.  The  notice  provision  of  the 
Act  is  based  on  the  premise  that  there 
should  be  no  system  of  records  whose 
very  existence  is  secret.  Published 
system  notices  are  the  means  by  which 
an  individual  may  identify  and  request 
access  to  a  system  containing  a  record 
on  him  or  her.  Public  notices  for  exist¬ 
ing  Air  Force  systems  of  records  have 
been  published  in  the  Federal  Regis¬ 
ter. 

(a)  Privacy  Act  Officers  who  discov¬ 
er  a  system  of  records  which  has  not 
been  published  in  the  Federal  Regis¬ 
ter  will  notify  HQ  USAF/DAD,  Wash¬ 
ington,  D.C.  system  notice  prepared  in 
accordance  with  the  format  and 
instructions  in  subpart  H  of  this  part. 
HQ  USAF/DAD  wUl: 

(1)  If  not  predetermined,  identify 
the  applicable  systems  manager. 

(2)  Coordinate  publication  of  a 
public  notice,  or  discontinuance  or 
rearrangement  of  the  System  with  the 
systems  manager. 

(3)  Provide  the  reporting  activity 
instructions  concerning  continued 
maintenance  or  discontinuance  of  the 
system. 

(b)  No  existing  files  series  will  be  re¬ 
arranged  and  used  to  permit  retrieval 
by  name.  SSN,  or  other  individual 
identifier  without  prior  publication  of 
a  record  system  notice  in  the  Fedisial 
Register.  In  effect,  such  rearrange¬ 
ment  constitutes  a  new  system  of  re¬ 
cords. 

§806b.S8  Report  of  New  Systems  of  Re¬ 
cords  That  Require  Advance  Public 
Notice,  RCS:  DD-A(A)  1379. 

A  report  is  required  to  be  submitted 
to  Congress  and  Office  of  Manage¬ 
ment  and  Budget  (OMB)  for  each  pro¬ 
posed  new  system  of  records  and  for 
changes  to  existing  systems.  The  pur¬ 
pose  is  to  permit  an  evaluation  of  the 
probable  or  potential  effect  on  such 
proposal  on  the  privacy  and  other  per¬ 
sonal  or  property  rights  of  individuals, 
or  the  disclosure  of  information  relat¬ 
ing  to  such  individuals.  Format  and 
Instructions  for  this  report  are  includ¬ 
ed  in  Subpart  H  of  this  part. 

9  80€b J9  Changes  To  Existing  Systems 
Not  Requiring  Advance  Public  Notice. 

Changes  to  systems  of  records  not 
stated  in  9806b.56  do  not  require  ad¬ 
vanced  public  notice  before  implemen¬ 
tation.  Systems  managers  will  submit 
to  command  Privacy  Act  Officers, 
changes  to  existing  notices  when  such 
changes  are  mstde  to  their  systems,  not 


records.  As  a  minimum,  notification  of 
such  changes  will  include  the  system 
identification  number  and  title,  and 
the  appropriate  section  of  the  system 
notice  revised  to  incorporate  the 
changes.  Submit  changes  in  hard  copy 
to  HQ  USAF/DAD.  Washington.  D.C. 
20330.  for  consolidation  and  submis¬ 
sion  to  the  Defense  Privacy  Board  and 
publication  in  the  Federal  Register’s 
annual  compilation  of  system  notices. 

9  80€b.40  Standard*  of  Accuracy. 

(a)  Records  used  in  making  determi¬ 
nations  about  an  individual  will  be 
maintained  with  accuracy,  relevance, 
timeliness,  and  completeness  to  ensure 
fairness  to  the  individual  in  any  deter¬ 
mination. 

(b)  Parlor  to  disseminating  any  record 
about  an  individual  to  any  person,  rea¬ 
sonable  efforts  will  be  made  to  ensure 
that  such  records  are  accurate,  com¬ 
plete.  timely,  and  relevant  for  agency 
purposes. 

9  806b.41  Restriction  on  Maintenance  of 
Certain  Records. 

Maintenance  of  a  system  of  records 
describing  how  individuals  exercise 
rights  guaranteed  by  the  First  Amend¬ 
ment  are  prohibited,  unless  authorized 
by  Federal  statute;  by  the  individual 
concerned;  or  pertinent  to  an  autho¬ 
rized  law  enforcement  activity.  These 
rights  include,  but  are  not  lifted  to. 
religious  and  political  beliefs,  freedom 
of  speech  and  the  press,  and  the  right 
of  assembly  and  to  petition. 

9  80€b.42  Rules  of  Conduct. 

Persons,  including  government  con¬ 
tractors  or  their  employees,  involved 
in  the  design,  development,  operation, 
maintenance  or  control  of  any  system 
of  records,  will  be  informed  of  all  re¬ 
quirements  to  protect  the  privacy  of 
the  individuals  who  are  subjects  of  the 
records.  The  following  sanctions  will 
be  emphasized  to  personnel: 

(a)  There  are  criminal  penalties  for 
knowingly  and  willfully  disclosing  a 
record  about  an  individual  without  the 
written  consent  or  the  written  request 
of  that  individual,  or  unless  disclosure 
is  for  one  of  the  reasons  listed  in 
9  806b.24. 

(b)  The  Air  Force  may  be  subject  to 
civil  suit  for  failure  to  comply  with  the 
Privacy  Act. 

(c)  Refer  also  to  9  806b.6  on  judicial 
sanctions. 

9  806b.43  Safeguarding  Personal  Informa¬ 
tion  in  Records  Systenu. 

(a)  Each  systems  manager  will  estab¬ 
lish  administrative  and  physical  safe¬ 
guards  to  protect  each  system  of  re¬ 
cords  from  unauthorized  or  luilnten- 
tional  access,  disclosure,  modification, 
or  destruction.  These  safeguards  will 
apply  to  systems  of  records,  in  what¬ 
ever  medium  in  which  personal  infor¬ 
mation  is  processed  or  stored,  and  will 
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be  tailored  to  the  requirements  of 
each  system  of  records. 

(b)  Access  to  personal  information 
will  be  restrict^  to  those  persons 
whose  official  duties  require  access, 
and  the  individual  concerned,  and  as 
prescribed  herein. 

(c)  Systems  managers  and  officials 
having  direct  custodial  responsibility 
for  systems  of  records  will  ensure  that 
all  persons  whose  official  duties  re¬ 
quire  access  to  or  processing  and  main¬ 
tenance  of  personal  information  are 
trained  in  the  proper  safeguarding  and 
use  of  such  information; 

(1)  First  by  viewing  the  Air  Force 
Privacy  Act  film;  and 

v2)  Acquiring  knowledge  of  the  poli¬ 
cies  and  procedures  in  this  regulation. 

(3)  Privacy  officials  at  each  echelon 
aill  provide  assistance  as  needed.  HQ 
USAF/DAO  will  have  overall  responsi¬ 
bility  for  management  of  the  training 
program. 

(d)  Personal  records  and  documents 
will  be  stored  to  preclude  imautho- 
rized  disclosure. 

(e)  Dispose  of  records  containing 
personal  information  which  are  eligi¬ 
ble  for  disposal  as  provided  in  AFM 
12-50  to  destroy  the  record  content,  by 
tearing  into  pieces,  shredding,  pulping, 
macerating,  burning,  or  burying,  de¬ 
pending  on  volume  and  avails  bill ty  of 
facilities.  (Also  see  AFM  12-50,  para¬ 
graph  410.) 

Subparl  f — Exemptions 

§  80€b.44  General  Procedures. 

The  Secretary  of  the  Air  Force  des¬ 
ignates  those  Air  Force  systems  of  re¬ 
cords  which  will  be  exempt  from  cer¬ 
tain  provisions  of  the  Privacy  Act. 
General  policies  and  procedures  gov¬ 
erning  the  systems  of  records  follow: 

(a)  There  are  two  types  of  exemp¬ 
tions,  general,  and  specific.  The  gener¬ 
al  exemption  authorizes  the  exemp¬ 
tion  of  a  system  of  records  from  all 
but  a  few  requirements  of  the  Act. 
The  specific  exemption  authorizes  ex¬ 
emption  of  a  system  or  portion  thereof 
from  only  a  few  specific  requirements. 

(b)  If  an  activity  originates  a  new 
system  of  records  for  which  it  pro¬ 
poses  an  exemption,  or  if  it  proposes 
an  additional  or  new  exemption  for  an 
existing  system  of  records,  it  will 
submit  the  recommended  exemption 
with  the  records  system  notice  as  out¬ 
lined  in  this  paragraph. 

(c)  No  exemption  of  a  system  of  re¬ 
cords  will  be  considered  automatic  for 
all  records  in  the  system.  The  systems 
manager  will  review  each  requested 
record  and  apply  the  exemptions  only 
when  this  will  serve  a  significant  and 
legitimate  Government  purpose. 

$  806b.45  General  Exemptions. 

Only  USAF  activities  actually  en¬ 
gaged  in  law  enforcement,  to  include 
Staff  Judge  Advocate  and  correctional 


activities,  may  claim  the  general  ex¬ 
emption  for  a  system  of  records.  Those 
records  from  a  system  of  records, 
exempted  from  certain  provisions  of 
the  Act  under  the  general  exemption, 
will  retain  those  exemptions  while 
being  used  by  commanders  to  deter¬ 
mine  appropriate  Judicial  or  adminis¬ 
trative  actions.  Such  a  system  of  re¬ 
cords  must  consist  of: 

(a)  Information  compiled  for  the 
purpose  of  identifying  individual 
criminal  offenders  and  alleged  offend¬ 
ers  and  containing  only  identifying 
data  and  notations  of  arrests,  the 
nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  re¬ 
lease,  and  parole  and  probation  status; 

(b)  Information  compiled  for  .he 
purpose  of  criminal  investigation,  to 
include  efforts  to  prevent,  control,  or 
reduce  crime,  including  reports  of  in¬ 
formants  and  investigators,  and  associ¬ 
ated  with  an  identifiable  individual;  or 

(c)  Reports  identifiable  to  an  individ¬ 
ual  compiled  at  any  stage  of  the  pro¬ 
cess  of  enforcement  of  the  criminal 
laws  from  arrest  or  indictment 
through  release  from  supervision. 

(d)  Systems  for  which  a  general  ex¬ 
emption  is  claimed  may  be  exempted 
from  selected  provisions  of  5  U.S.C. 
552a  (see  S  806b.52),  and  from  the  fol¬ 
lowing  provisions  of  this  part: 

(1)  Sections  806b.l0  through  806b.l4. 
Providing  the  individual  access  to  his 
or  her  re<X)rds. 

(2)  Sections  806b.I5  through  8()€b.20. 
Provisions  dealing  with  amendment  of 
records. 

(3)  Section  806b.24(k).  Informing  the 
individual  when  his  or  her  record  is 
disclosed  in  compulsory  legal  proceed¬ 
ings. 

(4)  Section  806b.26(c).  Providing  the 
individual  access  to  his  or  her  account¬ 
ing  disclosure  of  record. 

(5)  Subpart  D  of  this  part.  All  provi¬ 
sions  except  those  concerned  with  in¬ 
forming  the  individual  of  the  author¬ 
ity  for  requesting  his  or  her  SSN,  the 
use(s)  to  be  made  of  it,  and  whether 
furnishing  it  is  voluntary  or  manda¬ 
tory. 

(6)  Sections  806b.55(bK20)  to 
806b.55(b)(23).  Notification.  Access. 
Contest,  and  Source  provisions  of 
system  notices. 

(7)  Not  included  in  the  provisions  of 
this  part.  The  civil  remedies  afforded 
an  individual  by  the  Act. 

§  80€b.46  Specific  Exemptions. 

(a)  The  Secretary  of  the  Air  Force 
has  exempted  from  disclosure  in  accor¬ 
dance  with  5  U.S.C..  552a(kKl)  all 
properly  classified  information  con¬ 
tained  in  any  Air  Force  system  of  re¬ 
cords  and  which  must  remain  classi¬ 
fied  in  the  interest  of  national  defense 
or  foreign  policy.  However,  prior  to 
denying  an  individual  access  to  such 
classified  information,  the  proper  au¬ 
thority  will  insure  that  the  informa¬ 


tion  has  been  properly  classified  and 
that  it  must  remain  classified. 

(b)  Personal  data  that  is  specifically 
exempted  under  the  provisions  of  the 
Act; 

(1)  Classified  information  specifical¬ 
ly  authorized  under  criteria  estab¬ 
lished  under  Executive  Order  11652, 
and  implementing  directive  to  be  kept 
classified  in  the  interest  of  national 
defense  or  foreign  policy  and  are  in 
fact  properly  classified  pursuant  to 
such  executive  order. 

(2)  Investigatory  material  compiled 
for  law  enforcement  purposes,  other 
than  material  covered  imder  a  general 
exemption.  However,  an  individual  will 
not  be  denied  access  to  information 
which  has  been  used  to  deny  him  or 
her  a  right  or  privilege  unless  disclo¬ 
sure  would  reveal  a  confidential 
source. 

(3)  Presidential  protection  files 
maintained  in  connection  with  provid¬ 
ing  protective  service  to  the  President 
of  the  United  States  or  other  individ¬ 
uals  pursuant  to  18  n.S.C.  3056. 

(4)  Statistical  files  required  by  stat¬ 
ute  to  be  used  only  for  statistical  pur¬ 
poses  and  which  are  not  used  to  make 
decisions  on  the  rights,  benefits,  or  en¬ 
titlements  of  individuals. 

(5)  Employment  and  investigatory 
information  compiled  for  determining 
suitability,  eligibility,  or  qualifications 
for  Federal  service;  Federal  contracts 
and  access  to  classified  information, 
but  only  to  the  extent  that  disclosure 
would  reveal  a  confidential  source. 

(6)  Testing  material  for  determining 
an  individual’s  qualifications  for  ap¬ 
pointment  or  promotion  in  the  Feder¬ 
al  service  if  disclosure  would  compro¬ 
mise  objectivity  or  fairness  of  the  ex¬ 
amination  process. 

(7)  Armed  Forces  promotion  materi¬ 
al  used  to  determine  potential  for  pro¬ 
motion  in  the  Armed  Forces,  but  only 
to  the  extent  that  the  disclosure  of 
such  material  would  reveal  the  identi¬ 
ty  of  a  confidential  source. 

(c)  Exemptions  authorized  in  para¬ 
graphs  (b)  (2)  and  (5)  of  this  section, 
may  be  claimed  only  to  the  extent 
that  disclosure  would  reveal  the  iden¬ 
tity  of  a  source  who  furnished  infor¬ 
mation  to  the  Government  under: 

(1)  An  express  promise  that  his  or 
her  identity  would  be  held  in  confi¬ 
dence. 

(2)  An  implied  promise,  made  prior 
to  September  27.  1975,  that  his  or  her 
identity  would  be  held  in  confidence. 

(d)  Systems  for  which  a  specific  ex¬ 
emption  is  claimed  may  be  exempted 
from  certain  provisions  of  5  U.S.C. 
552a  (see  S806b.53)  and  from  the  fol¬ 
lowing  requirements  of  this  Part: 

(1)  Sections  806b.9  to  806b.l3.  Pro¬ 
viding  the  individual  access  to  his  or 
hci*  r^oords 

(2)  Sections  806b.l4  to  806b.l9.  Pro¬ 
visions  dealing  with  amendment  of  re¬ 
cords. 
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(3)  Section  806b.25(c).  Providing  the 
individual  access  to  his  or  her  account¬ 
ing  disclosure  of  record. 

(4)  Notification,  Access.  Contest,  and 
Source  provisions  of  system  notices 
published  in  the  Federal  Register. 

(e)  Promises  of  confidentiality. 
Promises  of  confidentiality  will  be 
given  on  a  selective  and  as  needed 
basis.  Only  officials  authorized  by  Air 
Force  or  ^partmnent  of  Defense  dir¬ 
ectives  may  grant  such  promises. 

9  806b.47  Exempted  Records  in  Nonex- 
empted  Systems  of  Records. 

Where  a  record,  which  is  maintained 
by  any  element  of  the  Federal  Govern¬ 
ment  and  for  which  a  general  or  spe¬ 
cific  exemption  has  been  claimed,  is 
transferred  temporarily  to  any  ele¬ 
ment  of  the  Air  Force  for  official  pur¬ 
poses  (for  example,  adjudication,  per¬ 
sonnel  action),  the  record  will  retain 
its  exemption  so  long  as  it  is  not  incor¬ 
porated  into  an  Air  Force  system  of  re¬ 
cords.  If  such  incorporation  occurs, 
only  exemptions  claimed  for  the  Air 


Force  system  will  apply  to  the  incorpo¬ 
rated  record. 

9  806b.48  Submission  Instructions. 

(a)  When  a  Systems  Manager  desires 
to  claim  either  a  general  or  a  specific 
exemption,  submit  to  HQ  USAF/DAD, 
Washington.  D.C.  20330,  the  identifi¬ 
cation  symbol  and  title  (as  given  in  the 
related  system  notice),  the  specific 
provisions  of  the  Act  and  this  Part  for 
which  exemptions  are  sought,  and  the 
reasons  therefor.  A  separate  reason 
need  not  be  stated  for  each  provision 
from  which  a  system  is  being  exempt¬ 
ed.  when  a  single  explanation  will 
serve  to  explain  more  than  one 
exempted  provision.  HQ  USAF/DAD 
will: 

(1)  Seek  the  HQ  USAF  Privacy 
Review  Board’s  approval  for  the  Sec¬ 
retary  of  the  Air  Force 

(2)  On  approval  by  the  Secretary  of 
the  Air  Force,  prepare  a  proposed  ex¬ 
emption  rule. 

(3)  Transmit  the  proposed  rule  for 
publication  in  the  Federal  Register  as 
a  notice  of  proposed  rule  making. 


(4)  After  thirty  days,  and  consider¬ 
ation  of  any  public  comments,  trans¬ 
mit  the  final  exemption  rule  for  publi¬ 
cation  in  the  Federal  Register. 

Notify  the  system  manager  of  the  ef¬ 
fective  date  of  the  exemption. 

(b)  The  Privacy  Act  requires  exemp¬ 
tion  rules  to  be  published  in  the  Fim- 
ERAL  Register  separately  from  system 
notices.  To  simplify  reference  and  use 
within  the  Air  Force,  exemption  rules 
have  been  separated  from  the  applica¬ 
ble  system  notices,  and  are  list^  in 
99  806b.57  and  806b.58 

(c)  Sections  806b.52  and  806.53  con¬ 
tain  formats  and  instructions  for  prep¬ 
aration  of  general  and  specific  exemp¬ 
tion  rules. 

Subpart  G — Figuras 

9  806.49  Figure  1.  Instructions  for  Com¬ 
pleting  Air  Force  Form  1606,  “Register 
of  Forms  Affected  By  Privacy  Act.” 

Follow  the  instructions  contained  on 
the  form  itself;  also  refer  to  §  806b.33 
for  guidelines  on  how  to  process  it. 
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§806b.50  Figure  2.  Instructions  for  Com* 
pleting  AF  Form  1807,  ‘‘Privacy  Act 
Statement** 

(a)  Complete  the  form  by  typewrit¬ 
er.  legibly  enough  for  use  as  camera 
ready  copy. 

(b)  Insert  the  appropriate  statutory 
authority  which  has  been  confirmed 
by  the  Judge  Advocate  as  being  accu¬ 
rate. 

I  Nora.— When  a  social  security  number  is 
requested  and  the  authority  for  requesting 
the  number  is  different  from  that  of  other 


items  of  information.  Insert  the  appropriate 
authority. 

(c)  Self-explanatory. 

(d)  When  a  social  security  number  is 
requested  in  addition  to  other  items  of 
information,  an  appropriate  entry 
must  be  inserted  independently  from 
those  covering  other  items  of  informa¬ 
tion. 

(e)  Affix  the  form  number  to  which 
the  statement  applies  followed  by  the 
words  “Privacy  Act  Statement’*  e.g., 
“AP  Form— Privacy  Act  Statement.*’  If 
the  form  is  unnumbered  so  state. 


Fiqure  2 
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*  ?•  ^  system  "manual,  automated  or  micro- 

771,  Accounting  of  Disclosures.  form**  In  which  the  Information  is 

(a)  Indicate  in  addition  to  the  maintained. 

“record  system  name’*  the  type  of  (b)  Functional  Address  Symbol. 


I 

(c)  Self-explanatory.  | 

(d)  Self-explanatory.  I 

(e) (1)  Nature.  Indicate  what  has  I 

been  disclosed;  social  security  number, 
service  record,  birth  date.  etc.  | 

(2)  Purpose.  Indicate  intended  use: 
routine,  statistical  research,  law  en¬ 
forcement  purposes,  etc. 

(f)  Insert  the  name  of  the  individual 
to  whom  the  record  pertains. 

(g)  To  determine  applicability  of 
“No— Not  Required"  see  §  806b.24. 


§  806b.52  Figure  4.  General  Exemptions 
Format. 


Identification;  (ID  from  system  notice) 
Systems  Name;  (from  system  notice) 
Exemptions;  This  system  of  records  is 
exempted  from  the  following  provisions  of  5 
U.S.C.  552a;  (cK3).  (cK4).  (d).  (eX2).  (eK3). 
(6X4X0).  (eX4XH).  (eX4)(I).  (eX5).  (eX8). 
(f),  and  (g). 

Authority;  5  U.S.C.  552a(JX2) 

Reasons;  Granting  individuals  acce&s.to 
Information  collected  and  maintained  by 
the  Air  Force  relating  to  the  enforcement  of 
criminal  laws  could  interfere  with  orderly 
investigations,  with  the  orderly  administra¬ 
tion  of  Justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension.  Disclo¬ 
sure  of  this  Information  could  result  in  the 
concealment,  destruction,  or  fabrication  of 
evidence  and  Jeopardize  the  safety  and  well 
being  of  informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render  ineffec¬ 
tual  investigative  techniques,  sources  and 
methods  used  by  the  Air  Force  component 
and  could  result  in  the  invasion  of  the  priva¬ 
cy  of  individuals  only  incidentally  related  to 
an  investigation. 

The  exemption  of  the  Individual’s  right  of 
access  to  his  or  her  records  and  the  reasons 
therefor  necessitate  the  exemption  of  this 
system  of  records  from  the  requirements  of 
the  other  cited  provisions. 


5  80€b.53  Figure  5.  Specific  Exemption 
Format. 


Identification  Number;  (ID  from  system 
notice) 

System  Name;  (from  system  notice) 

Exemptions;  This  system  of  records  is 
exempt  from  the  following  provisions  of  5 
UJ3.C.  552a;  (Possible  subsections;  (cX3).  (d), 
(eXl).  (eX4Xa).  (eX4XH).  (eX4XI).  and  (f)). 

Authority;  5  U.8.C.  552a(k)  (  )  (Cite  one  or 
more  subsections  552a(k)  (1)  thru  (7).  as  ap¬ 
plicable.) 

Reasons;  (Cite  specific  reasons  for  each 
subsection  from  which  an  exemption  is 
claimed.  Where  a  system  is  exempted  from 
the  requirements  of  subsection  (d),  it  will 
normally  also  be  exempted  from  the  re¬ 
quirements  of  subsection  (cX3).  (eX4XO). 
(EX4XH).  and  (f)). 

Nor.— A  separate  reason  or  Justification 
need  not  be  given  for  each  provlslo"  ♦‘xe 
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Act  from  which  the  system  or  part  thereof 
Is  to  be  exempt,  provided  a  single  explana¬ 
tion  will  serve  to  explain  the  entire  exemp¬ 
tion. 

S  806b.54  [Reserved] 

Subpart  H — Appandicat 

9  806b.55  [Reserved] 

9  806b.56  [Reserved] 

9  806b.57  General  Exemptions. 

(a)  Index  Cross-Referencing  Provi¬ 
sions  of  the  Privacy  Act  of  1974  with 
this  Part 

Privacy  Act  Part  808b 

ProvUion  Section— 


(CHS) .  8060.26(0 

(CH4) . . .  806b.26(SM2> 

(d) .  806b  .9.  .10.  .11.  .12.  .18. 

.16.  .17.  .18.  .10.  .20.  .21. 

.22 

(cHll . . .  806b.36<SKl) 

(eM2) .  806b.20 

(CHS) .  806b.30 

(eX4HO> .  806b.20 

(eH4HH) .  800b  .21.  .22 

(eK4XH) . .  6b  .23.  .24 

(eX8) . .  806b.24(kKl) 

(fHl) .  806b..9.  .10.  .11 

(fK2) . . . .  806b.l2 

(fK3) . . . .  806b  .24.  .28.  .0(s)  (3) 

(fH4) .  806b  .16.  .16.  .17.  .18.  16. 

.20 

(fX5) .  806b.ll(d) 

(t) . . . . .  806b.6(a)(l)(2).(3).(4> 


(b)  12404.  12408.  12410,  12501  Crimi¬ 
nal  Investigative  Rles. 

(1)  Exemption.  These  systems  of  re¬ 
cords  are  exempted  from  the  following 
provisions  of  5  U.S.C.  552a:  (cK3), 
(cK4).  (d),  (e)(2).  (eK3).  (e)(4KG). 
(eK4KH).  (eK4XI).  (e)(8).  (f).  and  (g) 
(Investigative  Support  Records.  Coun¬ 
terintelligence  Operations  and  Collec¬ 
tions  Records.  Criminal  Records,  Inci¬ 
dent  Investigation  Files). 

(2)  Authority.  5  U.S.C.  552(J)(2). 

(3)  Reasons.  Granting  individuals 
access  to  information  collected  and 
maintained  by  the  Department  of  the 
Air  Force  relating  to  the  enforcement 
of  criminal  laws  could  interfere  with 
orderly  Investigations,  with  the  order¬ 
ly  administration  of  Justice,  and  could 
possibly  enable  suspects  to  avoid  de¬ 
tection  or  apprehension.  Disclosure  of 
this  information  could  result  in  the 
concealment,  destruction,  or  fabrica¬ 
tion  of  evidence  and  could  jeopardize 
the  safety  and  well  being  of  infor¬ 
mants.  witnesses,  and  their  families, 
and  law  enforcement  personnel  and 
their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  and  render 
ineffectual  investigative  techniques, 
sources,  and  methods  used  by  the  Air 
Force,  and  could  result  in  the  invasion 
of  the  privacy  of  individuals  who  are 
only  Incidentally  related  to  an  investi¬ 
gation. 

9  808b.58  Specific  Exemptions. 

All  records  in  systems  of  records 
maintained  by  the  Department  of  the 
Air  Force  shall  be  exempt  from  the  re¬ 


quirements  of  5  U.S.C.  552a  (c)(3),  (d). 
(e)(4KG).  (e)(4)(H).  (e)(4)(I).  and  (f) 
pursuant  to  5  U.S.C.  552(k)(l)  to  the 
extent  that  the  records  are  properly 
classified  pursuant  to  Executive  Order 
and  authorized  to  be  kept  secret  in  the 
interest  of  national  defense  or  foreign 
policy.  This  exemption,  which  may  be 
applicable  to  all  or  parts  of  all  systems 
of  records,  is  necessary  because  certain 
record  systems  not  otherwise  specifi¬ 
cally  designated  for  exemptions  may 
contain  isolated  information  which 
has  been  properly  classified. 

(a)  3005  Equal  Opportunity  in  Off- 
Base  Housing. 

(1)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  5  U.S.C.  552a:  (c)(3).  (d), 
(e)(4KO).  (e)(4)(H),  (eK4)(I).  and  f). 

(2)  Authority.  5  U.S.C.  552a(kK2). 

(3)  Reasons.  This  exemption  Is  nec¬ 
essary  to  insure  the  proper  enforce¬ 
ments  of  civil  laws,  and  the  activities 
of  the  courts.  Department  of  Housing 
and  Urban  Development  and  the  De¬ 
partment  of  Justice. 

(b)  12001  Inspection  General  Re¬ 
cords. 

(1)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  5  U.S.C.  552a:  (c)(3),  (d), 
(e)(4)(G).  (e)(4)(H),  (e)(4)(I)  and  (f); 
provided,  however,  that  if  any  individ¬ 
ual  Is  denied  any  right,  privilege,  or 
benefit  that  he  would  otherwise  be  en¬ 
titled  to  by  Federal  law,  or  for  which 
he  would  otherwise  be  eligible,  as  a 
result  of  the  maintenance  of  such  ma¬ 
terial.  such  material  shall  be  provided 
to  the  individual,  ex(^pt  to  the  extent 
that  the  disclosure  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  government  under  an 
expressed  promise  of  confidentiality, 
or  if  prior  to  September  27,  1975,  a 
source  who  furnished  information  to 
the  government  uinder  an  implied 
promise  of  confidentiality. 

(2)  Authority,  5  U.S.C.  552a(kK2). 

(3)  Reasons.  Granting  individuals 
access  to  information  collected  while 
an  Inspector  General  inquiry  is  in  pro¬ 
gress  could  interfere  with  the  Just, 
thorough,  and  timely  resolution  of  the 
complaint  or  inquiry  and  could  possi¬ 
bly  enable  individuals  to  conceal 
wrongdoing  or  mislead  the  inquiring 
officer.  Disclosure  could  result  in  the 
concealment,  destruction,  or  fabrica¬ 
tion  of  evidence  and  d(x:uments.  Dis¬ 
closure  might  also  subject  sources,  wit¬ 
nesses  and  their  families  to  harass¬ 
ment  or  intimidation.  It  is  also  essen¬ 
tial  that  he  identities  of  all  individuals 
who  furnish  information  in  confidence 
be  protected,  even  afer  the  inquiry  has 
been  completed.' to  insure  that  infor¬ 
mation  is  furnished  during  the  inquiry 
in  the  free  and  open  manner  essential 
to  resolve  the  matter  in  a  Just,  thor¬ 
ough.  and  timely  manner.  Permitting 
individuals  access  to  that  information 
which  would  identify  these  sources. 


would  subject  the  sources  and  their 
families  to  possible  retribution  and  ha¬ 
rassment  and  could  cause  individuals 
not  to  seek  redress  for  wrongs  through 
Inspector  General  channels  from  fear 
of  similar  retribution  or  harassment. 
The  exemption  of  the  Individuals 
right  of  access  to  his  records  and  the 
reasons  therefore  necessitate  the  ex¬ 
emption  of  this  system  from  the  re¬ 
quirements  of  the  above  cited  provi¬ 
sions. 

(c)  04002  Civilian  Personnel  Occupa¬ 
tional  and  Suitability  Employment  Ex¬ 
aminations. 

(1)  Exemptions.  Parts  of  this  system 
of  records  are  exempt  from  the  follow¬ 
ing  provisions  of  5  U.S.C.  552a:  (cK3), 

(d).  (e)(4KG).  (e)(4KH).  (eK4KI)  and 
(f). 

(2)  Authority:  5  U.S.C.  552a(k)  (5) 
and  (6). 

(3)  Reasons.  Replies  to  qualification 
and  suitability  inquiries  are  secured  in 
confidence  and  are  needed  to  deter¬ 
mine  qualifications  and  suitability  for 
civilian  employment.  Test  material 
used  in  determining  qualifications 
cannot  be  exposed  in  order  to  be  fair 
to  all  candidates. 

(d)  05302  Air  Force  Academy  Candi¬ 
date  System. 

(1)  Exemption.  This  system  of  re¬ 
cords  (Can^date  Evaluation  Record, 
Liaison  Officer  Evaluation,  Letter  of 
Evaluation  from  High  School  or  Col¬ 
lege,  and  Drug  Abiise  Certificate)  is 
exempted  from  the  following  provi¬ 
sions  of  5  UJ3.C.  552a:  (d),  (eK4KH) 
and  (f). 

(2)  Authority.  5  UB.C.  552a(k)(5). 

(3)  Reasons.  The  information  con¬ 
tained  in  these  doctunents  is  consid¬ 
ered  relevant  and  necessary  for 
making  a  Judicious  determination  as  to 
the  qualifications,  eligibility,  and  suit¬ 
ability  of  cadets  for  graduation  and 
for  commissioning  as  officers  in  the 
United  States  Air  Force. 

(e)  12401  Investigate  Applicant  Pro¬ 
cessing  Records. 

(1)  Exemption.  This  system  is 
exempted  from  the  following  provi¬ 
sions  of  5  UB.C.  552a:  (cK3),  (d), 
(eK4)(G).  (eK4)(H).  (eK4KI)  and  (f). 
but  only  to  the  extent  that  the  disclo¬ 
sure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  expressed  promise  that  the  identity 
of  a  source  would  be  held  in  confi¬ 
dence.  or  prior  to  September  27.  1975. 
under  as  implied  promise  that  the 
identity  of  the  source  would  be  held  in 
confidence. 

(2)  Authority.  5  U.S.C.  552a(kK5). 

(3)  Reasons.  Granting  individuals 
access  to  the  information  which  would 
identify  those  sources  which  fimlshed 
information  in  confidence  during  Air 
Force  Office  of  Special  Investigations 
(AFOSI)  applicant  inquiries  could  seri¬ 
ously  affect  the  overall  integrity  of 
the  applicant  process.  Out  of  fear  of 
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retaliation,  exposure,  or  other  action, 
sources  could  refuse  to  furnish  infor¬ 
mation  In  the  frank  and  open  manner 
essential  to  determine  the  full  qualifi¬ 
cation  of  applicants.  It  Is  essential 
that  only  qualified  personnel  be  select¬ 
ed  for  APOSI  duties  in  order  to  Insure 
the  Integrity  of  the  AFOSI  personnel 
program.  The  exemption  of  the 
Individual’s  right  of  access  to  his  re¬ 
cords  therefore,  necessitates  the  ex¬ 
emption  of  this  system  of  records  from 
the  requirement  of  the  above  cited 
provisions. 

(f)  12406.  20503.  20505  Security 
Piles. 

(1)  Exemption.  Parts  or  all  of  the 
listed  records  systems  are  exempted 
from  the  following  provisions  of  5 
U.S.C.  552a:  (cK3).  (d).  (eK4KO), 
(eK4KH),  (eK4KI).  and  (f)  (Security 
and  Related  Investigative  Records.  Se¬ 
curity  Case  Files.  Special  Security 
Piles),  but  only  to  the  extent  that  the 
disclosure  of  such  material  would 
reveal  the  identity  of  a  source  who 
furnished  information  to  the  Govern¬ 
ment  under  an  expressed  promise  that 
the  identity  of  a  source  would  be  held 
in  confidence,  or  prior  to  September 
27.  1975.  under  an  implied  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence. 

(2)  Authority.  5  U.S.C.  552a(kK5). 

(3)  Reasons.  Granting  individuals 
access  to  the  information  which  would 
identify  those  sources  who  furnished 
information  in  confidence  on  person¬ 
nel  security  and  related  investigations 
could  seriously  interfere  with  the 
proper  conduct  and  adjudication  of 
such  matters.  Out  of  fear  of  retali¬ 
ation.  exposure,  or  other  action, 
sources  could  refuse  to  furnish  perti¬ 
nent  information  in  the  frank  and 
ot>en  manner  essential  to  determine 
what  specific  areas  a  given  investiga¬ 
tion  should  be  expanded  in  order  to 
fully  develop  or  resolve  allegations  of 
questionable  conduct.  It  is  essential 
that  all  such  allegations  be  fully  re¬ 
solved  as  soon  as  possible  to  Insure 
that  no  individual  is  wrongfully  denied 
access  to  installations  or  classified  ma¬ 
terial.  These  records  are  compiled  for 
the  purpose  of  determining  suitability, 
eligibility,  or  qualification  for  Federal 
civilian  employment,  military  service, 
and  Federal  contracts. 

(g)  03506,  03508  Air  Force  Personnel. 
Testing  Material. 

(1)  Exemptions.  Parts  or  all  of  the 
listed  records  systems  are  exempted 
from  the  following  provisions  of  5 
U.S.C.  552a;  (cK3).  (d).  (eK4KG), 
(e)(4KH),  (eK4)  (I)  and  (f)  Air  Force 
Personnel  Test  851,  Test  Answer 
Cards;  Armed  Services  Vocational  Ap¬ 
titude  Battery  (ASVAB)  Test  Cards; 
Historical  Airman  Promotion  Master 
Test  Pile  (MTP). 

(2)  Authority.  5  U.S.C.  522(k)  (6) 

(3)  Reasons.  This  exemption  is  nec¬ 
essary  to  protect  the  integrity,  objec- 
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tivity  and  equity  of  the  promotion 
testing  systems  and  The  Armed  Ser¬ 
vices  Enlisted  Accessions  Testing 
System,  and  to  insure  safeguarding  of 
promotion  test  questions  and  re¬ 
sponses. 

(h)  01103,  03001,  03502  Air  Force 
Academy  Csidet  Records. 

(1)  Exemption.  Parts  of  the  listed  re¬ 
cords  systems  are  exempted  from  the 
following  provisions  of  5  U.S.C.  552a; 
(d),  (eK4)  (H)  and  (f)  (Class  Commit¬ 
tee  Product;  Military  and  Leadership 
Order  of  Merit  System;  Cadet  Person¬ 
nel  Records  System;  Master  Cadet 
Personnel  Record  (RR/Historical); 
Master  Cadet  Personnel  Record  (RR/ 
Active)*) 

(2)  Authority.  5  U.S.C.  552a(kK7}. 

(3)  Reasons.  This  exemption  is  con¬ 
sidered  necessary  in  order  to  maintain 
the  candor,  integrity,  and  frankness  of 
comments  which  are  (x>nsidered  neces¬ 
sary  to  properly  evaluate  a  cadet  for 
commissioning  in  the  United  States 
Air  Force. 

(i)  03501  Personnel  Files  on  General 
Officers  (GOs)  and  Colonels  Assigned 
to  General  Officer  Positions. 

(1)  Exemption.  This  system  of  re¬ 
cords  is  exempt  from  the  following 
provisions  of  5  U.S.C.  552a:  (cK3).  (d), 
(eK4KO),  (eK4KH).  (eK4)  (I)  and  (f). 

(2)  Authority.  5  U.S.C.  552(kK7). 

(3)  Reasons.  The  information  that  is 
exempt  from  disclosure  is  the  result  of 
the  Reserve  Initial  Brigadier  General 
Screening  Board.  This  information  is 
used  in  the  promotion  pr(x;ess  and  re¬ 
lease  would  compromise  the  selection 
process. 

(j)  03501  Effectiveness/Performance 
Reporting  Systems. 

(1)  Exemptions.  Such  portions  of 
this  system  as  pertain  to  completed 
Air  Force  Forms  705,  “Lieutenant 
Colonel  Promotion  Potential  Evalua¬ 
tion,”  and  Air  Force  Forms  706,  “Colo¬ 
nel  Promotion  Recommendation 
Report,”  are  exempt  from  the  follow¬ 
ing  provisions  of  5  U.S.C.  552a:  (cK3). 
(d),  (eK4KG).  (eK4KH).  (eK4KI)  and 
(f). 

(2)  Authority.  5  U.S.C.  552a(kK7). 

(3)  Reasons.  This  exemption  is  re¬ 
quired  to  insure  that  selection  boards 
are  provided  with  candid  evaluations 
of  the  potential  of  officers  being  (X)n- 
sidered  for  promotion  to  the  grades  of 
Colonel  and  Brigadier  General. 

(k)  03501  General  Officer  Personnel 
Data  System. 

(l)  Exemption.  Such  portions  of  the 
system  as  pertain  to  completed  Air 
F^ice  Forms  78,  “Air  Force  General 
Officer  Effectiveness  Report”  are 
exempt  from  the  following  provisions 
of  5  U.S.C.  552a:  (cK3):  (d);  (eK4KG): 
(eK4KH);  (eK4)  (I);  and  (f). 

(2)  Authority.  5  U.S.C.  552(kK7). 

(3)  Reasons.  This  exemption  is  re¬ 
quired  to  insure  that  selection  boards 
are  provided  with  candid  evaluations 
of  the  potential  of  officers  being  con¬ 


sidered  for  promotion  to  Major  Gener¬ 
al.  Lieutenant  General  and  General. 

(1)  16802  Child  Advocacy  Case  Files. 

(1)  Exemption.  Portions  of  this 
system  of  records  are  exempt  from  the 
following  subsection  of  Title  5.  United 
States  Code,  section  552a;  (c)(3)  and 
(d). 

(2)  Authority.  5  U.S.C.  552a(k)(2) 
and  (5). 

(3)  Reasons.  Exemptions  are  needed 
in  order  to  encourage  persons  having 
knowledge  of  abusive  or  neglectful 
acts  toward  children  to  report  such  in¬ 
formation  and  to  protect  such  sources 
from  embarrassment  or  recriminations 
as  well  as  to  protect  their  right  to  pri¬ 
vacy.  It  is  essential  that  the  identities 
of  all  individuals  who  furnish  informa¬ 
tion  under  an  express  promise  of  con¬ 
fidentiality  be  protected.  Additionally, 
granting  individuals  access  to  informa¬ 
tion  relating  to  criminal  and  civil  law 
enforcement,  as  well  as  the  release  of 
certain  disclosure  accovuitings,  could 
interfere  with  ongoing  investigations 
and  the  orderly  administration  of  jus¬ 
tice  in  that  it  could  result  in  the  con¬ 
cealment,  alteration,  destruction  or 
fabrication  of  information;  could 
hamper  the  identification  of  offenders 
or  alleged  offenders  and  the  disposi¬ 
tion  of  charges:  and  could  jeopardize 
the  safety  and  well-being  of  parents 
and  their  children. 

CHAPTER  XII--OEFENSE  SUPPLY 
AGENCY 

PART  1286— PERSONAL  PRIVACY  AND 
RIGHTS  OF  INDIVIDUALS  REGARDING 
THEIR  PERSONAL  RECORDS 

Sec. 

1286.1  Purpose  and  scope. 

1286.2  Policy. 

1286.3  Definitions. 

1286.4  Responsibilities. 

1286.5  Procedures. 

1286.6  Forms  and  reports. 

Authority;  Pub.  L,  93-579  (5  U.S.C.  552a). 

S  1286.1  Purpose  and  scope. 

(a)  This  Part  1286  implements  the 
Privacy  Act  of  1974  (hereinafter  re¬ 
ferred  to  as  the  Act)  by  prescribing: 

(1)  The  procedures  whereby  an  indi¬ 
vidual  can  be  notified  in  response  to 
his*  request  of  any  system  of  records 
named  by  the  individual  contains  a 
record  pertaining  to  him. 

(2)  'The  requirements  for  verifying 
the  identity  of  an  individual  who  re¬ 
quests  his  record  or  information  per¬ 
taining  to  him  before  the  record  or  in¬ 
formation  will  be  made  available  to 
him. 

(3)  The  procedures  for  granting 
access  to  an  individual  upon  his  re- 


*  For  convenience  in  reading,  standard 
pronoun  gender  usage  will  be  followed  in 
this  DSAR.  Where  such  pronouns  as  “be”  or 
“him",  etc.,  are  used,  it  should  be  under¬ 
stood  to  include  “she”  or  “hers”,  etc. 
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quest  of  his  record  or  information  per¬ 
taining  to  him. 

(4)  The  procedures  for  reviewing  a 
request  from  an  individual  concerning 
the  amendment  of  any  record  or  infor¬ 
mation  pertaining  to  him,  for  making 
a  determination  on  the  request,  and 
for  an  appeal  of  an  initial  adverse  de¬ 
termination. 

(5)  The  procedures  and  policies  gov¬ 
erning  the  collection,  safeguarding, 
maintenance,  public  notice,  use,  and 
dissemination  of  personal  information. 

(6)  The  conditions  under  which  dis¬ 
closure  of  personal  information  may 
be  made  and  procedures  for  exempting 
systems  of  records  from  certain  re¬ 
quirements  of  the  Act. 

(b)  This  Part  1286  is  applicable  to 
HQ  DSA  and  all  DSA  field  activities. 

$1286.2  Policy. 

It  is  the  policy  of  DSA; 

(a)  To  preserve  the  personal  privacy 
of  individuals,  permitting  an  individ¬ 
ual  to  know  what  records  pertaining  to 
him  are  collected,  maintained,  used,  or 
disseminated  in  DSA,  and  to  have 
access  to  and  have  a  comprehensible 
copy  made  of  all  or  any  portion  of 
such  records  and  to  correct  or  amend 
such  records. 

(b)  To  collect,  maintain,  use,  or  dis¬ 
seminate  any  record  of  identifiable 
personal  information  in  a  manner  that 
assures  that  such  action  is  for  a  neces¬ 
sary  and  lawful  purpose;  that  the  in¬ 
formation  is  timely  and  accurate  for 
its  intended  use;  and  that  adequate 
safeguards  are  provided  to  prevent 
misuse  of  such  information. 

$  1286.3  Definitions. 

(a)  Individual  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence.  A 
legal  guardian  or  the  parent  of  a 
minor  have  the  same  rights  as  the  in¬ 
dividual  and  may  act  on  behalf  of  the 
individual. 

(b)  Maintain.  (Records  on  individ¬ 
uals)  collect,  use.  or  disseminate. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  an 
agency,  including,  but  not  limited  to. 
his  education  financial  transactions, 
medical  history,  and  criminal  or  em¬ 
ployment  history  and  that  contains 
his  name,  or  the  identifying  number, 
symbol,  or  other  identifying  particular 
assigned  to  the  individual,  such  as  a 
finger  or  voice  print  or  a  photograph. 

(d)  Routine  Use.  The  dlKlosure  of  a 
record,  or  the  use  of  such  record  for  a 
purpose  which  is  compatible  with  the 
purpose  f6r  which  it  was  collected. 
Routine  use  encompasses  not  only 
common  or  ordinary  uses,  but  also  all 
the  proper  and  necessary  uses  of  the 
record;  even  if  such  use  occurs  infre¬ 
quently. 

(e)  System  Manager.  The  official  re¬ 
sponsible  for  the  policies  and  practices 
governing  the  system  of  record. 


(f )  System  of  Records.  A  group  of  re¬ 
cords  under  the  control  of  any  system 
manager  from  which  information  Is  re¬ 
trieved  by  the  name  of  an  individual 
or  by  some  identifying  number, 
s3mnbol,  or  other  identifying  particular 
assigned  to  the  individual. 

$  1286.4  Reapohsibilities. 

(а)  HQ  DSA-il)  The  Chief,  AdminU- 
trative  Management  Division,  Office 
Of  Administration  iDSAH-XA)  wUl: 

(1)  Formulate  policy  to  provide  com¬ 
prehensive  guidance  necessary  for  uni¬ 
form  compliance  with  the  Act  by  all 
elements  of  DSA. 

(ii)  Serve  as  the  focal  point  on  priva¬ 
cy  matters  for  DSA  in  communication 
with  the  Defense  Privacy  Board  and  is 
designated  the  DSA  Privacy  Act  Offi¬ 
cer. 

(iii)  Supervise  the  preparation  for 
publication  in  the  Federal  Register  of 
all  required  Information  or  systems  of 
records  affected  by  the  Act. 

(iv)  Serve  as  the  DSA  representative 
on  the  Defense  Privacy  Board. 

(V)  Review  for  conformity  with  the' 
Act.  all  procedures,  including  DSA  and 
DD  forms,  which  requires  an  individ¬ 
ual  to  furnish  information,  and  formu¬ 
late  corrective  or  supplementary  provi¬ 
sions,  as  necessary. 

(Vi)  Maintain  this  DSAR  in  a  current 
status  and  review  it  annually. 

(2)  The  Chief,  Publication  Division, 
Office  of  Administration  iDSAH-XM) 
will  review  DSA  publications  to  assure 
that  those  which  meet  the  ctiteria  for 
publication  in  the  Federal  Register 
are  prepared  in  proper  form  and  trans¬ 
mitted  promptly  for  publication  in  the 
Federal  Register  as  required  by 
DSAR  5025.19,  PubUcation  of  Material 
in  the  Federal  Register. 

(3)  The  Counsel  iDSAH-O)  will 
review  policies,  practices,  and  proce¬ 
dures  to  ensure  conformity  with  the 
Act. 

(4)  The  Assistant  Director,  Plans, 
Programs  and  Systems  (.DSAH-LS)  will 
provide  policies  and  guidance  to  pre¬ 
clude  unauthorized  disclosure  of  pro¬ 
tective  information  maintained  in  the 
automatic  data  processing  facility. 

(5)  The  Chief,  Training  and  Incen¬ 
tives  Division,  Office  of  Civilian  Per¬ 
sonnel  iDSAH-KT)  will,  in  conjunction 
with  the  DSA  Privacy  Board,  ensure 
development  of  appropriate  training 
program  for  all  personnel  where 
duties  involve  responsibilities  for  sys¬ 
tems  of  records  affected  by  the  Act. 

(б)  The  heads  of  HQ  DSA  Principal 
Staff  Elements  iPSEs)  will: 

(i)  Ensure  that  the  collection,  main¬ 
tenance.  use,  or  dissemination  of 
record  of  identifiable  personal  infor¬ 
mation  is  in  a  manner  that  assures 
that  such  action  is  for  a  necesfi&ry  and 
lawfully  purpose,  that  the  information 
is  timely  and  accurate  for  its  intended 
use.  and  that  adequate  safeguards  are 
provided  to  prevent  misuse  of  such  in¬ 
formation. 


(il)  Ensure  that  internal  operating 
procedures  provide  for  effective  com¬ 
pliance  with  the  Act. 

(iii)  Establish  procedures  for  the 
granting  of  confidentiality  in  regula¬ 
tions  and  procedures  for  investigations 
(e.g.,  law  enforcement,  suitability, 
etc.). 

(iv)  Prepare  and  submit  reports  in 
accordance  with  $  1286.6. 

(7)  DSA  Privacy  Board.  Established 
under  the  chairmanship  of  the  Chief, 
Administrative  Management  Division, 
Office  of  Administration  (DSAH-XA) 
with  membership  consisting  of  repre¬ 
sentatives  from  the  Comptroller,  I>SA. 
Counsel.  DSA.  Staff  Director.  Civilian 
Personnel,  DSA,  Assistant  Director. 
Plans,  Programs,  and  Systems.  DSA. 
Staff  Director.  Military  Personnel. 
DSA.  Command  Security  Officer, 
DSA.  and  the  Executive  Director.  In¬ 
dustrial  Security,  HQ  DSA  CAS.  The 
Board  will  cause  to  be  reviewed  for 
conformity  with  the  Act.  each  catego¬ 
ry  of  information  in  a  system  of  re¬ 
cords  for  necessity  and  relevance;  pro¬ 
vide  assistance  in  the  development  of 
DSA-wide  Privacy  training  program; 
and  review  practices'  and  procedures 
established  by  system  managers  to 
ensure  they  are  in  conformity  with 
the  Act. 

(b)  77ie  Heads  of  DSA  Primary  Level 
Field  Activities  iPLFAs)  will; 

(1)  Ensure  that  the  collection,  main¬ 
tenance,  use,  or  dissemination  of 
record  of  identifiable  personal  infor¬ 
mation  is  in  a  manner  that  assures 
that  such  action  is  for  a  necessary  and 
lawful  purpose,  that  the  information 
is  timely  and  accurate  for  its  intended 
use,  and  that  adequate  safeguards  are 
provided  to  prevent  misuse  of  such  in¬ 
formation. 

(2)  Designate  a  Privacy  Act  officer  to 
serve  as  the  principal  point  of  contact 
on  privacy  matters. 

(3)  Elnsure  that  internal  operating 
procedures  provide  for  effective  com¬ 
pliance  with  the  Act. 

(4)  Establish  a  training  program  for 
those  personnel  whose  duties  involve 
responsibilities  for  systems  of  records 
affected  by  the  Act. 

$  1286.5  Procedures. 

(a)  Access  to  personal  information. 
(1)  Upon  request,  an  individual  will  be 
informed  whether  or  not  a  system  of 
records  contains  a  record  pertaining  to 
him,  and  accompanied  by  a  person  of 
his  own  choosing,  if  he  so  desires,  will 
be  permitted  to  review  his  records,  and 
to  obtain  a  copy  of  such  records  in  a 
form  that  is  comprehensible  to  him  at 
a  reasonable  cost,  unless  exempted  in 
accordance  with  paragraph  (oKlKv)  of 
this  section  or  paragraph  (d)  of  this 
section.  This  Part  1286  does  not  re¬ 
quire  that  a  record  be  created  or  that 
an  individual  be  given  access  to  re¬ 
cords  which  are  not  retrieved  by  name 
or  other  individual  identifier.  Only 
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costs  of  reproduction,  as  set  forth  In 
D8AR  5400.14,  Availability  to  the 
Public  of  Official  Information,  may  be 
charged;  however,  if  copying  is  the 
only  means  whereby  the  record  can  be 
made  available  to  the  individual,  re¬ 
production  fees  will  not  be  assessed 
(i.e.,  when  a  copy  must  be  made  in 
order  to  delete  information  contained 
on  the  record  pertaining  to  another  in¬ 
dividual). 

(i)  The  granting  of  access  to  a  record 
containing  personal  information  will 
not  be  conditioned  upon  any  require¬ 
ment  by  the  individual  to  state  a 
reason  or  otherwise  Justify  the  need  to 
gain  access. 

(il)  Prior  to  granting  access  to  per¬ 
sonal  information,  individuals  may  be 
required  to  provide  reasonable  verifi¬ 
cation  of  his  identity. 

(o)  No  verification  of  identity  will  be 
required  of  an  individual  seeking 
access  to  records  which  are  otherwise 
available  to  any  member  of  the  public 
under  D8AR  5400.14. 

(5)  For  the  individual  who  seeks 
access  in  person,  verification  of  identi¬ 
ty  will  normally  be  made  by  those  doc¬ 
uments  which  an  individual  Is  likely  to 
have  readily  available,  such  as  employ¬ 
ee  or  military  identification  card, 
driver’s  license,  or  medical  card. 

(c)  When  access  is  requested  by  mail, 
verification  of  Identity  may  consist  of 
the  individual  providing  certain  mini¬ 
mum  identifying  data,  such  as  name 
and  date  of  birth  or  such  other  infor¬ 
mation  deemed  necessary  by  the 
system  manager  having  custody  of  the 
record.  If  the  sensitivity  of  the  data 
warrants,  a  signed  notarized  statement 
of  identity  may  be  required. 

(d)  An  individual  will  not  be  denied 
access  to  his  record  for  refusing  to  dis¬ 
close  his  social  security  number  (S8N), 
unless  disclosure  of  his  SSN  is  re¬ 
quired  by  Federal  Statute  or  required 
for  verification  purposes  under  a 
system  of  records  existing  and  operat¬ 
ing  before  1  January  1975,  if  such  dis¬ 
closure  was  required  under  statute  or 
regulation  adopted  prior  to  such  a 
date. 

(e)  Individuals  may  not  be  denied 
access  to  a  record  pertaining  to  them¬ 
selves  because  those  records  are 
exempted  from  disclosure  under  the 
provisions  of  DSAR  5400.14. 

(iii)  Access  to  a  record  or  a  copy 
thereof  will  not  be  denied  solely  be¬ 
cause  the  record’s  physical  presence  is 
not  readily  available  (i.e.,  on  magnetic 
tape),  or  because  the  context  of  the 
record  may  disclose  sensitive  informa¬ 
tion  about  another  individual.  To  pro¬ 
tect  the  personal  privacy  of  other  indi¬ 
viduals  who  may  be  identified  in  a 
record,  an  extract  wlU  be  prepared  to 
delete  only  that  information  which 
would  not  be  releasible  to  the  request¬ 
ing  individual  under  DSAR  5400.14. 

(Iv)  A  medical  record  will  be  dis¬ 
closed  to  the  individual  to  whom  it 


pertains  unless,  in  the  Judgment  of  a 
physician,  access  to  such  record  could 
have  an  adverse  effect  upon  the 
individual’s  physical  or  mental  health. 
When  it  has  been  determined  that  the 
disclosure  of  medical  information 
could  have  an  adverse  effect  upon  the 
individual  to  whom  it  pertains,  the  in¬ 
formation  may  be  transmitted  to  a 
phjrsician  named  by  the  requesting  in¬ 
dividual. 

(V)  This  Part  1286  does  not  entitle 
an  individual  to  have  access  to  any  in¬ 
formation  compiled  in  reasonable  an¬ 
ticipation  of  a  civil  action  or  proceed¬ 
ing. 

(vi)  A  system  manager  may  require 
an  individual  who  wishes  to  be  accom¬ 
panied  by  another  person  when  receiv¬ 
ing  access  to  his  records  to  furnish  a 
written  statement  authorizing  discus¬ 
sion  of  the  records  in  the  presence  of 
the  accompanying  person. 

(vli)  Any  requests  from  an  individual 
for  access  to  or  copies  of  records  main¬ 
tained  on  him  will  be  processed  in  ac¬ 
cordance  with  this  Part  1286  and  not 
the  Freedom  of  Information  Act.  Nor¬ 
mally,  requests  for  access  to  records 
will  be  acknowledged  vrithin  10  work¬ 
ing  days  of  receipt  and  access  provided 
within  30  working  days. 

(vlii)  Copies  of  investigatory  records 
compiled  by  any  investigative  organi¬ 
zation,  but  in  the  temporary  custody 
of  an  element  requesting  the  record 
for  purposes  of  adjudication  or  other 
personnel  action,  are  the  records  of 
the  originating  investigative  organiza¬ 
tion.  Individuals  seeking  access  to  such 
records  will  be  directed  to  the  originat¬ 
ing  investigative  organization  and 
should  be  instructed  to  direct  all  re¬ 
quests  submitted  under  the  Act  to 
that  organization.  Records  concerning 
the  adjudication,  or  other  personnel 
actions  based  on  the  investigative  re¬ 
cords,  originated  by  the  organization 
using  the  investigation,  are  the  re¬ 
cords  of  the  using  organization  which 
shall  respond  to  all  other  requests 
under  the  Act  concerning  them. 

(2)  Amendment  of  penonal  informa¬ 
tion.  (i)  An  individual  will  be  given 
the  opportuiiity  to  request,  either 
in  person  or  through  the  mail, 
that  his  record  be  amended.  The 
system  manager  may,  however,  require 
that  such  requests  be  made  in  writing. 
Instructions  for  the  preparation  of  a 
request  and  any  forms  employed 
should  be  as  brief  and  as  simple  as 
possible.  Requests  should  contain  as  a 
minimum,  identifying  information  to 
locate  the  record,  a  description  of  the 
items  to  be  amended  and  the  reason 
amendment  is  being  requested.  A  re¬ 
quest  wttl  not  be  rejected  or  required 
to  be  reubmitted  unless  additional  in¬ 
formation  is  essential  to  process  the 
request.  Incomplete  or  inaccurate  re¬ 
quests  will  not  be  rejected  categorical¬ 
ly;  the  individual  will  be  asked  to  clari¬ 


fy  the  request  as  needed.  Individuals 
will  be  required  to  provide  verification 
of  identity  as  paragraph  (aXlKii)  of 
this  section  to  assure  that  the  request¬ 
er  is  seeking  to  amend  records  pertain¬ 
ing  to  him  and  not  inadvertently  or  in¬ 
tentionally.  the  records  of  anothei'  in¬ 
dividual. 

(li)  A  written  acknowledgement  of 
the  receipt  of  a  request  for  amend¬ 
ment  of  a  record  must  be  provided  to 
the  individual  within  10  working  days 
(excluding  Saturdays.  Sxmdays,  and 
legal  public  holidays)  after  receipt  by 
the  system  managers.  ’The  acknowi- 
edgement  will  clearly  identify  the  re¬ 
quest  and  advise  the  individual  when 
he  may  expect  to  be  advised  of  action 
taken  on  the  request.  Whenever  prac¬ 
ticable,  the  decision  wili  be  made 
within  30  working  days.  No  separate 
acknowledgement  of  receipt  is  neces¬ 
sary  if  the  request  can  be  either  ap¬ 
proved  or  denied,  and  the  individuai 
advised  within  the  10-day  period.  For 
requests  presented  in  person,  written 
acknowledgement  should  be  provided 
at  the  time  the  request  is  presented. 

(iii)  If  the  system  manager  agrees 
with  any  portion  or  all  or  the 
individual’s  request  to  amend  a  record, 
the  system  manager  will  promptly 
advise  the  individual  and  amend  the 
record  accordingly.  If  disclosure  ac¬ 
counting  has  been  made,  the  system 
manager  will  advise  all  previous  recipi¬ 
ents  of  the  record  that  the  amend¬ 
ment  has  been  made  and  the  sub¬ 
stance  of  the  correction. 

(iv)  If  the  system  manager  disagrees 
with  all  or  any  portion  of  a  request  to 
amend  a  record,  the  system  manager 
will  promptly: 

(a)  Advise  the  individuai  of  his  re¬ 
fusal  and  the  reasons  therefor. 

(b)  Inform  the  individual  that  he 
may  request  a  further  review  by  the 
designated  reviewing  official. 

(c)  Describe  the  procedures  for  re¬ 
questing  such  a  review  including  the 
name  and  address  of  the  official  to 
whom  the  request  should  be  directed. 

(V)  A  review  of  the  initial  refusal  to 
amend  a  record  will  be  made  if  re¬ 
quested  by  the  individual.  ' 

(a)  Heads  of  HQ  DBA  PSEs  and 
Heads  of  PLFAs.  as  applicable,  are 
designated  reviewing  officials  and  will 
make  a  review  of  the  initial  determina¬ 
tion.  The  Deputy  Director,  DBA,  or 
the  Deputy  Director,  CAS.  for  HQ 
DBA  CAS  elements  and  Defense  Con¬ 
tract  Administration  Services  Regions, 
wUl  be  the  reviewing  official  when  one 
of  the  aforementioned  officials  is  iden¬ 
tified  as  a  system  manager. 

(b)  If.  after  conducting  the  review, 
the  reviewing  official  also  refuses  to 
amend  the  record  in  accordance  with 
the  indvidual’s  request,  the  individual 
will  be  notified: 

(i)  Of  the  refusal  and  the  reasons 
therefor. 
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(2)  Of  his  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision  of  DSA. 

(J)  Of  the  procedures  for  filing  a 
statement  of  disagreement  and  such 
statement  will  be  made  available  to 
anyone  to  whom  the  record  Is  subse¬ 
quently  disclosed. 

(4)  That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement  to  the 
extent  that  an  accounting  of  disclo¬ 
sure  is  maintained. 

(5)  Of  his  right  to  seek  Judicial 
review  of  DSA’s  refusal  to  amend  a 
record. 

(c)  If  the  reviewing  official  deter¬ 
mines  that  the  record  should  be 
amended  In  accordance  with  the  re¬ 
quest.  the  system  manager  will  amend 
the  record,  advise  the  Individual,  and 
Inform  previous  recipients  where  an 
accounting  of  disclosure  has  been 
maintained. 

(d)  A  final  determination  on  the 
individual’s  request  for  a  review  of  an 
initial  refusal  to  amend  a  record  must 
be  completed  within  30  days  after  re¬ 
ceipt  by  the  proper  office  unless  the 
reviewing  official  determines  that  a 
fair  and  equitable  review  cannot  be 
completed  in  that  time.  If  additional 
time  is  required,  the  individual  will  be 
Informed,  in  writing,  of  the  reasons  for 
the  delay  and  of  the  approximate  date 
on  which  the  review  Is  expected  to  be 
completed. 

(vl)  When  an  individual  files  a  state¬ 
ment  of  disagreement,  the  system 
manager  will  clearly  annotate  the 
record  so  that  the  dispute  is  apparent 
to  anyone  who  may  subsequently 
grant  access  to  use  or  disclose  the 
record.  The  notation  itself  will  be  inte¬ 
gral  to  the  record.  Where  an  account¬ 
ing  of  disclosure  has  been  made,  the 
system  manager  will  advise  previous 
recipients  that  the  record  has  been 
disputed  and  will  provide  a  copy  of  the 
individual’s  statement. 

(a)  ’The  individual’s  statement  of  dis¬ 
agreement  need  not  be  filed  as  an  inte¬ 
gral  part  of  the  record  to  which  it  per¬ 
tains.  It  will,  however,  be  maintained 
in  such  a  manner  as  to  permit  ready 
retrieval  whenever  the  disputed  por¬ 
tion  of  the  record  is  to  be  disclosed. 
When  information  which  is  the  sub¬ 
ject  of  a  statement  of  disagreement,  is 
subsequently  disclosed,  the  system 
manager  will  note  which  information 
is  disputed  and  provide  a  copy  of  the 
individual’s  statement. 

(b)  ’The  system  manager  may  include 
a  brief  summary  of  its  reasons  for  not 
making  an  amendment  when  disclos¬ 
ing  disputed  information.  Summaries 
normally  will  be  limited  to  the  reasons 
stated  to  the  individual.  The  system 
manager’s  summary  will  be  treated  as 
part  of  the  individual’s  record:  howev¬ 
er.  it  will  not  be  subject  to  the  amend¬ 
ment  procedures. 

(b)  Disclosure  to  others.  (1)  Except 
as  prescribed  in  paragraph  (a)  of  this 


section,  this  Part  1286  does  not  require 
disclosure  of  records  to  anyone  other 
than  the  individual  to  whom  the  re¬ 
cords  pertain. 

(2)  No  record  contained  in  a  system 
of  records  maintained  within  E>SA  will 
be  disclosed  by  any  means  of  commu¬ 
nication  to  any  person,  or  to  any 
agency  outside  EISA,  except  pursuant 
to  a  written  request  by,  or  with  the 
prior  written  consent  of,  the  individual 
to  whom  the  record  pertains,  unless 
disclosure  of  the  record  would  be: 

(i)  To  those  officials  and  employees 
of  the  Department  of  Defense  who 
have  a  need  for  the  record  in  the  per¬ 
formance  of  their  official  duties  and 
the  use  is  compatible  with  the  purpose 
for  which  the  record  is  maintained. 
'This  includes,  for  example,  transfer  of 
Information  between  components 
when  civilians  or  military  personnel 
assigned  or  affiliated  with  one  compo¬ 
nent  are  processed  by  an  activity  of 
another  component  such  as  Armed 
Forces  Examination  and  Entrance  Sta¬ 
tions  (AFEES).  Air  Terminals,  or  De¬ 
fense  Investigative  Service  (DIS). 

(il)  Required  to  be  disclosed  to  a 
member  of  the  public  by  DSAR 
5400.14.  Some  examples  of  personal  in¬ 
formation  pertaining  to  military  per¬ 
sonnel  which  normally  are  released 
without  an  unwarranted  invasion  of 
privacy  are:  name,  rank,  date  of  rank, 
salary,  present,  and  past  duty  assign¬ 
ments.  future  assignments  which  have 
been  finalized,  office  phone  number, 
source  of  commission,  military  and  ci¬ 
vilian  educational  level,  and  promotion 
sequence  number.  Disclosure  of  per¬ 
sonal  information  pertaining  to  civil¬ 
ian  employees  shall  be  made  in  accor¬ 
dance  with  the  Federal  Personnel 
Manual. 

(ill)  For  a  routine  use  as  defined  in 
1286.3  and  described  in  section  II  H  of 
Appendix  A. 

(iv)  To  the  Bureau  of  the  Census  for 
purpose  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  au¬ 
thorized  by  law. 

(V)  To  a  recipient  who  has  provided 
DSA  with  advance  adequate  written 
assiuance  that: 

(a)  ’The  record  will  be  used  solely  as 
a  statistical  research  or  reporting 
record. 

(b)  The  record  is  to  be  trarsferred  in 
a  form  that  is  not  individually  identifi¬ 
able,  (l.e..  the  identity  of  the  individ¬ 
ual  cannot  be  determined  by  combin¬ 
ing  various  statistical  records). 

(c)  The  record  will  not  be  used  to 
make  any  decisions  about  the  rights, 
benefits,  or  entitlements  of  an  individ¬ 
ual. 

(vl)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  United  States  (Government,  or  for 
evaluation  by  the  Administrator  of 
General  Services,  or  his  designee  to 


determine  whether  the  record  has 
such  value.  A  record  transferred  to  a 
Federal  records  center  for  safekeeping 
or  storage  does  not  fall  within  this  cat¬ 
egory  since  Federal  records  center  per¬ 
sonnel  act  on  behalf  of  DSA  in  this  in¬ 
stance  and  the  records  remain  under 
the  control  of  DSA.  No  disclosure  ac¬ 
counting  record  of  the  transfer  of  re¬ 
cords  to  Federal  records  centers  need 
be  maintained. 

(vii)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  under  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  If 
the  activity  is  authorized  by  law.  and 
if  the  Head  of  the  agency  or  instru¬ 
mentality  has  made  a  written  request 
to  a  DSA  element  which  maintains  the 
record  specifying  the  particular  por¬ 
tion  desired  and  the  law  enforcement 
activity  for  which  the  record  is  sought. 
Blanket  requests  for  all  records  per¬ 
taining  to  an  individual  will  not  be  ac¬ 
cepted.  A  record  may  also  be  disclosed 
to  a  law  enforcement  agency  at  the 
initiative  of  a  DSA  element  which 
maintains  the  record  when  criminal 
conduct  Is  suspected,  provided  that 
such  disclosure  has  been  established  in 
advance  as  a  “routine  use”. 

(viii)  To  a  person  pursuant  to  a 
showing  of  compelling  circiunstances 
affecting  the  health  or  safety  of  an  in¬ 
dividual  if  upon  such  disclosure  notifi¬ 
cation  is  transmitted  to  the  last  known 
address  of  the  indivldvial  to  whom  the 
record  pertains. 

(ix)  To  either  House  of  Congress,  or, 
to  the  extent  of  matter  within  its  Ju¬ 
risdiction,  any  committee  or  subcom¬ 
mittee  thereof,  or  any  Joint  commit¬ 
tee.  ’This  does  not  authorize  the  disclo¬ 
sure  of  any  record  subject  to  this  Part 
1286  to  members  of  Congress  acting  in 
their  Individual  capacities  or  on  behalf 
of  their  constituents. 

(X)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives. 
In  the  course  of  the  performance  of 
the  duties  of  the  General  Accounting 
Office. 

(xi)  Pursuant  to  the  order  of  a  court 
of  competent  Jurisdiction. 

(a)  When  a  record  Is  disclosed  imder 
compulsory  legal  process  and  when 
the  issuance  of  that  order  or  subpoena 
is  made  public  by  the  court  which 
issued  it,  reasonable  efforts  will  be 
made  to  notify  the  individual  to  whom 
the  record  pertains.  ’This  may  be  ac¬ 
complished  by  notifying  the  Individual 
by  mail  at  his  most  recent  address  as 
contained  in  DSA  records. 

(b)  Upon  being  served  with  an  order 
to  disclose  a  record,  the  system  man¬ 
ager  will  endeavor  to  determine 
whether  the  Issuance  of  the  order  Is  a 
matter  of  public  record  and.  if  it  is 
not.  seek  to  be  advised  when  it  be¬ 
comes  public.  An  accounting  of  the 
disclosure  will  be  made  at  the  time  the 
system  manager  complies  with  the 
order  or  subpoena. 
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(3)  Each  system  manager,  with  re¬ 
spect  to  each  system  of  records  under 
his  control  will: 

(i)  For  all  disclosures  under  para¬ 
graph  (bK2)  of  this  section,  except 
those  under  paragraphs  (bK2)  (i)  and 

(ii)  ofv  this  section,  keep  an  accurate 
accounting  of  the  following: 

(a)  The  date  of  the  disclosure. 

(5)  The  nature  of  the  disclosure; 
that  is  what  was  disclosed  and  how; 
for  example,  oral  disclosure  by  tele¬ 
phone  of  home  address.  Other  exam¬ 
ples  of  disclosure  include  visual  review 
of  the  record,  written,  transfer  of  data 
through  telecommunications  network, 
etc. 

(c)  The  purpose  of  this  disclosure. 
Describe  the  condition  of  the  disclo¬ 
sure  as  listed  in  paragraphs  (bK2)  (iii) 
thru  (xi)  of  this  section.  If  disclosure 
is  for  a  routine  use  published  in  a  re¬ 
cords  systems  notice,  briefly  describe 
the  specific  routine  use. 

(d)  The  name  and  address  of  the 
person  or  agency  to  whom  the  disclo¬ 
sure  is  made.  A  system  manager  need 
not  make  a  notation  on  a  single  docu¬ 
ment  of  every  particular  record,  pro¬ 
vided  he  can  construct  from  the 
system  for  the  required  accounting  in¬ 
formation. 

(ii)  Retain  the  accounting  made 
under  paragraph  (bK3Ki)  of  this  sec¬ 
tion  for  at  least  5  years  after  the  last 
disclosure  or  the  life  of  the  record, 
whichever  is  longer.  No  record  of  the 
disclosure  of  this  accounting  need  be 
maintained. 

(iii)  Upon  request  of  the  individual 
to  whom  the  record  pertains,  make 
available  to  that  individual  all  infor¬ 
mation  in  the  accounting  of  disclo¬ 
sures  except  that  pertaining  to  disclo¬ 
sures  for  law  enforcement  purposes 
pursuant  to  paragraph  (bK2Kvil)  of 
this  section,  and  systems  that  have 
been  determined  to  be  exempt  from 
these  provisions  imder  subsections  (j) 
and  (k)  of  the  Act. 

(4)  Names  and  Addresses.  An 
individual’s  name  and  address  may  not 
be  sold  or  rented  by  DSA  unless  such 
action  is  specifically  authorized  by 
law.  Requests  for  home  addresses  may 
be  referred  to  the  last  known  address 
of  the  individual  for  reply  at  his  dis¬ 
cretion  and  the  requester  wUl  be  noti¬ 
fied  accordingly.  This  provision  will 
not  be  construed  to  require  the  with¬ 
holding  of  names  and  addresses  other¬ 
wise  permitted  to  be  made  public. 

(c)  Collection  of  personal  informa¬ 
tion  from  individuals.  (1).  Collection 
Directly  from  Individuals.  Personal  in¬ 
formation  shall  be  collected  to  the 
greatest  extent  practicable  directly 
from  the  individual  when  the  informa¬ 
tion  may  result  in  adverse  determina¬ 
tions  about  an  individual’s  rights, 
benefits,  and  privileges  under  Federal 
programs.  ’The  collection  of  informa¬ 
tion  from  third  parties  should  be  mini¬ 
mized.  Exceptions  to  this  policy  may 


be  made  under  certain  circumstances, 
such  as  the  following: 

(1)  ’There  is  need  to  ensure  accuracy 
of  information  supplied  by  an  individ¬ 
ual  by  verifying  with  a  third  party, 
such  as  in  the  case  of  verifying  infor¬ 
mation  for  a  security  clearance. 

(11)  The  nature  of  the  information  is 
such  that  it  can  only  be  obtained  from 
a  third  party,  such  as  an  evaluation  of 
employee’s  performance  in  a  previous 
Job  or  assigiiment. 

(ill)  Obtaining  the  information  from 
the  individual  would  present  excep¬ 
tional  practical  difficulties  or  would 
result  in  unreasonable  costs. 

(2)  Informing  Individuals  From 
Whom  Information  it  Requested.  Elach 
individual  who  is  asked  to  supply  per¬ 
sonal  information  must  be  told  of: 

(i)  The  authority  (statute  or  Execu¬ 
tive  Order)  which  authorizes  its  solici¬ 
tation. 

(ii)  The  principal  purpose  or  purpose 
for  which  it  is  to  be  used. 

(ill)  The  routine  uses,  to  be  made  of 
it.  < 

(Iv)  Whether  furnishing  such  infor¬ 
mation  is  mandatory  or  voluntary  and 
the  effects  on  him,  if  any,  of  not  pro¬ 
viding  it.  This  notice  to  the  individual 
will  be  made  on  a  separate  form  which 
can  be  retained  by  the  individual.  ’This 
advice  must  be  given  on  all  media  used 
in  requesting  information  whether  it 
is  a  "form”  in  the  usual  sense  (i.e..  a 
preprinted  document  with  a  control 
number  and  an  edition  date)  or  a 
format,  questionnaire,  survey  sheet,  or 
report  rendered  on  a  blank  sheet.  Sup¬ 
plying  personal  information  is  when 
Individuals  personally  complete  the 
fill-in  information  about  themselves 
on  the  form  or  when  the  individuals 
furnish  the  information  about  them¬ 
selves  verbally  as  in  an  interview  or 
question  and  answer  type  of  arrange¬ 
ment. 

(3)  Collection  Documents  in  Use 
Prior  to  27  Sep  75.  These  documents  in 
use  before  27  Sep  75  and  which  are  to 
be  used  on  and  after  that  date,  must 
meet  the  notice  requirements  by  use 
of  a  separate  statement  to  go  along 
with  each  such  document  subject  to 
the  provisions  of  the  Act.  The  state¬ 
ment  will  be  assigned  the  identifying 
form  number/RCS/OMB  Appeal 
Number/Form  Letter  Number  used  in 
collecting  the  information  and  the 
suffix  "Privacy  Act  Statement”,  as  fol¬ 
lows: 

(i)  For  forms  in  regularly-issued, 
numbered  series,  the  Privacy  Act 
Statement  will  bear  the  same  niunber 
and  edition  date  as  the  form  to  which 
it  pertains,  except  as  provided  in  para¬ 
graph  2  of  Appendix  B  Example:  For 
DD  Form  398,  Statement  of  Personal 
History,  the  applicable  notice  to  each 
individual  asked  to  complete  the  form 
will  be  identified  as  "DD  Form  398— 
Privacy  Act  Statement”  in  the  lower 
left-hand  comer. 


(11)  For  unnumbered  formats,  ques¬ 
tionnaires,  surveys,  and  reports  which 
are  not  in  the  regularly-issued  form 
number  series,  the  Privacy  Act  State¬ 
ment  will  bear  the  report  control 
symbol  or  OMB  Approval  Number 
under  the  authority  for  which  the  in¬ 
formation  is  collected  if  applicable. 

Example:  For  the  Air  Force  Junior  ROTC 
Survey  for  AFJRDHTC  Cadets  (Format  A), 
the  applicable  notice  to  each  Individual 
asked  to  complete  the  questionnaire  will  be 
identified  as  "OMB  Approval  No.  21- 
R0268— Privacy  Act  Statement".  Same  re¬ 
ports  are  assigned  Reports  Control  Symbol 
(RCS)  numbers  or  OMB  Approval  Numbers. 
If  these  reports  are  controlled  In  a  regular 
numbered  form  series,  then  the  Privacy  Act 
Statement  will  bear  the  form  number  refer¬ 
ence  In  lieu  of  the  RCS  or  OMB  Number. 

(4)  Preparation  of  Privacy  Act  state¬ 
ments.  (i)  The  proponent  (i.e..  the  ini¬ 
tiator)  has  the  final  responsibility  for 
determining  whether  a  form,  format, 
questionnaire,  survey,  or  report  re¬ 
quires  a  Privacy  Act  Statement.  The 
proponent  must  consult  his  counsel, 
particularly  for  validation  of  the  au¬ 
thority  for  asking  for  the  information. 
Statements  must  be  sufficiently  com- 
.plete  and  specific  but,  at  the  same 
time  be  concise  and  couched  in  easily 
imderstood  language. 

(11)  Forms  and  information  manage¬ 
ment  officers  at  all  echelons  must 
assure  that  Privacy  Act  Statements 
are  available  for  issuance  with  new 
forms,  when  required. 

(iii)  No  Department  of  Defense  com¬ 
ponent  may  deny  any  individual  any 
right,  benefit,  or  privilege  provided  by 
law  because  of  such  individual’s  refus¬ 
al  to  disclose  his  SSN,  unless  such  dis¬ 
closure  is: 

(a)  Required  by  Federal  statute. 

(b)  To  any  component  maintaining  a 
system  of  records  in  existence  and  op¬ 
erating  before  1  Jan  75.  if  such  disclo¬ 
sure  was  required  under  statute  or  reg¬ 
ulation  adopted  prior  to  such  date  to 
verify  the  identity  of  an  individual. 
Ebcecutive  Order  No.  9397,  22  Nov  43, 
authorizes  components  to  use  SSN  as 
a  system  of  numerical  identification  of 
individuals. 

(iv)  Any  component  which  requests 
an  individual  to  disclose  his  SSN  must 
inform  that  individual: 

(a)  Whether  that  disclosure  is  man¬ 
datory  or  volimtary- 

(b)  By  what  statutory  or  other  au¬ 
thority  such  number  is  solicited. 

(c)  What  uses  will  be  made  of  it. 

(V)  If  disclosure  of  the  SSN  is  not  re¬ 
quired  by  Federal  statute  or  Is  not  for 
a  system  of  records  in  existence  and 
operating  prior  to  1  Jan  75,  propo¬ 
nents  are  nevertheless  not  precluded 
from  requesting  it  from  individuals 
concerned.  However,  the  separate  Pri¬ 
vacy  Act  Statement  for  the  SSN  alone, 
or  a  merged  Privacy  Act  Statement, 
covering  not  only  the  SSN  but  also 
other  items  of  personal  information. 
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must  make  clear  that  the  disclosure  of 
the  S8N  is  voluntary.  If.  in  such  in¬ 
stances.  the  individual  refuses  to  dis¬ 
close  it.  the  proponent  concerned  must 
be  prepared  to  identify  him  by  alter¬ 
nate  means. 

(d)  Exemptions.  The  Director.  D8A 
will  designate  the  D8A  records  which 
are  to  be  exempted  from  certain  provi¬ 
sions  of  the  Act.  and  DSAH-XA  wlU 
publish  fti  the  Federal  Register,  in¬ 
formation  specifying  the  name  of  each 
designated  system,  the  specific  provi¬ 
sions  of  the  Act  from  which  each 
system  is  to  be  exempted,  and  the  rea¬ 
sons  for  each  exemption  of  the  record 
system. 

(1)  General  Exemptions.  To  qualify 
for  a  general  exemption,  as  defined  in 
the  Act.  the  system  of  records  must  be 
maintained  by  a  system  manager  who 
performs  as  his  principal  fimction  any 
activity  pertaining  to  the  enforcement 
of  criminal  laws,  including  police  ef¬ 
forts  to  prevent,  control,  or  reduce 
crime  or  to  apprehend  criminals,  and 
the  activities  of  prosecutors,  courts, 
correctional,  probation,  pardon,  or 
parole  authorities.  Such  system  of  re¬ 
cords  must  consist  of: 

(1)  Information  compiled  for  the  pur¬ 
pose  of  identifying  individual  criminal 
offenders  and  alleged  offenders  and 
containing  only  identifying  data  and 
notations  or  arrests,  the  nature  and 
disposition  of  criminal  charges,  sen¬ 
tencing.  confinement,  release,  and 
parole,  and  probation  status. 

(il)  Information  compiled  for  the 
purpose  of  a  criminal  investigation,  in¬ 
cluding  reports  of  informants  and  in¬ 
vestigators.  and  associated  with  an 
identifiable  individual. 

(ill)  Reports  identifiable  to  an  indi¬ 
vidual  compUed  at  any  stage  of  the 
process  of  enforcement  of  the  criminal 
laws  from  arrest  or  indictment 
through  release  from  supervision. 

(2)  Specific  Exemption.  To  qualify 
for  a  specific  exemption,  as  defined  by 
the  Act  the  systems  of  records  must 
be: 

(i)  Specifically  authorized  under  cri¬ 
teria  established  by  an  Executive 
Order  to  be  kept  classified  in  the  in¬ 
terest  of  national  defense  or  foreign 
policy  and  are  in  fact  properly  classi- 
hed  pursuant  to  such  Executive  Order. 

(ii)  Investigatory  material  compiled 
for  law  enforcement  purposes  other 
than  material  covered  under  a  general 
exemption.  However,  an  individual  will 
not  be  denied  access  to  information 
which  has  been  used  to  deny  him  a 
right  or  privilege  unless  disclosure 
would  reveal  a  source  who  furnished 
Information  to  the  Government  under 
a  promise  that  the  identity  of  the 
source  would  be  held  in  confidence. 
For  investigations  made  after  27  Sep 
75,  the  identity  of  the  source  may  be 
treated  as  confidential  only  if  based  on 
the  expressed  guarantee  that  the  iden¬ 
tity  would  not  be  revealed. 


(ill)  Maintained  in  connection  with 
providing  protective  services  to  the 
President  of  the  United  States  or 
other  individuals  protected  pursuant 
to  18  UH.C.  S3056. 

(V)  Used  only  to  generate  aggregate 
statistical  data  or  for  other  similarly 
evaluative  or  analytic  purposes,  and 
which  are  not  used  to  make  decisions 
on  the  rights,  benefits,  or  entitlements 
of  individuals  except  for  the  disclosure 
of  a  census  record  permitted  by  13 
U5.C.  S8. 

(Iv)  Investigatory  material  compUed 
solely  for  the  purpose  of  determining 
suitability,  eligibility,  or  qualifications 
for  Federal  civilian  employment.  Mili¬ 
tary  Service,  Federal  contracts,  or 
access  to  classified  information,  but 
only  to  the  extent  that  the  disclosure 
of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  in¬ 
formation  to  the  Government  under 
an  express  promise  that  the  source 
would  be  held  in  confidence,  or  prior 
to  27  Sep  75,  under  an  implied  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence. 

(Vi)  Testing  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  Federal  service,  the  dis¬ 
closure  of  which  would  compromise 
the  objectivity  of  fairness  of' the  test¬ 
ing  of  elimination  process. 

(vii)  Evaluation  material  used  to  de¬ 
termine  potential  for  promotion  in  the 
Armed  Services,  but  only  the  extent 
that  the  disclosure  of  such  material 
would  reveal  the  identity  of  a  source 
who  furnished  information  to  the 
Government  under  an  express  promise 
that  the  identity  of  the  source  would 
be  held  in  confidence  or  prior  to  27 
Sep  75,  under  an  implied  promise  that 
the  Identity  of  the  source  would  be 
held  in  confidence.  System  managers 
will  specify  those  categories  of  individ¬ 
uals  for  whom  pledges  of  confidential¬ 
ity  may  be  made  when  obtaining  infor- 
nuition  on  an  individual’s  suitability 
for  promotion. 

(e)  System  of  Records— (1)  Content 

(i)  System  managers  will  maintain  in 
its  records  systems  only  such  informa¬ 
tion  as  is  relevant  and  necessary  to  ac¬ 
complish  a  purpose  or  mission  re¬ 
quired  by  statute  or  Executive  Order 
of  the  President. 

(ii)  The  proponent  of  each  system  of 
records  will  identify  the  specific  provi¬ 
sion  of  law,  or  Executive  Order,  which 
provides  authority  for  the  mainte¬ 
nance  of  information  in  each  system 
of  records. 

(ill)  Authority  to  establish  and  main¬ 
tain  a  system  of  records  does  not 
convey  unlimited  authority  to  collect 
and  maintain  all  information  which 
may  be  useful  or  convenient  to  have. 
The  proponent  of  each  system  of  re¬ 
cords  will  evaluate  each  category  of  in¬ 
formation  in  a  system  for  both  necessi¬ 
ty  and  relevance.  In  performing  this 


evaluation  the  following  points  will  be 
considered: 

(a)  Relationship  of  each  item  of  in¬ 
formation  to  the  statutory  or  regula¬ 
tory  puipose  for  which  the  system  is 
maintained. 

(5)  Specific  adverse  consequence  of 
not  collecting  each  category  of  infor¬ 
mation. 

(c)  Possibility  of  meeting  the  infor¬ 
mation  requirement  through  use  of  in¬ 
formation  not  individually  identifiable 
or  through  sampling  techniques. 

id)  Length  of  time  that  the  informa¬ 
tion  is  needed  and.  where  appropriate, 
techniques  for  purging  parts  of  the 
record. 

(e)  Financial  cost  of  information 
maintenance  compared  to  risk  or  ad¬ 
verse  consequence  of  not  maintaining 
it. 

if)  Necessity  and  relevance  of  this  in¬ 
formation  to  all  individuals  included 
in  the  system. 

(iv)  Collection  will  be  discontinued 
for  each  category  or  item  of  informa¬ 
tion  which,  after  the  above  evaluation, 
does  not  appear  to  be  fully  Justifiable. 
Moreover,  such  information  will  be 
withdrawn  and  destroyed,  provided  it 
can  be  e(X)nomically  segregated  from 
necessary  and  relevant  information. 

(V)  The  evaluation  prescribed  above 
will  be  performed  by  each  proponent 
of  a  system  of  records: 

(a)  During  the  design  phase  of  a  new 
system  of  records  or  a  change  in  an  ex¬ 
isting  system  of  records. 

ib)  Annually,  prior  to  the  republica¬ 
tion  of  all  system  notices  in  the  Feder¬ 
al  Register. 

(2)  Publication  of  record  system  no¬ 
tices— ii)  GeneraL  A  notice  of  the  exis¬ 
tence  of  each  system  of  records,  as  de¬ 
fined  in  S  1286.3(d)  must  be  published 
in  the  Federal  Register. 

(il)  Record  System  Notices.  System 
managers  proposing  new  systems  will 
prepare  system  notices  according  to 
Appendix  A  at  least  60  days  before  the 
proposed  system  change  may  be  legal¬ 
ly  implemented.  Initial  system  notices 
will  be  submitted  to  DSAH-XA. 

(ill)  Change  to  Existing  Systems  Re¬ 
quiring  Advanced  Public  Notice 

ia)  The  following  proposed  changes 
to  an  existing  system  must  be  pub¬ 
lished  in  the  Federal  Register  for 
public  comment  at  least  30  days  before 
the  changes  are  implemented: 

il)  Those  which  expand  the  catego¬ 
ries  of  individuals  on  whom  records 
are  maintained. 

(2)  Those  which  add  new  categories 
of  records  to  the  system. 

(J)  Those  which  add  new  categories 
of  sources. 

i4)  New  or  changed  routine  uses 
which  involve  disclosure  to  a  new  cate¬ 
gory  of  recipient.  , 

(5)  (Changes  in  procedures  governing 
access. 

ib)  Notices  of  proposed  changes  to 
existing  systems  will  be  submitted  to 
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DOAH-XA,  in  aocordAnce  with  Appen¬ 
dix  A. 

(iv)  Canges  to  Existing  Systems  Not 
Requiring  Advanced  Public  Notice. 
Changes  in  records  systems  not  stated 
in  paragraph  (eK2Kiii)  of  this  section 
do  not  require  advance  publication, 
but  must  be  submitted  for  inclusion  in 
the  annual  consolidated  listing  of  re¬ 
cords  systems.  Accordingly,  each 
system  manager  will  ensure  that  all 
such  changes  are  forwarded  to  DSAH- 
XA  by  15  March  of  each  year  for 
annual  publication  in  the  Federal 
Register. 

(V)  Reports  Concerning  New  and 
Changed  Systems.  Concurrently  with 
paragraph  (eK2)  (ii)  and  (iii)  of  this 
section.  DSAH-XA  will  provide  OASD 
(C)  advanced  notice  of  proposals  to  es¬ 
tablish  new  systems  or  to  change  rou¬ 
tine  uses  of  existing  systems. 

(Vi)  DSA  Issuances.  DSAH-XA  will 
ensure  that  information  contained  in 
each  system  notice,  as  published  in  the 
Federal  Register,  is  incorporated  and 
published  in  DSAR  5400.22,  Privacy 
Act  System  of  Records  Notices,  to 
ensure  uniform  system  use  and  Doiain- 
tenance.  All  DSA  activities  will  take 
immediate  action  to  discontinue,  any 
system  of  records  not  contained  in 
DSAR  5400.22. 

(3)  Standards  of  accuracy,  (i)  Re¬ 
cords  used  by  system  managers  in 
making  determinations  about  an  indi¬ 
vidual  will  be  maintained  with  such  ac¬ 
curacy.  relevance,  timeliness,  and  com¬ 
pleteness  as  is  reasonably  necessary  to 
ensure  fairness  to  the  individual  in 
any  determination. 

(ii)  Prior  to  disseminating  any  record 
about  an  individual  to  any  person 
other  than  a  Federal  agency,  unless 
the  dissemination  is  made  pursuant  to 
DSAR  5400.14,  reasonable  efforts  will 
be  made  to  ensure  that  such  records 
are  accurate,  complete,  timely,  and  rel¬ 
evant  for  DSA  purposes. 

(4)  Restriction  on  maintenance  of 
certain  records.  Maintenance  of  re¬ 
cords  describing  how  individuals  exer¬ 
cise  rights  guaranteed  by  the  First 
Amendment  are  prohibited  unless  ex¬ 
pressly  authorized  by  Federal  statute 
or  by  the  individual  concerned,  unless 
pertinent  to  and  within  the  scope  of 
an  authorized  law  enforcement  activ¬ 
ity.  The  exercise  of  these  rights  in¬ 
cludes.  but  is  not  limited  to,  religious 
and  political  beliefs,  freedom  of 
speech  and  the  press,  and  the  right  of 
assembly,  and  to  petition. 

(5)  Rules  of  conduct  Heads  of  HQ 
DSA  PSEs  and  Heads  of  PLFAs  will 
assure  that  persons  including  Govern¬ 
ment  contractors  or  their  employees, 
involved  in  the  design,  development, 
operation,  or  maintenance  of  any 
system  of  records,  as  defined  in 
S  1286.3.  are  informed  of  all  require¬ 
ments  to  protect  the  privacy  of  the  in¬ 
dividuals  who  are  subjects  of  the  re¬ 
cords.  The  following  sanctions  will  be 
emphasized  to  personnel; 


(i)  There  are  criminal  penalties  for 
knowingly  and  willfully  discloalng  a 
record  about  an  individual  without  the 
written  consent  or  the  written  request 
of  that  individual,  or  unless  disclosure 
is  for  one  of  the  reasons  listed  in  para¬ 
graph  (d)  of  this  section. 

(ii)  DSA  may  be  subject  to  civil  suit 
due  to  failure  to  comply  with  the  Act. 

(6)  Safeguarding  perse '.al  informa¬ 
tion  in  records  systems,  (i)  System 
managers  will  establish  administrative 
and  physical  safeguards  to  protect  in¬ 
formation  from  unauthorized  or  unin¬ 
tentional  access,  disclosure,  modifica¬ 
tion,  or  destruction.  These  saf>^:guards 
will  apply  to  systems  of  records,  in 
whatever  medium  in  which  personal 
Information  is  processed  or  stored. 
Such  safeguards  will  be  tailored  to  the 
requirements  of  each  system  of  re¬ 
cords.  Where  a  greater  degree  of  pro¬ 
tection  is  not  prescribed  by  other  regu¬ 
lations,  as  a  minimum,  all  records  will 
be  afforded  the  same  degree  of  protec¬ 
tion  as  "For  Official  Use  Only"  docu¬ 
ments. 

(11)  Access  to  personal  Information 
will  be  restricted  to  those  persons 
whose  official  duties  require  access 
and  the  individual  concerned  in  accor¬ 
dance  with  paragraph  (b)  of  this  sec¬ 
tion. 

(ill)  System  managers  will  ensure 
that  all  persons  whose  official  duties 
require  access  to  or  processing  and 
maintenance  of  personal  information 
are  trained  in  the  proper  safeguarding 
and  use  of  such  information. 

(Iv)  Personal  records  and  documents 
will  be  stored  so  as  to  reasonably  pre¬ 
clude  unauthorized  disclosure. 

(V)  Disposal  of  records  containing 
personal  information  which  are  no 
longer  required  will  be  accomplished 
in  such  a  manner  that  will  prevent  the 
contents  from  being  disclosed  (e.g., 
tearing  or  shredding  the  record  into 
pieces  or  burial  or  in  the  case  of  mag¬ 
netic  tapes  by  degaussing). 

8 1286.6  Forms  and  reports. 

(a)  An  annual  report  will  be  pre¬ 
pared  by  DSAH-XA  for  the  preceding 
calendar  year  on  its  implementation  of 
the  Privacy  Act  of  1974  as  follows: 

(1)  Summary.  A  brief  management 
smnmary  of  the  status  of  actions 
taken  to  comply  with  the  Act.  the  re¬ 
sults  of  these  efforts,  any  problems  en- 
coimtered  and  recommendations  for 
any  changes  in  legislation,  policies,  or 
procedures. 

(2)  Accomplishments.  A  summary  of 
major  accomplishments;  i.e..  improve¬ 
ments  in  agency  information  practices 
and  safeguards. 

(3)  Plans.  A  summary  of  major  plans 
tor  activities  in  the  upcoming  year, 
e.g.,  area  of  emphasis,  additional  se¬ 
curing  of  facilities  planned. 

(4)  Exemptions.  A  list  of  systems 
which  are  exempted  during  this  year 
from  any  of  the  operative  provisions 


of  this  law  permitted  under  the  terms 
of  subsections  (J)  and  (k)  of  the  Act, 
whether  or  not  the  exemption  was  ob¬ 
tained  during  the  year,  the  number  of 
records  in  each  system  exempted  from 
each  specific  provision  and  reasons  for 
invoking  the  exemption. 

(5)  Number  of  systems.  A  brief  sum¬ 
mary  of  changes  to  the  total  inventory 
of  personal  data  systems  subject  to 
the  provisions  of  the  Act.  -  including 
reasons  for  major  changes;  e.g.,  the 
extent  to  which  review  of  the  rel¬ 
evance  of  and  necessity  for  records  has 
resulted  in  elimination  of  all  or  por¬ 
tions  of  systems  of  records  or  any  re¬ 
duction  in  the  number  of  individuals 
on  whom  records  are  maintained. 

(6)  Operational  experiences.  A  gener¬ 
al  description  of  operational  experi¬ 
ences  including  estimates  of  the 
number  of  individuals  (in  relation  to 
the  total  number  of  records  in  the 
system)  requesting  information  on  the 
existence  of  records  pertaining  to 
them,  refusing  to  provide  information, 
requesting  access  to  their  records,  ap¬ 
pealing  initial  refusals  to  amend  re¬ 
cords,  and  seeking  redress  through  the 
courts. 

(7)  Any  available  data,  or  estimates, 
of  the  cost  of  administering  the  Act 

(8)  Six  copies  of  the  annual  report 
will  be  furnished  to  the  Assistant  Sec¬ 
retary  of  Defense  (Comptroller)  on  or 
before  31  March  of  each  year  for 
transmittal  to  the  Office  of  Manage¬ 
ment  and  Budget. 

(b)  An  annual  feeder  report  on  the 
actions  of  the  preceding  year  will  be 
prepared  by  Heads  of  PLFAs  and 
Heads  of  HQ  DSA  PSEs  for  submis¬ 
sion  in  duplicate  to  DSAH-XA  on  or 
before  10  March  of  each  year.  The 
report  will  contain; 

(1)  Summary.  A  brief  management 
summary  of  the  status  of  actions 
taken  to  comply  with  the  Act,  the  re¬ 
sults  of  these  efforts,  any  problems  en¬ 
countered  and  recommendations  for 
any  changes  in  legislation,  policies  or 
procedures. 

(2)  Accomplishments.  A  summary  of 
major  accomplishment;  i.e.,  improve¬ 
ments  in  agency  information  practices 
and  safeguards. 

(3)  Plans.  A  summary  of  major  plans 
for  activities  in  the  upcoming  year, 
e.g.,  area  of  emphasis,  additional  se¬ 
curing  of  facilities  planned. 

(4)  Exemptions.  A  Ust  of  systems 
which  are  exempted  during  the  year 
from  any  of  the  operative  provisions 
of  this  law  permitted  under  the  terms 
of  subsection  (J)  and  (k)  of  the  Act, 
whether  or  not  the  exemptions  were 
obtained  during  the  year,  the  number 
of  re<x>rds  in  each  system  exempted 
from  each  specific  provision  and 
reason  for  invoking  the  exemption. 

(5)  Number  of  systems.  A  brief  sum¬ 
mary  of  changes  to  the  total  inventory 
of  personal  data  systems  subject  to 
the  provisions  of  the  Act,  including 
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reasons  for  major  changes;  e.g..  the 
extent  to  which  review  of  the  rel¬ 
evance  of  and  necessity  for  records  has 
resulted  in  elimination  of  all  or  por¬ 
tions  of  systems  of  records  or  any  re¬ 
duction  in  the  number  of  individuals 
on  whom  records  are  maintained. 

(6)  Operational  experiences.  A  gener¬ 
al  description  of  operational  experi¬ 
ences  Including  estimates  of  the 
number  of  individuals  (in  relation  to 
the  total  number  of  records  in  the 
system), requesting  information  on  the 
existence  of  records  pertaining  to 
them,  refusing  to  provide  information, 
requesting  access  to  their  records,  ap¬ 
pealing  initial  refusals  to  amend  re¬ 
cords,  and  seeking  redress  through  the 
courts. 

(7)  Any  available  data,  or  estimates, 
of  the  costs  of  administering  the  Act 

(c)  Each  PLFA  will  submit  to  HQ 
DSA.  ATTN:  DSAH-XA  during  the 
last  week  in  January.  April.  July,  and 
October  each  year,  a  consolidated  list¬ 
ing  of  those  locally  controlled  and  sub¬ 
ordinate  echelon  forms  affe^ed  by  the 
Act.  The  listing  will  contaiirthe  form 
designation  and  number  in  numeric  se¬ 
quence.  the  edition  date,  and  the  com¬ 
plete  title.  Each  group  of  forms  will  be 
identified  by  activity  name.  To  provide 
the  input  for  this  consolidated  listing, 
the  forms  management  officer  at  all 
levels  must  prepare  and  maintain  cur¬ 
rent.  a  listing  of  those  forms  for  which 
they  control  and  which  are  within  the 
purview  of  the  Act. 

(d)  The  Reports  Control  Symbol  for 
these  reports  will  be  RC^  DD(A)  1379. 

Appdtdiz  a 

IMSTRUCTIOIfS  FOR  PRCTARATIOM  OP  RSCORO 
SY8Tm  ROTICCS 

Skctioh  I.  Oknzxai.  Imstructions 

A  For  each  system  of  records  submit  in¬ 
formation  In  the  sequence  as  shown  in  sec¬ 
tion  n  below.  Show  in  this  sequence  even 
though  an  entry  may  not  be  required  for  all 
items. 

B.  Use  keywords  shown  below  (l.e.,  STS- 
NAME.  RECORIJ-CATEaORY.  etc).  Expla¬ 
nations  of  keywords  are  shown  in  parenthe¬ 
ses.  but  do  not  use. 

C.  Do  not  use  paragraph  or  subparagraph 
numbers  or  letters. 

D.  Do  not  underline  any  part  of  the  text. 

E.  Do  not  use  hyphenation  at  the  end  of  a 
line  or  subdivide  a  word  at  the  end  of  a  line. 

O.  Each  system  of  records  notice  will  be 
typed  double-spaced  on  a  separate  sheeUs) 
of  paper,  with  the  originating  office  symbol 
entered  in  the  upper  right  comer. 

H.  Do  not  use  military  or  Gtovemment  ter¬ 
minology  which  may  not  be  understood  by 
the  public.  Authorized  abbreviations  may  be 
us^,  provided  they  are  first  spelled  out  in 
each  system  notice.  e.g..  Defense  Supply 
Agency  (DSA). 

I.  Refer  to  section  III  below  for  systems 
which  may  qualify  for  exemption. 

J.  Number  the  pages  separately  for  each 
draft  system  notice. 

K.  New  and  revised  ssrstem  notices  shall 
be  prepared  in  accordance  with  Instructions 
contained  herein.  All  notices  are  to  be  sub¬ 
mitted  in  full  (l.e.,  no  partial  system  notice 
shall  be  accepted). 


DEPARTMENT  OF  DEFENSE 

Lk  For  the  purpose  of  identifying  record 
systems  and  preparing  system  of  records  no¬ 
tices,  there  are  five  distinguished  categories 
of  record  systems  subject  to  the  Act: 

1.  Category  1.  Automated  (ADP)  systems 
of  records  identified  by  distinctive  number 
and  title  and  normally  maintained  accord¬ 
ing  to  ADP  manuals.  As  a  general  rule, 
these  systems  are  not  individually  or  spedfl- 
caUy  identified  by  D8AM  5015.1.  FUes  Main¬ 
tenance  and  Disposition,  although  their 
output  may  be  functionally  identifiable 
through  the  manual.  For  preparation  of  sys¬ 
tems  notices,  there  are  three  recognizable 
types  of  ADP  systems: 

a.  Class  A  and  B  systems  managed  by  HQ 
DSA.  Most  of  these  systems  are  identified  in 
the  DoD  Automated  Data  Systems  Cattdog 
USPC  S-70-1. 

b.  Class  C  Systems.  Individually  designed, 
established,  and  maintained  by  DSA  field 
activities. 

c.  DSA  field  activities  systems  which  are 
not  yet  approved  are  classified  as  Class  C 
systems,  i.e.,  unauthorized  systems. 

2.  Category  2.  Exclusive  of  ADP  Systems, 
those  systems  of  records  established  and 
maintained  pursuant  to  and  specifically  pre¬ 
scribed  by  statute,  executive  order,  or 
DSAR. 

3.  Category  3.  Exclusive  of  ADP  Systems, 
those  systems  of  records  established  under  a 
function  authorized  by  statute.  Executive 
Order  or  DSAR  rather  than  specifically  pre¬ 
scribed  by  the  statute.  Executive  Order  or 
DSAR.  that  are  accumulated  DSA-wlde  by 
offices  with  similar  or  identical  functions. 
Normally,  decentralized  segments  of  such 
systems  vary  only  in  scope  and  volume  and 
not  in  content  for  example,  name  files 
which  are  established  in  processing  requests 
under  the  Freedom  of  Information  Act.  In 
most  instances,  these  systems  are  identified 
in  DSAM  5015.1. 

4.  Category  4.  Exclusive  of  ADP  Systems, 
those  systems  of  records  established  and 
maintained  entirely  in  response  to  local 
needs.  Although  often  difficult  to  describe, 
these  systems  have  certain  common  charac¬ 
teristics  which  can  be  used  in  identifying 
them  for  preparation  of  systems  notices: 

a.  Normally,  they  are  unique  to  the  accu¬ 
mulating  office. 

b.  They  are  not  accumulated  DSA-wide  in 
other  elements  or  activities  which  perform 
like  functions. 

c.  They  are  seldom  specifically  identified 
in  DSAM  5015.1. 

5.  Category  5.  Those  in  the  custody  of 
DSA  temporarily,  which  “belong”  to  other 
Federal  agencies.  For  example,  official  civil¬ 
ian  personnel  files  on  DSA  civilian  employ¬ 
ees  belong  to  the  U^S.  Civil  Service  CcMnmls- 
slon.  Most  such  systems  are  identified  by 
DSAM  5015.1. 

M.  Responsibility  for  prepsLratlon  of 
system  of  records  notl(^. 

1.  For  Category  1  (ADP)  Systems  of  Re¬ 
cords: 

a.  Managers  of  Class  A  and  B  systems  of 
records  are  responsible  for  preparing  system 
of  record  notices  applicable  to  their  auto¬ 
mated  data  systems  (ADS). 

b.  Proponents  of  Categories  2,  3,  4.  and  5 
(manual)  systems  of  records  are  responsible 
for  including  in  their  systems  of  record  no¬ 
tices  all  Cnass  C  and  unauthorized  ADP  sys¬ 
tems  of  records  which,  in  effect,  are  auto¬ 
mated  segments  of  their  systems  of  records. 

c.  Managers  are  responsible  for  prepara¬ 
tion  and  submission  of  system  of  record  no¬ 
tices  applicable  to  those  Class  C  and  unau¬ 
thorized  ADP  system  of  records  which  are 
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not  automated  segments  of  a  manual  system 
of  records. 

2.  For  Category  2  and  3  system  or  records, 
the  office  having  DBA-wide  staff  responsi¬ 
bility  for  the  function  or  process  Involved  is 
considered  to  be  the  system  of  records  pro¬ 
ponent.  Such  proponents  sre  responsible  for 
including  in  their  system  of  record  notices 
coverage  of  all  decentralized  segments  of 
the  partknilar  system  of  records. 

3.  Proponents  of  Category  4  (local)  sys¬ 
tems  of  records  are  responsible  for  prepara¬ 
tion  and  submission  of  system  notices  appli¬ 
cable  to  their  systems. 

4.  For  Category  5.  the  proponent  is  the 
Federal  agency  to  which  a  system  of  records 
belongs.  It  is  responsible  for  system  of 
record  notices  applicable  to  its  records  that 
are  temporarily  in  DBA  custody.  For  exam¬ 
ple.  the  C8C  will  publish  system  of  records 
notices  applicable  to  all  systems  of  records 
prescribed  by  the  Federal  Personnel 
ManuaL  CSC  will  not.  however,  be  responsi¬ 
ble  for  any  modlfk^tlons  or  additions  to  a 
CSC  system  of  record.  The  DSA  proponent 
of  such  modifications  or  additions  is  there¬ 
fore  resimnsible  for  preparing  a  system  of 
records  notice  for  the  portion  added  by  him. 
DSA  proponents  shoulld  contact  the  aK>ro- 
priate  Federal  agency  for  other  systems  of 
records  temporarily  in  DSA  (nistody  to  de¬ 
termine  and  fix  responsibility  for  preparing 
applicable  system  of  records  notices.  In  in¬ 
stances  where  a  Federal  agency  to  which 
the  records  belong  declines  to  cover  a 
system  of  records  temporarily  in  DSA  custo¬ 
dy.  the  DSA  proponent  will  be  responsible 
for  preparing  the  applicable  system  of  re¬ 
cords  notice. 

Sscnoii  n.  Siqui3r(x  or  Submissions  and 
Ii(STRU(;noirs 

A.  Manual  or  Automated.  Indicate  wheth¬ 
er  the  system  is  manual  or  automated.  An 
automated  system  would  include  records 
processed,  maintained,  or  both,  in  a  ma¬ 
chine  readable  processing  tapes  and  cards, 
etc.  A  manual  system  would  include  records 
processed,  maintained,  or  both,  in  a  human 
readable  or  vertical  file  cards,  microfiche, 
roll  microfilm,  photographs,  etc.  A  mecha¬ 
nized  file  which  requires  substantial  human 
intervention  for  processing  or  maintenance 
is  considered  to  be  manual,  rather  than 
automated. 

B.  Sysname  tSystem  Name).  Whenever  ap¬ 
plicable.  Identify  the  ssrstem  by  number  and 
title  prescribed  in  your  files  or  records  dis¬ 
position  manuaL  Use  locally  originated 
titles  for  files  which  are  not  described  spe¬ 
cifically  and  adequately  In  the  manual  or 
which  are  otherwise  unkiue  to  the  reporting 
office.  11  more  than  one  ssrstem  Is  covered 
by  a  file  description,  identify  each  system. 
If  several  files,  separately  described  in 
DBAM  5015.1,  are  a  part  of  a  single  system, 
identify  the  system  <mly  (see  paragraph  F 
below  for  identification  of  separate  files 
which  form  a  system).  Provide  system  and 
file  title  in  unclassified  form.  Do  not  use  ab¬ 
breviations,  nicknames,  or  acronyms  unless 
spelled  out  the  first  time  used.  Place  acro¬ 
nym  in  parentheses  immediately  following 
the  title. 

C.  Security.  Specify  the  Defense  or  other 
security  classification  for  the  ssrstem  of  re¬ 
cords  if  classified  pursuant  to  the  provislona 
of  DoD  5200.1-R.  Information  Security  Pro¬ 
gram  Regulation.  DSAM  5205.1.  Safeguard¬ 
ing  of  Classified  Information,  and  imple¬ 
menting  directives.  Do  not  dte  as  a  security 
classification  For  Official  Use  Only.  Inter¬ 
nal  Working  Paper.  Eyes  Only,  or  similar 
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PRIVACY  ACT  ISSUANCES 


m&rking  ua«d  for  Internal  control  or  other 
handling  purposes.  If  unclassified.  Including 
FOUO,  state  unclassified. 

D.  Location.  If  the  system  is  maintained 
In  a  single  location,  provide  the  exact  name 
of  the  office,  organisation,  and  correspon¬ 
dence  or  routine  symbol.  On  the  other 
hand.  If  It  Is  geographically  or  organization¬ 
ally  decentralized,  specify  each  type  of  orga¬ 
nization  or  element  that  maintains  a  seg¬ 
ment  of  the  system.  FV>r  example,  if  the 
system  was  comprised  of  clinical  records, 
then  medical  centers  and  hospitals,  and  the 
National  Personnel  Records  Center  would 
be  listed  as  locations.  Where  automated 
data  systems  encompass  a  central  computer 
facility,  with  Input/output  terminals  at  sev¬ 
eral  geogr^hical  locations,  list  by  category, 
each  location  under  this  heading.  In  all  in¬ 
stances  where  multiple  locations  are  re¬ 
ferred  to  by  type  of  organization,  state  that 
official  mailing  addresses  are  In  the  Depart¬ 
ment  of  Defense  directory  in  the  appendix 
to  the  D8A  ss^tem  of  record  notices.  Howev¬ 
er,  in  all  cases,  give  the  official  mailing  ad¬ 
dress  If  the  office  maintaining  the  system  is 
not  listed  in  the  Federal  Register.  If  the  ad¬ 
dress  Is  classified,  so  state.  Be  sure  to  list 
each  type  of  organization  maintaining  a  seg¬ 
ment  or  duplicate  of  the  system,  since  main¬ 
tenance  by  a  type  of  organization  not  re¬ 
ported  herein  will  constitute  a  violation  of 
the  Act.  When  indicating  domestic  address¬ 
es,  use  the  United  States  Postal  Service  two 
letter  state  abbreviation  and  the  Zip  Code. 

E.  Individual-Category  {CategorieM  of  In- 
dividuala  Covered  by  the  System).  The  pur¬ 
pose  of  this  requirement  is  to  permit  an  in¬ 
dividual  to  determine  whether  or  not  infor¬ 
mation  on  him  might  be  in  the  system  of  re¬ 
cords.  Categories  of  individuals,  therefore, 
should  be  stated  In  easily  understood,  non¬ 
technical  terms  and  include  all  categories  of 
individuals  on  whom  records  are  main¬ 
tained.  Avoid  using  broad  general  descrip¬ 
tions.  such  as  “all  civilian  personnel"  unless 
the  ss'stem  applies  to  all  civilian  personneL 
For  example.  Civilian  Individual  Pay 
Record  applies  to  all  civilian  employees  of 
DSA,  while  a  system  of  records  of  Individual 
Retirement  Records  would  apply  only  to  ci¬ 
vilian  employees  covered  by  the  Civil  Ser¬ 
vice  Retirement  program.  All  categories  of 
individuals  included  in  the  system  must  be 
listed,  regardless  of  the  frequency  of  inclu¬ 
sion  or  the  number  or  records  involved.  All 
future  changes  to  the  system,  which  broad¬ 
en  or  Increase  the  categories  of  individuals 
covered,  srlll  require  preparation  and  publi¬ 
cation  of  a  revised  record  system  notice  in 
the  Federal  Register. 

F.  Record  Category  ^Categories  of  Records 
in  the  system).  Briefly  describe  in  nontech¬ 
nical  terms  all  types  of  records  In  the 
system.  For  example,  under  the  Automatic 
Payroll  Cost  and  Personnel  System 
(APCAPS),  the  types  would  Include,  but  not 
be  limited  to  Individual  pay  record,  substan¬ 
tiating  documents,  such  as  certificates  for 
deductions  and  retained  leave  and  earning 
statements,  records  of  travel  pasrments,  per¬ 
sonnel  actions,  and  time  and  attendance 
cstTda.  For  automated  systems,  do  not  list 
source  documents  unless  they  are  retained 
and  filed  by  name,  8SN,  or  other  individual 
identifier.  Instead,  list  the  categories  of  in- 
formatiem  stored  in  the  ssrstem.  Be  sure  to 
Include  all  types  of  records  In  the  system, 
regardless  of  their  frequency  or  volume  of 
accumulation,  since  future  additions  of  new 
types  of  records  will  require  preparatkms 
and  publication  of  revised  public  notices  in 
the  Ftoouu.  Register. 


O.  Authority  (Authority  for  Maintenance 
of  the  System. )  Cite  the  specific  provision  of 
a  Federal  statute  or  Executive  Order  of  the 
President,  including  the  title  thereof,  which 
authorizes,  or  provides  a  legal  basis  for, 
maintenance  of  the  system.  Do  not  cite  reg¬ 
ulations.  In  this  connection,  authority  for  a 
system  may  be  derived  from  a  statute  or  Ex¬ 
ecutive  Order  which; 

1.  Explicitly  authorizes  or  directs  the 
agency  to  maintain  a  system  of  records. 

2.  Authorizes  or  directs  DSA  to  perform  a 
function,  the  discharge  or  which  requires 
maintenance  of  the  system  of  records. 

Note.— Check  with  the  appropriate  Coun¬ 
sel  for  assistance  in  determining  the  statu¬ 
tory  or  regulatory  basis  for  the  system. 

H.  Routine  Uses  (Routine  Uses  of  Records 
Maintained  in  the  System,  Including  Cate¬ 
gories  of  Users  and  the  Purposes  of  Such 
Uses) 

I.  Eteentlally,  this  requirement  calls  for 
the  following  information  in  nontechnical 
terms: 

a.  The  purposets)  for  which  information 
in  the  system  is  collected. 

b.  Each  category  of  user. 

c.  The  specific  use<s)  made  of  the  informa¬ 
tion  by  each  user. 

2.  Each  category  of  user  and  each  use 
must  be  reported.  Any  proposed  new  use  or 
category  of  user,  or  change  in  an  existing 
use,  which  has  the  effect  of  expanding  the 
availability  of  the  information  in  the 
system,  will  reqtiire  publication  of  a  revised 
notice  in  the  Federal  Register.  Any  such 
proposed  change  in  a  routine  use  must  also 
be  described  in  an  advanced  notice  in  the 
Federal  Register  to  permit  30  days  for 
public  comment  before  it  is  implemented. 

3.  As  defined  by  5  UJ3.C.  522a.  the  term 
“routine  use”  means  with  respect  to  the  dis¬ 
closure  of  a  record,  the  use  of  such  record 
for  a  purpose  which  is  compatible  with  the 
purpose  for  which  it  was  collected. 

4.  “Uses”  can  be  distinguished  from  "pur¬ 
poses”  in  that  “purposes”  describe  the  ob¬ 
jectives  for  collecting  or  maintaining  infor¬ 
mation.  "Used”  are  the  specific  ways  or  pro¬ 
cesses  in  which  the  information  is  em¬ 
ployed.  Including  the  persons  or  organiza¬ 
tions  to  whom  the  record  may  be  disclosed. 
For  example,  the  purposes  for  colleeting  in¬ 
formation  may  be  to  evaluate  an  application 
for  a  veteran's  benefit  and  to  issue  checks. 
"Uses”  might  Include  verification  of  certain 
Information  with  the  appropriate  Military 
Service  and  release  of  check  data  to  the  De¬ 
partment  of  the  Treasury.  Ust  under  rou¬ 
tine  uses  if  contractors  are  engaged  to  per-' 
form  a  service,  such  as  key  punch,  optical 
scan,  or  telecommunications  in  connection 
with  the  operation  of  an  automated  data 
system.  List  also  Federal  agencies  to  which 
personal-type  information'  is  disclosed,  in¬ 
cluding  automated  system  interfaces,  and 
the  punxMes  for  which  the  disclosures  are 
made. 

5.  Each  proponent  of  a  system  (i.e..  that 
office  or  orgimization  proposing,  directing, 
or  otherwise  responsible  for  the  system) 
must  prescribe  the  "routine”  uses  of  the  re¬ 
cords.  Routine  use  does  not  merely  encom¬ 
pass  the  common  and  ordinary  uses  to 
which  records  are  put.  but  also  includes  all 
of  the  proper  and  necessary  uses  regardless 
of  frequency.  For  example,  individual 
income  tax  returns  are  routinely  used  by 
the  Internal  Revenue  Service  to  audit  the 
amount  of  tax  due  and  for  assistance  on  col¬ 
lection  of  such  tax  by  civil  proceedings. 
They  are  used  leas  often,  however,  for  refer¬ 


ral  to  the  Department  of  Justice  for  possi¬ 
ble  criminal  prosecution  of  fraud  or  tax  eva¬ 
sion.  Therefore,  the  “routine”  use  of  such 
records  would  include  referrals  to  the  De¬ 
partment  of  Justice.  In  addition,  description 
of  “routine  use”  shall  Include  the  fact  that 
any  individual  records  In  a  system  of  records 
might  be  transferred  to  any  component  of 
the  Department  of  Defense.  It  should  be  ex¬ 
pected  normally  that  “routine  use”  would 
Include  disclosure  to  law  enforcement  or  in¬ 
vestigatory  authorities  for  investigation  and 
possible  criminal  prosecution,  civil  court 
action,  or  regulatory  order. 

I.  Policy-practice  (Policies  and  Practices  for 
Storing,  RetrietHng,  Accessing.  Retaining, 
and  Disposing  of  Records  in  the  System). 
Describe  how  records  in  the  system  are 
managed  during  their  life-cycle.  When  feasi¬ 
ble,  extract  pertinent  Information  from 
your  fUes  or  DSAM  5015.1. 

1.  Storage.  In  describing  records  storage, 
specify  the  medium  in  which  they  are  main¬ 
tained.  such  as  paper  records  in  file  folders, 
visible  or  vertical  file  cards,  computer  mag¬ 
netic  tapes,  or  disks,  computer  paper  prin¬ 
touts,  aperture  cards,  microfiche,  roll  micro¬ 
film,  photographs,  video-tape,  etc. 

2.  RetrievalHlity.  Specify  how  Information 
is  accessed  and  retrieved,  such  as  by  name, 
8SN,  Military  Service  number,  or  other 
identification  number,  classification  or  per¬ 
sonal  characteristics,  such  as  fingerprint 
classification,  voice  print  identifier,  etc.  In¬ 
dicate  further  whether  conventional  or  com¬ 
puterized  indices  are  required  to  retrieve  in¬ 
dividual  records  from  the  system. 

3.  Safeguards,  describe  what  measures  are 
taken  to  prevent  unauthorized  disclosure  of 
the  records  and  state  the  categories  of  indi¬ 
viduals  authorized  access  to  th;  records. 
Specify  system  safeguards,  such  as  safes, 
vaults,  locked  cabinets  or  rooms,  guards, 
personnel,  screening,  visitor  registers,  com¬ 
puter  “fail-safe”  systems  software,  etc. 

Note.— Do  not  describe  security  safe¬ 
guards  in  such  detail  as  to  Increase  the  risk 
of  unauthorized  access  to  the  records. 

4.  Retention  (Retention  and  Disposal). 
State  rules  on  how  long  the  records  are  to 
be  maintained;  if  and  when  they  are  moved 
to  Federal  Records  Centers,  or  to  the  Na¬ 
tional  Archives  or  other  designated  deposi¬ 
tory.  and  If.  when  and  how  they  are  de¬ 
stroyed,  or  otherwise  disposed  of.  Changes 
in  this  item  wiU  not  normally  require  imme¬ 
diate  publication  of  a  revised  public  notice 
unless  they  reflect  an  expansion  in  the 
avalabillty  of  or  access  to  the  system  of  re¬ 
cords. 

J.  Sysmanager  (Title  and  Duty  Address  of 
'  the  Agency  Officials  Responsible  for  the 
System).  In  all  cases,  enter  the  title  of  the 
official  who  is  responsible  for  policies  and 
procedures  governing  the  system;  l.e..  Staff 
Director,  Civilian  Personnel,  HQ  DSA.  If 
the  title  of  the  official  is  unknown  or  un- 
knowaMe  (such  as  for  locally  evolved  ays- 
tems),  specify  the  Commander  or  the  Head 
of  the  Office  as  the  responsible  official.  In 
addition,  for  geographically  or  organization¬ 
ally  decentralized  systems,  where  individ¬ 
uals  may  deal  directly  with  agency  officials 
at  each  location  to  exercise  their  rights 
under  the  Act.  give  the  position  or  duty  title 
of  each  category  of  official  responsible  for 
the  system,  or  a  segment  thereof.  For  exam¬ 
ple.  in  the  case  of  individual  accidenocase 
report  records,  the  entries  should  be'.'lstaff 
Director.  Civilian  Personnel.  HQ  DSA,  and 
Safety  Officers  of  PLFAs.  Do  not  include 
the  duty  address  If  already  listed  in  organi¬ 
zational  directories  mentioned  in  paragraph 
D  above. 
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K.  Noti/ication  (Pmctdun  Whereby  Indi¬ 
viduals  Can  Be  Notified  at  Their  Request  If 
the  System  Contains  Records  Pertaining  to 
Them). 

1.  Indicate  whether  or  not  requests  from 
Individuals  should  addressed  to  the  above 
8YSMANAOER  as  In  paragraph  J  above.  If 
requests  are  to  be  addressed  to  any  other  of¬ 
ficials,  list  them  by  duty  or  position  titles. 

2.  Specify  what  Information  will  be  re¬ 
quired  from  the  requesting  individual  to  de¬ 
termine  whether  or  not  the  system  contains 
a  record  about  him,  such  as  full  name,  mili¬ 
tary  status,  8SN  or  service  number,  resident 
or  nonresident,  etc. 

3.  List  by  specific  name,  or  categories, 
those  offices  which  the  requester  may  visit 
to  obtain  information  on  whether  the 
system  contains  records  pertaining  to  him 
or  her. 

4.  For  personal  visits,  specify  what  data 
the  requester  must  present  as  proof  of  Iden¬ 
tity,  such  as  a  combination  of  full  name, 
date  and  place  of  birth,  parent’s  name, 
driver’s  license,  or  medicare  card,  etc.  Do 
not  require  verification  of  Identity  for  re¬ 
cords  which  are  dlsclosable  under  the  Free¬ 
dom  of  Information  Act. 

L.  itccess  iProcedures  Whereby  an  Individ¬ 
ual  Can  be  Notified  at  His  Request  How  He 
Can  Oain  Access  to  Any  Record  Pertaining 
to  Himself  contained  in  the  system  of  re¬ 
cords).  Include  the  title  or  category  of  offi¬ 
cials  who  can  provide  assistance.  If  those  of¬ 
ficials  are  other  than  the  STSMANAOE31 
above.  If  the  mailing  addresses  are  Usted  In 
the  organizational  directory,  state  that  offi¬ 
cial  mailing  addresses  are  In  the  Depart¬ 
ment  of  Defense  directory  in  the  appendix 
to  the  DSA  systems  notice.  Specific  loca¬ 
tions  and  telephone  numbers  of  offices  may 
be  Indicated  for  unique  or  centralized  sys¬ 
tems. 

M.  Contest  (Rules  For  Access  and  Contest¬ 
ing  Contents  of  Records).  To  comply  with 
this  requirement,  merely,  state:  ’“The 
agency’s  rules  for  access  to  records  and  for 
contesting  contents  and  appealing  initial  de¬ 
terminations  by  the  Individual  concerned 
may  be  obtained  from  the  SYSMAN- 
AOER". 

N.  Source  (Categories  of  Sources  of  Re- 
cords  in  the  System).  List  by  type  each 
source  of  information  in  the  syst^,  e.g.. 
previous  employers,  financial  institutions, 
educational  institutions,  trade  associations, 
automated  system  interfaces,  etc.  Specific 
individuals  or  institutions  need  not  be  Iden¬ 
tified  by  name.  Again,  be  sure  to  Include  all 
tsrpes,  since  collection  of  Information  from 
types  of  sources  other  than  listed  will  re¬ 
quire  publication  of  a  revised  public  notice 
in  the  Fkokbal  Rsoism  before  any  Infor¬ 
mation  is  collected  from  those  sources. 

SscTiON  m.  SYsnau  Quautikd  ahd 
PaoposKD  roa  Exxmptioii 

Qenerally.  the  foUosring  records  may  be 
exempted  from  the  provisions  of  K,  L,  and 
N  of  section  n  above  (subsection  (eX4XO). 
(H).  and  (I)  of  the  Act): 

1.  Records  maintained  by  the  Central  In¬ 
telligence  Agency. 

2.  Records  compiled  to  ensure  protection 
of  the  President  or  other  officials,  classified 
records,  records  required  by  statute  to  be 
maintained  and  used  solely  as  statistical  re¬ 
cords. 

3.  Investigatory  records,  compiled  solely 
for  the  purpose  of  determining  suitability, 
eligibility,  or  qualifleatlons  for  Federal  dvO- 
ian  employment.  Military  Service,  Federal 
contracts,  or  access  to  classified  Informa¬ 


tion,  but  only  to  the  extent  as  outlined  in 
subsection  (kX5)  of  the  Act. 

4.  Certain  testing  and  examination  materi¬ 
al. 

5.  Certain  material  used  to  evaluate  poten¬ 
tial  for  promotion  in  the  Armed  Services. 
(All  items  In  section  II,  above  will  be  com¬ 
pleted  for  systems  proposed  for  exemption, 
except  for  K,  L,  M,  and  N).  Cite  the  system 
name  and  specific  provisions  of  the  Act, 
from  which  the  system  is  to  be  exempted 
and  the  reasons  therefor.  Consult  with 
Counsel  for  detailed  guidance  for  systems 
which  may  be  eligible  for  exemption.  Propo¬ 
nents  of  systems  dealing  with  the  above 
types  of  records  should  contact  the  appro¬ 
priate  records  management  staff  for  addi¬ 
tional  guidelines.  If  necessary,  for  preparing 
exemption  notices  for  publication  in  the 
Fkdexal  Rxgistkr.  (Note:  No  system  of  re¬ 
cords  is  exempted  from  the  public  notice  re¬ 
quirements  of  the  Act).  Failure  to  publish 
such  a  notice  constitutes  a  criminal  viola¬ 
tion. 

Appximix  B 

DRAILZD  INSTRUCTIONS  POR  PORKS  AND  INPOR- 

MATION  RZQUIRXKENTS  SUBJECT  TO  THE  PRI¬ 
VACY  ACT  OP  1*74 

1.  Fill-in  information  on  the  preprinted 
blank  Privacy  Act  Statement  format  will  be 
completed  by  the  functional  element  re¬ 
sponsible  for  the  form.  It  will  be  completed 
by  tyi>ewiiter.  tor  use  as  a  camera  copy  to 
reproduce  and  distribute  to  users  of  the 
form  to  which  the  statement  applies. 

2.  The  forms  management  office  will 
assign  an  edition  date  in  the  block  provided, 
and  when  revised,  a  new  edition  date  will  be 
assigned.  Edition  dates  assigned  the  Privacy 
Act  Statements  may  differ  from  the  date  of 
the  form  described  in  the  Statement  since 
each  may  be  revised  without  revision  to  the 
other.  The  same  edition  dates  will  be  as¬ 
signed  to  both  form  and  related  statement 
when  processed  simultaneously  as  new  or 
revised  actions.  When  Privacy  Act  State¬ 
ments  are  revised,  previous  editions  wlU 
always  be  obsoleted.  A  supersession  notice 
obsoleting  the  previous  edition  will  be 
shown  in  the  bottom  border  of  the  state¬ 
ment  in  the  same  manner  as  shown  on 
forms  when  superseding  a  previous  edition. 
No  form  number  is  assigned  to  the  blank 
Privacy  Act  Statement  format  since  it  may 
be  confused  with  the  applicable  form 
number  entered  in  the  space  provided  in  the 
lower  left  hand  comer. 

3.  When  referencing  a  specific  approved 
Privacy  Act  Statement,  it  will  be  referred  to 
by  the  related  form  number  followed  by  the 
words  "Privacy  Act  Statement.”  For  exam¬ 
ple.  if  DSA  Form  0000  is  entered  in  the 
lower  left  comer  of  the  Statement,  the 
Statement  will  thereafter  be  referred  to  as 
DSA  Form  OOOO-Privacy  Act  Statement. 
’This  will  facilitate  the  requisitioning  of  sup¬ 
plies  of  the  fllled-in  printed  Statement  and 
for  making  references  in  correspondence. 

4.  Strict  attention  is  invited  to  item 
number  1  on  the  Statement.  “Authority”. 
’This  Item,  when  completed,  must  be  coordi¬ 
nated  with  Counsel  for  validation.  ’The 
entry  in  the  “Authority"  bloiA  must  be  a 
“Statute”  or  "Executive  Order”.  When  a 
S8N  is  requested,  in  addition  to  other  items 
of  personal  information,  the  authority  for 
requesting  the  SSN,  if  different  from  the 
authority  for  the  other  items,  wfll  also  be 
shown  in  this  block.  When  a  SSN  is  the  only 
persiHial  Information  requested,  only  item 
numbers  1,  3.  and  4  of  the  Privacy  Act 
Statement  apply. 
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5.  A  supply  of  blank  "Privacy  Act  State¬ 
ments”  will  be  maintained  by  the  local 
forms  management  office  for  issuance  on  re¬ 
quest  from  functional  staff  elements. 
PLFAs  will  locally  reproduce  future  needs 
of  the  blank  statement.  HQ  DSA  and 
D8ASC  staff  elements  will  obtain  additional 
supplies  from  DSAH-XA. 

6.  Completed  and  officially  approved  state¬ 
ments  applicable  to  DD,  I^A.  DSAH.  and 
DSC  forms  will  be  processed  tor  initial  dis¬ 
tribution  in  accordance  with  information 
contained  in  block  9  of  DSA  Form  1424,  Re¬ 
quest  for  Processing  Privacy  Act  Statement. 
HQ  DSA  and  DSASC  staff  elements  can 
obtain  additional  copies  from  DSASC-PD. 
Completed  statements  applicable  to  DD  and 
DSA  forms  will  be  initially  distributed  to 
PLFAs,  who  will  redistribute  needs  to  subor¬ 
dinate  echelons.  PLFAs  will  locally  repro¬ 
duce  additional  needs.  PLFAs  will  develop 
local  procedures  for  printing  and  distribut¬ 
ing  supplies  of  completed  and  approved 
Privay  Act  Statements  applicable  to  locally 
designated  and  controlled  forms. 

7.  DSA  Form  1424.  will  be  prepared  by 
functional  elements  responsible  for  each 
statement.  It  will  serve  as  a  source  docu¬ 
ment  for  preparing  a  requistion  for  repro¬ 
duction  and  distribution  of  the  approved 
completed  statement  to  all  users  of  the  form 
to  which  it  is  applicable.  ’The  forms  manage¬ 
ment  office  will  be  the  source  of  supply  for 
blank  copies  of  DSA  Form  1424. 

8.  HQ  DSA  and  PLFA  forms  management 
offices  will  maintain  a  file  on  each  approved 
Privacy  Act  Statement  along  with  a  copy  of 
the  supporting  DSA  Form  1424,  DD  Form 
843,  Requisition  for  Printing  and  Binding 
Service,  and  DD  Form  844,  Requisition  for 
Local  Duplicating  Service.  ’The  method  of 
fUing  is  left  to  the  discretion  of  local  forms 
management  officers. 

Appendix  C 

Exempted  Record  Systems 

All  systems  of  records  maintained  by  the 
Defense  Supply  Agency  shall  be  exempt 
from  the  requirements  of  5  n.S.C.  552a(d) 
pursuant  to  5  U.S.C.  552a(kXl)  to  the 
extent  that  the  system  contains  any  infor¬ 
mation  properly  classified  imder  Executive 
Order  11652,  and  which  is  required  by  the 
Executive  Order  to  be  kept  secret  in  the  in¬ 
terest  of  national  defense  or  foreign  policy. 
This  exemption,  which  inay  be  sqjplicnble  to 
parts  of  all  systems  of  records,  is  necessary 
because  certain  record  systems  not  other¬ 
wise  specifically  designated  for  exenrptions 
herein  may  contain  isolated  items  of  infor¬ 
mation  which  have  been  properly  classified. 

A.  ID;  S150.20  D8AH-T.  (General  Exemp¬ 
tions) 

Sys  Name:  Security  Violation  Files. 

Exemption:  This  system  of  records  is 
exempted  from  the  following  provisions  of 
the  title  5.  United  States  Code,  section  552a: 
(cX3).  (cX4).  (d).  (eXl),  (eX2).  (eX3). 
(eX4XO).  (eX4XH).  (eX4XI),  (eX5).  (eX8), 
(f).  and  (g). 

Authority:  5  UJ3.C.  552a(JX2). 

Reasons:  Granting  individuals  access  to  in¬ 
formation  collected  and  maintained  by  this 
component  relating  to  the  enforcement  of 
criminal  laws  could  interfere  with  orderly 
investigations,  with  the  orderly  administra¬ 
tion  of  Justice,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehmslon.  Disclo¬ 
sure  of  this  information  could  result  In  the 
concealment,  destruction  or  fabrication  of 
evidence  and  Jeopardiae  the  safety  and  well 
being  of  informants,  witnesses  and  their 


FEDEIAL  REGISTER,  VOL  42,  NO.  — WEDNESDAY,  SEPTEMtER  It,  1977 


51552 


PRIVACY  ACT  ISSUANCES 


families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  Infor¬ 
mation  could  also  reveal  and  render  Ineffec¬ 
tual  Investigative  techniques,  sources  and 
methods  used  by  this  component  and  could 
result  In  the  Invasion  of  the  privacy  of  indi¬ 
viduals  only  Incidentally  related  to  an  inves¬ 
tigation. 

The  exemption  of  the  individual’s  right  of 
access  to  his  records  and  the  reasons  there¬ 
for  necessitate  the  exemption  of  this  system 
of  records  from  the  requirements  of  the 
other  cited  provision. 

B.  ID:  8153.01  DSAH-T.  (Specific  Exemp¬ 
tions) 

Syt  name:  Personnel  Security  Files. 

Exemption.'  This  system  of  records  is 
exempt  from  the  following  provisions  of 
title  5.  United  States  Ccxle,  section  S52a: 
subsection  (d). 

AuthoHty:  5  U.S.C.  SS2aCk)  (I>.  (2).  and 
(5). 

Reasons:  Material  contained  in  this  record 
system  which  is  properly  and  currently  clas¬ 
sified  under  the  provisions  of  Executive 
Order  11652  must  be  strictly  controlled,  the 
disclosure  of  which  would  have  an  adverse 
effect  on  the  National  defense.  Also,  investi¬ 
gatory  material  is  exempt  to  the  extent  that 
the  disclosure  of  such  material  would  reveal 
the  identity  of  a  source  who  furnished  the 
information  to  the  Oovemment  under  an 
express  promise  that  the  identity  of  the 
source  would  be  held  in  confidence,  or  prior 
to  the  effective  date  of  the  Act.  under  an 
implied  promise  that  the  identity  of  the 
source  would  be  held  in  confidence.  This  ex¬ 
emption  will  protect  the  identities  cd  certain 
sources  who  would  be  otherwise  unwilling  to 
provide  information  to  the  Oovemment. 

C.  ID:  S160.50  DSAH-T.  (General  Exemp¬ 
tions) 

Sys  name:  Criminal  Incidents/Ivestiga- 
tlons  Pile. 

Exemption:  This  system  of  records  is  ex- 
tempted  from  the  following  provisions  of 
the  title  5.  United  States  Code,  section  552a: 
(cX3).  (CX4).  (d).  (eXl).  (eX2).  (eX3). 
(eX4XO).  (eX4XH),  (eX4XI).  (eX5).  (eX8). 
(f),  and  (g). 

AuthoHty:  5  UH.C.  552a(jX2). 

Reasons:  Granting  individuals  access  to  in¬ 
formation  collected  and  maintained  by  this 
component  relating  to  the  enforcement  of 
criminal  laws  could  Interfere  with  orderly 
investigations,  with  the  orderly  administra¬ 
tion  of  Justl(%,  and  possibly  enable  suspects 
to  avoid  detection  or  apprehension.  Disclo¬ 
sure  of  this  information  could  result  in  the 
concealment,  destruction  or  fabrication  of 
evidence  and  Jeopardize  the  safety  and  well 
being  of  informants,  witnesses  and  their 
families,  and  law  enforcement  personnel 
and  their  families.  Disclosure  of  this  infor¬ 
mation  could  also  reveal  axKl  render  ineffec¬ 
tual  investigative  techniques,  sources  and 
methods  used  by  this  component  and  could 
result  in  the  invasion  of  the  privacy  of  indl- 
vlduids  only  Incidentally  related  to  an  inves¬ 
tigation. 

The  exemption  of  the  individual’s  right  of 
access  to  his  records  and  the  reason  there¬ 
for  necessitate  the  exemption  of  this  system 
of  records  from  the  requirements  of  the 
other  cited  provisions. 

D.  ID:  S155.53  DCAS-NS.  (Specific  exemp¬ 
tions) 

Sys  name:  Industrial  Personnel  Security 
Clearance  Pile. 

Exemption:  This  system  of  records  is 
exempt  from  the  following  provisions  of 
title  5.  United  States  Code,  section  552a; 
subsection  (d). 


AuthoHty:  5  U.S.C.  552a(kX5). 

Reasons:  Investigatory  material  is  exempt 
to  the  extent  that  the  disclosure  of  such 
material  would  reveal  the  identity  of  a 
source  who  furnished  the  information  to 
the  Government  under  an  express  promise 
that  the  identity  of  the  source  would  be 
held  in  confidence,  or  prior  to  September 
27,  1975  under  an  ImplM  promise  that  the 
identity  of  the  source  would  be  held  in  con¬ 
fidence.  This  exemption  will  protect  the 
identities  of  certain  sources  who  would  be 
otherwise  unwilling  to  provide  information 
to  the  Govenunent. 

CHAPTER  XVIII— DEFENSE  CIVIL  PRE¬ 
PAREDNESS  AGENCY,  DEPART- 
MENT  OF  DEFENSE 

PART  1814— PERSONAL  PRIVACY 
AND  RIGHTS  OF  INDIVIDUALS  RE¬ 
GARDING  THEIR  PERSONAL  RE¬ 
CORDS 

Sec. 

1814.1  Purpose  and  scope. 

1814.2  Policy 

1814.3  DeflniUons. 

1814.4  Disclosure  of  record  to  person  other 
than  the  individual  to  whom  it  pertains. 

1814.5  Procedures  for  requests  for  access  to 
specific  records  pertaining  to  individ¬ 
uals,  and  fees  charged  for  reproduction. 

1814.6  Requests  for  and  agency  review,  in¬ 
cluding  appeal,  of  requests  for  correc¬ 
tion  or  amendment  of  a  record. 

1814.7  Accounting  for  and  informing  about 
disclosures. 

1814.8  Mailing  lists  and  names  and  ad¬ 
dresses. 

1814.9  Exemptions. 

1814.10  DCPA  contractors. 

Authoritt:  Pub.  L.  93-579;  32  CPR,  Part 
286a.  50  UH.C.  App.  2251-2297;  E.O.  10952, 
26  PR  6577;  DoD  Directive  5105.43.  37  PR 
18636. 

§  1814.1  Purpose  and  scope. 

(a)  The  regulation  In  this  part  imple¬ 
ments  for  DCPA  that  part  of  the  De- 
partment  of  Defense  regulation  (32 
(TFR  I*art  286a)  providing  for  promul¬ 
gation  of  published  regulations  by 
components  in  accordance  with  sub¬ 
chapter  n  of  Chater  5  of  Title  5, 
United  Sates  Code.  This  regulation 
sets  forth: 

(1)  ’The  procedures  whereby  an  indi¬ 
vidual  can  be  notified  in  response  to 
his  or  her  request  if  any  system  of 
DCPA  records  specified  by  the  individ¬ 
ual  contains  a  record  pertaining  to 
self. 

(2)  The  requirements  for  verifying 
the  identity  of  an  individual  who  re¬ 
quests  his  or  her  record  or  information 
pertaining  to  self  prior  to  making  the 
record  or  information  available  to  the 
individual. 

(3)  The  procedures  for  granting  an 
individual  who  so  requests  access  to 
his  or  her  record  or  information  per¬ 
taining  to  self. 

(4)  The  procedures  for  reviewing  a 
request  from  an  individual  who  asks 
for  the  amendment  of  any  record  or 


information  pertaining  to  self,  for 
making  a  determination  on  the  re¬ 
quest.  and  for  an  appeal  of  an  initial 
adverse  determination. 

(5)  The  conditions  under  which  dis¬ 
closure  of  personal  information  may 
be  made. 

(6)  Exemptions  of  certain  records 
within  syscems  of  records  from  certain 
of  the  requirements  of  the  Privacy 
Act. 

(b)  This  regulation  specifies  the 
method  by  which  an  individual,  as  de¬ 
fined  herein,  can  obtain  information 
about  DCPA  re<x>rds  pertaining  to  said 
individual.  The  procedures  described 
herein  are  not  to  be  used  to  obtain  in¬ 
formation  about  another  person.  Any 
requests  for  information  about  an¬ 
other  person  will,  as  appropriate,  be 
processed  under  the  DCPA  Freedom 
of  Information  Act  Regulation  set  out 
in  Part  1813  of  this  'Htle. 

(c)  An  employee  or  a  former  employ¬ 
ee  of  DCPA  who  seeks  notification 
about,  or  access  to,  or  amendment  of 
personnel  records  pertaining  to  him¬ 
self  shall,  where  such  are  applicable, 
use  the  procedures  set  out  in  Parts  293 
and  297  of  'DUe  5  of  the  Code  of  Fed¬ 
eral  Regulations,  rather  than  the  pro¬ 
visions  of  this  part.  The  Civil  Service 
Commission  (C8C)  has  basic  responsi¬ 
bility  for  establishing  policies,  and 
access  and  disclosure  procedures  and 
for  publishing  notices  for  those  sys¬ 
tems  of  personnel  records  which  the 
CSC  requires  or  authorizes  govern¬ 
ment  agencies  to  maintain.  If  a  record 
or  Information  is  within  a  system  of 
records  covered  by  Parts  293  or  297  of 
Title  5.  Code  of  Federal  Regulations. 
DCPA  of  the  Director.  Personnel  and 
Employment  Services,  Washington, 
Office  of  Secretary  of  the  Army  who 
serves  as  DCPA  personnel  officer,  will 
apply  the  CSC  guidance  and  regula¬ 
tion,  including  except  as  specifically 
provided  in  section  6  of  this  part, 
using  the  procedures  set  out  therein 
which  may  be  different  from  those  in 
this  regulation. 

(d)  This  is  an  implementing  regula¬ 
tion.  Generally,  this  part  does  not 
repeat  restrictions  or  limitations 
placed  on  agencies  or  components 
thereof  as  set  forth  in  the  Act  or  in 
the  DoD  regulation.  It  does  not  set  out 
matters  relating  to  internal  manage¬ 
ment  of  a  component  and  which  do 
not  directly  affect  a  member  of  the 
public. 

§1814.2  Policy. 

The  policy  pf  DCPA  is  to:  (a)  Pre¬ 
serve  the  personal  privacy  of  individ¬ 
uals,  permitting  an  individual  to  know 
what  records  pertaining  to  him  are 
collected,  maintained,  used,  or  disMml- 
nated  in  the  Department  of  Defense, 
and  to  have  access  to  and  have  a  com¬ 
prehensible  copy  made  of  all  or  any 
portion  of  such  records,  and  to  correct 
or  amend  such  records. 
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(b)  Collect,  maintain,  use,  or  dissemi¬ 
nate  any  record  or  identifiable  person¬ 
al  Information  in  a  manner  that  as¬ 
sures  that  such  action  Is  relevant  to 
the  DCPA  mission  and  is  for  a  neces¬ 
sary  and  lawful  purpose;  that  the  in¬ 
formation  is  timely,  complete  and  ac¬ 
curate  for  its  Intended  use;  and  that 
adequate  safeguards  are  provided  to 
prevent  misuse  of  such  information. 
These  safeguards  will  be  developed  in 
internal  DCPA  instructions  to  staff. 

(c)  Collect,  to  the  greatest  extent 
practical,  personal  information  direct¬ 
ly  from  the  individual  when  that  in¬ 
formation  may  result  in  adverse  deter¬ 
minations  about  an  individual’s  rights, 
benefits  and  privileges  under  Federal 
programs.  To  this  end.  DCPA  will 
devise  internal  procedures  in  connec¬ 
tion  with  its  forms  and  reports  man¬ 
agement  activities  to  carry  out  the 
policy.  These  procedures  will  meet  all 
of  the  requirements  of  the  DoD  regu¬ 
lation. 

(d)  Not  request  an  individual  to  dis¬ 
close  his  or  her  social  security  number 
unless  some  other  agency  or  some 
other  DoD  component  (such  as  the 
Department  of  the  Treasury,  or  the 
Finance  and  Accounts  Office.  Depart¬ 
ment  of  the  Army)  requires  DCPA  to 
obtain  such  number.The  authority  for 
such  a  request,  the  routine  uses,  etc., 
will  be  those  specified  by  the  other 
agency  or  component. 

(e)  Evaluate.  In  accordance  with  in¬ 
ternal  procedures  established  pursu¬ 
ant  to  the  DoD  regulation,  categories 
of  information  in  systems  of  records, 
and  discontinue  such  systems  where 
maintenance  does  not  seem  reasonably 
Justifiable. 

(f)  Publish  in  the  Fbdcral  Rboister 
systems  notices  and  changes  thereto  in 
accordance  with  the  procedures  speci¬ 
fied  in  the  DoD  regulation  and  Office 
of  Management  and  Budget  guidelines 
and  circulars.  These  systems  notices 
will  appear  In  the  annual  compilation 
published  by  the  Office  of  the  Federal 
Register. 

(g)  Establish,  by  internal  Instruc¬ 
tion.  Instructions  to  staff  regarding 
rules  of  conduct. 

8 1814.3  Definitions. 

As  used  herein,  the  following  terms 
shall  have  the  following  meanings: 

(a)  Individual  A  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence.  A 
legal  guardian  or  the  parent  of  a 
minor  has  the  same  rights  as  the  indi¬ 
vidual  and  may  act  on  behalf  to  the  in¬ 
dividual. 

(b)  Maintain  (records  on  individ¬ 
uals).  Collect,  use,  or  disseminate. 

(c)  Record.  Any  item,  collection,  or 
grouping  of  information  about  an  indi¬ 
vidual  that  is  maintained  by  DCPA  in¬ 
cluding.  but  not  limited  to.  his  educa¬ 
tion.  financial  transactions,  medical 
history,  and  crlmlmal  or  employment 


DEPARTMENT  OF  DEFENSE 

history  and  that  contains  his  name,  or 
the  Identifying  number,  symbol,  or 
other  identifying  particular  assigned 
to  the  individual,  such  as  a  finger  or 
voice  print  or  photograph. 

(d)  System  of  records.  A  group  of  any 
records  imder  the  control  of  DCPA 
from  which  information  is  retrieved  by 
the  name  of  an  individual  or  by  some 
Identifying  number,  symbol  or  other 
identifying  particular  assigned  to  the 
Individual. 

(e)  Routine  use.  With  respect  to  the 
disclosure  of  a  record,  or  the  use  of 
such  record  for  a  purpose  which  is 
compatible  with  the  purpose  for  which 
it  was  collected,  routine  use  encom¬ 
passes  not  only  common  or  ordinary 
uses,  but  also  all  the  proper  and  neces¬ 
sary  uses  of  the  record,  even  if  such 
use  occurs  infrequently. 

(f)  DCPA  means  the  Defense  Civil 
Preparedness  Agency,  a  component  of 
the  Department  of  Defense. 

(g)  Director  means  the  Director. 
DCPA. 

(h)  Deputy  Director  means  the 
Deputy  Director,  DCPA. 

(i)  Act  means  the  Privacy  Act  of  1974 
(5  UB.C.  552a). 

(j)  DoD  regulation  means  the  De¬ 
partment  of  Defense  regulation  enti¬ 
tled  "Personal  Privacy  and  Rights  of 
Individuals  Regarding  Their  Person¬ 
nel  Records”  (32  CTFR  Part  286a). 

(k)  CSC  means  the  United  States 
Civil  Service  Commission. 

(l)  Systems  notices  means  a  notice 
published  in  the  Federal  Register  of 
the  existence  of  a  system  of  records 
maintained  by  DCT*A.  Such  notice  is 
one  that  complies  with  the  require¬ 
ments  of  OMB  circulars  and  the  DoD 
regulation. 

(m)  OMB  means  the  Office  of  Man¬ 
agement  and  Budget. 

9 1814.4  Disclosure  of  record  to  person 
other  than  the  individual  to  whom  it 
pertains. 

No  record  contained  in  a  system  of 
records  maintained  within  the  Depart¬ 
ment  of  Defense  shall  be  disclosed  by 
any  means  of  communication  to  any 
person,  or  to  any  agency  outside  the 
Department  of  Defense,  except  pursu¬ 
ant  to  a  written  request  by,  or  with 
the  prior  written  consent  of,  the  indi¬ 
vidual  to  whom  the  record  pertains, 
unless  disclosure  of  the  record  will  be: 

(a)  To  those  officials  and  employees 
of  the  Department  of  Defense  who 
have  a  need  for  the  record  in  the  per¬ 
formance  of  their  duties  and  the  use  is 
compatible  with  the  purpose  for  which 
the  record  is  maintained.  This  in¬ 
cludes.  for  example,  transfer  of  infor¬ 
mation  between  DCPA  and  the  Office 
of  the  Secretary  of  the  Army  which 
performs  certain  services  in  connec¬ 
tion  with  D(rPA  personnel. 

(b)  Required  to  be  disclosed  to  a 
member  of  the  Public  by  the  Freedom 
of  Information  Act  (5  U.S.C.  552). 
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(c)  For  a  routine  use  as  defined  in 
9 1814.3(e)  of  this  part. 

(d)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  au¬ 
thorized  by  law. 

(e)  To  a  recipient  who  has  provided 
DCPA  with  advance  adequate  written 
assurance  that  (i)  the  record  will  be 
used  solely  as  a  statistical,  research  or 
reporting  record;  (ii)  the  record  is  to 
be  transferred  in  a  form  that  is  not  in¬ 
dividually  identifiable  (i.e.,  the  identi¬ 
ty  of  the  individual  cannot  be  deter¬ 
mined  by  combining  various  statistical 
records);  and  (ill)  will  not  be  used  to 
make  any  decisions  about  the  rights, 
benefits  or  entitlements  of  an  individ¬ 
ual. 

(f)  To  the  National  Archives  of  the 
United  States  as  a  record  which  has 
sufficient  historical  or  other  value  to 
warrant  its  continued  preservation  by 
the  United  States  Government,  or  for 
evaluation  by  the  Administrator  of 
General  Services  or  his  designee  to  de¬ 
termine  whether  the  record  has  such 
value. 

(g)  To  another  agency  or  to  an  in¬ 
strumentality  of  any  governmental  Ju¬ 
risdiction  within  or  under  the  control 
of  the  United  States  for  a  civil  or 
criminal  law  enforcement  activity  if 
the  activity  is  authorized  by  law,  and 
if  the  head  of  the  agency  or  instru¬ 
mentality  has  made  a  written  request 
to  the  Director  specifying  the  particu¬ 
lar  portion  desired  and  the  law  en¬ 
forcement  activity  for  which  the 
record  is  sought.  Blanket  requests  for 
all  records  pertaining  to  an  individual 
will  not  be  accepted.  A  record  may  also 
be  disclosed  to  a  law  enforcement 
agency  at  the  initiative  of  the  Director 
when  criminal  conduct  is  suspected, 
provided  that  such  disclosure  has  been 
established  in  advance  as  a  "routine 
use.” 

(h)  To  a  person  pursuant  to  a  show¬ 
ing  of  compelling  circumstances  af¬ 
fecting  the  health  or  safety  of  an  indi¬ 
vidual  if  upon  such  disclosure,  notifi¬ 
cation  is  transmitted  to  the  last  known 
address  of  the  individual  to  whom  the 
record  pertains. 

(i)  To  either  House  of  Congress,  or. 
to  the  extent  of  matter  within  its  Ju¬ 
risdiction,  any  committee  or  subcom¬ 
mittee  thereof,  or  any  Joint  commit¬ 
tee.  This  does  not  authorize  the  disclo¬ 
sure  of  any  record  subject  to  this  part 
to  members  of  Congress  acting  in  their 
individual  capacities  or  on  behalf  of 
their  constituents,  unless  the  individ¬ 
ual  consents. 

(J)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives, 
in  the  course  of  the  performance  of 
the  duties  of  the  General  Accounting 
Office. 

(k)  Pursuant  to  the  order  of  a  court 
of  competent  Jurisdictkm. 
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PRIVACY  ACT  ISSUANCES 


1 181441  Procedures  for  requests  for 
access  to  specific  records  pcrtalninf  to 
indlrkluals,  and  fees  charg^  tor  repro¬ 
duction. 

(a)  The  first  step  in  gaining  access  to 
personal  information  is  for  an  individ¬ 
ual  to  request  notification  if  he  does 
not  know  whether  or  not  DCPA  main¬ 
tains  any  information  pertaining  to 
him.  He  may,  however,  request  access 
to  a  specific  named  record  without  re¬ 
questing  a  notification.  Such  a  request 
for  notification  should  specify  which 
system  of  DCPA  records  as  set  out  in 
the  systems  notices  the  individual  be¬ 
lieves  contains  Information  pertaining 
to  himself.  If  such  a  request  for  notifi¬ 
cation  is  made.  DCPA  will  inform  him 
whether  or  not  said  specified  system 
of  records  contain  any  records  about 
the  requester.  He  may  then  request 
permission  to  review  any  of  these  re¬ 
cords. 

(b)  A  request  for  notification  or  a  re¬ 
quest  for  access  may  be  made  in 
person  to  the  Assistant  Director  for 
Administrative  Services.  Room  IDSll, 
The  Pentagon.  Washini^n,  D.C.  Re¬ 
quests  made  by  mall  must  be  ad¬ 
dressed  to  the  Defense  Civil  Prepared¬ 
ness  Agency.  Attention:  Assistant  Di¬ 
rector  for  Administrative  Services, 
Washington,  D.C.  20301. 

(c)  Subject  to  the  procedures  in  this 
section,  and  unless  the  record  in  the 
system  of  records  described  above  is 
exempt  or  need  not  be  disclosed  under 
the  provisions  of  the  Act.  the  DoD  reg¬ 
ulation  or  this  regulation,  the  individ¬ 
ual  shall  be  permitted  to  review  the 
record  and  to  obtain  a  copy  in  a  form 
comprehensible  to  him. 

(d)  Requests  in  person  may  be  made 
only  at  the  office  of  the  DCPA  official 
mentioned  in  paragraph  (b)  of  this 
section.  These  requests  must  be  made 
between  the  hours  of  9  a.m.  and  4  pan. 
Monday  through  Fridays,  holidays  ex¬ 
cepted.  Persons  not  authorized  access 
to  the  Pentagon  wrlll  be  escorted  to 
this  office  and  will  not  be  permitted  to 
visit  other  areas  of  the  building.  If  the 
particular  record  is  not  immediately 
available  at  that  office,  mutually 
agreeable  arrangements  will  be  made 
to  make  it  so  available  and  the  re¬ 
quester  advised  as  to  the  time  the 
record  will  be  furnished.  Subject  to 
the  provisions  of  this  section,  an  indi¬ 
vidual  who  so  desires  may  be  accompa¬ 
nied  by  a  person  selected  by  him. 

(e)  Requests  by  mail  will  be  ad¬ 
dressed  to  the  address  set  in  para¬ 
graph  (b)  of  this  section. 

(f)  The  only  charge  for  a  copy  of  a 
record  will  be  that  for  the  cost  (as  set 
out  in  Appendix  B  of  Part  1813  of  this 
Title)  of  reproducing  the  record.  No 
charge  is  made  for  search  or  for  costs 
connected  with  deleting  material  not 
provided  the  individual.  See  paragraph 

(k)  of  this  section.  If.  under  said  Ap¬ 
pendix  B,  the  fee  would  amount  to  less 
than  $10,  such  a  fee  is  waived. 


(g)  If  a  requested  record  is  one  that 
would  be  made  available  under  the 
Freedom  of  Information  Act  (5  U.S.C. 
552),  no  verification  of  identity  is  re- 
qxilr^. 

(h)  An  individual  who  asks  in  person 
for  his  record  will  be  asked  to  furnish 
some  acceptable  identification,  such  as 
driver’s  license  or  an  employing  office 
identification  card  or  for  some  verifi¬ 
able  verbal  information.  Such  a  re¬ 
quest  is  made  solely  for  verification  of 
identity. 

(i)  An  individual  who  asks  for  his 
record  by  mall  shall,  for  verification  of 
identity,  furnish  an  item  of  informa¬ 
tion  which  can  be  used  for  such  verifi¬ 
cation.  A  birth  date  is  the  preferred 
form  of  data.  If  information  in  the 
record  is  extremely  sensitive,  the  indi¬ 
vidual  may  be  asked  to  submit  a  nota¬ 
rized  statement  of  identity. 

(J)  DCPA  records  which  have  been 
accepted  by  the  Administrator  of  Gen¬ 
eral  Services  or  his  designee  for  stor¬ 
age.  processing  and  servicing  in  re¬ 
cords  centers  remain  DCPA  records. 
Even  though  a  record  may  be  located 
at  one  of  such  centers,  the  request  for 
the  record  should  be  made  in  accor¬ 
dance  with  this  section.  DCPA  will 
obtain  the  record  from  the  Adminis¬ 
trator  or  his  designee. 

(k)  Access  to  a  record  or  a  copy 
thereof  will  not  be  denied  solely  be¬ 
cause  the  record’s  physical  presence  is 
not  readily  available  (i.e.,  on  magnetic 
tape)  or  because  the  context  of  the 
record  may  disclose  sensitive  informa¬ 
tion  about  another  individuai.  To  pro¬ 
tect  the  personal  privacy  of  other  indi¬ 
viduals  who  may  be  identified  in  a 
record,  an  extract  shall  be  prepared 
deleting  only  that  information  which 
would  not  be  released  to  the  request¬ 
ing  individual  under  the  Freedom  of 
Information  Act. 

(l)  This  regulation  does  not  entitle 
an  individual  to  have  access  to  any  in¬ 
formation  compiled  in  reasonable  an¬ 
ticipation  of  a  civil  action  or  proceed¬ 
ing. 

(m)  Copies  of  investigatory  records 
compiled  by  any  investigative  organi¬ 
zation.  but  in  the  temporary  custody 
of  an  element  requesting  the  record 
for  purposes  of  adjudication  or  other 
persoimel  action,  are  the  records  of 
the  originating  investigative  organiza¬ 
tion.  Individuals  seeking  access  to  such 
records  shall  be  directed  to  the  origi¬ 
nating  investigative  organization  and 
should  be  instructed  to  direct  all  re¬ 
quests  submitted  under  the  Privacy 
Act  of  1974  to  that  organization.  Re¬ 
cords  concerning  the  adjudication,  or 
other  personnel  actions  based  on  the 
investigative  records,  originated  by  the 
organization  using  the  investigation, 
are  the  records  of  the  using  organiza¬ 
tion  which  shall  respond  to  all  other 
requests  under  the  Privacy  Act  of  1974 
concerning  them. 


S  1814.8  RequesU  for  an  agency  review, 
including  appeal,  of  requests  for  cor¬ 
rection  or  amendment  of  a  record. 

(a)  An  individual  may  request,  either 
in  person  or  by  mail,  that  a  record  in  a 
specified  system  of  records  be  amend¬ 
ed.  Such  request  shall  be  in  writing. 
No  specific  form  is  required.  A  request 
shall  contain,  as  a  minimum,  identify¬ 
ing  information  to  locate  the  record,  a 
description  of  the  items  to  be  amended 
and  the  reason  amendment  is  being  re¬ 
quested.  ’The  system  of  records  of 
which  the  record  is  a  part  should  be 
specified.  If  the  request  cannot  be  pro¬ 
cessed  because  of  lack  of  specificity  or 
information,  the  individual  may  be 
asked  to  clarify  the  request  or  to 
submit  further  information.  No  specif¬ 
ic  form  is  required  for  an  amendment. 
An  individual  shall  be  required  to  pro¬ 
vide  verification  of  identity  as  pre¬ 
scribed  in  section  5  of  this  part  to 
assure  that  the  requester  is  seeking  to 
amend  records  pertaining  to  him  and 
not  inadvertently  or  intentionally  the 
records  of  another  individual. 

(b)  The  request  for  amendment  shall 
be  addressed  to  the  Assistant  Director 
for  Administrative  Services  (see 
S  1814.5(b)  of  this  part)  who  shall  pro¬ 
cess  the  request  for  decision  by  the 
Deputy  Director. 

(c)  A  request  to  amend  a  personnel 
record,  submitted  in  accordwee  with 
the  CSC  procedures,  will  be  processed 
through  the  Director,  Personnel  and 
Employment  Services.  Washington, 
for  decision  by  the  Deputy  Director. 

(d)  Unless  the  request  is  approved  or 
denied  within  the  ten  days,  and  the  in¬ 
dividual  advised,  a  written  acknowl¬ 
edgment  of  receipt  of  a  request  for 
amendment  of  record  shall  be  pro¬ 
vided  to  the  individual  within  ten 
working  days  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays) 
after  receipt  by  the  proper  office.  The 
acknowledgment  will  clearly  identify 
the  request  and  advise  the  individual 
when  he  may  expect  to  be  informed  of 
action  taken  on  the  request.  Whenever 
practicable,  the  decision  shall  be  made 
within  30  working  days.  For  requests 
presented  in  person,  written  aciuiowl- 
edgment  may  be  provided  at  the  time 
the  request  is  presented. 

(e)  If  the  Deputy  Director  agrees 
with  any  portion  or  all  of  the 
individual’s  request  to  amend  a  record, 
the  Deputy  Director  shall  promptly 
advise  the  individual  and  the  record 
will  be  amended  accordingly.  If  a  dis¬ 
closure  accounting  has  been  made,  all 
previous  recipients  of  the  record  will 
be  advised  that  the  amendment  has 
been  made  and  of  the  substance  of  the 
correction.  . 

(f)  If  the  Deputy  Director  disagrees 
with  all  or  any  portion  of  a  request  to 
amend  a  record,  the  Deputy  Director 
shall: 

(1)  Advise  the  individual  of  the  refus¬ 
al  and  the  reasons  therefor; 
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(2)  Inform  the  individual  that  a  re* 
quest  may  be  made  for  further  review 
by  the  Director,  and 

(3)  Describe  the  procedures  for  re¬ 
questing  such  a  review. 

(g)  Upon  request  in  writing  by  the 
individual,  the  Director  shall  make  a 
review  of  the  initial  determination. 
Such  a  request  shall  be  addressed  to 
the  Director,  and  shall  specify  that 
part  of  the  Deputy  Director’s  initial 
decision  with  which  the  individual  dis¬ 
agrees  and  the  requested  modification 
to  the  decision.  The  request  shall  be 
mailed  to,  or  delivered  as  described  in 
9  1814.5(b)  of  this  part. 

(h)  If,  after  conducting  the  review, 
the  Director  also  refuses  to  amend  the 
record  in  accordance  with  the  individ¬ 
ual’s  request,  the  individual  shall  be 
notified: 

(1)  Of  the  refusal  and  the  reasons 
therefor; 

(2)  Of  the  right  to  file  a  concise 
statement  of  reasons  for  disagreeing 
with  the  decision; 

(3)  Of  the  procedures  for  filing  a 
statement  of  disagreement;  and  that 
such  statement  will  be  made  available 
to  anyone  to  whom  the  record  is  sub¬ 
sequently  disclosed; 

(4)  ’That  prior  recipients  of  the  dis¬ 
puted  record  will  be  provided  a  copy  of 
the  statement  of  disagreement  to  the 
extent  that  an  accounting  of  disclo¬ 
sures  is  maintained;  and 

(5)  of  the  right '  to  seek  Judicial 
review  of  the  refusal  to  amend  a 
record. 

(i)  If  the  Director  determines  that 
the  record  should  be  amended  in  ac¬ 
cordance  with  the  request,  the  record 
will  be  amended  and  the  individual, 
and  previous  recipients,  where  an  ac¬ 
counting  of  disclosure  has  been  main¬ 
tained,  will  be  advised. 

(j)  A  final  determination  on  the  re¬ 
quest  for  a  review  of  an  initial  refusal 
to  amend  a  record  must  be  completed 
within  30  working  dasrs  after  receipt 
unless  the  Director  determines  that  a 
fair  and  equitable  review  cannot  be 
completed  in  that  time.  If  additional 
time  is  required,  the  individual  shall 
be  informed  in  writing  of  the  reasons 
for  the  delay  and  of  the  approximate 
date  on  which  the  review  is  expected 
to  be  completed. 

(k)  When  an  individual  files  a  state¬ 
ment  of  dispute,  the  record  will  be 
clearly  annotated  so  that  the  dispute 
is  apparent  to  anyone  who  may  subse¬ 
quently  grant  access  to.  use  or  disclose 
the  record.  ’The  notation  itself  shall  be 
integral  to  the  record.  Where  an  ac¬ 
counting  of  disclosure  has  been  made. 
DCPA  shall  advise  previous  recipients 
that  the  record  has  been  disputed  and 
shall  provide  a  copy  of  the  individual’s 
statement. 

(l)  A  brief  summary  of  the  reasons 
for  not  making  an  amendment  may  be 
included  when  disclosing  disputed  in¬ 
formation.  Summaries  normally  will 


be  limited  to  the  reasons  stated  to  the 
individual.  'The  summary  will  be  treat¬ 
ed  as  part  of  the  individual’s  record; 
however,  it  will  not  be  subject  to  the 
amendment  procedures. 

9 1814.7  Accounting  for  and  informing 
about  discioBurcs. 

(a)  Except  for  disclosures  made  pur¬ 
suant  to  9  1814.4(a)  (1)  and  (2),  except 
for  a  disclosure  for  investigative  pur¬ 
poses  under  9  1814.4(aK7),  and  except 
for  disclosure  of  records,  if  any. 
exempt  from  the  accounting  require¬ 
ment  under  section  9,  DC^PA  will  main¬ 
tain  an  accurate  accounting  of  the 
date,  nature  and  purpose  of  each  dis¬ 
closure  of  a  record  in  a  system  of  re¬ 
cords  to  any  person  or  agency  outside 
the  Department  of  Defense,  and  make 
such  accounting  record  available  to 
the  individual  to  whom  it  pertains 
upon  his  request.  Such  a  request  shall 
be  submitted  in  the  same  manner  as  a 
request  to  amend  a  record  as  specified 
in  9  1814.5(b). 

(b)  DCPA  will  make  reasonable  ef¬ 
forts  to  notify  an  individual  when  any 
record  which  pertains  to  him  is  dis¬ 
closed  to  any  person  or  agency  under 
compulsory  legal  process. 

9  1814J  Mailing  lists  and  names  and  ad¬ 
dresses. 

(a)  An  individual’s  name  and  address 
will  not  be  sold  or  rented  by  DCPA 
unless  such  action  is  specifically  au¬ 
thorized  by  law.  ’This  provision  shall 
not  be  construed  to  require  the  with¬ 
holding  of  names  and  addresses  other¬ 
wise  permitted  to  be  made  public. 

(b)  Except  where  specifically  set  out 
as  a  routine  use  in  the  DCPA  systems 
notices.  Usts  or  compilation  of  names 
and  home  addresses,  or  single  home 
addresses  will  not  be  disclosed  without 
the  consent  of  the  individual  involved, 
to  the  public  including,  but  not  limited 
to,  individual  congressmen,  creditors, 
and  commercial  and  financial  institu¬ 
tions.  Requests  for  home  addresses 
may  be  referred  to  the  last  known  ad¬ 
dress  of  the  individual  for  reply  at  his 
discretion  and  the  requester  will  be 
notified  accordingly.  ’This  prohibition 
does  not  apply  to  directories  and  simi¬ 
lar  lists  of  civil  preparedness  officials, 
persons  qualified  to  perform  civil  pre¬ 
paredness  tasks  and  skills  and  the  like 
which  are  disseminated  for  a  civil  de¬ 
fense  purpose;  it  may  also  be  waived 
by  the  Director  or  Deputy  Director 
when  circumstances  of  a  case  indicate 
compelling  and  overriding  intwests. 

9  1814.9  Exemptions. 

(a)  Pursuant  to  subsection  S(kKl).of 
the  Act,  those  records  in  any  of  the 
systems  of  records  maintained  by 
DCPA  which  contain  any  information 
properly  classified  under  Executive 
Order  11652  and  which  are  required 
by  the  Executive  Order  to  be  kept 
secret  in  the  national  defense  or  for¬ 


eign  policy  are  exempt  from  section  3 
(d)  and  (f)  of  the  Act.  ’This  exemption 
which  conceivably  could  be  applicable 
to  individual  records  in  any  of  the  re¬ 
cords  systems  for  which  DCPA  has 
published  a  systems  notice  is  neces¬ 
sary  because  certain  records  in  sys¬ 
tems  not  specifically  designated  could 
contain  isolated  items  of  information 
which  have  been  properly  classified 
and  which  cannot  be  disclosed. 

(b)  Pursuant  to  subsection  3(kK2)  of 
the  Act.  those  records  in  any  of  the 
systems  of  records  for  which  DCPA 
has  published  systems  notices  which 
contain  investigatory  material  com¬ 
piled  for  law  enforcement  purposes 
are  exempt  from  the  provisions  of  sec¬ 
tion  3(cK3).  (d).  (eK4KI).  and  (f)  of  the 
Act.  This  exemption  applies  to  records 
in  the  following  systems  of  records  for 
which  systems  notices  have  been  pub¬ 
lished  on  August  18. 1975  in  the  Feder¬ 
al  Register. 

FEA  3-1,  Civil  Rights  complaint  and  compli¬ 
ance  files. 

LEO  5.  Interest— Conflict  review. 

LEO  7-1,  Claims  (Litigation)— Employees. 
LEO  7-2,  Claims  (Litigation)— Other  than 
employees. 

LEO  8-1,  Enforcement,  compliance  and  su¬ 
pervision  of  DC;PA  employees. 

LEO  8-2,  Enforcement  (compliance)— 4ndi- 
vlduals  other  than  DCPA  employees. 

PER  6,  Equal  Employment  Opportimity  dis¬ 
crimination  complaint  files.  , 

PE9t  6A.  Handicapped  employees  and 
handicapped  veterans. 

PER  Oeneral  personnel. 

(c)  DCPA  will  not  deny  an  individual 
access  to  information  which  has  been 
used  to  deny  him  a  right,  benefit  or 
privilege. 

9 1814.10  DCPA  contractors. 

(a)  Where  DCPA  hires  a  contractor 
to  maintain  or  to  participate  in  main¬ 
taining  a  system  of  re<x>rds  as  defined 
in  9 1814.3.  the  contractor  shall  be  sub¬ 
ject  to  the  requirements  of  the  Act, 
the  DoD  regulation  and  this  part,  in¬ 
cluding  991814.4.  1814.5  and  1814.6. 
Only  for  purposes  of  subsection  3(1)  of 
the  Act  entitled  "Criminal  Penalties,’* 
a  contractor,  or  an  employee  of  a  con¬ 
tractor,  shall  be  considered  to  be  an 
employee  of  DCPA. 

(b)  Educational  institutions  which 
maintain  systems  of  records  as  defined 
in  9 1814.3  in  connection  with  a  DCPA 
contract  are  not  subject  to  the  require¬ 
ments  of  this  part  if  such  systems  of 
records  are  integrated  into  the  educa¬ 
tional  institutions  regular  systems  of 
records.  ’Thus  student  records  main¬ 
tained  by  the  institution  together  with 
other  student  records  of  the  institu¬ 
tion  are  not  subject  to  this  part  by 
virtue  of  the  fact  that  DCPA  paid  the 
tuition  for  such  student  or  otherwise 
hired  the  institution  to  conduct  the 
training. 
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